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This  compilation  is  an  integral  part  of  the  training  material  for  DTIC’s  DoD  STINFO 
(Scientific  and  Technical  Information)  Manager  Training  Course.  It  includes  regulations, 
forms,  and  other  documentation  that  support  the  DoD  Scientific  and  Technical 
Information  Program  (STIP)  and  the  implementing  military  services  programs.  It  is  an 
aid  to  the  operation  and  management  of  STI  activities.  Attendance  at  the  course  includes 
the  training  manual  and  the  STINFO  Documentation.  This  edition  supersedes 
AD-A302211. 
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SECTION  1.  REGULATIONS 


1  - 1 .  DoDD  2002.3 ,  Clearance  of  Research  and  Studies  with  Foreign  Affairs 
Implications.  The  directive  defines  the  policy  and  procedures  and  assigns 
responsibilities  and  authorities  for  clearance  of  foreign  area  research  study  grants 
and  contracts  that  may  have  potentially  adverse  implications  for  U.S.  foreign 
relations. 

1  -2.  DoDD  3200. 1 2,  DoD  Scientific  and  Technical  Information  Program.  The  directive 
defines  the  overall  concepts  and  assigns  responsibilities  for  the  operation  and 
management  of  the  DoD  Scientific  and  Technical  Information  Program  (STIP). 

The  directive  was  reissued  in  1998.  There  is  also  an  implementing  instruction, 
DoDI  3200.14,  Principles  and  Operational  Parameters  of  the  DoD  Scientific  and 
Technical  Information  Program. 

1  -3 .  DoDI  3 200. 1 4,  Principles  and  Operational  Parameters  of  the  DoD  Scientific  and 
Technical  Information  Program.  The  instruction  implements  policy,  assigns 
responsibilities,  and  prescribes  procedures  under  DoDD  3200.12,  DoD  Scientific 
and  Technical  Information  Program.  Enclosures  3  through  7  define  the  major 
elements  of  the  DoD  STIP.  The  instruction  is  dated  May  13, 1997  and  replaces 
DoD  3200.12-R-l,  Research  and  Technology  Work  Unit  Information  System 
Regulation,  DoD  32001.12-R-2,  Centers  for  Analysis  of  Scientific  and  Technical 
Information  Regulation,  and  DoDI  5200. 2\,  Dissemination  of  DoD  Technical 
Information.  An  Administrative  Reissuance  Incorporating  through  Change  3  was 
issued  on  June  28,  2001. 

1  -4.  DoDD  3204. 1 ,  Independent  Research  and  Development  (IR&D)  and  Bid  and 
Proposal  (B&P)  Program.  The  directive  establishes  policy  and  assigns 
responsibilities  for  both  the  technical  and  business  aspects  of  IR&D  and  B&P 
activities.  There  is,  also,  an  IR&D  Database  Contributor 's  Guide.  The  instruction 
was  reissued  as  a  directive  in  1999  with  a  new  title. 

1  -5.  DoDD  4205.2,  Acquiring  and  Managing  Contracted  Advisory  and  Assistance 
Services  (CAAS).  The  directive  was  reissued  in  1992  and  updates  policy, 
responsibilities,  and  procedures  for  a  disciplined  approach  to  the  management, 
acquisition,  and  use  of  CAAS  resources  to  meet  DoD  requirements.  CAAS 
include  studies  and  analyses. 


1-6.  E.O.  12958  (and  Amendments),  Classified  National  Security  Information.  The 
Executive  Order  prescribes  a  uniform  system  for  classifying,  safeguarding,  and 
declassifying  national  security  information.  The  latest  one  was  issued  on  April  17, 
1995  and  took  effect  on  October  14, 1995.  E.O.  12958  was  amended  with 
E.O.  12972,  dated  September  18, 1995,  and  E.O.  13142,  dated  November  19, 1999. 

1  -7.  DoDD  5200. 1 ,  DoD  Information  Security  Program.  The  directive  defines  the 
policy,  procedures,  and  responsibilities  for  controlling  classified  information. 

There  are  a  number  of  supporting  documents.  The  directive  was  reissued  in 
December  1996. 

1-8.  DoD  5200.1 -PH,  DoD  Guide  to  Marking  Classified  Documents.  The  pamphlet  is 
authorized  by  DoDD  5200.1,  DoD  Information  Security  Program,  and  is  an 
illustrative  guide  to  the  proper  marking  of  all  types  of  classified  information.  The 
pamphlet  was  reissued  in  1997. 

1-9.  DoDD  5220.22,  DoD  Industrial  Security  Program.  The  directive,  dated  December 
8,  1980,  establishes  the  Defense  Industrial  Security  Program  (DISP)  and  sets  policy 
for  the  release  of  classified  information  to  industry.  There  are  four  authorized 
publications.  The  DISP  was  replaced  by  the  National  Industrial  Security  Program 
(NISP)  in  1993.  DoD  5220.22-M,  Industrial  Security  Manual  for  Safeguarding 
Classified  Information,  is  now  called  the  NISP  Operating  Manual  (NISPOM),  dated 
January  1995.  A  supplement  was  also  issued  in  1995. 

1-10.  DoDD  5230.9,  Clearance  of  DoD  Information  for  Public  Release.  The  directive 
governs  the  security  and  policy  review  of  all  DoD  information  proposed  for  release 
to  the  public.  The  directive  was  reissued  in  1996,  and  an  Administrative  Reissuance 
Incorporating  Change  1  was  issued  July  15,  1999. 

DoDI  5230.29,  Security  and  Policy  Review  of  DoD  Information  for  Public 
Release.  The  instruction  implements  policy,  assigns  responsibilities,  prescribes 
procedures  for  conducting  the  review,  and  identifies  information  that  must  be 
cleared  before  public  release,  including  STINFO  assigned  Distribution  Statement 
A.  The  instruction  was  reissued  in  1999. 

1-11.  DoDD  5230.11,  Disclosure  of  Classified  Military  Information  to  Foreign 

Governments  and  International  Organizations.  The  directive  was  reissued  in  1992 
and  prescribes  policy,  responsibilities,  and  procedures  for  the  disclosure  of 
classified  military  information  to  foreign  governments  and  international 
organizations.  It  canceled  DoDI  5230.17,  Procedures  for  Disclosure  of  Classified 
Military  Information  to  Foreign  Governments  and  International  Organizations, 
incorporating  and  expanding  on  the  procedures. 
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1-12.  DoDD  5230.20,  Visits,  Assignments,  and  Exchanges  of  Foreign  Nationals.  The 
directive  was  reissued  in  1998  with  a  new  title  and  updates  policy  and 
responsibilities  governing  visits  and  assignments,  including  exchanges,  of  foreign 
nationals  to  the  DoD  Components  and  certain  contractor  facilities.  One  new 
program  is  established  -  the  Foreign  Liaison  Officers  (FLOs)  Program  -  and  the 
policy  for  the  assignment  of  Cooperative  Program  Personnel  is  established. 

1-13.  DoDD  5230.24,  Distribution  Statements  on  Technical  Documents.  The  directive 
establishes  the  DoD  distribution  statement  system,  including  controls  for  export- 
controlled  information. 

1-14.  DoDD  5230.25,  Withholding  of  Unclassified  Technical  Data  from  Public 

Disclosure.  The  directive  implements  the  DoD  authority  to  withhold  from  public 
disclosure  technical  information  that  is  determined  to  be  export-controlled. 

1-15.  DoD  5230.25-PH,  Control  of  Unclassified  Technical  Data  with  Military  and  Space 
Application.  The  pamphlet  is  a  clear  and  concise  guide  to  why  DoD  received  the 
authority  to  withhold  export-controlled  technical  information.  It  outlines  key 
provisions  of  DoDD  5230.24,  Distribution  Statements  on  Technical  Documents, 
and  DoDD  5230.25,  Withholding  of  Unclassified  Technical  Data  with  Military 
and  Space  Application,  and  spells  out  procedures  for  access  to  this  information. 

1-16.  DoDI  5230.27,  Presentation  of  DoD-Related  Scientific  and  Technical  Papers  at 
Meetings.  The  instruction  provides  the  policy  and  procedures  for  presentation  of 
technical  papers  at  classified  and  unclassified  meetings  by  DoD  employees  and 
DoD  contractors.  It  also  includes  guidance  for  DoD  sponsorship  of  technical 
meetings  and  foreign  national  participation. 

1-17.  DoDD  5400.7,  DoD  Freedom  of  Information  Act  Program.  The  directive  authorizes 
DoD  5400.7-R,  the  single  DoD  regulation  on  the  Freedom  of  Information  Act 
(FOIA)  program.  The  directive  was  reissued  in  September  1997,  and  the  most 
recent  edition  of  the  regulation  is  dated  September  1998. 

1-18.  DoDD  5535.3,  DoD  Domestic  Technology  Transfer  (T2)  Program.  The  directive 
provides  policy  and  assigns  responsibilities  for  domestic  technology  transfer 
activities  of  the  DoD.  The  directive  was  reissued  in  1999  with  a  new  title. 

DoDI  5535.8,  DoD  Technology  Transfer  (T2)  Program.  The  instruction  identifies 
the  responsibilities  and  procedures  necessary  to  implement  domestic  technology 
transfer  programs  in  the  DoD.  The  instruction  is  new  and  was  issued  in  1999. 

The  directive  and  instruction  replace  DoD  3200.12-R-4,  Domestic  Technology 
Transfer  Program  Regulation. 


1-19.  To  register  for  DTIC  Services.  The  Registration  Guide  to  the  Defense  Technical 
Information  Center  (DTIC)  has  been  rewritten  and  is  now  located  in  an  electronic 
format  on  DTIC's  homepage.  Go  to  DTIC's  homepage,  www.dtic.mih  and  follow 
the  registration  process. 

1-20.  MIL  STD  1806,  Marking  Technical  Data  Prepared  by  or  for  the  Department  of 
Defense.  This  canceled  standard  provides  procedures  for  the  marking  of  classified 
and  unclassified  technical  information  with  distribution  statements  and  the  export 
control  warning.  It  answers  questions  about  what  should  be  marked,  where  the 
markings  should  be  placed,  and  how  to  determine  export-controlled  data.  The 
standard  is  no  longer  cited  on  contracts  as  the  marking  authority  because  it  was 
canceled  in  1995.  It  is  available  from  DTIC  as  a  guidance  document. 

(AD-A283  939) 

1-21.  AFPD  61-2,  Management  of  Scientific  and  Technical  Information.  The  policy 
directive  describes  the  Air  Force  STINFO  Program  and  assigns  responsibilities. 
Attachment  1  lists  three  measures  of  compliance.  Attachment  2  lists  activities  that 
require  full  time  STINFO  Officers.  All  five  implementing  instructions  are  included 
in  the  STINFO  Documentation.  The  directive  and  implementing  instructions  are  in 
revision. 

AFI 61-201,  The  Local  Scientific  and  Technical  Information  Process.  The 
instruction  establishes  the  procedures,  processes,  and  management  guidelines  for 
local  STINFO  Officers.  Duties  are  listed,  including  Office  of  Primary  Responsibility 
(OPR)  ones.  Attachments  1  and  2  are  compliance  checklists. 

AFPD  61-2  and  AFI  61-201  replaced  AFR  83-1. 

1-22.  AFI  61-202,  United  States  Air  Force  Technical  Publications  Program.  The 
instruction  provides  policy  and  assigns  responsibilities  for  the  preparation, 
processing,  and  distribution  of  Air  Force  technical  publications  generated 
in-house  or  by  contract  or  grant.  AFI  61-202  replaced  AFR  83-2. 

1-23.  AFI  61-203,  The  Work  Unit  Information  System.  The  instruction  establishes 
procedures  for  conducting  literature  searches  of  the  Defense  RDT&E  Online 
System  (DROLS),  commercial  databases,  and  the  open  literature  and  the 
preparation  and  reporting  of  work  unit  information  summaries  to  DTIC. 

The  instruction  is  being  revised  to  reflect,  among  other  changes,  the  name 
changes  from  Work  Unit  Information  System  (WUIS)  to  Research  Summaries 
(RS).  AFI  61-203  replaced  AFR  80-12. 


VI 


1-24.  AFI 61-204,  Disseminating  Scientific  and  Technical  Information.  The  instruction 
discusses  the  marking  of  technical  data  with  distribution  statements  and  the  export 
control  warning  notice.  It  describes  the  contractor  certification  process  for  access  to 
export-controlled  technical  information  and  discusses  the  handling  of  requests  for 
such  information.  The  requirement  for  a  destruction  notice  is  addressed.  The 
instruction  is  in  revision.  AFI  61-204  replaced  AFR  80-30,  AFR  80-34,  and  AFR 
83-3. 

1-25.  AFI  61-205,  Sponsoring  or  Co-Sponsoring,  Conducting,  and  Presenting  DoD- 
Related  Scientific  Papers  at  Unclassified  and  Classified  Conferences,  Symposia, 
and  Other  Similar  Meetings.  Attachment  1  is  a  useful  checklist.  AFI  61-205 
replaced  AFR  80-43. 

1-26.  AFRLI 61-201,  Research  and  Development  (R&D)  Case  Files.  The  instruction 
establishes  policies,  responsibilities,  and  procedures  for  initiating,  managing, 
maintaining,  and  retiring  Air  Force  Research  Laboratory  R&D  case  files.  A  case 
file  constitutes  the  complete  history  of  a  RDT&E  or  similar  work  effort.  The 
instruction  was  reissued  in  2000  with  limited  distribution. 

1-27.  AR  70-45  (Draft),  Research,  Development,  and  Acquisition  Scientific  and  Technical 
Information  Program.  The  regulation  describes  the  Army  STINFO  Program, 
assigns  responsibilities,  explains  how  it  is  organized  and  conducted,  and  how 
STINFO  resources  are  to  be  managed.  STINFO  Manager  duties  are  listed. 

This  is  the  only  regulation  for  the  Army  STINFO  Program.  It  is  in  draft  form 
and  will  replace  seven  current  regulations. 

1-28.  SECNAVINST  3900.43,  Navy  Scientific  and  Technical  Information  Program.  The 
instruction  was  reissued  in  2002.  It  provides  guidance  on  Department  of  the  Navy 
policy  and  concepts  and  assigns  responsibilities  for  the  Navy  Scientific  and 
Technical  Information  Program  (STIP).  It  requires  the  designation  of  at  least  one 
STIP  Focal  Point  for  each  command/activity. 

ONRINST  3900.36,  Navy  Scientific  and  Technical  Information  Program  (STIP). 

The  new  instruction  was  issued  in  1994  and  implements  SECNAVINST  3900.43, 
Navy  Scientific  and  Technical  Information  Program,  and  further  defines 
management  responsibilities.  It  states  specific  actions  that  form  the  basis  of  the 
Navy  STIP  and  specifies  the  major  duties  of  the  STIP  Focal  Point. 

1-29.  AMC-PAM  70-6,  Research  and  Development  Opportunities  with  the  US.  Army 
Materiel  Command.  The  revised  pamphlet,  dated  September  1999,  was  published  in 
2000  and  contains  information  on  the  various  Army  industrial  programs,  such  as  the 
Technical  and  Industrial  Liaison  Office  (TILO)  network.  The  information  is  of 
interest  to  DoD-wide  activities. 


1-30.  Naval  Potential  Contractor  Program  (NPCP)  Application  Guidebook.  This 
guidebook,  dated  21  March  2001,  contains  basic  information  on  the  NPCP  and 
includes  detailed  instructions  on  how  to  apply.  The  information  is  of  interest  to 
DoD-wide  activities.  This  is  the  web  version  of  the  guidebook. 
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SECTION  2.  FORMS  AND  OTHER  DOCUMENTATION 


2-1 .  DD  Form  250,  Material  Inspection  and  Receiving  Report.  This  form  is  used  to 
accept  the  required  deliverable(s)  on  a  contract.  By  signing  it,  the  sponsoring  DoD 
organization  acknowledges  that  the  item(s)  conform  with  the  quality  and  quantity 
requirements  of  the  contract.  The  form  was  revised  with  a  date  of  August  2000. 

Tab  2-1  contains  a  blank  DD  Form  250.  Two  examples  of  completed  DD  Form  250 
are  included  in  the  class  training  materials. 

2-2.  DD  Form  254,  Department  of  Defense  Contract  Security  Classification 

Specification.  This  form  is  used  to  specify  the  kind  of  classified  information 
access  that  is  required  on  a  contract.  The  form  was  revised  with  a  date  of 
December  1999.  Tab  2-2  contains  a  blank  DD  Form  254. 

2-3.  DD  Form  1423,  Contract  Data  Requirements  List  (CDRL).  This  form  is  used  when 
technical  data  is  required  under  a  contract  and  specifies  all  the  required  deliverables. 
It  is  completed  by  the  person  who  is  responsible  for  the  data  requirements  of  the 
contract,  with  the  assistance  of  a  data  manager,  and  is  processed  by  the  contracting 
office.  The  form  was  reissued  with  a  date  of  February  2001 .  Tab  2-3  contains 
examples  of  completed  DD  Form  1423  and  a  blank  DD  Form  1423. 

2-4.  STINT  Research  Summay  (RS)  Worksheet.  This  form  represents  the  data  elements 
in  the  Research  Summaries  (RS)  database.  The  name  of  the  database  has  changed 
over  the  years  from  Work  Unit  Information  System  (WUIS)  to  Technieal  Effort  and 
Management  System  (TEAMS)  to  RS.  Tab  2-4  contains  a  blank  worksheet. 
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2-5.  DD  Form  1540,  Registration  for  Scientific  and  Technical  Information  Services. 
This  form,  dated  2001,  is  used  to  register  for  DTIC  products  and  services.  It 
determines  the  duration  of  the  registration  and  subject  fields  of  interest  for 
classified  products  and  services.  It  is  the  only  registration  form  required  for  DoD 
and  other  U.S.  Government  agencies.  DoD  organizations  must  submit  the  actual 
form  for  access  to  classified  information  but  may  register  over  the  telephone  for 
access  to  unclassified  information.  Other  U.S.  Government  organizations  must 
submit  it  for  access  to  limited  and  classified  information.  Contractors  must 
submit  the  DD  Form  1540  for  access  to  information  at  DTIC.  A  separate  form 
must  be  completed  for  each  contract  or  grant,  and  the  registration  is  in  force  for 
the  length  of  the  contract.  The  form  is  in  revision.  The  form  was  revised  with  a 
date  of  June  2001 .  Tab  2-5  contains  a  blank  DD  Form  1 540  and  helpful  hints 
sheet  for  completing  the  form. 

2-6.  DD  Form  2345,  Militarily  Critical  Technical  Data  Agreement.  This  form  is 

required  for  access  to  export-controlled  technical  data  by  contractors,  including  such 
technical  information  available  from  DTIC.  The  form  is  submitted  to  the  Defense 
Logistics  Information  Service  (DLIS),  Battle  Creek,  MI  for  certification.  Certified 
contractors  are  eligible  to  receive  export-controlled  technical  data  for  a  renewable 
period  of  five  years,  and  their  names  are  placed  on  the  Certified  Contractor  Access 
List  (CCAL).  The  form  was  revised  and  reissued  in  2001 .  Tab  2-6  contains  a  blank 
DD  Form  2345  and  two  helpful  hints  sheets  for  completing  the  form. 

2-7.  DTIC  Form  1,  Document  Order  Form.  This  form  is  used  to  order  documents  from 
the  DTIC  collection.  Document  orders  may  also  be  placed  through  DROLS  or  by 
telephone,  letter,  FAX,  email,  or  via  the  DTIC  Home  Page.  The  form  was  revised 
and  reissued  in  October  1999.  Tab  2-7  contains  a  blank  Form  1  and  an  electronic 
Document  Order  Form. 

2-8.  DTIC  Form  6,  Deposit  Account  Notification  Form.  This  form  is  used  to  register  the 
National  Technical  Information  Service  (NTIS)  deposit  account  number  with  DTIC. 
The  deposit  account  number  must  be  on  file  at  DTIC.  DTIC  accepts  orders  by 
deposit  account  and  by  credit  card.  Tab  2-8  contains  a  blank  DTIC  Form  6  and  the 
NTIS  Deposit  Account  Application  form. 

2-9.  DTIC  Form  50,  DTIC  Accession  Notice.  Contributors  should  include  this  form 
when  submitting  documents  to  DTIC.  The  assigned  accession  number  (AD)  is 
written  on  the  form  by  DTIC  and  returned  to  the  contributor.  The  form  is  considered 
a  receipt.  AD  notification  can  also  be  received  by  email  through  the  Contributor 
Feedback  service.  This  service  requires  registration.  Tab  2-9  contains  a  blank  DTIC 
Form  50  and  a  copy  of  the  Contributors  Feedback  form. 
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2-10.  DTIC  Form  55,  Request  for  Release  of  Limited  Document.  This  form  is  completed 
when  a  requester  does  not  meet  the  audience  of  an  assigned  distribution  statement. 
The  form  is  submitted  by  DTIC  to  the  Controlling  DoD  Office  responsible  for 
determining  if  the  specified  document  should  be  released  to  the  requester.  The  form 
was  revised  and  reissued  in  2000.  Tab  2-10  contains  a  blank  DTIC  Form  55  and  a 
blank  DTIC  Form  55B,  the  Embassy  Request  Form. 

2-11.  DTIC  Form  64,  Request  for  DTIC  Database  Products.  This  form  is  used  to  request 
a  search  of  a  DTIC  database  or  to  subscribe  to  one  of  the  bibliography  services. 

Tab  2-1 1  contains  a  blank  DTIC  Form  64  and  an  electronic  Request  for  DTIC 
Database  Products. 

2-12.  DTIC  Form  530,  Nonprint  Form.  This  form  is  used  to  submit  nonprint  documents, 
software,  data  files,  and  databases  to  DTIC.  Formats  include  videorecording, 
computer  diskette,  magnetic  tape,  and  CD-ROM.  It  provides  a  one  page  summary 
of  the  bibliographic  information  and  physical  characteristics  of  the  particular 
nonprint  product  and  forms  the  basis  of  the  DROLS  record.  Tab  2-12  contains  an 
example  of  a  completed  DTIC  Form  530.  A  WORD  version  is  available  on  the 
DTIC  homepage  and  as  a  template  in  the  STINFO  class. 

2-13.  SF  298,  Report  Documentation  Page.  This  form  is  used  to  submit  paper  and 

microfiche  documents  and  documents  submitted  electronically  over  the  Internet  to 
DTIC.  It  replaced  the  DD  Form  1473.  It  provides  a  one-page  summary  of  the 
bibliographic  information  for  the  particular  document  and  forms  the  basis  for  the 
DROLS  record.  A  revised  form  was  issued  in  August  1998  and  is  available  in 
various  electronic  formats.  A  WORD  version  is  available  on  the  DTIC  Homepage 
and  as  a  template  in  the  STINFO  class.  Washington  Headquarters  Service  offers 
versions  in  Form  Flow  and  PDF.  Tab  2-13  contains  a  blank  copy  of  the  revised  SF 
298  and  one  example  of  a  completed  SF  298  in  the  old  version. 

2-14.  Data  Item  Description  (DID).  The  DID  states  the  required  format  and  contents 

preparation  instructions  for  each  deliverable  on  a  contract.  For  example,  DI-MIS  C- 
80711A,  Scientific  and  Technical  Reports,  states  that  ANSI  Z39.18,  Scientific  and 
Technical  Reports  -  Elements  .Organization,  and  Design,,  shall  be  used  for  technical 
report  format.  The  DID  is  referenced  on  the  Contract  Data  Requirements  List 
(CDRL).  Revision  of  MIL-STD-963,  Department  of  Defense  Standard  Practice  for 
Data  Item  Descriptions  (DIDs),  removed  the  requirement  to  use  the 
DD  Form  1664  for  DIDs.  DIDs  are  now  prepared  in  plain  paper  format. 

DD  Form  1664  was  canceled  with  a  date  of  November  2,  2000.  Tab  2-14  contains 
DI-MISC-8071 1 A  and  one  other  technical  publication  DID. 

2-15.  Request  for  Scientific  and  Technical  Report.  This  letter  is  used  by  DTIC  to  order 
documents  that  are  not  in  the  DTIC  collection.  Tab  2-15  contains  an  example  of  the 
letter  and  a  form  that  serves  as  a  substitute. 


2-16.  Independent  Research  and  Development  (IR&D)  Data  Block.  This  document 

contains  the  data  elements  for  an  IR&D  project  for  inclusion  in  the  database.  The 
database  is  now  web-based.  Tab  2-16  contains  a  blank  document  since  the  database 
is  proprietary. 

2-17.  FAR/DFARS.  There  are  several  procurement  items  in  Tab  2-17  pertaining  to 
technical  documents/data: 

a.  FAR  35.010.  Research  and  Development  Contracting— Scientific  and 
Technical  Reports.  This  subpart  requires  that:  a)  a  contractor  furnish  a  report  as  the 
permanent  record  of  the  work  accomplished  imder  a  R&D  contract;  b)  copies  be 
submitted  to  NTIS;  and  c)  the  SF  298  be  submitted  when  agencies  require  that 
completed  reports  be  covered  by  a  report  documentation  page. 

b.  Contract  Provisions  for  Providing  Technical  Reports  to  the  Defense 
Technical  Information  Center.  This  DDR&E  memorandum  addresses  the  reporting 
requirements  of  the  FAR  and  DFARS,  including  the  roles  of  DTIC  and  NTIS. 

c.  DFARS  235.010(b).  Research  and  Development  Contracting- 
Scientific  and  Technical  Reports.  Among  a  number  of  provisions, 

DFARS  235.010(b)  establishes  the  requirement  that  DTIC  is  responsible  for 
collecting  all  reports  that  are  the  products  of  scientific  and  technical  observations, 
findings,  recommendations,  and  results  derived  from  DoD  endeavors,  including 
both  in-house  and  contracted  efforts. 

d.  DFARS  252.235-7010.  Research  and  Development  Contracting- 
Acknowledgment  of  Support  and  Disclaimer.  This  clause  is  used  in  research  and 
development  contracts. 

e.  DFARS  252.235-701 1.  Research  and  Development  Contracting — 
Final  Scientific  or  Technical  Report.  This  clause  states  the  requirement  for  the 
contractor  to  submit  the  approved  technical  report  to  DTIC. 

f  DFARS  227.71.  DoD  Rights  in  Technical  Data  (Introduction).  This 
is  the  first  page  of  the  subpart  issued  in  1995.  The  subpart  describes  DoD  rights  and 
responsibilities  related  to  the  receipt  of  technical  data  marked  with  restricted  or 
protected  legends  by  a  contractor.  There  is  also  DFARS  227.72,  Rights  in  Computer 
Software  and  Computer  Software  Documentation. 
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2-18.  DFARs.  There  are  two  DFARS  sections  in  Tab  2-18  pertaining  to  literature 
searching  and  procurement: 

a.  DFARS  237.272(b),  DoD  Contracted  Advisory  and  Assistance 
Services— Requesting  Activity  Responsibilities.  DFARS  237.272(b)  establishes  the 
requirement  that  on  the  acquisition  for  studies,  the  purchase  request  package  must 
contain  a  signed  statement  that:  a)  DTIC  and  other  information  sources  have  been 
queried;  b)  evidence  of  those  queries  are  on  file;  and  c)  no  existing  scientific  and 
technical  report  could  fulfill  the  requirement. 

b.  DFARS  235.70,  Research  and  Development  Contracting  —Research 
and  Development  Streamlined  Contracting  Procedures.  This  subpart  prescribes 
streamlined  procedures  for  acquiring  research  and  development  using  a  standard 
solicitation  and  contract  format  and  the  capabilities  of  the  World  Wide  Web.  DTIC 
and  literature  searching  are  mentioned  in  Section  H.2,  Special  Contract 
Requirements— Scientific/T echnical  Information,  of  the  standard  RDSS/C  format. 
Section  H.5,  Nonstandard  Clauses,  includes  the  clause  entitled  Final  Scientific  and 
Technical  Report. 

2-19  Notice  to  Accompany  the  Dissemination  of  Export-Controlled  Technical  Data.  This 
notice  must  accompany  all  export-controlled  technical  information  that  is 
distributed  to  certified  U.S.  contractors.  All  export-controlled  documents  distributed 
by  DTIC  contain  the  notice.  Tab  2-19  contains  a  copy  of  the  notice. 

2-20.  ANSI/NISO  Z39. 18-1995,  Scientific  and  Technical  Reports  -  Elements, 

Organization,  and  Design.  This  standard  replaced  MIL-STD-847B,  Format 
Requirements  for  Scientific  and  Technical  Reports  Prepared  by  or  for  the 
Department  of  Defense,  and  is  the  recommended  guideline  for  publishing  technical 
reports.  DoD  has  adopted  the  standard.  The  copyrighted  publication  is  part  of  the 
STINFO  Manager  training  class  courseware  and  may  be  downloaded  for  fi"ee  from 
the  Internet.  A  hard  copy  may  be  purchased  from  the  NISO  Press,  Techstreet,  310 
Miller  Avenue,  Ann  Arbor,  MI  48103  or  by  calling  1-800-699-9277.  The  standard 
is  in  revision.  Tab  2-20  contains  a  copy  of  the  standard. 

2-21 .  ANSI/NISO  Z39.23-1997,  Standard  Technical  Report  Number  Format  and 
Creation.  This  standard  provides  a  uniform  format  for  the  assignment  of  report 
numbers  to  technical  publications  of  all  types  and  formats  and  is  the  recommended 
guideline.  The  standard  was  reissued  in  1997.  The  copyrighted  publication  is  part  of 
the  STINFO  Manager  training  class  comseware  and  may  be  downloaded  for  free 
from  the  Internet.  A  hard  copy  may  be  purchased  from  the  NISO  Press,  Techstreet, 
310  Miller  Avenue,  Ann  Arbor,  MI  48103  or  by  calling  1-800-699-9277.  Tab  2-21 
contains  a  copy  of  the  standard. 

2-22.  DoD  Information  for  Industry  Offices/Potential  Contractor  Program  Focal 

Points/Offices  of  Research  and  Technology  Applications.  Tab  2-22  contains  lists  of 
persormel  in  the  various  DoD  industrial  programs. 
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2-23.  Finding  STINFO  Documentation  -  Sampling.  Tab  2-23  contains  a  list  of  sources  for 
DoD  regulations,  forms,  and  specifications  and  standards. 

2-2A.USAF  STINFO  Management  Bibliography.  During  1990,  a  series  of  office 
management  reports  were  produced  by  the  office  of  the  AF  STINFO  Program 
Manager.  Formats  include  paper,  computer  diskette,  and  videorecording.  Tab  2-24 
contains  a  list  of  the  reports,  including  assigned  AD  numbers  for  ordering  from 
DTIC. 

2-2S. NASA/DoD  Aerospace  Knowledge  Diffusion  Research  Project  Publications.  Started 
in  1989,  this  study  explored  the  diffusion  of  STI  throughout  the  aerospace  industry. 
A  book  presenting  the  completed  results  was  published  in  1997.  The  study  was 
comprised  of  four  phases.  Phase  one  studied  the  information-seeking  methods  of 
U.S.  aerospace  engineers  and  scientists.  Phase  two  addressed  the  transfer  of  STI  in 
government  and  industry  and  the  role  of  librarians  and  technical  information 
specialists  in  that  transfer.  Phase  three  looked  at  the  use  of  STI  in  the  aeademic 
aerospace  community.  Phase  four  examined  knowledge  production,  use,  and 
transfer  of  STI  among  non-U.S.  aerospace  organizations  and  aerospace  engineers 
and  scientists.  Tab  2-25  eontains  a  list  of  published  reports  and  papers,  ineluding 
assigned  AD  numbers  for  ordering  from  DTIC.  Ordering  information  for  the  book 
is  also  included. 

2-26.  DTIC  Products  and  Services  Catalog.  Tab  2-26  contains  a  copy  of  the  2000-2001 
catalog.  The  up-to-date  version  can  be  found  at 
http://www.dtic.mil/dtic/pscatalog  sepl  .pdf 

2-27.  NTIS  Catalog  of  Products.  Tab  2-27  contains  a  copy  of  the  NTIS  catalog.  An 
electronic  version  can  be  found  at  http://www.ntis.gov. 
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Department  of  Defense 

DIRECTIVE 


NUMBER  2002.3 
August  15, 1985 


USD(P) 

SUBJECT:  Clearance  of  Research  and  Studies  With  Foreign  Affairs  Implications 


References:  (a)  DoD  Directive  5100.62,  "Clearance  of  Research  and  Studies  with 
Foreign  Affairs  Implications,"  August  19,  1969  (hereby  canceled) 
(b)  DoD  Directive  5010.22,  "DoD  Contract  Studies  Management," 
March  25,  1982 


1.  REISSUANCE  AND  PURPOSE 

This  Directive  reissues  reference  (a),  updates  policy  and  procedures,  and  assigns 
responsibilities  and  authorities  for  clearance  of  foreign  area  research  study  grants  and 
contracts  that  may  have  potentially  adverse  implications  for  U.S.  foreign  relations. 


2.  APPLICABILITY 

This  Directive  applies  to  the  Office  of  the  Secretary  of  Defense  (OSD),  the  Military 
Departments,  the  Organization  of  the  Joint  Chiefs  of  Staff  (OJCS),  the  Unified  and 
Specified  Commands,  and  the  Defense  Agencies  (hereinafter  referred  to  collectively  as 
"DoD  Components"). 


3.  DEFINITIONS 

3.1.  DoD-Sponsored  Foreign  Affairs  Research.  Research  programs  and  studies 
in  the  social  and  behavioral  sciences  dealing  with  international  relations,  or  with 
foreign  areas  and  people,  whether  conducted  in  the  United  States  or  abroad,  that  are 
supported  by  contracts  or  grants.  In-house  research  is  not  included  imder  this 
Directive. 
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3.2.  Potentially  Adverse  Foreign  Affairs  Implications.  Applies  to  foreign  affairs 
research,  the  effect  of  which  may  create  or  exacerbate  sensitive  situations  for  the  U.S. 
Government  in  its  relations  with  other  governments.  These  possibilities  are  likely  to 
occur  particularly  in  projects  that  include  conduct  of  overseas  field  research  by  U.S. 
contractors  or  grantees;  foreign  travel  performed  under  terms  of  a  grant  or  contract  for 
any  other  purpose  related  to  foreign  affairs  research;  conduct  of  foreign  affairs 
research  by  foreign  contractors  in  foreign  areas;  contact  with  foreign  nationals; 
substance  relating  to  international  relations;  and  research  or  any  study  focusing  on 
contemporary  characteristics  of  the  culture,  politics,  or  institutions  of  foreign  countries. 

4.  POLICY 

4.1.  It  is  DoD  policy  that  foreign  affairs  research  that  may  have  potentially 
adverse  foreign  affairs  implications  be  reviewed  expeditiously  by  the  Under  Secretary 
of  Defense  for  Policy  (USDP)  before  initiation  or  award  of  a  contract  or  grant,  and  that 
the  conduct  of  such  research  or  studies  be  monitored  and  administered  in  such  a  way 
as  to  avoid  adverse  effects  on  U.S.  foreign  relations. 

4.2.  The  policy  originates  with  a  mandate  from  the  President  to  the  Secretary  of 
State  to  establish  procedures  to  ensure  that  foreign  affairs  research  is  conducted  in 
such  a  way  so  as  not  to  impact  adversely  U.S.  foreign  relations.  Department  of  State 
(DoS)  guidance  for  the  implementation  of  that  policy  is  contained  in  enclosure  1. 

4.3.  DoD  Directive  5010.22  (reference  (b))  contains  overall  policy  guidance  for 
the  management  of  DoD  contract  studies,  and  specifically  reserves  the  coordination  of 
foreign  affairs  research  to  the  provisions  of  this  Directive. 


5.  RESPONSIBILITIES 

5.1.  The  Under  Secretary  of  Defense  for  Policy,  or  designee,  shall  be  responsible 
for  sensitivity  review  and  approval  of  all  foreign  affairs  research  with  potentially 
adverse  foreign  affairs  implications  sponsored  by  contract  or  grant.  In  carrying  out 
these  responsibilities,  the  USDP  shall  serve  as  the  clearance  point  in  the  Department  of 
Defense  and  the  originator  of  DoD  requests  for  coordination  with  the  DoS,  in 
accordance  with  enclosure  1 .  The  review  and  approval  of  foreign  affairs  research 
shall  be  limited  exclusively  to  the  determination  of  the  potential  adverse  consequences 
such  research  may  have  for  U.S.  foreign  relations.  Clearance  of  such  projects  may  not 
be  construed  as  an  endorsement  of  the  need,  method,  or  value  of  the  project. 
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5.2.  Heads  of  DoD  Components,  or  designees,  shall  establish  procedures  to 
ensure  compliance  with  this  Directive. 

6.  PROCEDURES 

6. 1 .  DoD  Components  undertaking  foreign  affairs  research  with  potentially 
adverse  foreign  affairs  implications  shall  request  approval  to  do  so  from  the  USDP. 
Such  requests  shall  include  the  following  information: 

6.1.1.  Title  and  brief  description  of  project. 

6.1.2.  Project  scope/purpose. 

6.1.3.  Names  of  contractor/grantee  and  principal  researchers. 

6.1.4.  Estimated  proj ect  cost. 

6.1.5.  Description  of  proposed  field  work,  to  include  countries  to  be  visited, 
approximate  dates,  and  extent  and  type  of  contact  with  foreign  nationals  here  or  abroad. 

6. 1 .6.  Any  record  of  previous  discussion  of  the  project  with  U.S.  diplomatic 
mission  personnel. 

6.1.7.  Project  classification,  if  any. 

6.1.8.  Proposed  disposition  of  reports. 

6.2.  The  USDP,  or  designee,  promptly  shall  review  the  request  and  initiate 
clearance  action,  if  required,  with  the  DoS.  The  clearance  process  normally  takes 
about  30  days.  DoD  Components  shall  be  notified  promptly  of  the  decision,  and 
adverse  decisions  may  be  appealed  to  the  DoS  through  the  USDP,  in  accordance  with 
enclosure  1. 
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1.  EFFECTIVE  DATE  AND  IMPLEMENTATION 

This  Directive  is  effective  immediately.  All  DoD  Components  supporting  research 
and  studies  with  foreign  affairs  implications  shall  provide  the  Under  Secretary  of 
Defense  for  Policy  implementing  instructions  within  120  days. 

Hilliaas  H.  Taft,  IV 
Deputy  Secretary  of  Defense 


Enclosures  - 1 

El.  Policies  and  Procedures  for  Department  of  State  Review  and  Coordination  of 
Government-Sponsored  Research  on  Foreign  Affairs 
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EL  ENCLOSURE  1 

POLICIES  AND  PROCEDURES  FOR  DEPARTMENT  OF  STATE  REVIEW  AND 
COORDINATION  OF  GOVERNMENT-SPONSORED  RESEARCH  ON  FOREIGN 

AFFAIRS 


IC/FAE  (Revision  3) 
January,  1985 


POLICIES  AND  PROCEDLIIES 
FOR 

DEPARTMENT  OF  STATE  REVIEW  AND  COORDINATION 
OF 

GOVERNMENT-SPONSORED  RESEARCH  ON  FOREIGN  AFFAIRS^ 

Purpose:  To  state  the  source  and  nature  of  the  Secretary  of  State's 

responsibilities  for  the  review  and  coordination  of  Government- 
sponsored  research  on  foreign  affairs;  to  specify  the  concomitant 
responsibilities  and  procedures  agreed  to  by  sponsoring  agencies. 

I.  DEFINITION  OF  GOVERNMENT-SPONSORED  FOREIGN  AFFAIRS  RESEARCH 

Research  programs  and  studies  in  the  social  and  behavioral  sciences  dealing 
with  international  relations,  or  with  foreign  areas  and  peoples,  whether 
conducted  in  the  United  States  or  abroad,  which  are  supported  by  contracts  or 
grants  awarded  by  agencies  of  the  United  States.  In-house  research  is  not 
included. 

II.  AUTHORIZATION  AND  ORGANIZATION 
A.  Mandate 

A  letter  from  the  President  to  the  Secretary  of  State,  dated  August  2, 
1965,  established  the  responsibility  for  the  review  for  sensitivity  reasons 
of  Government-sponsored  research  on  foreign  affairs.  It  said; 

I  am  determined  that  no  Government  sponsorship  of  foreign  area 
research  should  be  undertaken  which  in  the  judgment  of  the 
Secretary  of  State  would  adversely  affect  United  States  foreign 
relations.  Therefore  I  am  asking  you  to  establish  effective 
procedures  which  will  enable  you  to  assure  the  propriety  of 
Government-sponsored  social  science  research  in  the  area  of  foreign 
policy. 

In  addition,  an  April  27,  1977,  memorandum  to  all  Department  and  Agency 
heads  from  the  Special  Assistant  to  the  President  for  National  Security 
Affairs  assigns  to  the  Secretary  of  State  "responsibility  for 


y  This  document,  first  issued  on  January  16,  1978,  replaces  the  "Procedures  for 
Department  of  State  Review  of  Government-Sponsored  Foreign  Affairs  Research" 
adopted  on  November  18,  1965,  and  published  in  the  Federal  Register  (Vol.  31, 
No.  7,  January  12,  1966,  pp.  358-60). 
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the  coordination  of  foreign  affairs  external  research. .. including  informa¬ 
tion  exchange,  documentation,  publication  and  other  activities  required  to 
minimize  duplication  of  effort;  joint  funding;  measures  to  assure  quality, 
utility  and  availability;  and  other  matters  requiring  interagency  consulta¬ 
tion." 

This  document  is  designed  to  assist  in  the  discharge  of  both  the 
Secretary's  coordination  responsibilities  and  his  responsibility  to  avoid 
adverse  effects  on  U.S.  foreign  relations.  As  his  representative  in  the 
discharge  of  these  responsibilities,  the  Secretary  has  designated  the 
Director  of  the  Bureau  of  Intelligence  and  Research  (INK). 

B.  Department  of  State  Research  Council 

To  implement  the  President's  1965  directive,  the  Secretary  of  State 
created  the  Department  of  State  Research  Council  (DSRC)  and  designated  the 
Director  of  INR  as  Chairman  to  assist  him  in  formulating  policies  for  State 
Department  review  and  clearance  of  project  proposals  submitted  by  other 
Government  agencies.  In  addition  to  its  Chairman,  the  DSRC  is  composed  of 
the  Director  of  the  Policy  Planning  Staff,  the  Legal  Adviser,  and,  as 
appropriate,  representatives  of  the  regional  and  functional  bureaus.  The 
DSRC  and  its  Chairman  are  assisted  by  the  Office  of  Long-Range  Assessments 
and  Research  (INR/LAR) . 

C.  DSRC  Chairman 


The  Chairman  of  the  DSRC  is  responsible  for  final  clearance  of  proposed 
projects  submitted  by  sponsoring  agencies.  The  Chairman  keeps  the  Secretary 
of  State  informed  of  the  DSRC's  major  deliberations  and  actions.  The 
Chairman  may  issue  guidelines  to  aid  agencies  in  fulfilling  the  requirements 
of  these  procedures. 

III.  PURPOSE  AND  LIMITS  OF  REVIEW 

The  DSRC  will  review  research  projects  only  for  the  purpose  of  avoiding 
adverse  effects  on  U.S.  foreign  relations.  The  risks  of  possible  adverse 
effects  on  foreign  relations  will  be  weighed  against  the  value  of  the 
research  project  to  the  U.S.  Government.  Because  the  sponsoring  agency  is 
the  best  judge  of  the  value  of  a  proposal  to  its  own  mission,  its  views  will 
be  carefully  considered.  If  the  DSRC  questions  the  propriety  of  any  research 
project,  it  will  consult  with  the  sponsoring  agency  before  making  a  final 
determination.  Clearance  of  projects  by  the  DSRC  is  not  necessarily  an 
endorsement  of  the  need,  method,  or  value  of  the  project. 
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IV.  CRITERIA  FOR  REVIEW  AND  CLEARANCE 

2/ 

A.  Military  and  Foreign  Affairs  Agency  -  Pro.jects 

All  foreign  affairs  research  projects  that  at  any  stage  involve  foreign 
travel  or  contact  with  foreign  nationals  in  the  United  States  or  abroad,  must 
be  submitted  for  review.  Such  other  projects  as  the  sponsoring  agency 
determines  may  have  potential  adverse  effects  on  U.S.  foreign  relations  (see 
IV.D.l.,  below)  should  be  submitted  for  review. 

3/ 

B.  Domestic  Agency  -  Projects 

Domestic  agencies  must  determine,  on  the  basis  of  potential  sensitivity 
as  described  in  section  IV. D.,  below,  which  of  their  foreign  affairs  research 
projects  should  be  submitted  for  review. 

C.  All  Agencies — Continuing  Programs  and  General  Purpose  Grants 

1.  Agency  representatives  will  keep  the  DSRC  informed  about  continuing 
foreign  affairs  research  programs  carried  out  by  research  organizations 
receiving  principal  support  from  their  agencies.  After  consultation  with  an 
agency,  the  DSRC  may  ask  to  review  specific  projects.  In  cases  where  such 
research  organizations  are  not  required  to  clear  their  research  plans  or 
projects  with  sponsoring  agencies,  the  DSRC  shall  not  require  review  of 
specific  projects.  However,  the  DSRC  should  be  kept  informed  of  all  foreign 
affairs  research  projects  undertaken  as  part  of  these  programs. 

2.  Grants  to  academic  institutions  for  general  purposes  (such  as 
expansion  of  facilities,  faculty,  or  curriculum)  need  not  be  submitted  to  the 
DSRC  for  review.  However,  the  DSRC  should  be  informed  about  such  grants  if 
any  funds  are  to  be  used  to  support  foreign  affairs  research  by  the  recipient 
Institution. 

D.  Project  Sensitivity 

1.  Projects  which  involve  neither  foreign  travel  nor  contact  with 
foreign  nationals  may  also  be  sensitive  if  they  deal  with  subjects  under 
active  negotiation  or  currently  in  dispute. 


2/  Agency  for  International  Development,  Arms  Control  and  Disarmament  Agency, 

Department  of  Defense,  Central  Intelligence  Agency,  Department  of  State,  U.S. 
Information  Agency. 

3/  Grants  of  the  National  Science  Foundation,  the  National  Endowment  for  the 
~  Humanities,  the  National  Institutes  of  Health,  and  the  Alcohol,  Drug  Abuse, 
and  Mental  Health  Administration,  as  well  as  grants  awarded  under  the 
Fulbright-Hays  program  or  the  National  Defense  Education  Act,  have  been 
exempted  from  provisions  of  this  section. 
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1.  Projects  which  involve  foreign  travel  or  contact  with  foreign  nationals 
are  especially  likely  to  be  sensitive  if  they: 

a.  Deal  with  the  authority,  effectiveness,  or  policies  of  a  foreign 
government,  with  the  nature  and  relationships  of  politically  significant 
internal  institutions,  or  with  the  attitude  of  the  people  toward  the 
government  (especially  if  the  government  is  characterized  by  instability); 

b.  Involve  large-scale  or  formalized  surveys  or  interviews;  or 

c.  Are  conducted  by  large  teams  or  which  cover  extensive  or 
remote  areas  of  a  foreign  country. 

3.  Projects  which  involve  foreign  travel  or  contact  with  foreign  nationals 
are  less  likely  to  be  sensitive  if  they; 

a.  Deal  with  historical  rather  than  contemporary  subjects  unless  there 
are  contemporary  implications; 

b.  Gather  information  in  the  host  country  through  documentary 
investigation  rather  than  interviews  or  questionnaires; 

c.  Have  the  approval  of  interested  agencies  of  th.:  host  country 
government; 

d.  Involve  professional  participation  by  host  country  nationals  as 
researchers;  or 

e.  Are  not  designed  to  contribute  specifically  to  the  operating  mission 
of  an  agency  of  the  U.S.  Government. 

V,  REVIEW  AND  CLEARANCE  PROCEDURES 

A.  Time  Required 

Fifteen  working  days  are  normally  allotted  for  DSRC  review  of  agency 
projects.  Projects  will  be  considered  cleared  unless  other  DSRC  action  is 
communicated  to  the  agency  within  15  working  days  after  the  required 
infomation  is  received  for  review. 

B.  Information  Required 

1,  Title  and  brief  description  of  project. 

2.  Name  of  sponsoring  agency  or  agencies  (including  information  on  any 
funding  by  other  agencies). 
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3.  Contractor,  estimated  cost,  and  principal  researchers. 

4.  Detailed  information  on  project;  hypotheses  to  be  investigated, 
methods,  schedules,  types  of  findings  anticipated,  countries  or  regions 
covered. 


5.  If  project  involves  field  work  abroad,  names  of  researchers,  indication 
of  time  of  proposed  field  work,  and  extent  and  types  of  contact  with  foreign 
nationals. 

6.  Extent  to  which  discussion  with  U.S.  diplomatic  mission  has  already  been 
held  in  the  formulation  of  project  proposal. 

7.  Classification  of  projects  and  proposed  disposition  of  reports. 

C.  Types  of  Clearance  Actions 


1. 

Cleared 

2. 

Cleared  with 

conditions 

3. 

Not  cleared 

(with  statement  of  reasons) 

(Once  a  project  is  cleared,  normally  there  will  be  no  further  State 
Department  action,  although  other  agencies  remain  under  obligation  to 
inform  the  DSRC  of  changes  in  the  character  of  the  research,  and,  in  the 
event  of  substantial  changes  or  significant  developments  in  the  research, 
the  DSRC  retains  the  option  to  review  the  project.) 

D.  Appeals 

An  agency  may  request  reconsideration  of  a  decision,  in  which  case  the 
DSRC  will  accept  the  agency's  appeal  and  act  promptly  on  it.  Should  the 
decision  still  be  unsatisfactory  to  an  agency,  the  agency  head  may  con¬ 
sult  with  the  Secretary  of  State. 

VI.  AGENCY  RESPONSIBILITIES-^ 

A.  Submission  of  Projects  for  Review 

Agency  representatives  will  be  responsible  for  collecting  information  on 
projects  their  agencies  propose  to  support,  making  determinations  as 


47  To  avoid  duplicate  reporting,  or  failure  to  report,  in  cases  of  collaborative 
programs  and  projects  involving  two  or  more  agencies,  that  agency  which 
actually  signs  contract  or  grant  agreements  should  assume  these 
responsibilities . 
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to  which  projects  require  DSRC  clearance,  and  submitting  appropriate  project 
information  to  the  DSRC  for  review  before  a  contract  is  signed  or  grant 
awarded.-' 

B.  Research  Coordination 


Agency  representatives  should  consult  one  another  and  colleagues  in  appro¬ 
priate  specialties  when  new  projects  or  programs  are  thought  to  run  a  sub¬ 
stantial  risk  of  duplication  or  to  be  good  candidates  for  other  agency  partici¬ 
pation  in  design,  funding,  and  utilization.  Because  the  Department  of  State's 
own  mission  and  research  program  embraces  all  foreign  areas  and  functional 
aspects  of  international  affairs,  agency  representatives  should  call  upon  the 
staff  of  INR/LAR  when  assistance  is  needed  in  exploring  either  State  participa¬ 
tion  or  coordination  with  third  agencies. 

C.  Submission  of  Completed  Studies 

Agency  representatives  should  ensure  that  two  (2)  copies  of  all  studies 
and  reports  (classified  and  unclassified)  delivered  to  the  agency  as  products 
of  its  external  research  projects  (whether  reviewed  by  the  DSRC  or  not)  are 
sent  to  the  Defense  Technical  Information  Center,  DTIC/DDR,  Cameron  Station, 
Alexandria,  Virginia  22314,  Each  paper  sent  to  DTIC  should  be  sent  under 
cover  of  a  transmittal  indicating  what  distribution  is  authorized  by  the  agency. 
Unclassified  papers  not  restricted  in  their  distribution  will  automatically  be 
deposited  as  well  (by  DTIC)  with  the  National  Technical  Information  Service, 
Department  of  Commerce,  where  they  will  be  accessible  to  the  general  public, 

D.  Other 


Agency  representatives  should  serve  as  facilitators  of  cooperative  projects, 
and  otherwise  be  available  for  consultation  on  matters  of  interagency  coordina¬ 
tion. 


FT This  is  not  required  in  those  cases  where  agencies  use  other  established 
procedures  to  clear  their  research  projects  with  a  policy  bureau  in  the 
Department  of  State  (e.g,,  PL-480  programs)  or  with  a  U.S.  Embassy  (e.g., 
A.I.D.  projects  initiated  and  funded  by  field  missions).  However,  the 
coordination  representatives  should  inform  the  Chairman  of  the  DSRC  by 
memoranda  of  the  clearance  arrangements  being  used  by  their  agencies  in 
such  cases. 
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VII.  STAFF  ASSISTANCE 

The  staff  of  INR/LAR  is  available  for  advance  consultation  on  the  possible 
sensitivity  of  projects  and  associated  foreign  travel.  Since  topics  of  no 
apparent  sensitivity  on  general  principle  nay  prove  to  be  quite  sensitive  in 
a  particular  tine  or  place,  advance  consultation  often  serves  to  expedite 
projects  and  assure  that  a  proposed  study  can  in  fact  be  carried  out.  Agency 
representatives  having  doubts  about  the  potential  sensitivity  of  projects  or 
associated  foreign  travel  are  encouraged  to  seek  consultation. 


All  submissions  of  information  and  documents  and  requests  for  assistance 
should  be  directed  to: 

Office  of  Long-Range  Assessments  and  Research,  INR/LAR 

Attn:  Coordinator  for  Research  Review 

Room  6842,  .NS 

Department  of  State 

Washington,  DC  20520 

Tel:  (202)  632-2759 


11 


ENCLOSURE  1 


This  Page  Intentionally  Left  Blank 


This  Page  Intentionally  Left  Blank 


Department  of  Defense 

DIRECTIVE 


NUMBER  3200.12 

February  11,  1998 


DDR&E 


SUBJECT:  DoD  Scientific  and  Technical  Information  (STI)  Program  (STIP) 


References:  (a)  DoD  Directive  3200.12,  "DoD  Scientific  and  Technical  Information 
Program,”  February  15,  1983  (hereby  canceled) 

(b)  Title  10,  Section  133,  United  States  Code 

(c)  DoD  Instruction.  3200.14.  "Principles  and  Operational  Parameters  of 
the  DoD  Scientific  and  Technical  Information  Program”  May  13, 
1997 


(d)  DoD  5025. 1-M,  "DoD  Directives  System  Procedures,”  August  1994, 
authorized  by  DoD  Directive  5025.1,  June  24,  1994 

(e)  through  (t),  see  enclosure  1 


1.  REISSUANCE  AND  PURPOSE 
This  Directive: 

1.1.  Reissues  reference  (a)  to  update  DoD  policy  and  responsibilities  consistent 
with  the  general  authority  of  the  Secretary  of  Defense  under  reference  (b)  for 
establishing  the  DoD  STIP. 

1.2.  Authorizes  the  issuance  of  reference  (c),  consistent  with  reference  (d),  to 
provide  guidance  on  implementation  of  policies  and  principles  for  the  DoD  STIP. 

1.3.  Authorizes  the  issuance  of  DoD  Instruction  3204.1  (reference  (e)),  consistent 
with  reference  (d),  to  provide  implementation  of  policy  and  principles  for  the  DoD 
Industry  Independent  Research  and  Development  Program. 

1.4.  Authorizes  the  issuance  of  DoD  3200.12-R-4  (reference  (f)),  consistent  with 
reference  (d)  to  provide  guidance  for  the  implementation  of  policy  and  principles  for 
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the  DoD  Domestic  Technology  Transfer  Program. 


2.  APPLICABILITY  AND  SCOPE 
This  Directive: 

2.1.  Applies  to  the  Office  of  the  Secretary  of  Defense,  the  Military  Departments, 
the  Chairman  of  the  Joint  Chiefs  of  Staff,  the  Combatant  Commands,  the  Defense 
Agencies,  and  the  DoD  Field  Activities  (hereafter  referred  to  collectively  as  “the  DoD 
Components”).  The  term  “Military  Services,”  as  used  herein,  refers  to  the  Army,  the 
Navy,  the  Air  Force,  and  the  Marine  Corps. 

2.2.  Does  not  apply  to  the  following: 

2.2. 1 .  DoD  programs  for  involving  day-to-day  operational  data  used  by  the 
warfighter  unless  required  for  scientific  and  technical  analysis  and  communications 
and  display  of  information  relating  to  the  command  and  control  of  operations  and 
forces. 


2.2.2.  The  DoD  scientific  and  technical  intelligence  production  community 
and  those  products  generated  under  that  program,  and  technical  documents  containing 
classified  scientific  and  technical  intelligence  (although  the  concepts  and  principles  of 
the  DoD  STIP  shall  be  applied  when  possible). 

2.2.3.  The  DoD  technical  data  management  program,  (DoD  5000-2-R, 
reference  (g))  for  those  aspects  that  are  distinct  fi’om  STL 

2.2.4.  Signal  intelligence  and  communications  security  information,  as 
defined  in  DoD  Directives  S-31 15.7  and  C-5200.5  (references  (h)  and  (i)). 


3.  DEFINITIONS 

OSD  Principal  Staff  Assistants  (PSAs).  The  Under  Secretaries  of  Defense,  the 
Director  of  Defense  Research  and  Engineering,  the  Assistant  Secretaries  of  Defense, 
the  Director  of  Operational  Test  and  Evaluation,  the  General  Counsel  of  the 
Department  of  Defense,  the  Inspector  General  of  the  Department  of  Defense,  the 
Assistants  to  the  Secretary  of  Defense,  and  the  OSD  Directors  or  equivalents  who 
report  to  the  Secretary  or  Deputy  Secretary  of  Defense. 
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4.  POLICY 

It  is  DoD  policy  that: 

4.1.  The  Department  of  Defense  shall  aggressively  pursue  a  coordinated  and 
comprehensive  STIP,  thereby  providing  maximum  contribution  to  the  advancement  of 
science  and  technology.  The  STIP  shall  permit  timely,  effective,  and  efficient  conduct 
and  management  of  DoD  research  and  engineering  (R&E)  and  studies  programs,  and 
eliminate  unnecessary  duplication  of  effort  and  resources  by  encouraging  and 
expediting  the  interchange  and  use  of  STL  Interchange  and  use  of  DoD  STI  is 
intended  to  include  the  DoD  Components,  their  contractors,  other  Federal  Agencies, 
their  contractors,  and  the  national  and  international  R&E  community.  Acquisition, 
documentation,  and  dissemination  of  STI  is  further  described  in  DoD  Instructions 
3200.14,  3204.1,  and  DoD  3200.12-R-4  (references  (c),  (e),  and  (f)),  and  is  controlled 
in  a  manner  consistent  with  references  (j)  through  (r). 

4.2.  The  STIP  is  a  basic  and  integral  part  of  the  functions  of  the  organization  of 
the  Under  Secretary  of  Defense  for  Acquisition  and  Technology  (USD(A&T))  (DoD 
Directive  5134.1,  reference  (s)),  the  functions  of  the  Director  of  Defense  Research  and 
Engineering  (DoD  Directive  5134.3,  reference  (t)),  and  is  affected  by  the  DoD  studies 
program.  Managers  and  performers  of  R&E  shall  use  and  support  the  STIP.  STI 
services  and  processes  are  used  to  facilitate  communication  and  enrich  development 
and  use  of  STI  during  the  planning  and  conduct  of  R&E  and  studies  efforts. 
Conversely,  the  performance  of  those  R&E  and  studies  efforts  is  not  considered 
complete  until  the  STI,  including  related  program  management  information,  is 
documented  satisfactorily  and  provided  to  the  applicable  STI  distribution  activities. 

4.3.  Defense  R&E  programs  consist  of  several  critical  elements  necessary  to  meet 
the  technological  needs  of  the  Department  of  Defense  in  support  of  the  DoD  national 
security  mission.  The  DoD  Components  shall  coordinate,  sustain,  and  integrate  those 
critical  R&E  elements  described  in  paragraphs  4.3.1.  through  4.3.3.,  below,  and  in  a 
manner  designed  to  maximize  the  ability  to  meet  DoD  mission  requirements.  These 
elements  are: 

4.3.1.  Critical  facilities  in  the  public  and  private  sector  needed  to  produce 
world  class  technology; 

4.3.2.  Highly  skilled  and  experienced  people  in  Department  of  Defense  and 
defense-related  academic  and  industrial  complexes  that  produce  and  apply  the 
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technology  needed  to  sustain  DoD  technological  superiority;  and 

4.3.3.  A  well-established  and  sustained  DoD  STIP  at  all  levels  to  record, 
disseminate,  and  preserve  as  a  critical  asset  the  investment  in  and  results  of  the  other 
two  elements  of  the  DoD  R&E  programs.  While  STI  is  often  unobtrusive  or  taken  for 
granted  when  it  is  well-managed,  failure  to  support  adequately  the  STIP  materially 
impacts  DoD  ability  to  leverage  significant  investments  in  defense  technology. 


5.  RESPONSIBILITIES 

5.1.  Under  Secretary  of  Defense  for  Acquisition  and  Technology  shall: 

5.1.1.  Manage  the  STIP. 

5.1.2.  Issue  DoD  Instructions  3200.14  and  3204.1,  and  DoD  3200.12-R-4 
(references  (c),  (e),  and  (f)). 

5.2.  The  OSD  Principal  Staff  Assistants  shall  ensure  that  STIP  matters  in  their 
respective  areas  are  consistent  with  the  policy  in  Section  4.,  above,  and  references  (c), 
(e),  and  (f). 

5.3.  The  Heads  of  the  DoD  Components  shall  implement  this  Directive  and  the 
policy  and  principles  in  references  (c),  (e),  and  (f).  That  includes  the  responsibility  to: 

5.3.1.  Designate  a  “senior-level  STI  director  or  manager”  at  the  Military 
Department  or  Defense  Agency  staff  level  who  shall  serve  as  a  single,  authoritative 
point  of  contact  for  management  and  oversight  of  STIP  matters. 

5.3.2.  Continually  review  their  needs  for  STI  and  make  proposals  to  the 
Office  of  the  Under  Secretary  of  Defense  for  Acquisition  and  Technology  (OUSD 
(A&T))  for  the  initiation  of  new  or  major  revisions  to  STI  efforts  or  activities. 

5.3.3.  Establish,  operate,  and  administer  those  STI  functions  and  activities 
required  for  the  conduct  of  their  missions,  and  other  information  activities  required  to 
serve  the  Department  of  Defense,  national  R&D  needs,  or  as  assigned  by  the  OUSD 
(A&T). 

5.3.4.  Provide  programming,  budgeting,  funding,  and  other  fiscal  support  for 
their  STI  activities. 
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6.  EFFECTIVE  DATE 

This  Directive  is  effective  immediately. 


Enclosures  -  1 
1.  References 
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Implications,"  August  15,  1985 

(q)  DoD  Directive  5230.25,  "Withholding  Unclassified  Technical  Data  from  Public 
Disclosure,"  November  6,  1984 

(r)  DoD  Instruction  5230.27,  "Presentation  of  DoD-Related  Scientific  and  Technical 

Papers  at  Meetings,"  October  6,  1987 

(s)  DoD  Direetive  5134.1,  "Under  Secretary  of  Defense  for  Acquisition  and 

Technology  (USD(A&T)),"  June  8,  1994 

(t)  DoD  Direetive  5134.3,  "Director  of  Defense  Research  and  Engineering 

(DDR&E),"  August  3 1 ,  1994 
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Department  of  Defense 

INSTRUCTION 


NUMBER  3200. 14 
May  13,  1997 


Administrative  Rcissuance  Incorporating  Through  Change  3.  June  28.  300! 

USD(AT&L) 

SUBJECT:  Principles  and  Operational  Parameters  of  the  DoD  Scientific  and  Technical 
Information  Program 

References:  (a)  DoD  Directive  3200.12.  "DoD  Scientific  and  Technical  Information 
Program,"  February  11,  1998 

(b)  DoD  Instruction  5200.21,  "Dissemination  of  DoD  Technical 
Information,"  September  27, 1979  (hereby  canceled) 

(c)  DoD  3200. 1 2-R- 1 ,  "Research  and  Technology  Work  Unit  Information 
System,"  August  1983  (hereby  canceled) 

(d)  DoD  3200.12-R-2,  "Centers  for  Analysis  of  Scientific  and  Technical 
Information  Regulation,"  January  1985  (hereby  canceled) 

(e)  through  (z),  see  enclosure  1 

1.  PURPOSE 
This  Instruction: 

1.1.  Implements  policy,  assigns  responsibilities,  and  prescribes  procedures  under 
reference  (a)  to  carry  out  the  DoD  Scientific  and  Technical  Information  Program  (STIP). 

1.2.  Replaces  references  (b)  through  (d). 

1.3.  Delineates  in  enclosures  3  through  7,  the  major  elements  of  the  DoD  STIP 
including  the  specific  implementation  of  policy,  responsibilities,  principles,  and 
operational  parameters  for  each  segment  of  that  program  as  applicable. 

1 .4.  Authorizes,  consistent  with  reference  (e),  the  issuance  of  the  DoD  Scientific 
and  Technical  Information  Program  Procedures  Manual  for  the  inclusion  of  those 
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procedures,  practices,  standards,  and  training  guides  necessary  to  implement  a 
comprehensive,  efficient,  and  effective  DoD  STIP. 


2.  APPLICABILITY 

I  This  Instruction  applies  to  the  Office  of  the  Secretary  of  Defense,  the  Military 
Departments,  the  Chairman  of  the  Joint  Chiefs  of  Staff,  the  Combatant  Commands,  the 
Office  of  the  Inspector  General  of  the  Department  of  Defense,  the  Defense  Agencies, 
the  DoD  Field  Activities,  and  all  other  organizational  entities  within  the  Department  of 
Defense  (hereafter  referred  to  collectively  as  "the  DoD  Components"). 


3.  DEFINTTIONS 

Terms  used  in  this  Instruction  are  defined  in  enclosure  2. 


4.  POLICY 

It  is  DoD  policy  under  DoD  Directive  3200.12  (reference  (a))  to  establish  and  maintain 
a  coordinated  and  comprehensive  program  to  document  the  results  and  outcome  of 
DoD-sponsored  and/or  performed  research  and  engineering  (R&E)  and  studies  efforts 
and  provide  access  to  those  efforts  in  an  effective  manner  consistent  with  the  DoD 
mission.  Additionally,  the  conduct  of  DoD  research  and  engineering  (R&E)  and  studies 
efforts  shall  be  supported  by  the  STIP  through  the  acquisition,  analysis,  storage, 
retrieval,  and  dissemination  of  scientific  and  technical  information  (STI)  and  related 
program  management  information. 


5.  RESPONSIBILITIES 

5.1.  The  Director.  Defense  Research  and  Engineering,  as  the  Principal  Staff 
Assistant  to  the  Under  Secretary  of  Defense  for  Acquisition.  Technology  and  Logistics. 
shall  conduct  management  and  oversight  of  the  STIP,  as  described  in  reference  (a),  and 
as  further  defined  in  this  Instruction. 
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\  5.2.  The  Deinitv  Under  Secretary  of  Defen.se.  for  Science  and  Technolosv  shall: 

5.2.1.  Ensure  the  issuance  of  the  DoD  Scientific  and  Technical  Information 
Program  Procedures  Manual  under  DoD  5025. 1-M  (reference  (e)).  Approve  the 
general  contents  and  assign  responsibilities  for  preparation  and  issuance  of  specific 
Volumes  of  the  DoD  Scientific  and  Technical  Information  Program  Procedures  Manual 
under  reference  (e). 

5.2.2.  Ensure  that  Defense  Technical  Information  Center  (DTIC)  shall  assist 
in  implementing  STIP  policy  and  administration.  The  DTIC  shall  perform  technical 

I  information  support  services  /or  the  OSD  Principal  Staff  Assistants,  and  operate 
DoD-wide  STT  systems.  The  DTIC  shall  act  as  a  central  coordinating  point  for  DoD  SH 
databases  and  systems,  and  investigate  and  demonstrate  new  supporting  technology  for 
those  applications. 

5.3.  OSD  Principal  Staff  Assistants  shall  have  oversight  and  guidance  responsibility 
for  their  respective  areas  consistent  with  the  policy  established  in  DoD  Directive 
3200.12  (reference  (a)),  and  consistent  with  the  implementation  of  policy, 
responsibilities,  principles,  and  operational  parameters  as  described  in  this  Instruction. 

I  5.4.  The  Heads  of  the  DoD  Components  shall: 

5.4.1.  Designate  a  single  headquarters  point  of  contact  for  all  matters 
involving  the  STIP  and  identify  the  responsible  individual  to  the  Office  of  the  Deputy 
Under  Secretary  of  .Defen.se  for  Science,  and.  Technology/Plans  and  Programs 
{DUSD(S&T)PP).  ■  ■  ■ 


5.4.2.  Conduct  management  and  oversight  of  the  STIP  in  their  respective 
organizations  including  definition  of  subordinate  organization  responsibilities  consistent 
with  the  functional  responsibilities  defined  in  reference  (a). 

5.4.3.  Ensure  the  exercise  of  functional  responsibilities  delineated  in 
enclosures  3  through  6  that  are  necessary  to  implement  the  policies  and  principles  of 
the  STIP. 


5.4.4.  Ensure  the  effective  implementation  of  this  Instruction  including  the 
issuance  of  applicable  DoD  Component  implementing  documents  when  essential  to 
define  explicit  internal  organizational  responsibilities  or  to  further  define  internal 
principles,  concepts  of  operation,  and  practices  where  applicable. 
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5.4.5.  Prepare,  coordinate,  and  issue  specified  Volumes  of  the  DoD  Scientific 
and  Technical  Information  Program  Procedures  Manual  in  accordance  with  DoD 
|5025.1-M  (reference  (e))  as  assigned  by  the  Di!SD(S&.T)  in  accordance  with  paragraph 
5.2.2.,  above. 

5.4.6.  Maintain  a  current  review  and  inventory  of  STI  functions  and  activities 
under  their  administrative  control. 

5.4.7.  Encourage  the  use  and  sponsorship  of  technical  symposia  and  meetings 
and  of  participation  in  the  symposia  and  meetings  by  DoD  scientists,  engineers,  and 
managers  as  an  effective  mechanism  for  STI  transfer  and  exchange.  DoD  participation 
shall  be  consistent  with  implementation  of  policies  in  DoD  Instruction  5230.27  and  the 
security  policies  in  DoD  5200. 1-R  (references  (f)  and  (g)). 

5.4.8.  Support  the  DoD  Domestic  Technology  Transfer  Program  requirements 
as  defined  in  DoD  Directive  5535.3  and  DoD  Instruction  5535.8  (references  (h)  and  (i)). 

5.4.9.  Ensure  that  all  significant  scientific  or  technological  observations, 
findings,  recommendations,  and  results  derived  from  DoD  endeavors,  including  those 
generated  under  contracts,  grants,  and  other  instruments  that  are  pertinent  to  the  DoD 
mission  or  contribute  to  the  DoD  and/or  the  national  scientific  or  technological  base 
are  recorded  as  "technical  documents."  Internal  and  contractual  procedures  shall  ensure 
that  copies  of  such  documents  are  made  available  to  the  DoD  R&E  community, 
including  supporting  technical  libraries,  the  DTIC,  and  applicable  DoD  Information 
Analysis  Centers  (lACs),  and,  under  established  security  and  other  limitation  controls, 
and  consistent  with  DoD  Directive  5230.9  (reference  (j)),  to  the  civilian  scientific  and 
technical  community.  Such  documentation  shall  be  prepared  and  distributed  quickly  and 
according  to  established  standards  for  document  format,  distribution,  security  marking, 
and  reproducibility  consistent  with  DoD  policy  and  STIP  procedural  guidance. 

5.4.10.  Operate  and  support  activities  for  the  input  of  data  to  centralized  DoD 
databases  including  full  text,  bibliographic,  summary,  and  other  forms  of  R&E 
program-related  information,  and  be  responsible  for  the  accuracy  and  currency  of 
database  content  and  reporting,  in  accordance  with  data  element  standards,  authorities, 
and  input  procedures  established  by  the  DoD  Component  responsible  for  operation  of 
the  database. 

5.4. 1 1 .  Consistent  with  the  distribution  constraints  marked  on  DoD  technical 
information,  in  accordance  with  DoD  Directive  5230.24  and  the  security  limitations  as 
prescribed  in  DoD  5200. 1-R  (references  (k)  and  (g)),  promote  programs  to  ensure 
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maximum  exchange  of  STI  in  the  defense  community.  Pursue  a  policy  to  ensure  that 
STI,  created  by  activities  under  DoD  control,  is  provided  for  public  use  through 
appropriate  Federal  Agencies,  according  to  approved  DoD  clearance  procedures 
prescribed  by  DoD  Directive  5230.9  (reference  (j)).  To  promote  this  exchange,  each 
DoD  Component  shall  provide  technical  documents  and  other  information  relevant  to 
R&E  programs  in  an  unclassified  manner  to  the  maximum  extent  possible. 

5.5.  The  Assistant  Secretary  of  Defense  for  Command.  Control.  Communications, 
and  Intelligence  shall  ensure  that  the  Director,  Defense  Information  Systems  Agency, 
shall  exercise  operational  control  and  oversight  of  DTIC  consistent  with  the  mission  and 
functions  described  in  enclosure  7. 


6.  PROCEDURES 


6. 1 .  The  STIP  is  operated  as  a  coordinated  structure  of  generally  decentralized 
activities  with  overall  policy  direction  and  oversight  vested  in  the  OUSD(AT&L)  in 
coordination  with  or  participation  of  the  OSD  Principal  Staff  Assistants,  or  designees. 

6.2.  The  DoD  STEP  consists  of  many  elements  that  facilitate  and  contribute  to  the 
acquisition,  production,  reproduction,  and  dissemination  of  intellectual  property  that 
result  from  or  are  of  interest  to  the  Defense  R&E  community.  Additionally,  selected 
STIP  functions  are  also  capable  of  and  shall  provide  support  on  an  as  needed  basis  to 
the  management  of  selected  Defense  acquisition  programs  and  the  DoD  studies 
program.  Enclosures  3  through  7  of  this  Instruction  describe  the  implementation  of 
policies,  principles,  practices,  and  operational  parameters  of  one  or  several  similar 
functional  concepts  and  further  delineate  the  STIP  as  described  in  DoD  Directive 
3200. 12  (reference  (a)).  Statements  of  purpose,  scope,  and  functional  responsibility 
that  are  most  relevant  to  a  specified  element  of  the  STIP  are  included  in  enclosures  3 
through  7  of  this  Instruction. 

6.3.  The  DTIC  shall  provide  centralized  operation  of  specific  STIP  functions,  such 
as  technical  document  access  and  dissemination  and  database  and  reference  services; 
serve  as  a  focus  for  actions  required  to  provide  and  enhance  DoD-wide  STI  services;  and 
I  provide  direct  information  system  and  database  support  to  the  OSD  Principal  Staff 
Assistants  in  coordinating  the  overall  STIP. 
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6.4.  Maximum  use  shall  be  made  of  existing  organizations  engaged  in  collecting, 
processing,  and  disseminating  STI  such  as  DoD  lACs,  the  DTIC,  or  other  specialized  STI 
centers  designated  by  the  OSD.  STIP  functions  performed  by  those  activities  shall  be 
coordinated  to  produce  a  coherent  program  providing  maximum  data  and  resource 
sharing  and  effective  service  to  all  valid  users  of  DoD  STI  services. 

6.5.  Aprincipal  objective  of  the  STIP  is  to  improve  both  the  scope  and 
effectiveness  of  collecting,  processing,  disseminating,  and  applying  STI.  The  STIP  shall 
apply  the  latest  available  technologies  and  provide  for  maximum  participation  and 
compatibility  among  the  information  programs  of  disparate  DoD  Components,  other 
Federal  Agencies,  and  the  private  sector.  In  the  collection  of  STI,  standard  data 
elements  should  be  used  in  accordance  with  DoD  8320.1-M-l  (reference  (1)). 

6.6.  Effective  coordination  and  liaison  are  necessary  among  the  STIP  and  those 
information  programs  involving  technical  intelligence,  information  security 
management,  foreign  disclosure  activities,  intellectual  property  counsel,  technical  data 
management,  manpower,  logistics,  and  acquisition  systems  to  ensure  maximum 
compatibility,  interchange  of  information,  and  avoid  unnecessary  duplication  of  effort. 

6.7.  The  overriding  priority  of  the  STIP  is  to  ensure  timely  and  effective  exchange 
among  DoD  R&E  and  studies  performers  and  managers  of  all  STI  generated  by  or 
needed  in  the  conduct  of  DoD  R&E  programs.  Because  of  the  characteristics  of 
defense  programs,  the  publication  and  reporting  of  such  information  frequently  requires 
security  safeguards  or  specific  limitations  on  access  or  distribution.  Requests  for 
|records  under  the  "Freedom  of  Information  Act,"5  U.S.C.  552  (reference  (m)),  shall  be 
processed  in  accordance  with  DoD  Directive  5400.7  (reference  (n)).  For  example, 
transfer  of  classified  or  proprietary  information  (with  the  consent  of  the  source)  would 
not  be  effective  without  safeguards  to  inhibit  improper  disclosure.  Such  protection  is 
an  acceptable  cost  for  being  able  to  transfer  or  share  the  information  freely  among 
certified  Federal  and  civilian  R&E  communities.  Additionally,  STIP  processes  shall 
support  and  incorporate  DoD  policy  to  prevent  the  unrestricted  export  of  militarily 
critical  technology. 
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6.8.  The  Department  of  Defense  makes  a  significant  investment  in  its  technology 
base.  Activities  such  as  DTIC,  the  lACs,  DoD  databases,  and  technical  libraries  function 
as  repositories,  custodians,  and  secondary  distribution  activities  in  order  to  maximize 
the  return  on  investment  in  R&E  and  studies  through  their  retention  of  STl.  As  such, 
applicable  plans  and  resources  shall  be  made  available  by  the  affected  DoD  activities  to 
preserve  essential  SH  when  such  actions  as  organizational  realignments,  consolidations, 
program  cancellations;  etc.,  have  the  impact  of  eliminating  in  whole  or  in  part  the  STI 
holdings  of  such  activities. 

6.9.  Every  effort  shall  be  made,  imder  the  limits  of  national  security  requirements, 
to  prepare  technical  documents  and  other  types  of  defense  STI  in  an  unclassified  form 
and,  in  accordance  with  established  clearance  procedures,  to  provide  such  information 
for  public  use  through  appropriate  Federal  Agencies.  Such  use  of  unclassified  SIT  or  of 
unclassified  versions  of  defense  STI  shall  expedite  information  transfer  both  in  the 
Department  of  Defense  and  to  the  national  scientific  and  technical  community. 

6.10.  All  policies  and  procedures  governing  the  dissemination  to  the  public  of 

I  information  in  the  STIP  shall  be  subject  to  the  approval  of  the  Assistant  Secretary  of 
Defense  for  Public  Affairs  under  authority  of  DoD  Directives  5230.9  and  5122.5 
(references  (j)  and(o)). 

6.11.  One  or  more  SIT  functions  are  needed  by  and  shall  be  used  by  the  DoD 
Components  to  implement  the  policies  and  procedures  of  the  DoD  STIP.  Those  STIP 
functions  involve  recording  and  transferring  STI  from  its  generator  or  source  to  the 
ultimate  user  or  beneficiary  of  new  knowledge.  Those  STI  functions  embrace  a  broad 
spectrum  of  activity  from  generation,  publication,  distribution,  and  storage,  to  access, 
assimilation,  and  use  of  STT  and  documents.  STT  functions  include,  but  are  not  limited 
to  the  following: 

6.11.1.  The  preparation,  reproduction,  and  distribution  of  STT  and  documents. 

6.1 1.2.  The  provision  of  document  services,  including  acquisition,  archival 
functions,  repositories,  announcements,  and  various  means  of  document  dissemination, 
access,  or  transmission. 

6.1 1.3.  The  operation  of  technical  information  centers,  data  centers,  LACs, 
technical  libraries,  and  other  similar  information  activities  that  collect,  store,  process, 
and  provide  associated  document,  data,  or  information  services  in  direct  support  to 
information  seekers  or  that  act  as  intermediaries  between  the  user  and  other  STT 
functions. 
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6.1 1.4.  The  implementation  and  operation  of  database  services,  including 
numeric,  bibliographic,  full-text,  and  management  information  databases,  database 
processes  and  products,  and  the  application  of  electronic  and  telecommunications 
techniques  for  data  entry,  storage,  access,  search,  and  retrieval. 

6.11.5.  The  provision  of  information  and  decision-support  systems  and 
services  for  use  in  management  of  R&E  programs. 

6.1 1.6.  The  operation  of  directory  or  reference  services  to  identify  and  locate 
available  STI  and  R&E  capabilities  and  resources. 

6.1 1.7.  The  conduct  and  support  of  technical  meetings  and  symposia. 

6.1 1.8.  The  provision  of  information  exchange  programs  to  facilitate  transfer 
of  chnological  innovation  and  know-how  from  DoD  R&E  programs  to  civilian  purposes. 

6. 1 1 .9.  The  operation  of  programs  to  effect  exchange  of  DoD  technical 
planning,  requirements,  and  acquisition  information  with  industrial  or  other 
organizations  capable  of  engaging  in  DoD  programs. 

6. 1 1 . 10.  The  study  of  and  experimentation  with  new  methods  and  techniques  in 
handling  STI  and  promoting  the  communication  of  new  ideas  or  knowledge  among 
scientists  and  engineers. 

6.11.11.  Security  aspects  of  information  management  to  include  systematic 
review,  maintenance  and  notification,  and  changing  distribution  statements,  classification 
markings;  etc.,  up  to  and  including  public  release. 

6.11.12.  The  development  and  implementation  of  mechanisms  and  techniques 
to  foster  the  awareness  and  use  of  STI  resources,  products,  and  services. 
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|7.  EFFECTIVE 

I  This  Instruction  is  effective  immediately. 
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ft*  ■ 


Under  Secretary  of  Defense  for  Acquisition 
and  Technology 


Enclosures  -  7 

El.  References,  continued 
E2.  Definitions 

E3.  Identifying  and  Promoting  Awareness  of  DoD  R&E  and  Studies  Efforts 
E4.  Documentation  and  Distribution  of  DoD  R&E  and  Studies  Efforts 
E5.  DoDIACs 

E6.  Access  to  and  Dissemination  of  DoD  Technical  Information 
E7.  DTIC 


9 


DODI  3200.14,  May  13,  1997 


El.  ENCLOSURE  1 
REFERENCES,  continued 


I  (e)  DoD  5025. 1-M.  "DoD  Directives  System  Procedures,"  August  / 994 

(f)  DoD  Instmction  5230.27.  "Presentation  of  DoD-Related  Scientific  and  Technical 
Papers  at  Meetings,"  October  6, 1987 

(g)  DoD  5200. 1-R.  "Department  of  Defense  Information  Security  Program  Regulation," 
I  January  1997 

(h)  DoD  Directive  5535.3.  "DoD  Domestic  Technology  Transfer  (T^)  Program,"  May 
21,  1999 

I  (i)  DoD  Instruction  5535.8,  "DoD  Technology  Transfer  (T^)  Program,"  May  14,  1999 

(j)  DoD  Directive  5230.9.  "Clearance  of  DoD  Information  for  Public  Release,"  April  9, 

1996 

(k)  DoD  Directive  5230.24.  "Distribution  Statements  on  Technical  Documents,"  March 
18,  1987 

I  (1)  DoD  8320. 1  -M- 1 ,  "Data  Standardization  Procedures,"  April  1998 

(m)  Section  552  of  title  5,  United  States  Code 

(n)  DoD  Directive  5400.7.  "DoD  Freedom  of  Information  Act  (FOIA)  Program," 
September  29,  1997 

(o)  DoD  Directive  5122.5.  "Assistant  Secretary  of  Defense  for  Public  Affairs 
I  (ASDfVA))," September  27,  2000 

(p)  DoD  Directive  5230.25.  "Withholding  Unclassified  Technical  Data  from  Public 
Disclosure,"  November  6,  1984 

(q)  DoD  Directive  4205.2.  "Acquiring  and  Managing  Contracted  Advisory  and 
Assistance  Services  (CAAS),"  February  10,  1992 

I  (r)  DoD  5200.28-M.  "ADP  Security  Manual,"  January  1973 

(s)  CSS-STD-003-85,  "Computer  Security  Requirements-Guidance  for  Applying  the 
Department  of  Defense  Trusted  Computer  System  Evaluation  Criteria  in  Specific 
Environments,"  June  25,  1985  ' 

(t)  American  National  Standards  Institute  (ANSI)  Standard  Z39. 18-1995,  "American 

National  Standards  for  Information  Sciences-Scientific  and  Technical 
Reports-Elements,  Organization,  and  Design,"  March  2 1 ,  1995  ^ 

(u)  DoD  5220. 22-R,  "Industrial  Security  Regulation," December  1985 

(v)  DoD  Directive  2002.3.  "Clearance  of  Research  and  Studies  with  Foreign  Affairs 
Implications,"  August  15, 1985 

(w)  DoD  Directive  5230.1 1.  "Disclosure  of  Classified  Military  Information  to  Foreign 
Governments  and  International  Organizations,"  June  16,  1992 
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I  (x)  DoD  Directive  3204,1.  "Independent  Research  and  Development  (IR&D)  and  Bid 
and  Proposal  (B&P)  Program, "May  10,  1999 

(y)  DoD  Directive  8910.1.  "Management  and  Control  of  Information  Requirements," 
June  11,  1993 

(z)  0MB  Bulletin  No.  95-01,  "Establishment  of  Government  Information  Locator 
Service,"  December  7,  1994 


'  Available  from  Superintendent  of  Documents,  U.S.  Government  Printing  Office,  P.O.  Box  37 1954,  Pittsburgh,  PA 
13250-7954 

^  Available  from  American  National  Standards  Institute,  ATTN:  Customer  Service,  11  West  42nd  Street,  New 
[York,  AT  10036 
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E2.  ENCLOSURE  2 
DEFINITIONS 


E2. 1 . 1 .  Analysis.  A  qualitative  or  quantitative  information  evaluation  requiring 
technical  knowledge  and  judgment. 

E2.1.2.  Contractor.  An  individual  or  organization  outside  the  U.S.  Government, 
including  both  prime  contractors  and  subcontractors,  who  has  accepted  any  type  of 
agreement  or  order  to  provide  research,  supplies,  or  services  to  a  U.S.  Government 
Agency. 

E2. 1 .3.  Controlling  DoD  Office.  The  DoD  activity  that  sponsored  the  work  that 
generated  the  technical  document  for  the  Department  of  Defense  and  has  the 
responsibility  for  determining  the  distribution  of  a  document  with  such  technical 
information.  For  Joint  sponsorship,  the  controlling  office  is  determined  by  advance 
I  agreement  and  may  he  either  a  party,  group,  or  committee  representing  the  interested 
activities  or  the  DoD  Components.  (See  DoD  Directive  5230.24  (reference  (k)).) 

E2.1.4.  Defense  Community.  As  the  Department  of  Defense  conducts  its  mission 
of  U.S.  national  security  it  needs  to  share  information,  coordinate,  and  engage  in  a 
dialogue  with  others  outside  the  Department  of  Defense.  This  includes  people  in  other 
Federal  Agencies,  contractors,  educational  organizations,  technical  societies,  State  and 
local  governments,  and  foreign  governments.  As  used  in  this  Instruction,  the.se 
collective,  bodies  of  people  including  DoD  personnel  constitute  Xho,  Defense 
community. 

E2.I.5.  Database.  Aset  of  records  collected  and  organized  in  a  meaningful  manner 
to  serve  a  particular  purpose. 

E2.1.6.  Defense  Industry  Information.  Technical  planning,  requirements,  and 
acquisition  information  provided  to  industry  through  various  programs  to  enable  industry 
to  meet  defense  weapons  and  support  systems  needs.  Those  programs  include  DoD 
Information  Analysis  Centers  (lACs),  DTIC,  potential  contractor  programs  of  the  DoD 
Components,  DoD  Component  Information  for  Industry  Offices,  advance  planning 
briefings  for  industry,  technical  meetings  on  special  topics,  and  similar  activities 
initiated  by  the  DoD  Components. 

E2.1.7.  Defense  Information.  Information  about  the  mission  of  the  Department  of 
Defense  and  DoD  Component  organizations. 
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E2 . 1 . 8 .  Distribution  Statement.  A  statement  assigned  by  the  controlling  DoD 
office  and  used  in  marking  a  technical  document  to  denote  the  extent  of  its  availability 
for  distribution,  release,  and  disclosure  without  additional  approvals  or  authorizations 
from  the  controlling  DoD  office.  A  distribution  statement  marking,  as  described  in 
DoD  Directive  5230.24  is  distinct  from  and  additional  to  a  security  classification 
marking  assigned,  in  accordance  with  DoD  5200. 1-R,  and  an  export  warning  notice 
assigned,  in  accordance  with  DoD  Directive  5230.25  (references  (k),  (g),  and  (p)). 

E2.1.9.  Legitimate  Business  Relationship.  For  this  Instruction,  a  legitimate 
business  relationship  exists  when  the  Department  of  Defense  has  determined  that  a  need 
exists  to  acquire,  share,  exchange,  or  disseminate  DoD  technical  information  to  anyone 
other  than  a  DoD  Government  employee  for  supporting  the  DoD  mission.  That 
relationship  may  be  established  by  any  agreeable  means  such  as  a  memorandum  of 
understanding,  agreement,  contract,  grant,  etc.  The  Department  of  Defense  has  the  sole 
responsibility  for  determining  that  a  legitimate  business  relationship  exists  since  the 
only  purpose  is  to  provide  access  to  information  ereated  by  or  under  the  control  of  the 
Department  of  Defense.  Such  a  relationship  may  be  established  with  an  individual  or 
organization  in  another  Federal  Department  or  Agency;  contractors,  grantees,  potential 
DoD  contractors;  etc.,  other  branches  of  the  Federal  Government;  State  and  local 
governments;  and  foreign  countries. 

E2.1.10.  OSD  Principal  Staff  Assistants  IPS  Ask  The  Under  Secretaries  of 
Defense,  the  Director  of  Defense  Research  and  Engineering,  the  Assistant  Secretaries 
of  Defense,  the  Director  of  Operational  Test  and  Evaluation,  the  General  Counsel  of  the 
Department  of  Defense,  the  Inspector  General  of  the  Department  of  Defense,  the 
Assistants  to  the  Secretary  of  Defense,  and  the  OSD  Directors  or  equivalents  who 
report  to  the  Secretary  or  Deputy  Secretary  of  Defense. 

E2. 1 . 1 1 .  Potential  DoD  Contractor.  An  individual  or  organization  outside  the 
Department  of  Defense  approved  and  certified  by  a  sponsoring  DoD  activity  as  "eligible 
for  DoD  technical  information  services  under  a  DoD  Component  potential  contractor 
program."  The  sponsoring  DoD  activity  should  be  reasonably  ensured  that  this 
individual  or  organization  may  benefit  by  their  access  to  Defense  technical  information 
in  their  understanding  of  and  for  responding  to  a  DoD  acquisition. 

E2.1.12.  Primary  Distribution.  The  initial  targeted  distribution  of  or  access  to 
technical  documents  authorized  by  the  controlling  DoD  office. 

E2.1.13.  Qualified  U.S.  Contractor.  In  accordance  with  DoD  Directive  5230.25 
(reference  (p)),  a  private  individual  or  enterprise  located  in  the  United  States  whose 
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eligibility  to  obtain  unclassified  export  controlled  technical  data  has  been  established 
through  certification  procedures  on  the  DD  Form  2345. 

E2.1.14.  Scientific  and  Technical  Documents.  Documented  result  of 
DoD-sponsored  or  defense-related  R&E  efforts.  The  work  may  have  been  performed 
[either  in-house  or  externally  by  contractors,  subcontractors,  and  grantees  or  by  other 
similar  business  relationships.  Scientific  and  technical  documents  include,  but  are  not 
limited  to,  final  and  interim  technical  reports,  technical  notes,  technical  memoranda, 
technical  papers,  special  reports,  conference  proceedings,  journal  articles,  test  reports, 
project  officer  reports,  and  other  formats  regardless  of  media. 

E2. 1.15.  Scientific  and  Technical  Information  (STIf  Communicable  knowledge  or 
information  resulting  from  or  about  the  conduct  and  management  of  scientific  and 
engineering  efforts.  STT  is  used  by  administrators,  managers,  scientists,  and  engineers 
engaged  in  scientific  and  technological  efforts  and  is  the  basic  intellectual  resource  for 
and  result  of  such  efforts.  STI  may  be  represented  in  many  forms  and  media.  That 
includes  paper,  electronic  data,  audio,  photographs,  video,  drawings,  numeric  data, 
textual  documents;  etc. 

E2. 1 . 1 6.  Secondary  Distribution.  Distribution  of  or  access  to  a  document,  usually 
based  on  a  request  to  a  document  repository  or  information  center,  provided  subsequent 
to  an  initial  distribution  performed  or  controlled  by  the  authoring  or  sponsoring  DoD 
Component. 

E2. 1.17.  Technical  Data.  Recorded  information  related  to  experimental, 
developmental,  or  engineering  works  that  can  be  used  to  define  an  engineering  or 
manufacturing  process  or  to  design,  procure,  produce,  support,  maintain,  operate,  repair, 
or  overhaul  material.  The  data  may  be  graphic  or  pictorial  delineations  in  media,  such 
as  drawings  or  photographs,  text  in  specifications  or  related  performance  or  design  type 
documents,  or  computer  printouts.  Examples  of  technical  data  include  research  and 
engineering  data,  engineering  drawings,  and  associated  lists,  specifications,  standards, 
process  sheets,  manuals,  technical  reports,  catalog-item  identifications,  and  related 
information  and  computer  software  documentation. 

E2 . 1 . 1 8 .  Technical  Document.  Any  recorded  information  that  conveys  STT  or 
technical  data  regardless  of  media.  For  the  STEP,  that  includes  such  information 
documents  as  working  papers,  memoranda,  and  preliminary  reports  when  such 
documents  have  utility  beyond  the  immediate  mission  requirement,  or  shall  become  part 
of  the  historical  record  of  technical  achievements. 
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E2. 1 . 1 9.  Technical  Information  Dissemination  Activity.  Any  activity,  such  as 
DTIC,  which  operates  to  assist  individuals  and  organizations  in  the  Department  of 
Defense  to  effect  adequate  and  timely  dissemination  of  technical  information  describing 
planned  or  ongoing  R&E,  studies,  and  analysis  efforts  and  documented  results  of  such 
efforts  and  to  provide  systems  and  services  to  assist  eligible  users  to  identify,  access, 
acquire,  and  use  DoD  technical  information. 

E2. 1 .20.  Technical  Library.  An  activity  that  acquires,  organizes,  houses,  retrieves, 
and  disseminates  information  and  information  materials;  and  performs  reference  and 
research  in  direct  support  of  a  host  activity's  R&E  mission.  It  also  may  provide  all  or 
any  one  of  such  services  as  analysis,  current  awareness,  literature  searching, 
translations,  and  referral.  Atechnical  library  may  also  be  called  a  "technical  information 
center." 

E2. 1 .2 1 .  Technical  Report.  Any  preliminary,  interim,  or  final  technical  document 
prepared  to  record,  document,  or  share  results  obtained  from,  or  recommendations 
made  on,  or  relating  to,  DoD-sponsored  or  cosponsored  scientific,  technical,  studies,  or 
analytical  work. 

E2.1.22.  Technical  Symposia  and  Meetings.  Formally  scheduled  assemblies  for 
the  presentation  and  discussion  of  topics  about  R&E  programs. 

E2. 1 .23.  U.S.  DoD  Contractor.  Those  U.S.  contractors  currently  holding  grants  or 
contracts  with  Department  of  Defense,  or  those  contractors  declared  eligible  for  DoD 
information  services  by  a  sponsoring  DoD  activity  on  the  basis  of  participation  in  a  DoD 
Potential  Contractor  Program. 
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E3.  ENCLOSURE  3 

IDENTIFYING  AND  PROMOTING  AWARENESS  OF  DoD  R&E  AND  STUDffiS 

EFFORTS 


E3.1.  PURPOSE 

E3.1.1.  The  DoD  plans  for  and  invests  significant  resources  (manpower, 
facilities,  and  dollars;  etc.)  in  research,  development,  test,  and  evaluation  (RDT&E), 
and  other  similar  types  of  scientific  and  engineering  efforts.  Significant  resources 
are  also  invested  in  the  DoD  Studies  and  Analysis  Program.  The  Department  of 
Defense  shall  establish  systematic  and  coordinated  efforts  to  identify  and  promote 
awareness  of  such  R&E  and  studies  activities  through  a  variety  of  information 
support  capabilities . 

E3.1.2.  The  DoD  RDT&E  programs  accomplish  the  above  purpose  through  a 
series  of  planning,  programming,  and  budgeting  processes  under  the.  oversight  of 
the  DDR&E  and  in  coordination  with  the.  senior  science  and  technology  (S&T) 
\executives  of  the  DoD  Components.  These  processes  include  the  Joint  Warfighter 
S&T  Plan,  the  Defense  Technology  Objectives,  the  Defense  Technolog}'  Area  Plans, 
and  the  Research  and  Development  Descriptive  Summaries.  Through  the 
development,  coordination  and  use  of  these  documents,  the  Defense  Reliance 
process  of  program  reviews,  coordination  of  investment  decisions,  and  assessment  of 
program  results  promotes  an  environment  of  timely  and  cost-effective  RDT&E 
management  and  facilitates  the  elimination  of  unnecessary  duplication  of  effort. 

E3.1.3.  The  DoD  Studies  and  Analysis  communities  accomplish  the  above 
purpose  by  briefly  describing  the  purpose,  objective,  approach,  scope,  and  duration 
of  planned  and  ongoing  study  and  analysis  efforts  in  project  summary  form.  This 
includes  Contracted  Advisory  and  Assistance  Services  summaries  as  required  by 
DoD  Directive  4205.2  (reference  qf).  The  project  data  is  then  shared  and 
coordinated  within  DoD  communities  of  interest  (e.g.,  personnel  studies, 
organizational  studies,  program,  cost  studies,  etc). 

E3.1.4.  The  contents  of  the  documents/dalabases  identified  in  paragraph 
E3.I.2.  replace  the  DoD  Technical  Effort  and  54anagement  System  (TEAMS) 
authorized  by  enclosure  3  issuance  of  this  Instruction.  To  maintain  an  awareness 
of  previous  DoD  efforts,  DTIC  shall  retain  previous  TEAMS  or  predecessor  Work 
Unit  Information  System  (IV UIS)  records  for  at  least  JO  years. 
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E3.2.  SCOPE 

E3.2.1.  The  documents,  databases,  and  program  information  activities  identified 
in  paragraphs  Ed. 1.2.  and  E3.J.3..  above,  are  included  in  the  scope,  of  this 
Instruction  primarily  for  the  purpose  of  providing  a  common  information  .support 
environment  to  collect,  organize,  and  make  accessible  to  the  Defense  community 
appropriate  information  necessary  to  meet  DoD program  needs.  The  scope  as  to 
data  content  and  access  are  specified  by  the  DoD  Components  that  direct  the 
establishment  and  use  of  various  documents,  databases,  and  program  information 
described  paragraphs  E3.1.2  and  E3.1.3..  above,  or  other  similar  information 
lactiviiies  as  prescribed  by  DoD  Components. 

E3.2.2.  Consistent  with  the  mission  and  functions  of  the.  DTIC  as  stated  in 
[Enclo.'iure  7,  DTIC  shall  provide  information  management,  operation,  and  .support 
a.S'  appropriate,  and  as  directed  to  the  types  of  program  activities  described  in  the 
Enclosure. 

E3.2.3.  T)oD  Components  Database  Enhancement.  Individual  DoD  Components 
\may,  in  coordination  with  DTIC  and  subject  to  ODDR&E(S&T)/PP  approval,  provide 
\Componeni-unique  data  to  DTIC  in  order  to  enhance,  the  management  or  exchange 
\of  information  about  their  programs.  Access  to  Component-unkpie  data  shall  be 
\.specified  by  the  contributing  DoD  Components  or  the  DoD  Component 
\Headquarters. 

E3.2.4.  The  DTIC  shall  make,  reasonable  efforts  to  provide,  timely  support  to 
such  requirem.e.nts  to  minimize  the  development  of  similarly  redundant  systems. 


E3.3.  RESPONSIBILITIES 

E3.3.1.  The  Office  of  the  Deputy  Under  Secretary  for  Science  and 
Technolo2V/Plans  and  Programs  DUSD(S&T)PP  shall: 

E3.3.1.1.  Approve  the  development  and  use  of  data  efforts  at  DTIC  in  these 
types  of  STI support  activities  beyond  those  specified  in  paragraphs  E3.I.2.  and 
E3.2.3.,  above. 

E3.3.1.2.  Approve  the  addition  of  DoD  Component-unique  data  to 

DTIC-supported  STI  systems/dalabases/documents  identified  in  paragraphs  E3.I.2. 
and  E3.I.3.,  above. 
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E3.3.2.  The  Heads  of  the  DoD  Components  shall: 

E3.3.2. 1 .  Establish  input  and  use  requirements  as  an  integral  part  of  their  R&E 
and  studies  functions. 

E3.3.2.2.  Designate  focal  pointv  to  coordinate  with  DTlCon  the 
establishment  for  appropriate  input,  search,  and  output  requirernents/datahases 
identified  and  as  required  in  paragraphs  E3.I.2.  and  E3.1.3.,  above. 

I  E3.3.3.  The  Administrator.  DTIC.  shall. 

I  E3.3.3.1.  Develop,  maintain,  and  operate  appropriate  databases,  in 

accordance  with  the  concepts  stated  in  this  enclosure  in  support  of  the  coordinated  and 
I  approved  requirements  of  the  DoD  Components. 

I  E3.3.3. 1 . 1 .  Prepare,  coordinate  with  the  DoD  Components,  and  issue  as  a 

Volume  of  DoD  Scientific  and  Technical  Information  Program  Procedures  Manual, 
consistent  with  DoD  5025. 1-M  (reference  (e)),  uniform  procedures,  codes,  data 
elements,  and  formats  for  submitting  records  to,  searching,  and  obtaining  records  from 

the  databases  DTCI  establishes,  operates  and/or  maintains  to  support  DoD 
Components '  needs. 

1  E3.3.3.1.2.  Provide  output  and  retrieval  services  to  eligible  users. 

I  E3 .3 .3 . 1 .3 .  Provide  and  operate  an  interactive,  online  system  for  database 

input,  access,  and  retrieval. 

E3.3.3.2.  Ensure  that  all  applicable  security  requirements  are  addressed,  in 
[accordance  with  DoD  5200. 28-M,  and  that  provisions  for  input,  access,  and  retrieval  are 
in  accordance  with  the  computer  security  requirements  of  CSC-STD-003-85 
(references  (r)  and  (s)). 

|E3.4.  marking,  access,  and  release 

E3.4.1.  A  DoD  Distribution  Statement  in  accordance  with  DoD  Directive 
5230.24  (reference  (k)). 

E3.4.2.  A  security  classification  marking,  when  required,  in  accordance  with 
DoD  5200. 1-R  (reference  (gf). 
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E3.4.3.  An  export  warning  notice,  when  required  for  export  control,  in 
accordance  with  DoD  Directive  5230.25  (reference  (p)). 


|e3.5.  release  of  data 

E3.5.L  Subject  to  security  restrictions  and  specific  release  limitations,  as 
identified  by  the  originator  and/or  the  DoD  Component  that  controls  the  documents 
identified  in  paragraph  E3.1.2.  or  E3.J.3.,  above,  data  in  these  documents  or 
databases  are  releasable  to  the  DoD  Components,  DoD  contractors,  other  U.S. 
Government  Agencies,  and  their  contractors.  In  all  cases,  the  requester  must 
currently  he  registered  with  Department  of  Defense,  in  accordance  with  enclosure  6, 
below. 


\  E3.5.2.  (An  important  objective  of  the  DoD  STEP  is  to  improve  the  efficiency  and 

effectiveness  of  the  overall  DoD  R&E  Program  by  sharing  information  about  prior  and 
on-going  DoD-supported  work  among  the  DoD  in-house  R&E  community  and  the  DoD 
I  contractor  community.  Therefore,  records  shall  normally  be  prepared  to  allow  access 
and  use  by  DoD  contractors  and  grantees.  When  specific  records  or  data  elements 
reveal  planned  expenditures  or  levels  of  planned  obligations,  those  records  or  data 
elements  shall  be  withheld  from  contractor  or  grantee  users.  Budgetary  planning  data 
I  used  to  program  funds  for  potential  procurement  actions  that  are  competition  price 
sensitive  are  not  releasable  to  contractor  and/or  grantee  users  until  contract  award  by 
the  appropriate  Government  activity.  Once  the  work  effort  is  on-going,  or  the  funds 
for  the  effort  are  obligated,  the  access  limitations  based  on  competition  sensitivity  shall 
be  withdrawn.  With  the  majority  of  DoD  work  efforts  being  performed  by  contractors 
and  grantees  it  is  essential  and  in  the  best  interest  of  the  DoD  to  maximize  their  access 
I  to  that  type  of  data.j 
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E4.  ENCLOSURE  4 

DOCUMENTATION  AND  DISSEMINATION  OF  DoD  R&E  AND  STUDffiS  EFFORTS 


E4.I.  PURPOSE 

E4.I.I.  An  inherent  characteristic  of  the  DoD  R&E  and  studies  programs  is  the 
documentation  and  dissemination  of  the  results  and  outcomes  of  efforts  conducted  by 
or  for  the  Department  of  Defense.  Such  documentation  and  dissemination  are 
eonsidered  to  be  an  integral  part  of  such  efforts,  and  those  efforts  are  not  considered 
complete  until  documentation  and  dissemination  are  completed. 

E4.1.2.  R&E  and  studies  efforts  shall  be  documented  and  disseminated 
expeditiously.  That  is  intended  to  contribute  to  performance  of  similar  efforts  by 
others  in  the  DoD  community. 


E4.2.  SCOPE 

E4.2.1.  R&E  and  studies  efforts  shall  be  documented  whether  or  not  the  conduct 
of  the  efforts  result  in  a  sueeessful  outcome.  Description  of  all  efforts  provides 
others  in  the  Department  of  Defense  with  a  technology  base  that  promotes  a  logical 
basis  for  the  investment  in  and  conduct  of  future  efforts. 

E4.2.2.  The  requirements  of  this  enclosure  apply  to  all  of  the  DoD  Components. 


E4.3.  RESPONSIBILITIES 

The  DoD  Components  shall  ensure  that  all  R&E  and  studies  efforts  are  documented  and 
disseminated  when  performed  by  or  sponsored  in  whole  or  in  part  by  activities  under 
their  control. 


E4.4.  IMPLEMENTATION  OF  POLICY.  PRINCIPLES.  AND  CONCEPTS 

E4.4. 1 .  DoD  R&E  and  studies  efforts  performed  by  or  sponsored  in  whole  or  in 
part  by  DoD  activities  shall  be  documented  sufficiently  to  permit  others  to  comprehend 
the  purpose,  scope,  approach,  results  or  outcomes,  and  conclusions  or  recommendations 
from  the  conduct  of  such  activities. 
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E4.4.2.  Wide  and  timely  dissemination  of  all  doeumented  efforts  promote  a 
greater  awareness  of  the  teehnology  base  and  serves  in  part  to  promote  the  awareness 
of  the  expertise  and  capabilities  of  performing  personnel  and  the  organizations. 

E4.4.3.  Such  efforts  may  be  documented  in  any  media  or  form  including  paper  or 
electronic  copy,  and  shall  include  text,  graphics,  and  audio,  but  shall  be  prepared  in  a 
logical  form  and  in  sufficient  detail  to  promote  maximum  understanding  of  the  efforts 
by  those  intended  to  receive  primary  distribution  of  the  documented  efforts. 

E4.4.4.  Documented  efforts  regardless  of  media  or  form  shall  be  prepared,  to  the 
maximum  extent  practical,  in  accordance  with  ANSI  Standard  Z39. 1 8- 1 995  (reference 
|(t)),  which  is  adopted  for  DoD  use.  Additionally,  a  SF  298,  "Report  Documentation 
Page,"  is  established  for  that  purpose  and  shall  be  prepared  for  each  documented  effort. 

E4.4.5.  It  is  recognized  that  many  R&E  and  studies  efforts  have  the  potential,  when 
documented,  to  include  unclassified  but  sensitive,  or  classified  information.  DoD 
activities  have  the  responsibility  to  ensure  that  all  documents  are  marked,  in  accordance 
with  DoD  Directive  5230.24  and  DoD  5200. 1-R  (references  (k)  and  (g)).  Documents 
that  are  not  restricted  should  be  cleared  for  public  release,  in  accordance  with  DoD 
Directive  5230.9  (reference  (j)),  and  marked  with  "Distribution  Statement  A"as  required 
by  reference  (k).  While  DoD  contractors  prepare  and  disseminate  a  significant  amount 
of  DoD  R&E  and  studies  efforts,  the  DoD  activity  that  sponsored  the  work  shall  ensure 
all  documented  efforts  regardless  of  media  or  form  are  marked  in  accordance  with  DoD 
Directives  5230.9  and  5230.24,  and  DoD  5200. 1-R  (references  (j),  (k),  and(g)). 

E4.4.6.  In  order  to  protect  DoD  interests  in  the  inventions  that  result  from  DoD 
R&E  efforts,  DoD  activities  are  encouraged  to  pursue  the  patenting  and  licensing  of 
those  inventions.  Additionally,  DoD  activities  shall  pursue  a  coordinated  effort  to 
acquire  Government  rights  to  intellectual  property  developed  in  whole  or  in  part  at 
Government  expense  so  that  such  intellectual  property  may  be  utilized  in  current  and 
future  DoD  programs. 

E4.4.7.  To  the  maximum  extent  possible,  documented  efforts  shall  be  prepared  in 
unclassified  and  otherwise  unrestricted  form  in  accordanee  with  DoD  Direetive  3200. 12 
(reference  (a)).  When  not  possible,  then  DoD  activities  shall  attempt  to  prepare 
restricted  versions  of  such  efforts  and/or  unclassified,  unrestricted  bibliographic 
citations  and  abstracts  of  such  efforts.  That  is  intended  to  promote  a  broad  awareness 
of  the  existence  of  such  documents  in  the  Department  of  Defense  and 
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the  national  scientific  and  technical  community.  Subsequent  requests  for  such 
documents  shall  be  processed,  in  accordance  with  established  clearance  procedures. 

E4.4.8.  The  preparation  and  dissemination  of  technical  documents  often  involve  a 
number  of  different  disciplines.  Personnel  responsible  for  printing,  editing,  public 
affairs,  data  management,  security,  intellectual  property  counsel,  contracting;  etc.,  often 
have  a  role  in  the  preparation  and  dissemination  of  documents.  The  local  STIP  manager 
shall  help  coordination  of  necessary  practices  and  procedures  with  the  personnel,  above, 
so  that  the  people  responsible  for  the  preparation  and  dissemination  of  documents  may 
do  so  expeditiously. 

E4.4.9.  Primary  distribution  of  all  documents,  regardless  of  form,  shall  be  the 
responsibility  of  the  DoD  activity  that  performed  or  sponsored  the  work  in  whole  or  in 
part.  Primary  distribution  shall  be  to  the  technical  community  having  a  direct  and 
immediate  interest  in  the  outcome  of  the  R&E  or  studies  efforts.  The  DTIC,  applicable 
DoD  lACs,  and  the  local  DoD  technical  library  or  repository  that  supports  the  activity 
responsible  for  sponsoring  and  creating  the  documents  shall  be  recipients  of  the 
primary  distribution  at  the  same  time.  The  preparation  and  dissemination  of  R&E  and 
studies  efforts  in  the  form  of  journal  articles,  poster  papers  at  a  symposia,  and  other 
means  external  to  DoD  shall  not  be  in  lieu  of  providing  those  same  documents  to  the 
DTIC,  appropriate  DoD  lACs,  and  the  local  technical  library. 

E4.4. 10.  The  posting  of  documented  efforts  on  an  electronic  bulletin  board, 
homepage,  the  Internet  or  some  other  internal  or  external  network  does  not  constitute 
in  and  of  itself  primary  distribution  of  documented  R&E  and  studies  efforts.  The 
methods  of  electronic  dissemination  are  by  their  very  nature  transient  and  relatively 
short  lived. 

Primary  distribution  must  be  explicitly  directed  to  the  intended  recipients.  The  activity 
responsible  for  primary  distribution  of  documents  by  electronic  means  must  take 
positive  steps  to  ensure  that  receiving  activities  are  capable  of  receiving  the  data  by  that 
means  and  in  an  intelligible  form.  This  includes  individuals  that  are  the  intended 
recipients  of  the  document  and  secondary  dissemination  activities  including  technical 
libraries,  DTIC,  and  appropriate  DoD  lACs.  Providing  electronic  documents  that  are 
configured  by  computer  hardware  or  software  that  are  not  readily  available  to  the 
recipients  precludes  the  use  of  sueh  technical  information.  If  the  recipients  cannot 
readily  read,  interpret,  or  convert  the  electronic  document,  then  the  activity  shall 
provide  the  doeument  in  some  other  media. 

E4.4.11.  DoD  activities  shall  exercise  reasonable  diligence  in  the  preparation  of 
technical  documents  in  final  form.  Retention  of  technical  documents  as  working  drafts. 
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I  coordination  copies;  etc.,  shall  not  be  utilized  as  a  method  to  avoid  preparation  and 
distribution  of  documents  in  final  form.  Additionally,  a  verbal  presentation  at  the 
conclusion  of  an  R&E  effort  may  be  given  but  not  instead  of  the  documentation  of  an 
R&E  effort.  A  verbal  presentation  often  enhances  understanding  of  the  R&E  or  study 
performed.  At  the  same  time  the  documentation  of  the  efforts  permits  a  more 
permanent  record  and  wider  dissemination  of  the  work  and  allows  the  Department  of 
Defense  to  leverage  the  resources  invested  in  the  effort  to  the  larger  Defense 
community  for  a  longer  period  of  time.  As  an  example  the  dissemination  of  papers 
presented  at  a  conference  and/or  conferenee  proceedings  to  others  in  DoD  who  are 
unable  to  attend  the  conference,  and  to  the  DTIC,  appropriate  DoD  lACs,  and  the  local 
technical  library  broadens  the  awareness  and  retains  the  documented  knowledge  of  what 
was  presented  for  future  use. 

E4.4.12.  The  DoD  Components  shall  ensure  that  their  contractors  and  grantees 
have  aceess  to  and  utilize  applicable  DoD  STI  facilities  including  DTIC,  relevant  DoD 
lACs,  and  relevant  specialized  databases  and  information  collections  at  various  DoD 
activities  consistent  with  security  and  other  access  restrictions. 

E4.4.13.  By  its  very  nature  scientific  and  technical  information  and  planning 
information  exist  in  all  media  and  forms  and  are  represented  in  raw  form  such  as  data, 
laboratory  notes  and  observations  as  well  as  more  cohesive  forms  such  as  reports, 
articles,  and  presentations.  Without  intending  to  be  all  inclusive,  the  types  of  items 
listed  below  shall  be  provided  to  DoD  repositories  and  secondary  dissemination 
activities  including  DTTC,  applicable  DoD  lACs,  and  local  technical  libraries.  Those 
items  to  be  provided  include  the  following: 

E4.4.13.1.  Acquisition  systems  planning  documents  such  as  weapons  systems, 
components  or  subsystems,  technology  capabilities;  etc. 

E4.4. 1 3 .2.  Basic  and  advanced  research  planning  documents. 

E4.4.13.3.  Science  and  technology  planning  documents  to  support  military 
mission  needs  and  requirements. 

E4.4.13.4.  Defense  Technology  Area  Plans  to  support  the  investments  in  DoD 
technology. 

E4.4. 1 3 .5 .  Planning,  Programming,  and  Budgeting  System  documents  in 
support  of  DoD  acquisition  and  related  technology  program  focus  areas  including: 

E4.4. 13.5.1.  Planning  documents  such  as  the  National  Military  Strategy 
Document  and  the  Defense  Planning  Guidance. 
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E4.4. 13.5.2.  Program  documents  such  as  the  Chairman,  JCS  Program 
Assessment,  programmatic  issue  books,  and  Program  Decision  Memoranda. 

E4.4.13.5.3.  Budget  documents  such  as  the  Budget  Estimate  Submission, 
Program  Budget  Decisions,  and  Research  and  Development  Descriptive  Summaries. 

E4.4.13.6.  Aequisition  Systems  and  Programs  Life-Cyele  Documents.  These 
include  but  are  not  limited  to: 

E4.4.13.6.1.  Mission  Needs  Statements. 

E4.4. 13.6.2.  Operational  Requirements  Documents. 

E4.4. 13.6.3.  Analyses  of  Alternatives  (previously  identified  as  Cost  and 
Operational  Effectiveness  Analyses). 

E4.4. 13.6.4.  Acquisition  Program  Baseline  Documents. 

E4.4.13.6.5.  Annual  Operational  Test  and  Evaluation  Reports. 

E4.4. 13.6.6.  Contract  management  reports  of  a  programmatic  or 
evaluative  nature. 

E4.4.13.6.7.  Cost,  schedule,  and  performance  program  reports  related  to 
specific  system  or  technology  program  objectives. 

E4.4. 13.6.8.  Program  deviation  documents  related  to  programmatic 
changes  to  purpose,  scope,  objective,  performance  requirements;  etc. 

E4.4. 13.6.9.  Test  and  evaluation  reports. 

E4.4.13.6.10.  Live  fire  test  and  evaluation  reports. 

E4.4. 1 3.7.  External  management  and  policy  information  such  as  Presidential 
Decision  Directives,  Executive  Orders,  0MB  Bulletins,  Congressional  and  GAO  reports 
and  testimony,  and  science  advisory  board  and  similar  advisory  group  reports  when 
related  to  DoD  acquisition  and  related  technology  programs. 

E4.4.14.  Studies  and  analyses  documents  cover  a  wide  range  of  typical  areas  and 
support  all  aspects  of  the  DoD  mission.  While  many  studies  and  analyses  contain  STI, 
many  others  do  not.  In  order  for  the  DoD  repositories  such  as  DTIC,  the  DoD  lACs, 
and  local  technical  libraries  to  support  the  Department  of  Defense,  it  is  intended  that 
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studies  and  analyses  documents  be  provided  to  the  repositories  for  retention  for 
secondary  dissemination  in  a  manner  consistent  with  the  approval  and  release  constraints 
of  such  documents.  The  following  types  of  studies  and  analyses  are  examples  of  the 
types  of  documents  to  be  provided  to  the  DoD  repositories: 

E4.4.14.1.  Strategic  operations,  concepts,  military  strategies,  force  structure 
alternatives. 

E4.4.14.2.  Technology  assessments,  insertion,  and  deployment. 

E4.4.14.3.  Operations  research  and  analysis  in  support  of  operations  and 
operational  capabilities. 

E4.4.14.4.  Evaluation  of  studies  and  analysis  tools. 

E4.4.14.5.  Test  and  evaluation  studies. 

E4.4.14.6.  Analyses  of  alternatives  in  support  of  operational  and  technology 
program  management. 

E4.4. 14.7.  Training  studies  and  analyses. 

E4.4.14.8.  Defense  functional  area  studies  and  analyses  for  functions  such  as 
logistics,  manpower  and  personnel,  readiness;  etc. 
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E5.  ENCLOSURE  5 

DoD  INFORMATION  ANALYSTS  CENTERS  UACs) 


E5.1.  PURPOSE 

The  Department  of  Defense  establishes  lACs  to  acquire,  digest,  analyze,  evaluate, 
synthesize,  store,  publish  and  disseminate  worldwide  STT  and  engineering  data  in  a  clearly 
defined  specialized  field  or  subject  area  of  significant  DoD  interest  or  concern. 
Additionally  lACs  provide  advisory  and  other  user  services  to  their  authorized  user 
community. 


E5.2.  SCOPE 

E5.2.1.  DoD  lACs  are  an  integral  part  of  the  DoD  STIP.  lACs  are  distinguished 
from  technical  information  centers  or  libraries  whose  functions  are  concerned  with 
providing  reference  to  or  access  to  technical  documents  themselves  or  technical 
information  databases  rather  than  utilizing  a  technically  expert  staff  to  assess  and 
provide  relevant  technical  information  to  meet  a  specific  user  need.  Although  an  lAC 
normally  maintains  document  or  database  collections,  a  significant  differentiating  aspeet 
of  an  lAC  is  the  utilization  of  scientists  and  engineers  in  an  lAC  defined  field  or  subject 
area  in  the  performance  of  many  of  the  functions  of  a  DoD  lAC. 

E5.2.2.  LACs  are  established  primarily  to  support  the  Department  of  Defense,  but 
may  also  support  others  in  the  public  and  private  sector  consistent  with  security  and 
other  constraints  normally  applicable  to  the  Department  of  Defense  and  its  contractors. 
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E5.3.  FUNCTIONS 

E5.3.1.  Basic  or  Core  Activities 

E5 .3 . 1 . 1 .  Focus.  lACs  are  staffed  by  scientists,  engineers,  and  information 
specialists  who  provide  users  with  focused  expert  assistance  and  unbiased  scientific  and 
technical  information.  They  establish  and  maintain  comprehensive  knowledge  databases 
that  include  technical,  scientific,  and  other  data  and  information  collected  on  a 
worldwide  basis  in  their  field  of  interest.  They  identify  sources  and  assess  the 
relevance  of  data  held  by  others.  lACs  coordinate  closely  with  their  sponsoring  DoD 
teehnical  communities  and  the  DoD  user  community  in  general  as  a  means  to  focus 
their  efforts  on  Defense  community  needs.  lACs  also  colleet,  maintain  and  develop 
analytieal  tools  and  techniques  including  databases,  models,  and  simulations. 

E5.3.1.2.  Representative  Types  of  Aetivities.  lACs  are  staffed  with  subject 
experts  to  provide  in-depth  analysis  serviees  and  create  speeialized  technical 
information  products.  lAC  products  and  services  include,  but  are  not  limited  to, 
abstracts  and  indexes;  technical  and  bibliographic  inquiry  services;  technical 
assessments;  support  and  promotion  of  exchanges  of  information  among  scientists, 
engineers,  and  practitioners  of  disciplines  in  the  scope  of  the  lAC  or  their  field  of 
interest;  preparation  of  state-of-the-art  reports;  handbooks;  data  books;  data  sets;  critical 
reviews;  standards  and  technology  benchmarks;  problem  definitions;  alternative 
technology  analyses;  and  current  awareness  activities. 

E5.3.2.  Additional  or  Special  Activities  or  Tasks.  DoD  LACs  are  established  with 
the  explicit  intent  to  perform  additional  tasks  within  their  areas  of  expertise  and 
technical  focus  above  and  beyond  the  basic  or  core  activities  as  described  in  paragraph 
E5.3.1.,  above.  The  establishment  of  core  information  and  specialized  expertise  in  their 
defined  area  of  interest  is  in  part  established  to  respond  to  the  needs  of  the  Defense 
technical  community.  That  permits  an  effective  and  efficient  method  of  leveraging  the 
teehnology  base.  Those  additional  tasks  or  special  activities  are  efforts  that  are 
specifically  defined  by  a  requiring  organization  as  the  need  arises  and  are  consistent  with 
the  area  of  competenee  and  concern  that  defines  the  technical  focus  of  a  particular 
lAC.  The  requiring  activity  normally  provides  the  funds  neeessary  to  perform  the  task 
unless  waived  by  the  sponsoring  DoD  Component  activity. 
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E5.4.  RESPONSIBILITIES 
I  E5.4.I.  The  DUSD(S&T)  shall: 

E5.4. 1 . 1 .  Maintain  management  control  and  oversight  of  the  lAC  program 
consistent  with  the  policies  and  concepts  of  the  DoD  STIP,  as  defined  in  DoD  Directive 
3200.12  (reference  (a)). 

E5.4.1.2.  Approve  or  disapprove  all  proposals  by  the  Headquarters  of  the  DoD 
Components  to  establish  or  disestablish  an  lAC  or  make  major  changes  in  an  lAC's 
scope  or  subject  area. 

E5.4.1.3.  Designate  the  "Sponsoring  DoD  Component" for  each  lAC. 

E5.4. 1 .4.  Designate  a  DoD  activity  or  organization  to  provide  a  technology 
specialist  to  act  as  the  "Technical  Monitor"  for  each  lAC. 

I  E5.4.2.  The  ODUSD(S&T)  .staff  that  exercises  oversight  of  the  STIP  shall: 

E5.4.2. 1 .  Monitor  the  lAC  program  including  periodic  review  of  the 
performance  of  each  lAC  in  meeting  the  defined  goals  and  objectives  in  their  prescribed 
area  of  interest. 

E5 .4.2.2.  Provide  program  guidance,  as  necessary,  to  meet  the  intent  of  the 
program  and  promote  the  technology  objectives  of  the  Department  of  Defense. 

E5 .4.2.3.  Appoint  an  ad  hoc  review  board  on  a  periodic,  as  needed,  basis  to 
review  each  LAC. 

I  E5.4.3.  The  Sponsoring  DoD  Component  .s7?c;//: 

E5.4.3.1.  Provide  continuous  administrative  and  operational  management  for 
each  assigned  LAC.  Designated  "in-house  DoD  LACs"are  assigned  to  the  proposing 
[Military  Service  or  Defense  Agency,  as  approved  by  the  DUSD(S&T). 
Contractor-operated  LACs  are  assigned  to  an  appropriate  sponsoring  DoD  organization. 

E5 .4.3.2.  Budget  for  the  basic  operations  and  core  functions  of  assigned  lACs. 

E5.4.3.3.  Prepare  and  defend  programs  and  budgets  consistent  with  annual 
[budget  cycles  and  DUSD(S&T)  requirements  for  each  assigned  LAC. 
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E5.4.3.4.  Establish  approved  lACs  through  acquisition  of  contract  services  or 
direct  in-house  establishment. 

E5.4.3.5.  Review  performance  of  the  lACs,  in  coordination  with  the  technical 
monitor  and  the  ODUSD(S&T)/PP  stdiii  exercising  staff  oversight  of  the  lAC  program. 

E5.4.4.  The  Technical  Monitor  .s7?r///: 

E5 .4.4.1.  Provide  continuous  technical  direction  and  oversight  for  the 
assigned  lAC. 

E5 .4.4.2.  Assess  technical  subject  requirements  and  adequacy  of  literature  and 
database  coverage  by  the  LAC  for  users  in  the  defense  community. 

E5 .4.4.3.  Evaluate  and  approve  lAC  proposals  for  products  and  services  from 
the  technical  standpoint. 

E5. 4.4.4.  Be  a  Government  employee  and  not  a  member  of  the  lAC  contractor 
staff  Synonymous  titles  are  "Technical  Manager," "Government  Project  Engineer," 
"Contracting  Officer's  Technical  Representative  (COTR),"or  other  such  titles  that 
demonstrate  technical  oversight  of  lAC  activities.  For  contractor-operated  lACs,  the 
technical  monitor  shall  approve  the  designation  of  the  COTR,  if  the  technical  monitor 
does  not  function  in  that  capacity. 

E5.4.4.5.  Provide  the  technical  requirements  input  for  the  "Statement  of 
Work"  for  contractor-operated  lACs. 

E5. 4.4.6.  Assist  the  sponsoring  DoD  Components  in  identifying  program 
requirements  necessary  to  support  preparation  of  budget  and  program  documents  for 
assigned  lACs. 

E5 .4.4.7.  Ensure  that  all  technical  documents  and  data  produced  by  the  DoD 
contraetor-operated  LACs  are  properly  marked  in  accordanee  with  DoD  Directives 
5230.9,  5230.24,  and  DoD  5200.1-R  (references  (j),  (k),  and  (g).  For  "basic" or  "core" 
activities  of  the  lAC,  as  described  in  paragraph  E5. 3. 1.1.,  above,  the  COTR  shall  be 
identified  as  the  controlling  DoD  office.  For  "additional"  or  "special"  activities  of  the 
lAC,  as  described  in  subsection  E5.3.2.,  above,  the  requiring  DoD  activity  shall  be  the 
controlling  DoD  office. 
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E5.4.5.  The  DoD  Components  shall-. 

E5.4.5.1.  Provide  their  technical  requirements  to  the  technical  monitor,  to 
assist  in  determining  the  scope,  focus,  and  conduct  of  an  lAC's  technical  activities. 

E5.4.5.2.  Fully  fund  any  additional  lAC  products  and  services  beyond  basic  or 
core-funded  activities  unless  otherwise  authorized  by  the  sponsoring  DoD  Component. 

E5.4.5.3.  Utilize  the  DoD  lACs  when  they  may  best  meet  the  Component's 
technical  requirements. 

E5.4.5.4.  Ensure  that  the  DoD  lACs  routinely  receive  technical  reports  and 
data  sets  about  the  lAC's  subject  area  of  interest  as  part  of  the  Component's  primary 
distribution  of  technical  information. 

E5.4.5.5.  Invite  the  participation  of  DoD  LACs  in  DoD-sponsored  technical 
symposia  in  the  lAC's  subject  area  of  interest. 


E5.5.  IMPLEMENTATION  OF  POLICY.  PRINCIPLES.  AND  CONCEPTS 

E5.5.I.  Information  analysis  and  evaluation  activities  are  an  essential  and  integral 
part  of  the  scientific  research  and  engineering  processes  conducted  by  or  for  the 
Department  of  Defense.  When  significant  requirements  are  recognized  or  benefits  can 
be  derived  through  institutionalizing  such  efforts,  the  Department  of  Defense  shall 
establish  a  DoD  information  analysis  center  in  a  clearly  defined,  specialized  field  or 
subject  area  of  particular  interest  or  concern  to  the  Department  of  Defense.  lACs  are 
formally  established  by  the  Department  of  Defense  to  acquire,  digest,  analyze,  evaluate, 
synthesize,  store,  publish,  and  provide  advisory  and  other  user  services  concerning 
available  worldwide  scientific  and  technical  information  and  engineering  data  in  its 
defined  field  or  area  of  interest. 

E5.5.2.  DoD  lACs  shall  be  established  primarily  to  support  the  mission  of  the 
Department  of  Defense.  That  includes  in-house  activities  as  well  as  contractors  and 
others  who  provide  direct  and  indirect  support  to  the  Department  of  Defense.  DoD 
lACs  may  also  serve  others  in  the  public  and  private  sector  to  the  extent  practicable  and 
consistent  with  the  constraints  of  DoD  5200. 1-R  and  DoD  5220. 22-R  (references  (g) 
and  (u)).  DoD  policy  on  export-controlled  technical  data  included  in  DoD  Directive 
5230.25  (reference  (p)),  and  other  restrictions  on  DoD  information  as  applicable  shall 
be  incorporated  into  the  handling  of  data  by  the  lACs. 
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E5.5.3.  Each  DoD  lAC  shall  have  a  technical  program  Charter.  The  contents  of  the 
Charter  are  described  in  paragraph  E5.6.3.,  below,  as  part  of  the  criteria  for  establishing 
a  DoD  lAC  but  the  criteria  are  equally  relevant  to  those  lACs  already  in  existence. 

E5.5.4.  Classified  or  special  category  material  may  be  received  by  an  lAC  provided 
that  the  information  supports  the  mission  of  the  lAC  and  appropriate  security  measures 
have  been  established.  Additionally,  lACs  shall  not  receive,  process,  or  disseminate 
scientific  or  technical  intelligence  unless  specifically  authorized  by  appropriate  DoD 
intelligence  activities  and  the  DoD  technical  monitor.  That  is  not  intended  to  preclude 
lAC  access  to  such  information  or  to  scientific  or  technical  information  developed  or 
derived  from  intelligence  data,  but  merely  to  prescribe  that  appropriate  coordination  and 
approval  incidental  to  conduct  of  lAC  activities  shall  occur. 

E5.5.5.  Each  lAC  shall  maintain  a  core  staff  of  technical  experts  in  its  field  of 
specialization.  The  lAC  shall  be  attached  to  or  have  a  working  relationship  with  a 
private  sector  or  DoD  organization  engaged  in  technical  work  in  its  mission  area  and  are 
encouraged  to  seek  assistance  from  qualified  experts  employed  by  that  organization  (and 
others,  as  needed)  to  ensure  the  highest  technical  quality  for  individual  products  and 
services. 

E5.5.6.  Each  lAC  shall  he  administered  by  a  "single  sponsoring  DoD  Component" 
designated  by  the  DUSD(S&T). 

E5.5.7.  Classified  information  shall  be  receipted,  controlled,  published,  released  or 
distributed,  disposed  of,  and  protected  from  unauthorized  disclosure,  in  accordance  with 
DoD  5200. 1  -R  and  DoD  5220. 22-R  (references  (g)  and  (u)).  Documents  containing 
classified  information  shall  be  issued  in  accordance  with  DoD  release  and  security 
procedures  in  references  (g)  and  (u),  after  they  have  been  reviewed  and  approved  by 
responsible  technical  and  security  authorities.  Information  and  products  should  be 
cleared  for  public  release,  in  accordance  with  DoD  Directive  5230.9  (reference  (j)),  if 
they  are  released  to  or  accessible  by  the  general  public  and  when  applicable  information 
and  products  having  potential  foreign  affairs  implications  shall  be  cleared  in  accordance 
with  DoD  Directive  2002.3  (reference  (v)).  Disclosure  to  foreign  governments  and 
international  organizations,  their  contractors  or  representatives  and  other  foreign 
persons  shall  be  in  compliance  with  DoD  Directive  5230.1 1  (reference  (w)). 

E5.5.8.  All  technical  documents  generated  by  DoD-funded  R&E  efforts  shall  be 
marked  with  a  DoD  Distribution  Statement,  in  accordance  with  DoD  Directive  5230.24 
(reference  (k)),  with  an  export  warning  notice  when  appropriate,  as  described  in 
reference  (k)  and  as  required  by  DoD  Directive  5230.25  (reference  (p))  and  with 
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applicable  classification  markings,  as  required  by  DoD  5200. 1  -R  (reference  (g)).  For 
contraetor-operated  lACs  applicable  markings  of  data  shall  be  done  by  the  contractor  as 
directed  by  COIR  or  another  DoD  employee,  as  designated  by  the  COTR. 

E5.5.9.  DoD  lACs  shall  establish  mechanisms  for  cooperation  and 
cross-fertilization  of  ideas  on  management  philosophy,  policy,  promotion  or  outreach, 
operating  procedures,  and  other  areas  of  mutual  interest.  Periodic  meetings  of  all  DoD 
lAC  managers,  technical  monitors,  and  sponsors  shall  be  held  for  information  exchange 
in  those  areas. 

E5.5. 10.  Basic  lAC  operations,  as  defined  by  the  sponsoring  DoD  Component,  shall 
be  primarily  supported  by  DoD  funds. 

E5.5. 1 1 .  Each  lAC  shall  assist  in  advancing  standardization  of  the  technology  in 
their  technical  focus  and  field  of  expertise. 

E5.5.12.  lACs  shall  make  optimal  use  of  advaneed  information  technology  and 
telecommunication  equipment,  systems,  and  capabilities  in  the  operation  of  their  centers. 

E5.5.13.  lACs  shall  acquire,  store,  and  disseminate  subjeet  area  technical 
information  from  all  sources,  domestic  and  foreign,  including  support  of  approved 
information  exchange  programs  with  countries  that  have  agreements  with  the  United 
States.  lACs  shall  utilize  but  not  duplicate  the  existing  DoD  foreign  open-source 
scientific  and  technical  intelligence  literature  exploitation  program  or  automated 
database  as  part  of  any  foreign  acquisition  efforts.  It  is  not  intended  for  DoD  lACs  to 
replicate  substantial  quantities  of  information  from  other  readily  available  sources.  At 
the  same  time,  LACs  are  encouraged  to  acquire  information  from  those  sources  when 
the  information  is  needed  to  provide  timely,  comprehensive,  and  qualitative  products  and 
services. 

E5.5.14.  While  one  purpose  of  the  LACs  is  to  collect  and  disseminate  STI,  their 
performance  of  analytical  tasks  characterizes  them  as  "R&D  activities"  as  well  as 
"technical  information  support  activities."  As  a  routine  function  of  the  analytical 
aspects  of  their  information  collection  functions,  LACs  are  expected  to  do  the  following: 

E5.5.14.1.  Verify  and  validate  the  technical  accuracy  and  reliability  of  existing 

data. 


E5.5.14.2.  Generate  and  evaluate  data  collection  and  analysis  techniques 
reported  in  the  literature. 
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E5.5.14.3.  Develop  alternative  approaches  to  collection  and/or  analysis  of  the 
same  or  similar  forms  of  information  for  assigned  technical  areas. 

E5.5.14.4.  Identify  and/or  fill  voids  in  existing  data  or  knowledge  bases  when 
the  lAC  may  provide  such  R&D  in  an  economical,  efficient,  and  unbiased  manner. 

Those  functions  in  paragraphs  E5.5.14.1.  through  E5.5.14.4.,  above,  are  accomplished  on 
a  selective  basis  to  permit  the  most  effective  use  of  technology  and  expertise  resident 
in  the  lACs,  and  are  the  types  of  functions  that  distinguish  a  DoD  lAC  from  libraries  and 
other  types  of  information  centers. 

E5.5.15.  As  defined  in  subseetion  E5.3.2.,  above,  it  is  the  intent  of  the  Department 
of  Defense  to  have  its  lACs  perform  additional  or  special  activities  or  tasks  in  their 
individually  defined  technical  scopes.  One  of  the  primary  purposes  of  acquiring  and 
maintaining  core  technical  information  and  expertise  is  to  maximize  the  utilization  of 
those  invested  efforts.  The  accomplishment  of  additional  tasks  based  on  those  core 
capabilities  permits  the  Department  of  Defense  to  effectively  and  efficiently  leverage 
the  technology  base  in  its  areas  of  interest.  For  those  lACs  operated  by  contract,  it  is 
the  responsibility  of  the  sponsoring  DoD  Component  activity  to  accomplish  the 
contracting  of  both  the  core  activities  and  additional  tasks  consistent  with  the  technical 
scope  of  each  lAC. 

E5.5.16.  If  applicable,  lACs  shall  participate  in  programs  designed  for  the 
international  transfer  of  technology  in  assigned  areas  of  technical  responsibility. 

Equally,  they  shall  ensure  that  such  participation  does  not  lead  inadvertently  to 
unauthorized  transfer  of  technology. 

E5.5.17.  DoD  lACs  shall  participate  in  and  support  the  Department  of  Defense 
I  domestic  technology  transfer  program,  as  defined  in  DoD  Instruction  5535.8  (reference 

(i))- 


E5.5.18.  LAC  personnel  are  authorized  and  encouraged  to  plan,  provide  technical 
support  for,  and  participate  in  major  technical  conferences,  meetings,  or  symposia  in 
their  area  of  technical  specialization.  lAC  sponsorship  and  attendance  at  meetings  shall 
be  consistent  with  DoD  provisions  on  security  and  on  transfer  of  technology.  DoD 
activities  are  also  encouraged  to  participate  and  sponsor  conferences  in  their  technical 
areas  of  interest.  lAC  contractors  and  DoD  activities  that  sponsor  or  participate  in 
conferences  shall  do  so  in  a  manner  consistent  with  DoD  Directives  5230.9,  5230.24, 
5230.25,  2002.3,  DoD  Instruction  5230.27,  and  DoD  5200. 1-R  (references  (j),  (k),  (p), 
(v),  (f),  and  (g)).  When  DoD  lACs  sponsor  a  conference,  meeting,  or  symposia,  an 
in-house  DoD  activity  is  not  required  to  sponsor  it  as  well.  lAC  personnel  shall 
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maintain  contact  with  senior  investigators  and  develop  working  relationships  with 
teehnieal,  professional,  and  trade  associations  and  related  technical  groups  to  exchange 
information.  Meetings  and  conferences  are  to  be  used  as  an  opportunity  for  making 
known  the  products  and  services  of  the  lAC,  maintaining  eontact  with  senior 
investigators  in  the  specialized  field  of  the  lAC  and  to  promote  the  interaction  of  lAC 
professional  staff  with  the  teehnieal  community  at  large. 

E5.5.19.  lACs  shall  prepare,  announce,  and  provide  primary  distribution  of  critical 
reviews,  state-of-the-art  reports,  handbooks,  data  compilations,  lists  of  technical 
experts,  and  other  significant  publications  in  their  assigned  areas  of  technical 
specialization.  lACs  shall  respond  to  inquiries  from  qualified  users  bearing  in  mind 
applicable  security  controls  and  restrictions  on  transfer  of  technology  to  foreign 
individuals  and  organizations. 

E5.5.20.  The  DTIC,  technical  library  of  the  DoD  activity  that  sponsored  a  particular 
|technical  effort  and  other  DoD  LACs  with  a  technical  interest  in  the  subject  matter  of  a 
particular  document  shall  be  included  in  the  primary  distribution  of  documents  formally 
issued  by  an  lAC.  That  excludes  direct  correspondence  in  response  to  inquiries  and  the 
annual  reports  of  the  LACs  unless  the  sponsoring  DoD  Component  requires  the  reports 
for  management  oversight  of  LACs  it  sponsors. 

E5.5.21.  LACs  shall  normally  not  provide  secondary  distribution  of  any  documents 
other  than  their  own.  In  accordance  with  criteria  or  guidance  provided  by  the 
sponsoring  DoD  Component,  LACs  may  perform  seeondary  distribution  of  documents  or 
data  in  forms  or  media  not  available  from  other  sources  and  LACs  may  perform 
secondary  dissemination  of  documents  and  data  when  they  are  the  only  known  remaining 
souree. 

E5.5.22.  DoD  LACs  normally  recover  a  portion  of  operating  eosts  through  the  sale 
of  products  and  services.  As  such,  it  is  not  intended  for  the  DTIC  to  provide 
distribution  services  to  their  users  of  DoD  LAC  produets  and  serviees.  DTIC  shall 
provide  mierofiehe  copies  of  LAC  technical  reports.  On  a  mutually  agreeable  basis 
I  DTIC  may  provide  other  distribution  services  to  the  LACs  such  as  CD-ROM  or  network 
services  including  the  sharing  of  cost  and  revenues. 

E5.5.23.  Seleeted  products  and  services  provided  by  LACs  shall  include  provisions 
for  at  least  partial  cost  recovery  in  accordance  with  guidelines  provided  by  the 
sponsoring  DoD  Component.  The  principle  is  to  promote  wide  dissemination  and  use 
by  the  Defense  community  while  discouraging  the  excessive  ordering  of  products  or 
services  without  recognition  of  the  eost  impact  on  DoD  resources. 
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E5.6.  ESTABLISHMENT  OF  lACs 

E5.6.1.  Proposals  from  the  DoD  Components  for  establishment  of  anIAC  shall  be 
processed  through  the  same  channels  that  are  used  to  approve  and  authorize  any  other 
RDT&E  program. 

E5.6.2.  Approval  shall  be  based  on,  but  not  limited  to,  the  following  criteria: 

E5.6.2. 1 .  Documented  evidence  of  a  requirement  to  fill  a  void  in  an  emerging 
DoD  technology  thrust  area. 

E5.6.2.2.  Clear  definition  of  subject  fields  to  be  covered  and  demonstration 
that  other  LACs  or  other  sources  do  not  duplicate  or  provide  the  same  depth  of 
coverage  of  the  proposed  LAC. 

E5.6.2.3.  Cost  and  effectiveness  including  evaluation  of  whether  alternate 
ways  of  accomplishing  the  objectives  of  the  LAC  exist. 

E5.6.2.4.  Adequate  financial  support  and  plans  for  continuing  support  to 
achieve  the  announced  objectives  of  the  LAC. 

E5.6.2.5.  Active  support  of  the  lACby  persons  engaged  in  the  type  of 
technical  work  to  be  covered  by  the  lAC's  information  products  and  services. 

E5.6.2.6.  Evidence  of  capability  to  ensure  proper  security  procedures  and 
controls  on  technology  transfer. 

E5.6.3.  As  part  of  the  process  in  defining  the  need,  purpose,  and  scope  of  a  DoD 
LAC,  each  LAC  shall  have  a  technical  program  Charter  including  the  following: 

E5 .6.3 . 1 .  Mission  and  functions  statement. 

E5.6.3.2.  Statement  of  need  on  DoD  requirements. 

E5.6.3.3.  Statement  of  technical  scope. 

E5.6.3.4.  Method  of  funding. 

E5.6.3.5.  Description  of  responsibilities  for  those  DoD  administrative, 
procurement,  and  technical  personnel  that  guide  the  direction  and  operation  of  the  LAC. 
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E5.6.3.6.  Authority  to  establish  and  operate  the  lAC. 

E5.6.3.7.  Provisions  for  periodic  review  and  revision. 

E5.6.4.  Each  Charter  is  to  be  approved  by  the  OSD  Principal  Staff  Assistant 
responsible  for  technical  program  oversight  of  the  LAC. 

E5.6.5.  Subject  Coverage.  Subject  areas  covered  by  an  LAC  may  be  determined 
from  one  or  both  of  the  following  categories: 

E5.6.5.1.  Discipline  Oriented  Coverage.  Information  pertaining  to  all,  or  a 
clearly  defined  part  of,  a  recognized  scientific  or  engineering  discipline,  which  has  its 
own  literature  or  professional  traditions  and  is  of  particular  interest  to  the  Department 
of  Defense. 

E5.6.5.2.  Mission  Oriented  Coverage.  Information  pertaining  to  a  military 
undertaking  of  special  interest  to  the  Department  of  Defense  or  to  a  specific  large 
weapon  or  its  support  system  or  a  group  of  such  systems,  and  therefore,  an  area  that 
requires  an  interdisciplinary  approach. 

E5.6.6.  Size  and  Location 

E5.6.6.1.  No  specific  limitations  are  imposed  on  the  size  of  anIAC  as  long  as 
the  types  of  functions  described  in  section  E5.3.,  above,  are  accomplished. 

E5.6.6.2.  lACs  maybe  located  at  the  following: 

E5.6.6.2.1.  DoD  installations,  laboratories,  and  other  in-house  technical 

activities;  or. 


E5.6.6.2.2.  Other  Federal  Government  activities  when  a  DoD  Component 
sponsors  the  lAC  in  conjunction  with  an  applicable  authority  in  an  Agency  Headquarters 
for  the  other  Government  activity. 

E5.6.6.2.3.  Contractor  installations  (educational  institutions,  industrial 
firms,  and  not-for-profit  institutions). 
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E5.6.7.  Security.  lACs  shall  satisfy  all  physical  and  document  information 
security  requirements  for  the  protection  of  classified  or  otherwise  sensitive 
information  stored  or  held  therein.  For  in-house  operated  DoD  lACs,  the  lAC  shall 
adhere  to  all  applicable  policies  and  practices.  For  contractor-operated  lACs  all 
security  requirements  shall  be  clearly  specified  by  DoD  in  the  contract. 


E5.7.  DISESTABLISHMENT  OF  lACS 

E5.7. 1 .  The  sponsoring  DoD  Component,  in  coordination  with  the  designated 
"technical  monitor"  and  the  principal  DoD-user  activities,  may  propose  the 
disestablishment  of  a  DoD  lAC.  A  proposal  to  disestablish  an  lAC  should  include  an 
I  analysis  that  would  permit  DUSD(S&T)  to  evaluate  or  consider  the  types  of  questions 
or  factors  described  in  paragraph  E5.7.2.,  below. 

E5.7.2.  Acombination  of  factors  may  form  the  basis  for  a  decision  to  recommend 
I  disestablishment  of  an  lAC.  Following  a  complete  review,  the  DUSD(S&T)PP  (with  the 
assistance  of  the  OSD  Principal  Staff  Assistant  for  lAC  technical  areas  beyond  the 
Ipurviewof  the  DUSD(S&T)PP)  shall  make  the  decision  on  disestablishment  of  anIAC. 
The  following  are  typical  questions  or  factors  that  may  be  considered  in  making  such  a 
decision: 


E5.7.2. 1 .  Is  the  lAC  still  functioning  in  a  major  DoD  technology  thrust  area? 

E5.7.2.2.  Is  the  lAC  demonstrably  useful  to  the  Department  of  Defense? 

E5.7.2.3.  Is  the  lAC  fulfilling  a  DoD  need  that  is  not  duplicated  by  other 
public,  private,  or  Government  organizations? 

E5.7.2.4.  What  is  the  value  of  products  or  services  to  users  for  current  DoD 
programs? 

E5.7.2.5.  Are  funds  available? 

E5.7.2.6.  Is  the  lAC  maintaining  proper  security  controls  and  controls  over 
transfer  of  technology  to  foreign  individuals  and  organizations? 

I  E5.7.3.  After  the  DUSD(S&T)  has  decided  to  disestablish  an  lAC,  the  following 
shall  be  accomplished: 
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E5.7.3. 1 .  The  sponsoring  DoD  Component  shall  announce  a  termination  date 
at  least  90  days  in  advance  and  shall  require  the  managing  supervisor  of  the  lAC  to 
provide  a  documented  inventory  of  the  lAC's  holdings  to  the  sponsoring  DoD 
Component  and  DoD  technical  monitor. 

E5.7.3.2.  The  sponsoring  DoD  Component  shall  decide  the  disposition  of  the 
lAC's  holdings  with  the  assistance  of  the  managing  supervisor  of  the  lAC,  the  DoD 
I  technical  monitor  and  the  approval  of  the  ODUSD(S&T)PP. 

E5.7.3.3.  The  technical  holdings  of  a  DoD  lAC  including  its  documents, 
databases,  and  technical  information  represent  a  significant  resource  investment  by  the 
Department  of  Defense.  The  disposition  of  those  tangible  assets  must  be  handled  in  a 
logical  and  cost-effective  manner.  As  a  result  every  reasonable  effort  should  be  made 
to  retain  those  holdings  for  future  use  in  the  Department  of  Defense  and  if  not  possible, 
their  disposition  should  be  handled,  in  accordance  with  the  parameters  of  the  DoD 
property  disposal  and  records  management  programs.  One  of  the  principle  functions  of 
DoD  technical  libraries  is  to  retain  the  current  and  future  technical  assets  of  the 
Department  of  Defense.  Transferring  the  lAC  holdings  to  another  DoD  lAC  or  a  DoD 
technical  library  shall  be  a  primary  eonsideration  in  the  disposition  of  lAC  technical 
holdings.  Care  should  be  taken  to  ensure  that  data  restricted  to  DoD  use  for  reasons 
such  as  national  security,  export  control;  etc.,  is  retained  by  the  Department  of  Defense 
before  transfer  of  remaining  holdings  to  others  outside  the  Government  or  that 
applicable  controls  by  the  Department  of  Defense  remain  in  effect. 
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E6.  ENCLOSURE  6 

ACCESS  TO  AND  DISSEMINATION  OF  DoD  TECHNICAL  INFORMATION 


E6.1.  PURPOSE 

The  DoD  Technical  Information  Program  shall  ensure  the  complete  and  timely  exchange 
among  DoD  technical  activities,  including  both  the  in-house  and  DoD  contractor 
communities,  of  all  technical  information  generated  by  or  about  the  pursuit  of  DoD 
technical  programs  with  due  consideration  of  security  requirements  and  access 
restrictions.  All  DoD  Components  responsible  for  dissemination  of  technical 
information  shall  make  a  positive  effort  to  provide  users  accurate  and  timely  technical 
information,  utilizing  the  most  effective  media,  including  symposia,  newsletters, 
technical  reports,  inquiry  responses,  on-line  data  networks,  consultation  and  other  media, 
and  making  optimum  use  of  computer  technology  to  store,  sort,  select,  package,  and 
disseminate  data  and  information. 


E6.2.  APPLICABILITY  AND  SCOPE 

E6.2. 1.  The  implementation  of  policies,  principles,  and  practices  established  by 
this  section  apply  to  the  DoD  Components  consistent  with  the  constraints  established  by 
DoD  Directives  5230.9,  5230.24,  5230.25, 2002.3,  and  5230.1 1,  DoD  5200. 1-R,  and 
DoD  5220. 22-R  (references  (j),  (k),  (p),  (v),  (w),  (g),  and  (u).  That  not  only  includes 
dissemination  of  DoD  technical  information  internally  to  the  Department  of  Defense 
but  also  applies  to  other  Federal  Government  Agencies  including  legislative  and  judicial 
branch  agencies,  all  Government  contractors,  grantees;  etc.,  other  governments  (local. 
State,  or  foreign),  and  any  others  for  which  a  DoD  Component  activity  has  an  approved 
and  established  "legitimate  business  relationship"  interest.  The  term  "legitimate 
business  relationship"  is  defined  in  enclosure  2. 

E6.2.2.  The  procedures  authorized  by  this  enclosure  shall  be  used  by  DoD 
technical  information  dissemination  activities  to  control  access  to  DoD  technical 
information.  The  access  afforded  through  use  of  those  procedures  does  not  override 
special  consideration  or  approvals  that  affect  the  flow  of  controlled  information,  but 
shall  provide  routine  access  consistent  with  any  such  controls. 
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E6.3.  RESPONSIBILITIES 

E6.3. 1 .  The  ODUSD('S& DPP  shall  approve  service  charges  collected  by  DoD 
technical  information  dissemination  activities  in  a  manner  consistent  with  section  E6.4., 
below. 

E6.3.2.  The  DoD  Components  shall: 

E6.3.2.1.  Pursue  organized,  coordinated,  and  comprehensive  programs  for 
technical  information  dissemination.  Those  programs  shall  provide  for  the  routine 
interchange  of  technical  information  in  the  Department  of  Defense,  between  the 
Department  of  Defense  and  others  in  the  scientific  and  technical  community  including 
other  Federal  Agencies,  DoD  contractors,  other  Federal  Agency  contractors,  foreign 
governments  as  applicable,  and  the  national  and  international  scientific  and  technical 
community  consistent  with  DoD  Directives  5230.9,  5230.24,  5230.25,  2002.3, 
5230.11,  DoD  5200. 1-R,  and  DoD  5220.22-R  (references  0),  (k),  (p),  (v),  (w),  (g),  and 
(u)). 


E6.3.2.2.  Under  the  limits  of  security  and  access  restrictions  necessary  to 
ensure  adequate  intra-DoD  technical  information  exchange,  vigorously  pursue  a  policy 
that  ensures  that  technical  information  generated  by  activities  under  their  cognizance  is 
provided  for  public  use  through  applicable  Federal  Agencies  and  technology  transfer 
programs  according  to  approved  DoD  clearance  procedures. 

E6.3.2.3.  Support  the  wide  dissemination  of  technical  information  as  part  of 
the  primary  distribution  of  such  matter,  and  support  and  sustain  DoD  technical 
information  dissemination  activities  including  the  DTIC,  DoD  lACs,  and  DoD  technical 
libraries. 


E6. 3.2.4.  Wherever  possible,  provide  unclassified  versions  of  technical 
documents  and  other  information  to  expedite  the  information  transfer  process. 

E6.3.2.5.  In-house  DoD  activities  shall  complete  all  parts  of  the  "Registration 
for  Scientific  and  Technical  Information  Services,"  DD  Form  1540,  and  submit  it  to 
DTIC  before  requesting  technical  information  from  DoD  dissemination  activities. 

When  classified  information  is  requested  on  the  DD  Form  1540,  that  form  shall  be 
signed  by  the  applicable  security  officer  for  that  activity. 

E6.3.2.6.  Ensure  that  DoD  activities  under  their  cognizance  certify  access  to 
DoD  technical  information  for  all  non- DoD  users  based  on  the  determination  by  the 
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DoD  activity  that  the  user  has  a  legitimate  business  interest  with  the  Department  of 
Defense,  as  defined  in  enclosure  2.  DoD  personnel  who  certify  access  for  non-DoD 
users  shall  have  the  technical  competence  and  familiarity  with  the  user's  needs  and 
intended  use  for  the  information  to  determine  that  it  is  in  the  best  interest  of  the 
Department  of  Defense  to  provide  access.  Particular  attention  shall  be  focused  on  the 
subject  fields  of  interest  for  access  to  classified  information.  Promptly  report  to  DUC 
any  changes  of  certification  status  such  as  contract  termination,  revisions  to  contracts 
and  grants  concerning  levels  of  access  or  completion  dates,  and  changes  of  address  or 
organization  names. 

E6.3.2.7.  Routinely  provide  for  the  dissemination  of  DoD  technical 
information  for  domestic  technology  transfer. 

E6.3.2.8.  Identify  and  provide  information  to  DTIC  describing  R&E  and  other 
acquisition-related  publications,  databases,  specialized  collections,  products,  services, 
and  accessibility  about  DoD  scientific  and  technical  information  assets  of  DoD 
activities  whether  in-house  or  contractor  supported.  This  information  reporting 
requirement  supports  the  DTIC-developed  directory  of  STI  resources  and  has  been 
[assigned  Reports  Control  Symbol  DD-A&T(AR)I922. 

E6.3.2.9.  Establish  and  support  industry  information  centers  for  ready  access 
to  unrestricted  and  restricted  DoD  technical  information,  program  planning  information, 
and  requirements  documents.  Those  centers  shall  also  assist  DoD  contractors  and 
potential  contractors  in  accessing  DoD  RDT&E  activities  and  staff. 

I  E6.3.3.  The  DTIC  .sA^7//: 

E6.3.3. 1 .  Operate  and  maintain  a  uniform,  DoD-wide  certification  and 
registration  system.  Applicable  procedures,  forms,  and  instructions  shall  be  prepared 
and  coordinated  by  DTIC,  as  a  Volume  of  DoD  3200. 14. M,  "DoD  Scientific  and 
Technical  Information  Program  Procedures  Manual." 

E6.3.3.2.  Maintain  a  central  authority  file  of  certified  and  approved  users. 
Provide  methods  of  access  and  dissemination  to  that  file  such  that  other  DoD 
dissemination  activities  may  provide  information  to  registered  users  applicable  to  their 
authority  to  receive  data.  Also,  quickly  inform  DoD  activities  of  the  new  registrations 
and  changes  to  the  timeframe,  conditions,  and  scope  of  coverage. 

E6.3.3.3.  Establish  a  DoD  Directory  of  STI  resources  as  described  in 
paragraph  E6. 3.2. 8.,  above. 
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E6.3.4.  DoD  Technical  Information  Dissemination  Activities  may  collect  service 
jcharges  as  approved  by  in  accordance  with  the  policies  and  principles 

of  this  enclosure. 


E6.4.  IMPLEMENTATION  OF  POLICY  AND  PRINCIPLES  OF  OPERATION 
E6.4.L  Registration  for  Defense  Technical  Information 

E6.4.LL  The  DD  Form  1540  is  authorized  for  the  collection  of  data  required 
by  the  uniform  DoD  registration  system  established  by  DTIC  for  access  and 
dissemination  purposes. 

E6.4.L2.  Classified  information  dissemination  from  a  DoD  dissemination 
activity  shall  be  limited  to  the  scope  of  a  subject  area  field  of  interest  as  specified  and 
certified  on  the  DD  Form  1540  unless  otherwise  authorized  by  the  DoD  classification 
authority.  Such  a  certification  shall  constitute  an  approval  by  an  applicable  DoD  official 
that  the  user's  official  responsibilities  require  access  to  technical  information  within 
the  specified  subject  fields  and  groups  on  the  DD  Form  1 540.  An  applicable  DoD 
official  shall  certify  the  access  of  non-DoD  users  to  DoD  technical  information  based 
on  the  DoD  official's  determination  that  the  non-DoD  user  has  a  legitimate  business 
relationship  with  the  Department  of  Defense  as  defined  enclosure  2.  Approval  for 
access  to  classified  or  unclassified,  but  sensitive,  technical  information  shall  be 
conditioned  on  the  fact  that  the  user  understands  the  conditions  of  use  and  may 
reasonably  control  access  to  the  information  by  others,  as  necessary. 

E6.4.L3.  DoD  activities  that  have  approved  DD  Form  1540s  shall  take  action 
to  notify  DTIC  when  the  classified  or  otherwise  sensitive  and/or  controlled  information 
is  accessed  and  used  in  a  significantly  inappropriate  manner.  Access  or  termination  of 
access  to  DoD  technical  information  is  solely  under  DoD  authority,  as  determined  to 
meet  DoD  needs.  That  relates  to  the  intent  of  the  Department  of  Defense  to 
disseminate  technical  information  to  the  defense  community  to  support  the  DoD 
mission  and  in  no  manner  shall  be  construed  to  limit  public  access  and  availability  of 
DoD  information  approved  for  public  release  in  accordance  with  DoD  Directive  5230.9 
or  for  information  released  by  the  Department  of  Defense  in  accordance  with  DoD 
Directive  5400.7  (references  (j)  and(n)). 

E6.4.2.  Dissemination  of  Defense  Technical  Information 

E6 .4.2.1.  The  Department  of  Defense  shall  disseminate  DoD  technical 
information  in  support  of  its  technical  programs  and  in  support  of  similar  technical 
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programs  in  other  U.S.  Government  Agencies  consistent  with  the  DoD  mission 
contained  in  DoD  Directive  5230. 1 1  (reference  (w)). 

E6.4.2.2.  Requests  from  foreign  organizations  for  classified  or  otherwise 
sensitive  and/or  controlled  information  shall  be  made  only  through  applicable  DoD 
foreign  release  offices  under  established  release  procedures. 

E6.4.2.3.  It  is  intended  that  registration  for  access  to  DoD  technical 
information  shall  be  available  to  both  individuals  and  groups  of  people  in  an 
organization.  If  a  registration  is  completed  for  a  group  of  people,  then  the  individual 
identified  on  the  DD  Form  1540  shall  be  authorized  to  receive  all  data  (including 
classified  or  unclassified  but,  sensitive  data)  consistent  with  the  registration.  That 
individual  is  responsible  for  providing  data  to  others  in  the  organization  consistent  with 
the  "DoD  Distribution  Statement,"  classification  markings,  and  export  control  warning 
notices.  That  means,  for  example,  if  an  in-house  DoD  activity  requests  information 
from  a  DoD  dissemination  activity  that  is  marked  with  "DoD  Distribution  Statement  D 
(Distribution  Authorized  to  DoD  and  U.S.  DoD  Contractors),"  then  the  requesting  activity 
may  share  that  information  with  a  DoD  contractor  including  those  working  in  that 
activity  or  elsewhere.  Dissemination  to  others  shall  only  be,  as  approved  by  the 
"Controlling  DoD  Office"  as  specified  in  DoD  Directive  5230.24  (reference  (k)).  DoD 
activities  that  operate  DoD  technical  information  networks  may  further  limit  access 
based  on  network  capacity  constraints,  but  access  shall  be  consistent  with  other  DoD 
information  dissemination  policies.  Access  to  internal  networks  shall  be  consistent 
with  DoD  marking  policies  including  DoD  Directive  5230.24,  DoD  Directive  5230.25, 
DoD  5200. 1-R,  and  DoD  5220. 22-R  (references  (k),  (p),  (g),  and(u)). 

E6.4.3.  Principles  and  Considerations  for  User  Charges  by  DoD  Technical 
Information  Dissemination  Activities 


E6.4.3.1.  Objectives  and  Implementation  of  Policy 

E6.4.3. 1 . 1 .  The  DoD  Acquisition  Program  is  implemented  through  an 
extensive  set  of  processes  and  procedures.  The  phases  of  the  acquisition  process 
include  the  following: 

E6.4.3. 1 . 1 . 1 .  Concept  exploration  and  development. 

E6.4.3. 1 . 1 .2.  Program  definition  and  risk  reduction. 

E6.4.3 . 1 . 1 .3 .  Engineering  and  manufacturing  development. 
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E6.4.3. 1 . 1 .4.  Production,  fielding  and/or  deployment,  and  operational 

support. 

(STI  is  an  integral  part  of  every  phase  of  the  acquisition  process.  In  its  many  forms 
(including  technical  papers,  experimentation  data  in  raw  and  analyzed  form,  engineering 
drawings,  handbooks,  manuals,  and  acquisition-related  management  data;  etc.)  SH 
sustains  the  accomplishment  of  the  Department  of  Defense  acquisition  mission.  With 
the  significant  investment  in  DoD  acquisition,  it  is  incumbent  on  the  Department  of 
Defense  to  promote  the  widest  possible  primary  and  secondary  dissemination  of  STI  to 
organizations  that  contribute  to  DoD  mission  objectives.  In  the  case  of  seeondary 
distribution,  technical  information  dissemination  activities  enable  the  Department  of 
Defense  to  recoup  a  portion  of  its  technology  investment  by  enabling  the  Department  of 
Defense  to  leverage  past  technology  investments.  Additionally,  technology  developed 
in  the  concept  exploration  and  development  phase  of  acquisition  becomes  the 
technology  baseline  for  numerous  technology  applications  in  the  follow-on  acquisition 
phases  identified  in  paragraphs  E6.4.3. 1 . 1 .2.  through  E6.4.3. 1 . 1 .4.,  above.) 

E6.4.3.1.2.  An  objective  of  the  DoD  SH  program  is  to  promote  the 
efficient,  effective,  and  timely  dissemination  of  STI.  To  accomplish  that  objective,  it  is 
anticipated  that  DoD  information  dissemination  activities  may  determine  that  it  is 
necessary  to  impose  a  system  of  charges  to  preclude  the  potential  of  excessive  requests 
for  STI  by  DoD  users.  At  the  same  time,  such  a  system  of  charges  shall  be  so 
constructed  as  to  meet  DoD  acquisition  objectives  stated  in  subparagraph  E6.4.3.1.1.1., 
above,  to  leverage  past  technology  investments  and  maximize  their  return  to  the 
Department  of  Defense.  Aproper  balance  between  direct  charges  to  users  and  indirect 
allocations  of  net  additional  costs  to  acquisition  program  elements  must  be  determined 
and  applied  accordingly. 

E6.4.3.1.3.  Additionally,  some  technical  information  products  and 
services  are  required  to  meet  externally  imposed  requirements  placed  on  the 
Department  of  Defense  including  Federal  statutes,  and/or  Executive  Orders.  Those 
external  requirements,  while  not  self-imposed,  are  essential  objectives. 

E6.4.3.1.4.  DoD  technical  information  dissemination  activities  may 
establish  service  charges  for  information  products  and  services.  Such  service  charges 
shall  be  developed  when  there  is  a  need  to  provide  a  means  of  PARTIAL  reimbursement 
for  products  and  services  and,  when  necessary,  to  preclude  excessive,  unwarranted  use 
of  those  products  and  services.  At  the  same  time,  the  overriding  intent  of  the 
Department  of  Defense  is  to  widely  disseminate  its  technical  information  to  leverage 
the  utilization  of  DoD-funded  technology  to  the  maximum  extent.  Service  charges  shall 
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not  be  established  at  a  level  detrimental  to  the  ability  of  the  Department  of  Defense  to 
leverage  its  technology  base.  DoD  activities  shall  adequately  budget  and  fund  their 
technical  information  dissemination  activities  consistent  with  those  principles. 

E6.4.3.2.  Principles.  Before  making  a  determination  to  impose  user  charges  a 
number  of  factors  must  be  considered.  The  following  points  all  require  analysis  and 
rationale  to  support  a  system  of  user  charges: 

E6.4.3.2.1.  Who  are  the  users  of  the  information? 

E6.4. 3.2.2.  Who  are  the  customers  that  have  a  vested  interest  in  seeing 
that  the  information  is  available  and  used? 

(There  is  often  an  important  distinction  between  a  customer  and  user.  For  example,  the 
Department  of  Defense  requires  contractors  to  use  technical  information  in 
performance  of  a  contract.  While  the  technical  information  is  often  obtained  from  a 
DoD  technical  information  dissemination  activity,  the  customer  (the  DoD  sponsor  of 
the  contract  effort)  has  obligated  the  Department  of  Defense  to  provide 
Government- furnished  information  to  the  user  (the  DoD  contractor)  for  the 
performance  of  work.  Another  example  is  an  in-house  DoD  activity  that  is  required  to 
search  existing  teehnical  and  related  management  information  before  the  start  of  a  new 
technical  effort  or  before  proceeding  to  the  next  milestone  on  a  major  program.  The 
user  in  that  instance  is  the  activity  that  receives  the  information  and  evaluates  its 
applicability  to  a  new  effort  or  the  next  major  milestone.  There  are  several 
customer(s)  in  that  example.  The  organization  proposing  to  expend  DoD  acquisition 
resources  needs  the  information  to  define  the  technology  baseline  and  develop  the 
rationale  for  investing  in  new  or  continuing  technology  development.  The 
organization(s)  responsible  to  review  and  approve  the  expenditure  of  resources  and  to 
ascertain  that  the  technical  effort  meets  DoD  acquisition  requirements  is  also 
dependent  on  the  information.  Retention  of  the  data  for  program  audit  purposes 
reflects  a  third  customer  need.) 

E6.4.3.2.3.  What  is  the  most  efficient  method  to  resource  an  information 
product  or  service?  And  why? 

E6.4.3.2.4.  Does  a  method  of  cost  recovery  exist  and  how  does  it  operate? 

E6.4.3.2.5.  Is  a  particular  product  or  service  mature  enough  to  where  the 
customers  and  users  are  clearly  defined  and  use  of  the  product  and  service  can  be 
supported  by  an  established  customer  base?  Development  of  new  products  and  services 
is  an  investment  decision  and  should  be  resourced  accordingly. 
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E6.4.3.3.  Practices.  Periodically,  DoD  technical  information  dissemination 
activities  should  identify  the  cost  associated  with  providing  their  products  and  services. 
Using  that  cost  assessment,  the  DoD  Components  responsible  for  the  operation  and 
funding  of  DoD  technical  information  dissemination  activities  should  utilize  the 
objectives  and  principles  stated  in  paragraphs  E6.4.3.1.  and  E6.4.3.2.,  above,  as  the  basis 
to  determine  the  best  method(s)  to  resource  the  products  and  services  of  those 
activities.  Those  methods  include  the  following: 


E6.4.3.3.1.  Direct  mission  funding  of  that  information  dissemination 

activity. 

E6.4.3.3.2.  Block  funding  by  customers  and/or  users. 

E6.4.3.3.3.  Subscription  funding  for  levels  or  combinations  of  products 

and  services. 

E6.4.3.3.4.  Charge  on  demand  to  customers  or  users  with  payment  from 
aggregate  accounts  or  on  a  transaction  basis. 


E6.4.3.3.5.  Charges  against  other  acquisition  program  accounts  as  a 
support  cost  to  those  program  elements. 


E6.4.3.3.6.  Combinations  of  the  practices  in  paragraphs  E6.4.3.3.1. 
throughE6.4.3.3.5.,  above,  such  as  individual  demand  prices  for  users  adequate  to 
discourage  misuse  with  the  remainder  to  be  allocated  in  another  manner. 
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E7.  ENCLOSURE  7 
OTIC 


E7.1.  MISSION 

Consistent  with  ODDDR&E  policy  guidance  and  program  oversight,  DTIC  shall  do  the 
following: 

E7.1.1.  Provide  centralized  operation  of  DoD  services  for  the  acquisition,  storage, 
retrieval,  and  dissemination  of  STI  to  support  DoD  R&D,  engineering,  and  studies 
programs. 

E7.1.2.  Provide  centralized  operation  of  databases,  systems,  or  networks  for  the 
acquisition,  storage,  retrieval,  and/or  dissemination  of  information  to  support  other 
DoD-related  acquisition  functions  as  approved  by  the  DUSD(S&T).  Provide  other  DoD 
information  support  services  as  directed  or  approved  by  the  DUSD(S&T). 

I  E7. 1.3.  Serve  as  a  focus  for  specific  actions  required  by  the  DiJSD(S&T)  to  meet 
technical  information  needs  of  the  STIP. 

E7.1.4.  Develop  and  provide  specialized  information  system  support  approved  or 
1  directed  by  OSD  Principal  Staff  Assistants. 

E7. 1.5.  Work  directly  with  the  ODDR&E  to  formulate  objectives  and  programs  for 
STI  transfer  among  the  Military  Departments,  Defense  Agencies,  and  other  U.S. 
Government  Agencies. 

E7.1.6.  Participate  with  the  OSD  and  Federal  Agencies  in  formulating  DoD  and 
Federal  policies  on  STI  transfer. 

E7.1.7.  Function  as  a  central  activity  in  the  Department  of  Defense  for  applying 
advanced  techniques  and  technology  to  DoD  STI  systems  and  for  developing 
improvements  in  services  and  STI  transfer  effectiveness  in  support  of  STIP  objectives. 

E7.1.8.  Represent  the  Department  of  Defense  at  STI  meetings,  conferences,  or 
symposia  to  support  mission  objectives. 

E7.1.9.  Provide  liaison  with  other  DoD  and  Government  STI  organizations  (such  as 
the  Defense  Logistics  and  Studies  Information  Exchange  and  the  National  Aeronautics 
and  Space  Administration). 
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I  E7. 1 . 1 0.  Provide  planning,  programming,  budgeting,  accounting,  and  reporting  of 

resources  necessary  to  meet  mission  requirements  and  present  PPBS  submissions  to 
I  the  OUSD(C)  Comptroller  through  the  DUSD(S&T)  exercising  staff  oversight  of  DTIC. 

E7.2.  FUNCTIONS 

The  Administrator,  DTIC,  is  responsible  for  providing  or  executing  the  following 
functions  in  support  of  the  STIP. 

E7.2.1.  Centralized  DoD  Information  Services.  Those  include  all  services  for 
maintaining  a  repository  of  technical  and  related  management  documents  resulting  from 
or  pertinent  to  DoD  R&E  and  studies  efforts,  providing  for  their  dissemination,  and  the 
following  functions: 

E7.2. 1 . 1 .  Acquiring  technical  and  related  management  documents  including 
documents  from  outside  the  Department  of  Defense,  domestic  or  foreign,  which  are  of 
DoD  interest  but  not  readily  available  from  other  sources  in  support  of  the  DoD  R&E 
and  studies  efforts.  Documents  may  take  the  form  and  format  of  any  commonly 
accepted  media  for  documentation  and/or  presentation  of  STI. 

E7.2.1.2.  Providing  prompt  and  effective  document  awareness  services  and 
publications  reflecting  new  acquisition  in  the  document  collection. 

E7.2.1.3.  Storing  in  reproducible  form  copies  of  acquired  DoD-relevant 
technical  and  related  management  documents. 

E7.2.1.4.  Maintaining  a  system  of  document  acquisition,  storage, 
announcement,  reproduction,  and  distribution  methods,  in  accordance  with  DoD  security 
policies,  standards,  criteria,  and  procedures  for  classified,  limited  distribution,  export 
control  and  company  proprietary  information  entrusted  to  the  Department  of  Defense  by 
agreement. 

E7.2.1.5.  Developing  and  maintaining  a  timely  system  of  document  acquisition, 
storage,  reproduction  and  dissemination  that  promotes  the  maximum  efficiency  for 
activities  providing  documents  to  and  receiving  data  and/or  documents  from  DTIC  such 
that  the  DoD-user  community  may  make  the  most  effective  and  efficient  use  of  the 
technology  in  those  documents. 

E7.2.1.6.  Providing  timely  response  to  requests  from  authorized  users  for 
technical  reports  and  other  document  services  consistent  with  DoD  Directives  5230.24 
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and  5230.25,  DoD  5200. 1-R,  and  DoD  5220. 22-R  (references  (k),  (p),  (g),  and  (u))  of 
this  enclosure  7.  Release  of  documents  in  response  to  requests  under  the  "Freedom  of 
Information  Act" (5  U.S.C.552)  shall  be  governed  by  DoD  Directive  5400.7  (references 
(m)  and  (n)).  DTIC  shall  not  release  any  document  not  previously  cleared  for  public 
release  without  the  written  approval  of  the  controlling  DoD  activity,  as  defined  by  DoD 
Directive  5230.24  (reference  (k)).  Requests  from  foreign  persons  for  classified 
reports  or  services  shall  be  processed  in  compliance  with  DoD  Directive  5230. 1 1 
(reference  (w)). 

E7.2. 1 .7.  Ensuring  the  adequacy  of  and  preparing  necessary  procedures, 
standards,  and  guidelines  in  applicable  Volumes  of  DoD  Scientific  and  Technical 
Information  Program  Procedures  Manual  for  preparing,  acquiring,  storing,  distributing, 
and  gaining  access  to  technical  and/or  management  documents  describing  R&E  efforts 
and  the  entry  of  bibliographic  descriptions  into  DoD  STI  databases. 

E7.2.2.  Centralized  DoD  Database  Services 

E7.2.2.1.  Those  involve  the  application  of  information,  computer,  and 
telecommunications  technology  to  provide  authorized  seekers  of  Defense  STI 
eonvenient  access  to  stored  files  of  SH  about  managing  and  conducting  R&E  and  studies 
programs.  For  such  databases,  the  DUG  shall  provide  for  the  following: 

E7.2.2.1.1.  Database  input  systems  and  procedures  to  acquire  and  enter 
data  into  the  databases,  and  provide  technical  support  for  remote  input  to  the  databases 
either  on-line  or  in  machine-readable  form.  Database  input  systems  shall  use  existing 
DoD  standard  data  elements  when  applicable. 

E7.2.2.1.2.  Database  output  systems  and  procedures  to  support  the 
processes  involved  in  formulating  and  executing  on-line  search  and  retrieval,  formulating 
output  of  significant  segments  of  the  databases  including  search  and  retrieval  tools  and 
proeedures  utilizing  applicable  eleetronic  media,  and  control  of  database  output 
products. 


E7.2.2.1.3.  Response  to  demand  requests  received  by  mail,  on-line,  and 
telephone  for  database  products  (both  individual  products  as  well  as  downloading  of 
significant  segments  of  the  databases)  and  processing  of  subscriptions  for  recurring 
database  products. 
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El. 2.2.2.  The  DTIC  shall  establish  and  operate  a  centralized  database  of 
bibliographic  citations  of  technical  documents  resulting  from  or  about  the  DoD  R&E 
and  studies  programs.  That  includes  support  to  DTIC  document  services  functions,  such 
as  the  following: 

E7.2.2.2.1.  Document  announcement,  current  awareness,  selective 
dissemination  of  information  products,  or  bibliographic  searches. 

E7. 2.2.2. 2.  Bibliographic  database  support  to  include  such  items  as 
shared  cataloging  and  related  services  to  technical  libraries,  support  to  DoD  lACs,  and 
support  to  other  information  processors  that  operate  or  provide  support  to  DoD  R&E 
programs. 

E7.2.2.3.  As  resources  and  technology  permit,  DTIC  shall  establish  and 
operate  a  centralized  computer  database  of  full-text  technical  documents  resulting  from 
and  about  the  DoD  R&E  and  studies  programs.  The  database  shall  include,  where 
possible,  features  to  enable  electronic  input,  text  search,  electronic  output,  file  transfer 
capabilities;  etc. 

E7.2.2.4.  The  DTIC  shall  maintain  and  operate  centralized  databases  of 
summary  technical  and  management-related  information  describing  the  content  and 
scope  of  R&E  programs,  consistent  with  or  as  required  by  other  parts  of  this 
Instruction,  DoD  Instruction  3204.1,  and  DoD  Directives  4205.2,  2002.3,  and  8910.1 
(references  (x),  (q),  (v),  and  (y)),  and  when  and  as  further  defined  by  applicable  Volumes 
of  DoD  Scientific  and  Technical  Information  Program  Procedures  Manual  and  other  data 
I  specified  or  approved  by  the  DUSD(S&T),  when  needed  for  R&E  program  management. 

E7.2.2.5.  The  DTIC  shall  provide  for  maintenance  of  a  central  referral 
database  of  the  Department  of  Defense  and  relevant  Federal  STI  activities  and  shall 
cooperate  with  the  Federal  Agencies  in  maintaining  such  referral  services. 

E7.2.2.6.  The  DTIC  shall  establish  and  maintain  an  index  of  the  unique 
collections  of  DoD  technical  holdings  in  the  DoD  technical  libraries  and  the  unique 
collections  and  database  that  reside  at  DoD  R&E  activities.  Additionally,  on  a  voluntary 
basis  DTIC  may  accept  similar  information  from  Defense  industry  and  academic 
institutions  that  have  unique  collections  of  significant  interest  to  the  Defense  R&E 
community. 

El. 2.2.1.  The  DTIC  shall  provide  the  capability  and  capacity,  as  approved  by 
I  the  DUSD(S&T)  to  accommodate  new  or  expanded  STI  databases  and  extended  levels  of 
database  access,  system  interconnection,  and  the  establishment  of  networks. 
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E7.2.2.8.  The  DTIC  shall  ensure  the  adequacy  of  and  prepare  DoD  Regulations 
and  guidelines  describing  responsibilities  and  procedures  for  input  to,  maintenance  of, 
access  to,  and  retrieval  from  DoD  STl  databases. 

E7.2.2.9.  The  DTIC  shall  provide  OSD  functional  managers  with  data  and 
document  services  needed  to  support  their  programs  in  R&E  and  studies  areas. 

E7.2.3.  Related  STI  Support  Services.  The  DTIC  shall  do  the  following; 

E7.2.3. 1 .  Develop  and  apply  techniques  to  assess  SH  needs,  usage,  and  trends 
with  a  view  to  proposing  new  STI  products,  services  or  programs. 

E7.2.3.2.  Develop  and  operate  promotional  and  training  programs  to  increase 
the  awareness  and  use  of  STI  policy,  procedures,  tools,  products,  and  services  among 
R&E  managers,  scientists,  engineers,  and  that  of  the  information  practitioners  that 
support  them  throughout  the  current  and  potential  DTIC  user  community  with  a  view 
increasing  their  efficiency. 

E7.2.3.3.  Provide  a  central  DoD  authority  and  establish  a  central  directory  for 
the  data  elements  and  processes  used  to  record,  gain  access  to,  and  exchange  STI  or 
documents  and  prepare  DoD  procedures  with  specific  criteria  and  guidance  for  the 
content  and  format  of  data  elements  required  by  those  STI  databases,  and  register  data 
elements  with  the  Defense  Information  Systems  Agency.  The  DTIC  shall  exercise  that 
authority  in  cooperation  and  coordination  with  the  DoD  Components  and  shall  ensure 
compatibility  where  practical  with  the  STI  practices  of  other  Federal  Agencies. 

E7.2.3.4.  Explore  and  acquire  techniques  and  arrangements  for  access  to  STI 
databases,  on-line  services,  or  networks  on  the  conduct  or  management  of  R&E 
programs.  Those  may  include  data,  databases,  or  systems  from  other  Federal, 
commercial,  or  foreign  sources  that  may  not  otherwise  be  readily  accessible  to  DTIC 
users,  if  the  DTIC  does  not  unnecessarily  or  unfairly  compete  with  or  detract  from 
services  available  from  the  private  sector. 

E7.2.3.5.  Represent  the  Department  of  Defense  in  efforts  of  Federal  and 
professional  SH  activities  involving  the  compatibility  or  standardization  of  STI  data  and 
processes  about  improved  information  transfer. 

1  E7.2.3.6.  As  directed  by  the  DUSD(S& T),  provide  such  centralized  services  as 

acquisition,  evaluation,  or  implementation  of  common  STI  resources,  systems,  or 
devices  and  act  as  focal  point  in  such  endeavors  as  arranging  or  instituting  new  STI 
programs,  procedures,  or  exchange  agreements. 
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E7.2.3.7.  Operate  and  maintain  procedures  where  U.S.  Government 
Departments  and  Agencies  and  their  contractors,  subcontractors,  grantees,  and  DoD 
potential  contractors  may  become  certified  and  registered  for  access  to  controlled  SIT 
available  from  DoD  information  dissemination  activities,  in  accordance  with  DoD 
5200. 1-R  and  DoD  Directive  5230.25  (references  (g)  and  (p)),  and  enclosure  6  of  this 
Instruction. 

I  E7.2.3.8.  As  directed  by  DUSD(S&T),  act  as  the  DoD  Executive  Agent  for  the 

preparation  and  publication  of  newsletters,  journals  (juried  and  unjuried),  reports;  etc.,  to 
support  the  dissemination  of  defense-related  STI. 

E7.2.4.  DoD  Component  Headquarters  Information  Support.  The  DTIC  shall 
I  provide  information  .ve/  v/cey,  which  utilize  the  appropriate  information  technologies  to 
acquire,  analyze  and  disseminate  information  to  support  oversight  and  management 
functions  and  to  improve  overall  Department  of  Defense  management.  To  accomplish 
these  tasks,  the  DTIC  shall  provide  support  in  the  following  areas: 

E7.2.4. 1 .  Analyze  and  define  information  gathering,  analysis  and  dissemination 
requirements  as  requested  by  DoD  Component  Headquarters. 

E7. 2.4.2.  Investigate  and  evaluate  new  technologies  and  apply  them  to  the 
requirements  to  meet  information  gathering,  analysis  and  dissemination  requirements  of 
supported  organizations,  including  utilization  of  the  Intemet/World  Wide  Web  or 
similar  technologies. 

E7.2.4.3.  Conduct  liaison  with  DoD  Component  Headquarters  to  assure 
continued  support  for  information  gathering,  analysis  and  dissemination. 

E7.2.4.4.  Maintain  the  DoD  implementation  of  the  Government  Information 
Locator  Service  (GILS)  in  accordance  with  Office  of  Management  and  Budget  Number 
95-01  (reference  (z)). 

E7.2.5.  Investigation,  Experimentation,  and  Application  of  Advanced  Information 
Science  and  Technology.  The  DTIC  shall  identify,  develop,  and  carry  out  programs  to 
perform  and  monitor  experimentation  and  study  for  increasing  its  internal  effectiveness 
and  productivity  and  for  ensuring  that  the  overall  STIP  is  served  by  innovative  and 
effective  information  systems  that  take  advantage  of  new  advances  in  information 
science  and  technology.  It  shall  perform  studies  and  experimentation  to  improve  the 
processes  involved  in  acquiring,  using,  storing,  retrieving,  disseminating,  and  generating 
STI.  In  doing  so,  it  shall  seek  effective  ways  to  employ  modem  information  storage, 
retrieval,  and  transmission  technology  and  devices  by  acquiring  and  testing  the 
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application  of  existing  and  promising  computer,  telecommunications,  storage,  and 
transmission  devices  and  concepts.  DTIC  shall  coordinate  its  program  with  other  DoD 
activities  engaged  in  RDT&E  involving  information  science,  telecommunications,  and 
other  enabling  technologies  that  help  the  effective  conduct  of  the  DoD  STIP. 

E7.2.6.  DoD  Technical  Library  Support.  The  DTIC  shall  provide  a  foeus  for 
developing  and  coordinating  programs  among,  and  providing  centralized  technical 
support  to,  DoD  technical  libraries.  To  help  improve  their  effectiveness  and 
eapabilities,  the  DTIC  shall  provide  assistance  in  the  following  areas: 

E7.2.6.1.  Analyze  and  explore  applications  of  automation  to  library  operations 
and  other  serviees. 

E7.2.6.2.  Promote  eooperative  efforts  among  libraries  including  the 
establishment  of  networks  and  resource  sharing. 

E7.2.6.3.  Facilitate  the  integration  of  technical  libraries,  lACs,  the  DTIC,  and 
other  components  of  the  STIP  in  a  eoordinated  STI  network. 

El. 2.1.  DoD  lAC  Support.  The  DTIC  shall: 

E7.2.7.1.  Provide  necessary  support  and  services  for  improved  eoordination, 
planning,  and  integration  of  DoD-tlinded  lACs.  The  DTIC  shall  establish  and  support  a 
comprehensive  program  in  the  lAC  function  of  the  STIP  to  improve  the  visibility, 
effectiveness,  and  use  of  the  lACs  in  support  of  DoD  and  Federal  scientific  and 
technical  programs. 

El. 2. 1.2.  When  functioning  as  the  "DoD  Component  sponsor,"  provide 
oversight  through  the  contraeting  officer  for  designated  "contractor-operated  DoD 
lACs." 


E7.2.7.3.  Develop  and  provide  systems  and  services  to  assist  or  supplement 
lAC  operations  or  programs  to  effect  and  promote  resource  sharing,  joint  approaches  to 
common  objectives  and  problems,  and  information  exchange  among  the  lACs,  DTIC,  and 
other  components  of  the  STIP. 
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Department  of  Defense 

DIRECTIVE 


May  10,  1999 
NUMBER  3204.1 


DDR&E 

SUBJECT:  Independent  Research  and  Development  (IR&D)  and  Bid  and  Proposal  (B&P) 
Program 

References:  (a)  DoD  Instruction  3204.1,  “Independent  Research  and  Development,” 

December  1,  1983  (hereby  canceled) 

(b)  Section  2372  and  2506  of  title  10,  United  States  Code 

(c)  Federal  Acquisition  Regulation  (FAR),  Subpart  3  1,205-1  8,  “Independent 
Research  and  Development  and  Bid  and  Proposal  Costs,”  February  9,  1998 

(d)  Defense  FAR  Supplement,  Subpart  231.205-18  “Independent  Research  and 

Development  and  Bid  and  Proposal  Costs,”  February  23,  1999;  and  Subpart 
242.771,  "Independent  Research  and  Development/Bid  and  Proposal,” 
February  23,  1999 


This  Directive: 

1  . 1  Supersedes  reference  (a). 

1.2  Establishes  policy  and  assigns  responsibilities  under  reference  (h)  for  both  the  technical 
and  business  aspects  of  IR&D  and  B&P  activities. 

1.3.  Establishes  the  ‘Technical  Coordination  Group  (TCG)  that  the  Director,  Defense 
Research  and  Engineering  (DDR&E),  under  the  Office  of  the  Under  Secretary  of  Defense  for 
Acquisition  and  Technology,  shall  have  cognizance  over  to  provide  both  oversight  of  the  IR&D 
Program  and  effective  communications  between  industry  and  the  Department  of  Defense  and 
which  shall  do  the  following: 

1.3.1.  Provide  industry  the  information  they  need  to  effectively  implement  their  IR&D 
programs  while  maintaining  their  independence  to  conduct  research  and  development  (R&D) 
activities 


1.3.2.  Effectively  use  IR&D  data  obtained  from  industry  by  the  Department  of  Defense 
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1.3.3.  Ensure  that  membership  in  the  TCG  shall  be  from  the  DDR&E  and  from  each 
Military  Department. 

2.  APPLICABILITY 

This  Directive  applies  to  the  Office  of  the  Secretary  of  Defense  (OSD),  the  Military  Departments, 
and  the  Defense  Agencies  (hereafter  referred  to  collectively  as  “the  DoD  Components"). 

3.  DEHNinONS 

3.1.  Bid  and  Proposal  (B&P)  Activities.  Effort  in  preparing,  submitting,  and  supporting 
Bs&Ps  (whether  or  not  solicited)  on  potential  contracts. 

3.2.  Independent  Research  and  Development  (IR&D).  R&D  effort  that  is  neither  sponsored 
by  a  grant,  nor  required  in  performing  a  contract,  and  which  falls  under  any  of  the  following  four 
areas: 


3.2.1.  Applied  research. 

3.2.2.  Basic  research. 

3.2.3.  Development. 

3.2.4.  Systems  and  other  concept  formulation  studies. 

4.  POLICY 

It  is  DoD  pohcy  that: 

4.1.  Under  Section  2372  of  10  U.S.C.  (reference  (b)),  contractors  shall  be  encouraged  to 
undertake  IR&D  activities  that  may  further  national  security  in  a  broad  sense,  may  lead  to  a 
superior  military  capability,  or  may  lower  the  cost  and  time  required  for  providing  that  capability. 
IR&D  activities  intended  to  accomplish  any  of  the  following  are  of  potential  interest  to  the 
Department  of  Defense: 

4.1.1.  Enable  superior  performance  of  future  U.S.  weapon  systems  and  their  components. 

4.1.2.  Reduce  acquisition  costs  and  hfe-cycle  costs  of  military  systems. 

4.1.3.  Strengthen  the  defense  industrial  base  and  the  technology  base  of  the  United 

States. 

4.1.4.  Enhance  the  industrial  competitiveness  of  the  United  States. 
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4.1.5.  Promote  the  development  of  technologies  identified  as  critical  under  Section  2506 
of  10  U.S.C.  (reference  (b)). 

4.1.6.  Increase  development  and  promotion  of  efficient  and  effective  applications  of 
dual-use  technologies. 

4.1.7.  Provide  efficient  and  effective  technologies  for  achieving  such  environmental 
benefits  as  improved  environmental  data  gathering,  environmental  cleanup  and  restoration, 
pollution  reduction  in  manufacturing,  environmental  conservation,  and  environmentally  safe 
management  of  facilities. 

4.2.  The  costs  incurred  by  DoD  contractors  for  IR&D  and  B&P  activities  are  recognized  by 
the  Department  of  Defense  as  necessary  costs  of  doing  business,  particularly  in  a  high-technology 
environment.  IR&D  and  B&P  costs  incurred  in  performing  activities  of  potential  DoD  interest 
shall  be  reimbursable  as  “indirect  expenses”  on  covered  contracts  to  the  extent  that  they  are 
allocable,  reasonable,  and  not  otherwise  unallowable  by  law  under  Subpart  31.205-18  of  the  FAR 
and  Subparts  231.205-18  and  242.771  of  the  DFARS  (references  (c)  and  (d)).  The  Department 
of  Defense  seeks,  through  financial  support  of  contractor  IR&D  and  B&P  programs,  to  do  the 
following: 

4.2.1.  Create  an  environment  that  encourages  DoD  contractors  to  expand  knowledge  in 
mathematics  and  science,  improve  technology  in  areas  of  interest  to  the  Department  of  Defense, 
and  enrich  and  broaden  the  spectrum  of  technology  available  to  the  Department  of  Defense. 

4.2.2.  Create  conditions  that  allow  DoD  contractors  the  freedom  to  determine  the  focus 
of  their  IR&D  programs  and  especially  the  freedom  to  exploit  fruitful  avenues  of  researeh  that,  in 
their  judgments,  may  provide  the  greatest  benefits. 

4.2.3.  Broaden  and  strengthen  the  industrial  base  for  the  benefit  of  the  U.S.  economy 
and  defense,  to  provide  incentives  for  future  defense-oriented  R&D,  and  to  improve  the 
responsiveness  of  industrial  capabilities  essential  to  defense  needs. 

4.2.4.  Encourage  the  commercialization  of  dual-use  technologies  to  ensure  the  efficient 
and  effective  availability  of  those  technologies  for  apphcation  to  future  nulitary  systems  and  for 
the  economic  benefit  of  the  United  States. 

4.3.  The  Department  of  Defense  shall  seek  to  enhance  the  efficiency  and  productivity  of 
DoD  R&D,  and  DoD  contract  R&D,  by  considering  the  work  and  accomplishments  of  contractor 
IR&D  programs  when  planning,  programing  and  budgeting  for  DoD  R&D. 

4.4.  The  Department  of  Defense  shall  enhance  its  knowledge  of  contractor  IR&D  by 
reviewing  summary  reports  of  contractor  IR&D  efforts.  Information  from  industry  includes 
research  goals,  progress,  results,  and  actual  and  planned  expenditures  for  projects  conducted  as 
IR&D. 
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4.5.  The  Department  of  Defense  shall  enhance  the  efficiency  and  productivity  of  contractor 
IR&D  and  B&P  activities  by  providing  to  contractors  available  information  useful  to  their 
planning  and  research  in  bounds  set  by  security,  intellectual  property  rights,  fairness  in 
competition,  and  good  business  practice.  Information  to  be  provided  includes  the  R&D  plans, 
descriptions  of  both  in-house  and  funded  research,  mission  needs,  and  operational  requirements. 
The  Department  of  Defense  shall  establish  effective  means  to  communicate  with  industry  on 
R&D  needs  and  activities.  Information  shall  be  made  available  through  hard  copy  distribution 
and,  increasingly,  through  the  use  of  public,  and  controlled  access.  World  Wide  Web  sites. 

4.6.  Coordination  of  the  technological  aspects  of  the  IR&D  Program  in  the  Department  of 
Defense  and  with  contractors  is  achieved  by  the  DoD  Components  through  the  following: 

4.6.1.  Information  exchange  activities. 

4.6.2.  Technical  Interchange  Meetings  initiated  by  either  DoD  activities  or  contractors. 

4.6.3.  Other  voluntary  technical  discussions  or  exchanges  of  information  between  the 
scientific,  engineering,  and  operational  personnel  of  the  Department  of  Defense  and  the 
contractors. 

5.  RESPONSIBILITIES 

5.1.  The  Director  of  Defense  Research  and  Engineering,  under  the  Under  Secretary  of 
Defense  for  Acquisition  and  Technology,  shall: 

5.1.1.  Issue  policy  and  guidance  for  all  DoD  activities  on  the  technological  aspects  of 
IR&D  and  B&P. 

5.1.2.  Encourage  the  communication  of  contractor  IR&D  activities  and  results  to  the 
Department  of  Defense. 

5.1.3.  Ensure  the  communication  of  DoD  needs,  interests,  and  priorities  to  contractors. 

5.1.4.  Coordinate  with  the  Director  of  Defense  Procurement,  on  any  IR&D  and  B&P 
matters  affecting  the  procurement  or  business  aspects  of  the  IR&D  and  B&P  Program. 

5.1.5.  Establish  and  appoint  the  Chair  of,  and  oversee  the  activities  of,  the  TCG  that 

shall: 


5. 1.5.1.  Establish  policy  and  implement  and  oversee  activities  necessary  to 
achieve  the  objectives  of  DoD  IR&D  policy. 


5. 1.5.2.  Provide  policy  authority  for  developing  and  implementing  the  IR&D 
Program  to  achieve  the  objectives  of  DoD  policy. 
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5. 1.5.3.  Provide  policy  authority  for  providing  DoD  technical  and  programmatic 
information  to  contractors  they  need  to  effectively  implement  their  IR&D  program. 

5. 1.5.4.  Support  the  Defense  Technical  Information  Center  (DTIC)  in 
establishing  guidelines  for  requesting  technical  information  from  DoD  contractors  on  their  IR&D 
programs. 


5. 1.5.5.  Provide  oversight  of  the  DTIC  IR&D  database. 

5. 1.5. 6.  Provide  assistance,  as  requested,  to  cognizant  administrative  contracting 
officers  to  determine  the  potential  interest  to  the  Department  of  Defense  of  IR&D  and  B&P 
projects. 


5. 1.5.7.  Represent  the  Department  of  Defense  on  issues  about  IR&D  with  other 
Federal  Agencies,  industry,  and  other  non-Govemment  bodies. 

5. 1.5. 8.  Ensure  full  consideration  for  the  views  of  industry  and  the  Military 
Departments  on  the  IR&D  Program. 

5.2.  The  Under  Secretary  of  Defense  for  Acquisition  and  Technology  shall  ensure  that  the 
Director  of  Defense  Procurement  shall: 

5.2.1.  Provide  policy,  guidance,  and  oversight  for  all  DoD  activities  on  the  procurement 
and  business  aspects  of  IR&D  and  B&P. 

5.2.2.  Represent  the  OSD  with  industry  and  others  on  all  policy  issues  about  procurement 
and  business  aspects  of  IR&D  and  B&P. 

5.2.3.  Coordinate  with  the  DDR&E  on  any  IR&D  and  B&P  matters  affecting  the 
technological  aspects  of  the  IR&D  and  B&P  Program. 

5.3.  The  Secretaries  of  the  Military  Departments  shall: 

5.3.1.  Support  technical  interaction  with  contractors,  explaining  Government  interests 
and  needs,  developing  an  understanding  of  the  achievements  of  contractor  IR&D,  and 
participating  in  Government  and  industry  conferences  in  support  of  the  IR&D  Program. 

5.3.2.  Designate  a  senior  science  and  technology  manager  who  shall  serve  as  the 
representative  for  the  Military  Department  on  the  TCG  and  who  shall  coordinate  all  Military 
Department  activities  for  the  technological  aspects  of  IR&D  and  B&P. 

5.4.  The  Heads  of  the  DoD  Components  shall  ensure  that  their  staffs  who  plan  and  introduce 
new  in-house  and  contract  R&D  projects  search  the  IR&D  database  to  determine  whether  the 
proposed  work  duplicates  substantial  contractor  IR&D  efforts. 
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6.  EFFECTIVE  DATE 

This  Directive  is  effective  immediately. 
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NUMBER  4205.2 
February  10,  1992 


USD(A) 

SUBJECT:  Acquiring  and  Managing  Contracted  Advisory  and  Assistance  Services 
(CAAS) 


References: 


(a)  DoD  Directive  4205.2,  "DoD  Contracted  Advisory  and  Assistance 
Services  (CAAS),"  January  27,  1986  (hereby  canceled) 

(b)  Office  of  Management  and  Budget  (0MB)  Circular  No.  A- 120, 
"Guidelines  for  the  Use  of  Advisory  and  Assistance  Services," 
January  4,  1988 

(c)  Federal  Personnel  Manual,  current  edition 

(d)  DoD  Directive  5105.4.  "Department  of  Defense  Federal  Advisory 
Committee  Management  Program,"  September  5,  1989 

(e)  through  (n),  see  enclosure  1 


1.  REISSUANCE  AND  PURPOSE 
This  Directive: 

1.1.  Reissues  reference  (a). 

1.2.  Implements  reference  (b). 

1.3.  Updates  policy,  responsibilities,  and  procedures  for  a  disciplined  approach  to 
the  management,  acquisition,  and  use  of  CAAS  resources  to  meet  DoD  requirements. 


2.  APPLICABILITY  AND  SCOPE 
This  Directive: 

2.1.  Applies  to  the  Office  of  the  Secretary  of  Defense,  the  Military  Departments, 
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the  Chairman  of  the  Joint  Chiefs  of  Staff  and  the  Joint  Staff,  the  Unified  and  Specified 
Commands,  the  Inspector  General  of  the  Department  of  Defense,  the  Defense 
Agencies,  and  the  DoD  Field  Activities  (hereafter  referred  to  collectively  as  "the  DoD 
Components"). 

2.2.  Applies  to  advisory  and  assistance  services  acquired  directly  by  contract 
from  non-governmental  sources  to  support  or  improve  organization  policy 
development,  decision-making,  management  and  administration,  program  and/or 
project  management  and  administration,  or  to  improve  the  effectiveness  of 
management  processes  or  procedures.  Such  services  may  take  the  form  of 
information,  advice,  opinions,  alternatives,  analyses,  evaluations,  recommendations, 
training,  and  technical  support.  Examples  (not  to  be  interpreted  as  an  exhaustive  list) 
of  the  kinds  of  advisory  and  assistance  services  covered  include: 

2.2. 1 .  Obtaining  specialized  opinions  and  professional  and  technical  advice 
or  assistance  not  available  within  the  Department  of  Defense  or  another  Government 
Agency. 


2.2.2.  Obtaining  outside  points  of  view  to  enhance  understanding  or  develop 
alternative  positions  and/or  solutions  to  various  issues  or  problem  areas. 

2.2.3.  Obtaining  reviews,  analyses,  appraisals,  or  summaries  of  information 
on  subjects  of  highly  specialized  areas  of  concern. 

2.2.4.  Obtaining  improved  program  and/or  project  management  of  DoD 
systems  or  programs  through  advice;  assistance  or  training  to  include  program 
monitoring;  resource  management,  planning,  and  programming;  and  milestone  and 
schedule  tracking. 

2.2.5.  Supporting  or  improving  the  management  and/or  administration  of 
DoD  organizations. 

2.2.6.  Providing  advice  for  the  efficient  and/or  effective  operation  of  fielded 
weapons,  weapon  support  and  communication  systems,  equipment,  or  components. 

2.2.7.  Assisting  in  the  introduction  and  transfer  of  engineering  and  technical 
knowledge  for  fielded  systems,  equipment,  and  components;  for  example,  contracted 
technical  representatives  providing  information,  instruction,  or  hands-on  training 
associated  with  the  operation  of  such  systems. 

2.3.  Does  not  apply  to  advisory  and  assistance  services  obtained  by  personnel 
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appointments  under  FPM  (reference  (c))  procedures  or  from  chartered  Federal  advisory 
committees  (DoD  Directive  5105.4  (reference  (d))). 

2.4.  Does  not  apply  to: 

2.4. 1 .  The  National  Foreign  Intelligence  Program. 

2.4.2.  The  General  Defense  Intelligence  Program. 

2.4.3.  Tactical  Intelligence  and  Related  Activities. 

2.4.4.  Programs  managed  by  the  Director,  National  Security  Agency/Central 
Security  Service. 

3.  DEFINITIONS 

Terms  used  in  the  Directive  are  defined  in  enclosure  2. 


4.  POLICY 

It  is  DoD  policy  that: 

4. 1 .  The  acquisition  of  the  CAAS  is  a  legitimate  way  to  support  DoD  services  and 
operations.  Accordingly,  the  CAAS  may  be  used  at  all  organizational  levels  to  help 
managers  achieve  maximum  effectiveness  or  economy  to  meet  mission  requirements. 

4.2.  The  CAAS  shall  not  be: 

4.2. 1 .  Used  to  perform  inherently  governmental  functions.  (See  definition 
E2.1.9.  of  enclosure  2.) 

4.2.2.  Used  to  bypass  or  undermine  personnel  ceilings,  pay  limitations,  or 
competitive  employment  procedures. 

4.2.3.  Awarded  on  a  preferential  basis  to  former  Government  employees. 

4.2.4.  Used  under  any  circumstances  specifically  to  aid  in  influencing  or 
enacting  legislation. 

4.2.5.  Procured  through  grants  or  cooperative  agreements. 
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4.3.  The  following  guidelines  should  be  used  to  determine  when  the  CAAS  is  an 
appropriate  resource: 

4.3.1.  When  suitable  in-house  capability  is  unavailable  or  cannot  be  obtained 
in  time  to  meet  the  needs  of  the  DoD  Component,  or  it  is  not  cost-effective  to  establish 
an  in-house  capability  (for  example,  because  the  special  or  unique  skills  or  expertise 
are  not  required  full-time). 

4.3.2.  When  the  requirement  is  anticipated  to  be  of  a  short-term,  temporary 
period  of  time.  If  the  requirement  is  for  a  long  or  continuing  period,  an  analysis 
should  be  performed  to  determine  if  in-house  or  contracting  out  is  the  most  efficient 
means  of  performance. 

4.4.  The  DoD  Component  must  retain  the  technical  capability  to  prescribe, 
monitor,  and  evaluate  the  work  of  the  contractor. 

4.5.  The  work  to  be  done  must  be  specific  enough  so  that  a  contract  can  be 
written  describing  the  services  required  in  clear  and  unambiguous  terms. 

4.6.  The  requirements  of  the  FAR  and  DFARS  (references  (e)  and  (f))  shall  be 
met  in  the  solicitation,  award,  and  administration  of  all  CAAS.  Requirements  for  the 
CAAS  shall  be  identified  as  far  in  advance  as  possible  to  permit  competition  to  the 
maximum  practical  extent. 

4.7.  Contracts  for  the  CAAS  may  not  be  continued  for  longer  than  5  years  without 
review  by  the  DoD  Component  CAAS  Director,  or  designee,  for  compliance  with  this 
Directive. 


5.  RESPONSIBILITIES 

5.1.  The  Under  Secretary  of  Defense  (Acquisition!  shall  ensure  compliance  with 
this  Directive  and  shall  designate  and  oversee  the  activities  of  a  DoD  CAAS  Director 
to: 


5.1.1.  Provide,  in  coordination  with  the  appropriate  DoD  functional  areas, 
general  policy  guidance  for  the  identification,  acquisition,  management,  and  use  of 
CAAS  resources. 
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5.1.2.  Review  any  DoD  Components'  implementing  instractions  before 
publication  to  ensure  compliance  with  this  Directive. 

5.1.3.  In  coordination  with  the  Comptroller  of  the  Department  of  Defense  (C, 
DoD),  ensure  that  adequate  and  consistent  procedures  are  implemented  within  the  DoD 
Components  to  identify  planned  and  actual  obligations  for  the  CAAS. 

5.1.4.  Promote  DoD  Component  cooperation  and  coordination  of 
CAAS-related  policy  and  procedures  among  DoD  functional  areas  and  the  DoD 
Component  Directors  of  CAAS. 

5.1.5.  Serve  as  DoD  focal  point  on  all  matters  related  to  CAAS  involving 
other  Federal  Agencies,  except  on  matters  about  clearance  of  research  and  studies  with 
foreign  affairs  implications  (DoD  Directive  2002.3,  reference  (g)). 

5.1.6.  Provide  an  annual  assessment  to  the  Under  Secretary  of  Defense 
(Acquisition)  on  DoD  Component  implementation  of  CAAS  policy  for  the 
identification,  acquisition,  and  management  of  CAAS  resources. 

5.2.  The  Comptroller  of  the  Department  of  Defense  shall  provide  budget  and 
accounting  guidance  for  reporting  CAAS,  coordinated  with  the  DoD  CAAS  Director, 
to  ensure  compliance  with  this  Directive. 

5.3.  The  Assistant  Secretary  of  Defense  (Force  Management  and  Personnel!  shall 
provide  manpower  policy  and  guidance  to  assist  in  determining  when  procurement  of 
CAAS  is  appropriate  to  perform  necessary  DoD  requirements. 

5.4.  The  Head  of  each  DoD  Component  shall  designate  and  oversee  the  activities 
of  a  DoD  Component  Director  for  CAAS,  who  shall  be  at  the  flag  or  general  officer  or 
Senior  Executive  Service  (SES)  level,  to  ensure: 

5.4.1.  The  DoD  Component's  overall  CAAS  process,  procedures,  and 
praetices  for  the  identification,  acquisition,  and  management  of  CAAS  resources 
eomply  with  this  Directive  and  other  applicable  policy  guidelines. 

5.4.2.  Adequate  controls  are  established  at  the  appropriate  level  of 
accountability  so  that  CAAS  resources  are  used  for  the  purposes  identified  in  the 
CAAS  operating  plan.  When  changes  to  the  operating  plan  occur,  adhere  to 
procedures  established  by  the  DoD  Component  for  review,  approval,  and  reporting. 
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5.4.3.  CAAS  operating  plans  are  periodically  reviewed  at  an  appropriate 
organizational  level  to  identify  opportunities  for  savings  through  consolidation  of 
similar  requirements. 

5.4.4.  That  compliance  with  DoD  Directive  5010.38  (reference  (h))  covers 
CAAS  through  internal  management  control  assessable  units. 

5.4.5.  Implementation  of  DoD  Component  CAAS  training  for  the 
identification,  acquisition,  management,  and  use  of  CAAS. 

5.4.6.  The  CAAS  contract  action  is  properly  evaluated  at  its  conclusion  or 
when  otherwise  deemed  appropriate  (e.g.,  prior  to  renewal  of  an  option,  completion  of 
a  separate  task  or  service,  etc.)  to  assess  its  utility  to  the  organization  and  the 
performance  of  the  contractor. 

5.4.7.  Accurate  and  timely  reporting  of  appropriate  CAAS  contract  actions 
and  outputs  (especially  studies)  to  the  Defense  Technical  Information  Center  (DTIC) 
(DoD  Directive  3200.12,  reference  (i)),  and  other  relevant  data  repositories. 

6.  PROCEDURES 

6.1.  Identifying  and  Reporting  CAAS 

6.1.1.  The  activity  having  the  requirement  for  contractor  support  has  the 
primary  responsibility  for  the  identification  and  reporting  of  CAAS. 

6.1.2.  The  requiring  activity  shall  identify  its  CAAS  requirements  to  the 
organization  and/or  functional  area  responsible  for  compiling  the  annual  CAAS  budget 
exhibit. 


6.1.3.  The  functional  area  and/or  organization  compiling  the  DoD 
Component's  annual  CAAS  budget  exhibit  shall  ensure  that  it  is  accurate,  complete, 
and  coordinated  with  the  DoD  Component's  CAAS  Director. 

6.1.4.  When  interdepartmental  transfers  of  funds,  such  as  a  Military 
Interdepartmental  Purchase  Request  or  Inter-Agency  Cost  Reimbursable  Order  are 
used  to  procure  CAAS,  the  organization  issuing  the  funds,  rather  than  the  organization 
receiving  the  funds,  shall  ensure  the  funds  are  properly  reported  in  the  DoD  accounting 
system  and  CAAS  budget  exhibit. 
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6.1.5.  In  the  instance  where  the  requiring  activity  provides  funding  to  another 
activity  and  may  not  have  knowledge  whether  a  specific  requirement  will  be 
accomplished  in-house  or  by  contract,  the  organization  placing  the  requirement  is 
responsible  for  notifying  the  organization  requesting  the  service  whether  the 
requirement  was  performed  with  in-house  or  contractor  support  to  ensure  accurate 
recording  of  obligation  and  expenditure  information  into  the  accounting  system  and 
CAAS  budget  exhibit. 

6.1.6.  Each  proposed  contract  action  shall  be  evaluated  separately  to 
determine  if  the  services  required  meet  the  CAAS  definition. 

6. 1 .7.  The  DoD  Component  CAAS  Director,  during  disagreement  as  to 
whether  a  specific  contract  action  constitutes  CAAS,  shall  make  the  final 
determination.  This  determination  may  be  delegated. 

6.2.  CAAS  Operating  Plans 

6.2. 1 .  All  DoD  Components  shall  maintain  CAAS  operating  plans. 

Operating  plans  shall  be  maintained  at  the  appropriate  organizational  level  as 
determined  by  the  DoD  Component  CAAS  Director. 

6.2.2.  CAAS  operating  plans  shall  be  kept  current  at  all  times. 

6.2.3.  Details  of  the  content  and  format  of  CAAS  operating  plans  shall  be 
determined  by  the  DoD  Component  CAAS  Director,  but  shall  include  as  a  minimum 
the  following  information  for  each  ongoing  and  projected  CAAS  requirement: 

6 . 2 . 3 . 1 .  Description  of  the  requirement. 

6.2. 3. 2.  Justification  of  the  need. 

6. 2.3. 3.  Estimated  cost. 

6.2. 3. 4.  Explanation  of  why  contractual  services  are  needed  to  satisfy 
the  requirements. 

6.3.  Procurement  and  Contract  Administration.  The  project  office  and/or  officer, 
contracting  officer's  technical  representative,  and  the  contracting  officer  must  all  be 
involved  in  ensuring  a  successful  procurement.  The  responsibilities  and  duties  shift 
from  one  to  another  throughout  this  part  of  the  overall  process.  The  following 
guidelines  apply: 
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6.3.1.  CAAS  should  be  procured  through  a  separate  contract  action,  if 
possible.  When  CAAS  is  a  portion  of  a  contract  action,  it  shall  be  a  separately 
identified  contract  line  item  number  and  separately  priced. 

6.3.2.  Each  purchase  request  package  for  CAAS,  including  task  orders,  shall 
include  the  following  information: 

6.3.2. 1.  The  type  of  CAAS  being  procured  as  defined  by  the  CAAS 
reporting  categories  defined  in  enclosure  2.  (The  appropriate  category  shall  be 
designated  by  the  requiring  activity  to  ensure  proper  accounting  and/or  object 
classification.) 

6.3.2. 2.  A  statement  of  work  describing  in  as  clear  and  unambiguous 
terms  as  possible  the  work  to  be  performed,  the  deliverable(s),  and  a  specified  period 
of  performance. 

6. 3. 2. 3.  Certification  by  the  requiring  activity  that  such  services  have 
been  reviewed  for  the  most  cost-effective  or  efficient  means  of  accomplishment.  If 
the  requirement  is  being  met  with  CAAS  resources  but  is  considered  long-term  and 
could  be  more  cost-effective  done  by  in-house  resources,  a  statement  citing  action 
being  taken  to  hire  additional  resources  or  an  explanation  of  why  contracting  out  is 
necessary  shall  be  included. 

6.3.2.4.  Procurement  requests  for  studies  must  contain  a  statement  that 
the  DTIC  and  other  applicable  information  sources  have  been  queried  and  that  no 
known  existing  scientific,  technical,  or  management  report  could  fulfill  the  requirement. 

6.3.2. 5.  Estimated  cost  and  level  of  effort  expressed  in  staff-years, 
staff-months,  or  staff-hours. 

6.3.2.6.  Proposed  evaluation  and  selection  criteria  for  competitive 

awards. 


6.3.2. 7.  Surveillance  plans  specifying  how  contractor  performance, 
performance  standards,  and  deduction  schedules,  as  required,  shall  be  assessed. 

6. 3. 2. 8.  Properly  chargeable  funds  certified  by  the  cognizant  fiscal 
and/or  budget  office. 

6.3.3.  All  CAAS  procurement  requests  shall,  as  a  minimum,  be  approved  by 
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an  official  at  a  level  above  the  requiring  activity.  Additionally,  approval  for  all  CAAS 
procurement  requests  initiated  during  the  fourth  quarter  of  the  fiscal  year,  for  award 
during  the  same  fiscal  year,  shall  be  by  an  official  at  a  second  level  or  higher,  above 
the  requiring  activity. 

6.3.4.  For  proposed  contract  actions  estimated  at  $50,000  or  more,  the 
approval  authority  may  not  be  delegated  below: 

6.3.4. 1 .  An  SES  manager. 

6. 3. 4.2.  A  general  or  flag  officer. 

6. 3. 4. 3.  An  officer  in  the  grade  of  0-6  filling  a  general  or  flag  officer 

position. 

6.3.4.4.  An  officer  in  the  grade  of  0-6  who  has  subordinate  SES 

personnel. 

6.3.5.  All  CAAS  obligations  shall  be  recorded  in  the  accounting  system  of 
each  DoD  Component  in  accordance  with  DoD  7220.9-M  (reference  (j)). 

6.3.6.  A  file  shall  be  maintained  by  the  requiring  activity  to  include  a  copy  of 
the  approved  procurement  request  and  appropriate  supporting  documentation,  listing, 
or  summary  of  contract  items  delivered,  and  documentation  of  Government  acceptance. 
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7.  EFFECTIVE  DATE  AND  IMPLEMENTATION 

This  Directive  is  effectively  immediately.  Forward  one  copy  of  implementing 
documents  to  the  Under  Secretary  of  Defense  (Acquisition)  within  120  days. 


Donald  J.  Atwood 

Deputy  Secretary  of  Defense 
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El.  ENCLOSURE  1 
REFERENCES,  continued 


(e)  Federal  Acquisition  Regulation  (FAR),  current  edition 

(1)  Defense  Federal  Acquisition  Regulation  (DFAR),  current  edition 

(g)  DoD  Directive  2002.3.  "Clearance  of  Research  and  Studies  with  Foreign  Affairs 
Implications,"  August  15,  1985 

(h)  DoD  Directive  5010.38.  "Internal  Management  Control  Program,"  April  14,  1987 

(i)  DoD  Directive  3200.12.  "DoD  Scientific  and  Technical  Information  Program," 

February  15,  1983 

(j)  DoD  7220. 9-M,  "Department  of  Defense  Accounting  Manual,"  October  1983, 

authorized  by  DoD  Instraction  7220.9,  October  22,  1981 

(k)  DoD  71  10.1-M,  "Department  of  Defense  Budget  Guidance  Manual,"  May  1990, 
authorized  by  DoD  Instruction  71  lO.I,  October  30,  1980 

(l)  Office  of  Management  and  Budget  (0MB)  Circular  A-76,  "Performance  of 

Commercial  Activities,"  August  4,  1983 

(m)  Federal  Information  Resources  Management  Regulation  (FIRMR)  (Title  41,  Code 
of  Federal  Regulations,  Part  201) 

(n)  Section  2315  of  title  10,  United  States  Code 
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E2.  ENCLOSURE  2 
DEFINITIONS 


E2. 1 . 1 .  CAAS  Accounting  Procedures.  DoD  accounting  procedures  to  record 
and  report  CAAS  obligations  and  expenditures.  DoD  7220.9-M  (reference  (j)) 
contains  specific  guidance  to  be  followed  by  each  DoD  Component  when  recording 
and  reporting  CAAS  obligations,  expenditures,  and  transactions. 

E2. 1 .2.  CAAS  Budget  Exhibit.  The  source  document  from  which  total  CAAS 
expenditures  and  estimates  are  derived  and  reported  by  the  Department  of  Defense  to 
the  Office  of  Management  and  Budget  (OMB)  and  the  Congress.  DoD  7 1 1 0. 1  -M 
(reference  (k))  contains  specific  instructions  for  completing  the  annual  CAAS  budget 
exhibit. 

E2. 1 .3.  CAAS  Exemptions.  Specific  kinds  of  services  or  activities  exempted 
from  the  purview  of  this  Directive.  (Enclosure  3  contains  CAAS  exemptions.) 

E2. 1 .4.  CAAS  Operating  Plan.  The  document  maintained  at  the  requiring 
activity  or  a  level  of  organization  specified  by  the  DoD  Component  CAAS  Director 
that  identifies  projected  and  ongoing  CAAS  actions  for  a  specified  fiscal  year. 

E2. 1.5.  CAAS  Reporting  Categories.  Categories  that  group  advisory  and 
assistance  services  for  reporting  CAAS  contract  actions  in  the  annual  CAAS  budget 
exhibit  and  in  the  DoD  accounting  system.  CAAS  reporting  categories  are: 

E2. 1.5.1.  Studies  Analyses  and  Evaluations.  These  services  are  organized, 
analytic  assessments  to  understand  and/or  evaluate  complex  issues  to  improve  policy 
development,  decision-making,  management,  or  administration.  These  efforts  result 
in  documents  containing  data  or  leading  to  conclusions  and/or  recommendations. 
Databases,  models,  methodologies,  and  related  software  created  in  support  of  a  study, 
analysis,  or  evaluation  are  to  be  considered  part  of  the  overall  effort. 

E2. 1.5.2.  Management  and  Professional  Support  Services.  These  services 
provide  engineering  or  technical  support,  assistance,  advice,  or  training  for  the  efficient 
and  effective  management  and  operation  of  DoD  organizations,  activities,  or  systems. 
They  are  normally  closely  related  to  the  basic  responsibilities  and  mission  of  the  using 
organization.  This  category  includes  efforts  that  support  or  contribute  to  improved 
organization  or  program  management,  logistics  management,  project  monitoring  and 
reporting,  data  collection,  budgeting,  accounting,  auditing,  and  administrative  and/or 
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technical  support  for  conferences  and  training  programs. 

E2. 1.5.3.  Engineering  and  Technical  Services.  These  services  (for  example, 
technical  representatives)  take  the  form  of  advice,  assistance,  training,  or  hands-on 
training  (that  is,  direct  assistance)  necessary  to  maintain  and  operate  fielded  weapon 
systems,  equipment,  and  components  (including  software  when  applicable)  at  design  or 
required  levels  of  effectiveness.  Engineering  and  technical  services  consist  of: 

E2. 1 .5.3. 1 .  Contract  field  services,  which  are  engineering  and  technical 
services  provided  on-site  at  DoD  Defense  locations  by  the  trained  and  qualified 
engineers  and  technicians  of  commercial  or  industrial  companies. 

E2. 1 .5.3.2.  Contract  plant  services,  which  are  engineering  and  technical 
services  provided  by  the  trained  and  qualified  engineers  and  technicians  of  a 
manufacturer  of  militaiy  equipment  or  components  in  the  manufacturer's  own  plants 
and  facilities. 


E2. 1.5.3. 3.  Field  service  representatives,  which  are  employees  of  a 
manufacturer  of  military  equipment  or  components  who  provide  a  liaison  or  advisory 
service  between  their  company  and  the  military  users  of  their  company's  equipment  or 
components. 

E2. 1 .6.  Contracted  Advisory  and  Assistance  Services  ( CAASl.  Those  services 
acquired  by  contract  fi:om  nongovernmental  sources  to  support  or  improve  organization 
policy  development,  decision-making,  management  and  administration,  program  and/or 
project  management  and  administration,  or  to  improve  the  effectiveness  of 
management  processes  or  procedures. 

E2. 1 .7.  Contracted  Services.  Services  that  directly  engage  the  time  and  effort  of 
a  contractor  to  perform  an  identifiable  task  rather  than  furnish  an  end  item  of  supply. 
Includes  separately  identified  services  delivered  under  a  contract  when  the  primary 
purpose  is  to  provide  supplies,  equipment,  or  hardware. 

E2. 1 .8.  Contracting  Action.  Any  written  action  obligating  or  de-obligating  funds 
for  procuring  services  to  meet  DoD  requirements,  to  include  definitive  contracts, 
purchase  orders,  job  orders,  task  orders,  delivery  orders,  other  orders  against  existing 
contracts,  and  contract  modifications,  change  orders  or  agreements,  supplemental 
agreements,  funding  changes,  option  exercises,  and  notices  of  termination  or 
cancellation. 

E2. 1 .9.  Inherently  Governmental  Functions.  This  has  the  same  meaning  as 
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Governmental  functions  in  Section  6.e.  of  0MB  Circular  A-76  (reference  (1)).  That 
section  provides  as  follows:  A  Governmental  function  is  a  function  that  is  so 
intimately  related  to  the  public  interest  as  to  mandate  performance  by  Government 
employees.  These  functions  include  those  activities  that  require  either  the  exercise  of 
discretion  in  applying  Government  authority  or  the  use  of  value  judgements  in  making 
decisions  for  the  Government.  Government  functions  normally  fall  into  two 
categories: 

E2. 1 .9. 1 .  The  act  of  governing:  that  is,  the  discretionary  exercise  of 
Government  authority.  Examples  include  criminal  investigations,  prosecutions,  and 
other  judicial  functions;  management  of  Government  programs  requiring  value 
judgements,  as  in  direction  of  the  national  defense;  management  and  direction  of  the 
Armed  Services;  activities  performed  exclusively  by  military  personnel  who  are 
subject  to  deployment  in  a  combat,  combat  support,  or  combat  service  role;  conduct  of 
foreign  relations;  selection  of  program  priorities;  direction  of  Federal  employees; 
regulation  of  the  use  of  space,  oceans,  navigable  rivers,  and  other  natural  resources; 
direction  of  intelligence  and  counter-intelligence  operations;  and  regulation  of  industry 
and  commerce,  including  food  and  drugs. 

E2. 1.9.2.  Monetary  transactions  and  entitlements,  such  as  tax  collection  and 
revenue  disbursements;  control  of  treasury  accounts  and  money  supply;  and  the 
administration  of  public  trusts.  An  inherently  governmental  function  involves  the 
determination  of  policy  and  the  direction  and  control  of  Federal  employees  or,  in  some 
cases,  of  activities  and  property  of  private  citizens.  Such  fimctions  do  not  normally 
include  functions  that  are  primarily  ministerial  and  internal  in  nature,  such  as  building 
security;  mail  operations;  operation  of  libraries  and  cafeterias;  housekeeping;  and  the 
maintenance  of  the  physical  plant,  vehicles,  or  other  electrical  or  mechanical 
equipment.  Inherently  governmental  functions  do  not  encompass  fimctions  considered 
"commercial,"  as  defined  in  0MB  Circular  No.  A-76  (reference  (1)). 

E2. 1 . 1 0.  Requiring  Activity.  The  organization  that  identified  the  requirement 
for  CAAS. 
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E3.  ENCLOSURE  3 
CAAS  Exemptions 


E3 . 1 . 1 . 1  CAAS  Exemptions.  The  following  kinds  of  services  or  activities  are 
exempted  from  the  purview  of  this  Directive; 

E3 . 1 . 1 . 1 . 1 .  Activities  that  are  reviewed  and/or  acquired  in  accordance  with 
the  0MB  Circular  A-76  (reference  (1))  program. 

E3. 1 . 1 . 1 .2.  Architectural  and  engineering  services  for  construction  and 
construction  management  services  procured  in  accordance  with  the  FAR,  Part  36 
(reference  (e)).  Work  not  related  to  construction  as  defined  by  Part  36  of  reference 
(e),  and  that  meets  the  CAAS  definition  under  existing  architectural  and  engineering 
contracts,  shall  come  under  the  purview  of  this  Directive. 

E3. 1.1. 1.3.  Day-to-day  operation  of  facilities  (for  example,  the  Arnold 
Engineering  Development  Center  and  related  facilities)  and  housekeeping  services  and 
functions  (for  example,  building  and  grounds  maintenance,  and  physical  security). 

E3. 1 . 1 . 1 .4.  Routine  maintenance  of  systems,  equipment,  and  software; 
routine  administrative  services;  printing  services;  and  direct  advertising  (media) 
services. 


E3. 1 . 1 . 1 .5.  Initial  training  services  acquired  as  an  integral  part  of  the 
procurement  of  weapon  systems,  automated  data  processing  systems,  equipment  or 
components,  and  training  obtained  for  individual  professional  development. 

E3 . 1 . 1 . 1 .6.  Basic  operation  and  management  contracts  for 
Government-owned,  contractor-operated  facilities  (GOCOs);  for  example,  the  Holston 
Army  Ammunition  Plant  in  Kingsport,  TN.  Any  contract  action  meeting  the  CAAS 
definition  in  item  E2.1.5.2.  of  enclosure  2,  and  procured  under  the  GOCO  basic 
contract,  shall  come  under  the  purview  of  this  Directive. 

E3. 1 . 1 . 1 .7.  Clinical  and  medical  services  for  direct  healthcare. 

E3. 1 . 1 . 1 .8.  ADP  and/or  telecommunication  functions  and  related  services 
controlled  in  accordance  with  the  FIRMR  (reference  (m))  and  reported  in  Budget 
Exhibit  43a,  "Report  on  Information  Technology  Systems"  (DoD  71 10.1-M  (reference 

(k))). 
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E3. 1 . 1 . 1 .9.  ADP  and/or  telecommunications  fimctions  and  related  services 
exempted  from  FIRMR  control  pursuant  to  Section  23 15  of  title  10  United  States  Code 
and  reported  in  Budget  Exhibit  43a,  "Report  on  Information  Technology  Systems,"  of 
DoD  71 10.1 -M  (references  (n)  and  (k)). 

E3 . 1 . 1 . 1 . 1 0.  Services  supporting  the  policy  development,  management,  and 
administration  of  the  Foreign  Military  Sales  Program  that  are  not  paid  for  with  funds 
appropriated  by  the  U.S.  Congress.  (Includes  CAAS  funded  with  appropriated  funds 
and  reimbursed  by  the  foreign  customer.) 

E3 . 1 . 1 . 1 . 1 1 .  Services  (for  example,  systems  engineering  and  technical 
services)  acquired  by  or  for  a  program  office  to  increase  the  design  performance 
capabilities  of  existing  or  new  systems  or  where  they  are  integral  to  the  logistics 
support  and  maintenance  of  a  system  or  major  component  and/or  end  item  of 
equipment  essential  to  the  operation  of  the  system  before  final  Government  acceptance 
of  a  complete  hardware  system.  Care  must  be  exercised  to  avoid  exempting  services 
acquired  to  advise  and  assist  the  program  office  and/or  manager  for  program  and/or 
contractor  oversight  and  administration  processes,  resource  management,  planning  and 
programming,  milestone  and  schedule  tracking,  or  other  professional  or  administrative 
services  necessary  in  performing  its  mission. 

E3 . 1 . 1 . 1 . 1 2.  Research  on  theoretical  mathematics  and  basic  medical, 
biological,  physical,  social,  psychological,  or  other  phenomena. 

E3 . 1 . 1 . 1 . 1 3 .  Auctioneers,  realty-brokers,  appraisers,  and  surveyors. 

E3 . 1 . 1 . 1 . 1 4.  Services  procured  with  funds  from  the  Defense  Environmental 
Restoration  Account. 
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PREAMBLE 


This  order  prescribes  a  uniform  system  for  classifying,  safeguarding,  and  declassifying 
national  security  information.  Our  democratic  principles  require  that  the  American 
people  be  informed  of  the  activities  of  their  Government.  Also,  our  Nation  s  progress 
depends  on  the  free  flow  of  information.  Nevertheless,  throughout  our  history,  the 
national  interest  has  required  that  certain  information  be  maintained  in  confidence  in 
order  to  protea  our  citizens,  our  democratic  institutions,  and  our  participation  within 
the  community  of  nations.  Protecting  information  critical  to  our  Nations  security 
remains  a  priority.  In  recent  years,  however,  dramatic  changes  have  altered,  although  not 
eliminated,  the  national  security  threats  that  we  confront.  These  changes  provide  a 
greater  opportunity  to  emphasize  our  commitment  to  open  Government. 

NOW,  therefore,  by  the  authority  vested  in  me  as  President  by  the  Constimtion  and  the 
laws  of  the  United  States  of  America,  it  is  hereby  ordered  as  follows: 

Part  1  -  Original  Classification 

See  1.1  Definitions.  For  purposes  of  this  order: 

(a)  “National  security”  means  the  national  defense  or  foreign  relations  of  the  United  States. 

(b)  “Information”  means  any  knowledge  that  can  be  communicated  or  documentary  material, 
regardless  of  its  physical  form  or  charaaeristics,  that  is  owned  by,  produced  by  or  for,  or  is 
under  the  control  of  the  United  States  Government.  “Control”  means  the  authority  of  the 
agency  that  originates  information,  or  its  successor  in  function,  to  regulate  access  to  the 
information. 

(c)  “Classified  national  security  information”  (hereafter  “classified  information”)  means  informa¬ 
tion  that  has  been  determined  pursuant  to  this  order  or  any  predecessor  order  to  require 
protection  against  unauthorized  disclosure  and  is  marked  to  indicate  its  classified  status  when 
in  documentary  form. 

(d)  “Foreign  Government  Information”  means; 

(1)  information  provided  to  the  United  States  Government  by  a  foreign  government  or 
governments,  an  international  organization  of  governments,  or  any  element  thereof,  with 
the  expectation  that  the  information,  the  source  of  the  information,  or  both,  are  to  be 
held  in  confidence; 

(2)  information  produced  by  the  United  States  pursuant  to  or  as  a  result  of  a  joint 
arrangement  with  a  foreign  government  or  governments,  or  an  international  organization 
of  governments,  or  any  element  thereof,  requiring  that  the  information,  the  arrangement, 
or  both,  are  to  be  held  in  confidence;  or 
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(3)  information  received  and  treated  as  “Foreign  Government  Information”  under  the  terms 
of  a  predecessor  order. 

(e)  “Classification”  means  the  act  or  process  by  which  information  is  determined  to  be  classified 
information. 

(f)  “Original  classification”  means  an  initial  determination  that  information  requires,  in  the  . 
interest  of  national  security,  protection  against  unauthorized  disclosure. 

(g)  “Original  classification  authority”  means  an  individual  authorized  in  writing,  either  by  the 
President,  or  by  agency  heads  or  other  officials  designated  by  the  President,  to  classify 
information  in  the  first  instance. 

(h)  “Unauthorized  disclosure”  means  a  communication  or  physical  transfer  of  classified  informa¬ 
tion  to  an  unauthorized  recipient. 

(i)  “Agency”  means  any  “Executive  agency,”  as  defined  in  5  U.S.C.  105,  and  any  other  entity 
within  the  executive  branch  that  comes  into  the  possession  of  classified  information. 

(j)  “Senior  agency  official”  means  the  official  designated  by  the  agency  head  under  section  5.6(c) 
of  this  order  to  direct  and  administer  the  agency’s  program  under  which  information  is 
classified,  safeguarded  and  declassified. 

(k)  “Confidential  source”  means  any  individual  or  organization  that  has  provided,  or  that  may 
reasonably  be  expected  to  provide,  information  to  the  United  States  on  matters  pertaining  to 
the  national  security  with  the  expectation  that  the  information  or  relationship,  or  both,  are 
to  be  held  in  confidence. 

(l)  “Damage  to  the  national  security”  means  harm  to  the  national  defense  or  foreign  relations  of 
the  United  States  from  the  unauthorized  disclosure  of  information,  to  include  the  sensitivity, 
value,  and  utility  of  that  information. 

Sec.  1.2  Classification  Standards. 

(a)  Information  may  be  originally  classified  under  the  terms  of  this  order  only  if  all  of  the 
following  conditions  arc  met: 

(1)  an  original  classification  authority  is  classifying  the  information; 

(2)  the  information  is  owned  by,  produced  by  or  for,  or  is  under  the  control  of  the  United 
States  Government; 

(3)  the  information  falls  within  one  or  more  of  the  categories  of  information  listed  in  seaion 
1.5  of  this  order;  and 

(4)  the  original  classification  authority  determines  that  the  unauthorized  disclosure  of  the 
information  reasonably  could  be  expected  to  result  in  damage  to  the  national  security  and 
the  original  classification  authority  is  able  to  identify  or  describe  the  damage. 

(b)  If  there  is  significant  doubt  about  the  need  to  classify  information,  it  shall  not  be  classified. 
This  provision  does  not: 

(1)  amplify  or  modify  the  substantive  criteria  or  procedures  for  classification;  or 

(2)  create  any  substantive  or  procedural  rights  subject  to  judicial  review. 
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(c)  Classified  information  shall  not  be  declassified  automatically  as  a  result  of  any  unauthorized 
disclosure  of  identical  or  similar  informa'ion. 

Sec.  1.3  Classification  Levels. 

(a)  Informadon  may  be  classified  at  one  of  the  following  three  levels: 

(1)  “Top  Secret”  shall  be  applied  to  information,  the  unauthorized  disclosure  of  which 
reasonably  could  be  expected  to  cause  exceptionally  grave  damage  to  the  national  security 
that  the  original  classification  authority  is  able  to  identify  or  describe. 

(2)  “Secret”  shall  be  applied  to  mformation,  the  unauthorized  disclosure  of  which  reasonably 
could  be  expeaed  to  cause  serious  damage  to  the  national  security  that  the  original 
classification  authority  is  able  to  identify  or  describe. 

(3)  “Confidential”  shall  be  applied  to  information,  the  unauthorized  disclosure  of  which 
reasonably  could  be  expected  to  cause  damage  to  the  national  security  that  the  original 
classification  authority  is  able  to  identify  or  describe. 

(b)  Except  as  otherwise  provided  by  statute,  no  other  terms  shall  be  used  to  identify  United  States 
classified  information. 

(c)  If  there  is  significant  doubt  about  the  appropriate  level  of  classification,  it  shall  be  classified 
at  the  lower  level. 

Sec  1.4  Classification  Authority. 

(a)  The  authority  to  classify  information  originally  may  be  exercised  only  by; 

(1)  The  President; 

(2)  agency  heads  and  officials  designated  by  the  President  in  the  Federal  Register  or 

(3)  United  States  Government  officials  delegated  this  authority  pursuant  to  paragraph  (c), 
below. 

(b)  Officials  authorized  to  classify  information  at  a  specified  level  are  also  authorized  to  classify 
information  at  a  lower  level. 

(c)  Delegation  of  original  classification  authority. 

(1)  Delegations  of  original  classification  authority  shall  be  limited  to  the  minimum  required 
to  administer  this  order.  Agency  heads  are  responsible  for  ensuring  that  designated 
subordinate  officials  have  a  demonstrable  and  continuing  need  to  exercise  this  authority. 

(2)  “Top  Secret”  original  classification  authority  may  be  delegated  only  by  the  President  or  by 
an  agency  head  or  official  designated  pursuant  to  paragraph  (a)(2),  above. 

(3)  “Secret”  or  “Confidential”  original  classification  authority  may  be  delegated  only  by  the 
President;  an  agency  head  or  official  designated  pursuant  to  paragraph  (a)(2),  above;  or 
the  senior  agency  official,  provided  that  official  has  been  delegated  “Top  Secret”  original 
classification  authority  by  the  agency  head. 

(4)  Each  delegation  of  original  classification  authority  shall  be  in  writing  and  the  authority 
shall  not  be  redelegated  except  as  provided  in  this  order.  Each  delegation  shall  identify  the 
official  by  name  or  position  title. 
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(d)  Original  classification  authorities  must  receive  training  in  original  classification  as  provided  in 
this  order  and  its  implementing  directives. 

(e)  Exceptional  Cases.  When  an  employee,  contractor,  licensee,  certificate  holder,  or  grantee  of  an 
agency  that  does  not  have  original  classification  authority  originates  information  believed  by 
that  person  to  require  classification,  the  information  shall  be  protected  in  a  manner  consistent 
with  this  order  and  its  implementing  directives.  The  information  shall  be  transmitted  promptly 
as  provided  under  this  order  or  its  implementing  directives  to  the  agency  that  has  appropriate 
subjea  matter  interest  and  classification  authority  with  respect  to  this  information.  That 
agency  shall  decide  within  30  days  whether  to  classify  this  information.  If  it  is  not  clear  which 
agency  has  classification  responsibility  for  this  information,  it  shall  be  sent  to  the  Director  of 
the  Information  Security  Oversight  Office.  The  Director  shall  determine  the  agency  having 
primary  subject  matter  interest  and  forward  the  information,  with  appropriate  recommenda¬ 
tions,  to  that  agency  for  a  classification  determination. 

Sec  1.5  Classification  Categories. 

Information  may  not  be  considered  for  classification  unless  it  concerns; 

(a)  military  plans,  weapons  systems,  or  operations; 

(b)  foreign  government  information; 

(c)  intelligence  activities  (including  special  activities),  intelligence  sources  or  methods,  or 
cryptology; 

(d)  foreign  relations  or  foreign  activities  of  the  United  States,  including  confidential  sources; 

(e)  scientific,  technological,  or  economic  matters  relating  to  the  national  security; 

(0  United  States  Government  programs  for  safeguarding  nuclear  materials  or  facilities;  or 

(g)  vulnerabilities  or  capabilities  of  systems,  installations,  projects  or  plans  relating  to  the  national 
security. 

Sec.  1.6  Duration  of  Classification. 

(a)  At  the  time  of  original  classification,  the  original  classification  authority  shall  attempt  to 
establish  a  specific  date  or  event  for  declassification  based  upon  the  duration  of  the  national 
security  sensitivity  of  the  information.  The  date  or  event  shall  not  exceed  the  time  frame  in 
paragraph  (b),  below. 

(b)  If  the  original  classification  authority  cannot  determine  an  earlier  specific  date  or  event  for 
declassification,  information  shall  be  marked  for  declassification  1 0  years  from  the  date  of  the 
original  decision,  except  as  provided  in  paragraph  (d),  below. 

(c)  An  original  classification  authority  may  extend  the  duration  of  classification  or  reclassify 
specific  information  for  successive  periods  not  to  exceed  10  years  at  a  time  if  such  action  is 
consistent  with  the  standards  and  procedures  established  under  this  order.  This  provision  does 
not  apply  to  information  contained  in  records  that  are  more  than  25  years  old  and  have  been 
determined  to  have  permanent  historical  value  under  title  44,  United  States  Code. 

(d)  At  the  time  of  original  classification,  the  original  classification  authority  may  exempt  from 
declassification  within  10  years  specific  information,  the  unauthorized  disclosure  of  which 


4 


Part  1  -  Original  Classification 


could  reasonably  be  expected  to  cause  damage  to  the  national  security,  for  a  period  greater 
than  that  provided  in  paragraph  (b),  above,  and  the  release  of  which  could  reasonably  be 
expected  to: 

(1)  reveal  an  intelligence  source,  method,  or  activity,  or  a  cryptologic  system  or  activity, 

(2)  reveal  information  that  would  assist  in  the  development  or  use  of  weapons  of  mass 
destruction; 

(3)  reveal  information  that  would  impair  the  development  or  use  of  technology  within  a 
United  States  weapon  system; 

(4)  reveal  United  States  military  plans,  or  national  security  emergency  preparedness  plans; 

(5)  reveal  foreign  government  information; 

(6)  damage  relations  between  the  United  States  and  a  foreign  government,  reveal  a 
confidential  source,  or  seriously  undermine  diplomatic  aaivities  that  are  reasonably 
expected  to  be  ongoing  for  a  period  greater  than  that  provided  in  paragraph  (b),  above; 

(7)  impair  the  ability  of  responsible  United  States  Government  officials  to  protect  the 
President,  the  Vice  President,  and  other  individuals  for  whom  proteaion  services,  in  the 
interest  of  national  security,  are  authorized;  or 

(8)  violate  a  statute,  treaty,  or  international  agreement. 

(e)  Information  marked  for  an  indefinite  duration  of  classification  under  predecessor  orders,  for 
example,  “Originating  Agency’s  Determination  Required,”  or  information  classified  under 
predecessor  orders  that  contains  no  declassification  instructions  shall  be  declassified  in 
accordance  with  part  3  of  this  order. 

Sec.  1.7  Identification  and  Marking. 

(a)  At  the  time  of  original  classification,  the  foliowdng  shall  appear  on  the  face  of  each  classified 
document,  or  shall  be  applied  to  other  classified  media  in  an  appropriate  manner: 

(1)  one  of  the  three  classification  levels  defined  in  section  1.3  of  this  order; 

(2)  the  identity,  by  name  or  personal  identifier  and  position,  of  the  original  classification 
authority; 

(3)  the  agency  and  office  of  origin,  if  not  otherwise  evident; 

(4)  declassification  instructions,  which  shall  indicate  one  of  the  following: 

(A)  The  date  or  event  for  declassification,  as  prescribed  in  section  1.6(a)  or  section  1.6(c); 
or 

(B)  the  date  that  is  ten  years  from  the  date  of  original  classification,  as  prescribed  in 
section  1.6(b);  or 

(C)  the  exemption  category  from  automatic  declassification,  as  prescribed  in  section 
1.6(d);  and 

(5)  a  concise  reason  for  classification  which,  at  a  minimum,  cites  the  applicable  classification 
categories  in  section  1.5  of  this  order. 
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(b)  Specific  information  contained  in  paragraph  (a),  above,  may  be  excluded  if  it  w^ould  reveal 
additional  classified  information. 

(c)  Each  classified  document  shall,  by  marking  or  other  means,  indicate  which  portions  are 
classified,  with  the  applicable  classification  level,  which  portions  are  exempt  from  declassifica¬ 
tion  under  section  1.6(d)  of  this  order,  and  which  portions  are  unclassified.  In  accordance 
with  standards  prescribed  in  directives  issued  under  this  order,  the  Director  of  the  Information 
Security  Oversight  OflSce  may  grant  waivers  of  this  requirement  for  specified  classes  of 
documents  or  information.  The  Direaor  shall  revoke  any  waiver  upon  a  finding  of  abuse. 

(d)  Markii^  implementing  the  provisions  of  this  order,  including  abbreviations  and  requirements 
to  safeguard  classified  working  papers,  shall  conform  to  the  standards  prescribed  in 
implementing  direaives  issued  pursuant  to  this  order. 

(e)  Fore^  government  information  shall  retain  iu  ori^nal  classification  markings  or  shall  be 
assigned  a  U.S.  classification  that  provides  a  degree  of  protection  at  least  equivalent  to  that 
required  by  the  entity  that  fiirnished  the  information. 

(f)  Information  assigned  a  level  of  classification  under  this  or  predecessor  orders  shall  be 
considered  as  classified  at  that  level  of  classification  despite  the  omission  of  other  required 
markings.  Whenever  such  information  is  used  in  the  derivative  classification  process  or  is 
reviewed  for  possible  declassification,  holders  of  such  information  shall  coordinate  with  an 
appropriate  classification  authority  for  the  application  of  omitted  markings. 

(g)  The  classification  authority  shall,  whenever  practicable,  use  a  classified  addendum  whenever 
classified  information  constitutes  a  small  portion  of  an  otherwise  unclassified  document. 

See.  1.8  Classification  Prohibitions  and  Limitations. 

(a)  In  no  case  shall  information  be  classified  in  order  to: 

(1)  conceal  violations  of  law,  inefficiency,  or  administrative  error; 

(2)  prevent  embarrassment  to  a  person,  organization,  or  agency; 

(3)  restrain  competition;  or 

(4)  prevent  or  delay  the  release  of  information  that  does  not  require  protection  in  the  interest 
of  national  security. 

(b)  Basic  scientific  research  information  not  clearly  related  to  the  national  security  may  not  be 
classified. 

(c)  Information  may  not  be  reclassified  after  it  has  been  declassified  and  released  to  the  public 
under  proper  authority. 

(d)  Information  that  has  not  previously  been  disclosed  to  the  public  under  proper  authority  may 
be  classified  or  reclassified  after  an  agency  has  received  a  request  for  it  under  the  Freedom  of 
Information  Act  (5  U.S.C.  552)  or  the  Privacy  Act  of  1974  (5  U.S.C.  552a),  or  the  mandatory 
review  provisions  of  section  3.6  of  this  order  only  if  such  classification  meets  the  requirements 
of  this  order  and  is  accomplished  on  a  document-by-document  basis  vidth  the  personal 
participation  or  under  the  direction  of  the  agency  head,  the  deputy  agency  head,  or  the  senior 
agency  official  designated  under  section  5.6  of  this  order.  This  provision  does  not  apply  to 
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classified  information  contained  in  records  that  are  more  than  25  years  old  and  have  been 
determined  to  have  permanent  historical  value  under  title  44,  United  States  Code. 

(e)  Compilations  of  items  of  information  which  are  individually  unclassified  may  be  classified  if 
che  compiled  information  reveals  an  additional  association  or  relationship  that: 

(1)  meets  the  standards  for  classification  under  this  order;  and 

(2)  is  not  otherwise  revealed  in  the  individual  items  of  information.  As  used  in  this  order, 
“compilation”  means  an  aggregation  of  pre-existing  unclassified  items  of  information. 

Sec.  1.9  Classification  Challenges. 

(a)  Authorized  holders  of  information  who,  in  good  faith,  believe  that  its  classification  status  is 
improper  are  encouraged  and  expeaed  to  challenge  the  classification  status  of  the  information 
in  accordance  with  agency  procedures  established  under  paragraph  (b),  below. 

(b)  In  accordance  with  implementing  directives  issued  pursuant  to  this  order,  an  agency  head  or 
senior  agency  official  shall  establish  procedures  under  which  authorized  holders  of  information 
are  encouraged  and  expeaed  to  challenge  the  classification  of  information  that  they  believe  is 
improperly  classified  or  unclassified.  These  procedures  shall  assure  that: 

(1)  individuals  are  not  subjea  to  retribution  for  bringing  such  actions; 

(2)  an  opportunity  is  provided  for  review  by  an  impanial  official  or  panel;  and 

(3)  individuals  are  advised  of  their  right  to  appeal  agency  decisions  to  the  Interagency  Security 
Classification  Appeals  Panel  established  by  seaion  5-4  of  this  order. 

Part  2  -  Derivative  Classification 

Sec.  2.1  Definitions.  For  purposes  of  this  order: 

(a)  “Derivative  classification”  means  the  incorporating,  paraphrasing,  restating  or  generating  in 
new  form  information  that  is  already  classified,  and  marking  the  newly  developed  material 
consistent  with  the  classification  markings  that  apply  to  the  source  information.  Derivative 
classification  includes  the  classification  of  information  based  on  classification  guidance.  The 
duplication  or  reproduction  of  existing  classified  information  is  not  derivative  classification. 

(b)  “Classification  guidance”  means  any  instruction  or  source  that  prescribes  the  classification  of 
specific  information. 

(c)  “Classification  guide”  means  a  documentary  form  of  classification  guidance  issued  by  an 
original  classification  authority  that  identifies  the  elements  of  information  regarding  a  specific 
subject  that  must  be  classified  and  establishes  the  level  and  duration  of  classification  for  each 
such  element. 

(d)  “Source  document”  means  an  existing  document  that  contains  classified  information  that  is 
incorporated,  paraphrased,  restated,  or  generated  in  new  form  into  a  new  document. 

(e)  “Multiple  sources”  means  two  or  more  source  documents,  classification  guides  or  a 
combination  of  both. 
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Sec.  2,2  Use  of  Derivative  Classification. 

(a)  Persons  who  only  reproduce,  extract,  or  summarize  classified  information,  or  who  only  apply 
classification  markings  derived  from  source  material  or  as  directed  by  a  classification  guide, 
need  not  possess  original  classification  authorit)'. 

(b)  Persons  who  apply  derivative  classification  markings  shall: 

(1)  observe  and  respect  original  classification  decisions;  and 

(2)  carry  forward  to  any  newly  created  documents  the  pertinent  classification  markings.  For 
information  derivatively  classified  based  on  multiple  sources,  the  derivative  classifier  shall 
carry  forward; 

(A)  the  date  or  event  for  declassification  that  corresponds  to  the  longest  period  of 
classification  among  the  sources;  and 

(B)  a  listing  of  these  sources  on  or  anached  to  the  official  file  or  record  copy. 

Sec.  2.3  Classification  Guides. 

(a)  .^encies  with  original  classification  authority  shall  prepare  classification  guides  to  facilitate  the 
proper  and  uniform  derivative  classification  of  information.  These  guides  shall  conform  to 
standards  contained  in  directives  issued  imder  this  order. 

(b)  Each  guide  shall  be  approved  personally  and  in  writing  by  an  official  who: 

(1)  has  program  or  supervisory  responsibility  over  the  information  or  is  the  senior  agency 
official;  and 

(2)  is  authorized  to  classify  information  originally  at  the  highest  level  of  classification 
prescribed  in  the  guide. 

(c)  Agencies  shall  establish  procedures  to  assure  that  classification  guides  are  reviewed  and  updated 
as  provided  in  directives  issued  under  this  order. 

Part  3  -  Declassification  and  Downgrading 
Sec.  3.1  Definitions.  For  purposes  of  this  order; 

(a)  “Declassification”  means  the  authorized  change  in  the  status  of  information  from  classified 
information  to  unclassified  information. 

(b)  “Automatic  declassification”  means  the  declassification  of  information  based  solely  upon: 

(1)  The  occurrence  of  a  specific  date  or  event  as  determined  by  the  original  classification 
authority;  or 

(2)  the  expiration  of  a  maximum  time  frame  for  duration  of  classification  established  under 
this  order. 

(c)  “Declassification  authority”  means: 

(1)  the  official  who  authorized  the  original  classification,  if  that  official  is  still  serving  in  the 
same  position; 
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(2)  the  originator’s  current  successor  in  function; 

(3)  a  supervisory  official  of  either;  or 

(4)  officials  delegated  declassification  authority  in  writing  by  the  agency  head  or  the  senior 
agency  official. 

(d)  “Mandatory  declassification  review”  means  the  review  for  declassification  of  classified 
information  in  response  to  a  request  for  declassification  that  meets  the  requirements  under 
section  3.6  of  this  order. 

(e)  “Systematic  declassification  review”  means  the  review  for  declassification  of  classified 
information  contained  in  records  that  have  been  determined  by  the  Archivist  of  the  United 
States  (“Archivist”)  to  have  permanent  historical  value  in  accordance  with  chapter  33  of  tide 
44,  United  States  Code. 

(f)  “Declassification  guide”  means  written  instructions  issued  by  a  declassification  authority  that 
describes  the  elements  of  information  regarding  a  specific  subject  that  may  be  declassified  and 
the  elements  that  must  remain  classified. 

(g)  “Downgrading”  means  a  determination  by  a  declassification  authority  that  information 
classified  and  safeguarded  at  a  sf)ecified  level  shall  be  classified  and  safeguarded  at  a  lower  level. 

(h)  “File  series”  means  documentary  material,  regardless  of  its  physical  form  or  characteristics,  that 
is  arranged  in  accordance  with  a  filing  system  or  maintained  as  a  unit  because  it  penains  to 
the  same  function  or  activity. 

Sec  3.2  Authority  for  Declassification. 

(a)  Information  shall  be  declassified  as  soon  as  it  no  longer  meets  the  standards  for  classification 
under  this  order. 

(b)  It  is  presumed  that  information  that  continues  to  meet  the  classification  requirements  under 
this  order  requires  continued  protection.  In  some  exceptional  cases,  however,  the  need  to 
protect  such  information  may  be  outweighed  by  the  public  interest  in  disclosure  of  the 
information,  and  in  these  cases  the  information  should  be  declassified.  When  such  questions 
arise,  they  shall  be  referred  to  the  agency  head  or  the  senior  agency  official.  That  official  will 
determine,  as  an  exercise  of  discretion,  whether  the  public  interest  in  disclosure  outweighs  the 
damage  to  national  security  that  might  reasonably  be  expected  from  disclosure.  This  provision 
does  not: 

(1)  amplify  or  modify  the  substantive  criteria  or  procedures  for  classification:  or 

(2)  create  any  substantive  or  procedural  rights  subjea  to  judicial  review. 

(c)  If  the  Director  of  the  Information  Security  Oversight  Office  determines  that  information  is 
classified  in  violation  of  this  order,  the  Director  may  require  the  information  to  be  declassified 
by  the  agency  that  originated  the  classification.  Any  such  decision  by  the  Director  may  be 
appealed  to  the  President  through  the  Assistant  to  the  President  for  National  Security  Affairs. 
The  information  shall  remain  classified  pending  a  prompt  decision  on  the  appeal. 

(d)  The  provisions  of  this  section  shall  also  apply  to  agencies  that,  under  the  terms  of  this  order, 
do  not  have  original  classification  authority,  but  had  such  authority  under  predecessor  orders. 
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Sec  3.3  Transferred  Information. 

(a)  In  the  case  of  classified  information  transferred  in  conjunction  with  a  transfer  of  fiincuons, 
and  not  merely  for  storage  purposes,  the  receiving  agency  shall  be  deemed  to  be  the  originating 
agency  for  purposes  of  this  order. 

(b)  In  the  case  of  classified  information  that  is  not  officially  transferred  as  described  in  paragraph 
(a),  above,  but  that  originated  in  an  agency  that  has  ceased  to  exist  and  for  which  there  is  no 
successor  agency,  each  agency  in  possession  of  such  information  shall  be  deemed  to  be  the 
originating  agency  for  purposes  of  this  order.  Such  information  may  be  declassified  or 
downgraded  by  the  agency  in  possession  after  consultation  with  any  other  agency  that  has  an 
interest  in  the  subject  matter  of  the  information. 

(c)  Classified  information  accessioned  into  the  National  Archives  and  Records  Administration 
(“National  Archives”)  as  of  the  effective  date  of  this  order  shall  be  declassified  or  downgraded 
by  the  Archivist  in  accordance  with  this  order,  the  directives  issued  pursuant  to  this  order, 
agency  declassificadon  guides,  and  any  existii^  procedural  agreement  between  the  Archivist 
and  the  relevant  agency  head. 

(d)  The  originating  agency  shall  take  all  reasonable  steps  to  declassify  classified  information 
contained  in  records  determined  to  have  permanent  historical  value  before  they  are  accessioned 
into  the  National  Archives.  However,  the  Archivist  may  require  that  records  containing 
classified  information  be  accessioned  into  the  National  Archives  when  necessary  to  comply 
with  the  provisions  of  the  Federal  Records  Act.  This  provision  does  not  apply  to  information 
being  transferred  to  the  Archivist  pursuant  to  section  2203  of  title  44,  United  States  Code, 
or  information  for  which  the  National  Archives  and  Records  Administration  serves  as  the 
custodian  of  the  records  of  an  agency  or  organization  that  goes  out  of  existence. 

(e)  To  the  extent  practicable,  agencies  shall  adopt  a  system  of  records  management  that  will 
fecilitate  the  public  release  of  documents  at  the  time  such  documents  are  declassified  pursuant 
to  the  provisions  for  automatic  declassification  in  sections  1 .6  and  3.4  of  this  order. 

Sec  3.4  Automatic  Declassification. 

(a)  Subject  to  par^raph  (b),  below,  within  five  years  from  the  date  of  this  order,  all  classified 
information  contained  in  records  that  (1)  are  more  than  25  years  old,  and  (2)  have  been 
determined  to  have  permanent  historical  value  under  title  44,  United  States  Code,  shall  be 
automatically  declassified  whether  ^r  not  the  records  have  been  reviewed.  Subsequendy,  all 
classified  information  in  such  records  shall  be  automatically  declassified  no  longer  than  25 
years  from  the  date  of  its  ordinal  classification,  except  as  provided  in  paragraph  (b),  below. 

(b)  An  ^ency  head  may  exempt  from  automatic  declassification  under  paragraph  (a),  above, 
specific  information,  the  release  of  which  should  be  expected  to: 

(1)  reveal  the  identity  of  a  confidential  human  source,  or  reveal  information  about  the 
application  of  an  intelligence  source  or  method,  or  reveal  the  identity  of  a  human 
intelligence  source  when  the  unauthorized  disclosure  of  that  source  would  clearly  and 
demonstrably  damage  the  national  security  interests  of  the  United  States; 
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(2)  reveal  information  that  would  assist  in  the  development  or  use  of  weapons  of  mass 
destruction; 

(3)  reveal  information  that  would  impair  U.S.  cryptologic  systems  or  activities; 

(4)  reveal  information  that  would  impair  the  application  of  state  of  the  art  technology  within 
a  U.S.  weapon  system; 

(5)  reveal  actual  U.S.  military  war  plans  that  remain  in  effect; 

(6)  reveal  information  that  would  seriously  and  demonstrably  impair  relations  between  the 
United  States  and  a  foreign  government,  or  seriously  and  demonstrably  undermine 
ongoing  diplomatic  activities  of  the  United  States; 

(7)  reveal  information  that  would  clearly  and  demonstrably  impair  the  current  ability  of 
United  States  Government  officials  to  protect  the  President,  \'i^e  President,  and  other 
officials  for  whom  protection  services,  in  the  interest  of  national  security,  are  authorized; 

(8)  reveal  information  that  would  seriously  and  demonstrably  impair  current  national  security 
emergency  preparedness  plans;  or 

(9)  violate  a  statute,  treaty,  or  international  agreement. 

(c)  No  later  than  the  effective  date  of  this  order,  an  agency  head  shall  notify  the  President  throu^ 
the  Assistant  to  the  President  for  National  Security  Affairs  of  any  specific  file  series  of  records 
for  which  a  review  or  assessment  has  determined  that  the  information  within  those  file  series 
almost  invariably  falls  within  one  or  more  of  the  exemption  categories  listed  in  paragraph  (b), 
above,  and  which  the  agency  proposes  to  exempt  from  automatic  declassification.  The 
notification  shall  include: 

(1)  a  description  of  the  file  series; 

(2)  an  explanation  of  why  the  information  within  the  file  series  is  almost  invariably  exempt 
from  automatic  declassification  and  why  the  information  must  remain  classified  for  a 
longer  period  of  time;  and 

(3)  except  for  the  identity  of  a  confidential  human  source  or  a  human  intelligence  source,  as 
provided  in  paragraph  (b),  above,  a  specific  date  or  event  for  declassification  of  the 
information.  The  President  may  direct  the  agency  head  not  to  exempt  the  file  series  or  to 
declassify  the  information  within  that  series  at  an  earlier  date  than  recommended. 

(d)  At  least  1 80  days  before  information  is  automatically  declassified  under  this  section,  an  agency 
head  or  senior  agency  official  shall  notify  the  Direaor  of  the  Information  Security  Oversight 
Office,  serving  as  executive  secretary  of  the  Interagency  Security  Classification  Appeals  Panefi 
of  any  specific  information  beyond  that  included  in  a  notification  to  the  President  under 
paragraph  (c),  above,  that  the  agency  proposes  to  exempt  from  automatic  declassification.  The 
notification  shall  include: 

(1)  a  description  of  the  information; 

(2)  an  explanation  of  why  the  information  is  exempt  from  automatic  declassification  and  must 
remain  classified  for  a  longer  period  of  time;  and 

(3)  except  for  the  identity  of  a  confidential  human  source  or  a  human  intelligence  source,  as 
provided  in  paragraph  (b),  above,  a  specific  date  or  event  for  declassification  of  the 
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information.  The  Panel  may  direct  the  agency  not  to  exempt  the  information  or  to 
declassify  it  at  an  earlier  date  than  recommended.  The  agency  head  may  appeal  such  a 
decision  to  the  President  through  the  Assistant  to  the  President  for  National  Security 
Vyfairs.  The  information  will  remain  classified  while  such  an  appeal  is  pending. 

(e)  No  later  than  the  eftective  date  of  this  order,  the  agency  head  or  senior  agency  official  shall 
provide  the  Director  of  the  Information  Security  Oversight  Office  with  a  plan  for  compliance 
with  the  requirements  of  this  section,  including  the  establishment  of  interim  target  dates.  Each 
such  plan  shall  include  the  requirement  that  the  agency  declassify  at  least  15  percent  of  the 
records  affected  by  this  section  no  later  than  1  year  from  the  effective  date  of  this  order,  and 
similar  commitments  for  subsequent  years  until  the  effeaive  date  for  automatic  declassifica¬ 
tion. 

(f)  Information  exempted  from  automatic  declassification  under  this  section  shall  remain  subject 
to  the  mandatory  and  systematic  declassification  review  provisions  of  this  order. 

(g)  The  Secretary  of  State  shall  determine  when  the  United  States  should  commence  negotiations 
with  the  appropriate  officials  of  a  foreign  government  or  international  organization  of 
governments  to  modify  any  treaty  or  international  t^reement  that  requires  the  classification 
of  information  contained  in  records  affected  by  this  section  for  a  period  longer  than  25  years 
from  the  date  of  its  creation,  unless  the  treaty  or  international  agreement  pertains  to 
information  that  may  otherwise  remain  classified  beyond  25  years  under  this  seaion. 

Sec.  3.5  Systematic  Declassification  Review. 

(a)  Each  agency  that  has  originated  classified  information  under  this  order  or  its  predecessors  shall 
establish  and  conduct  a  program  for  systematic  declassification  review.  This  program  shall 
apply  to  historically  valuable  records  exempted  from  automatic  declassification  under  section 
3.4  of  this  order,  .^encies  shall  prioritize  the  systematic  review  of  records  based  upon: 

(1)  recommendations  of  the  Information  Security  Policy  Advisory  Council,  established  in 
section  5.5  of  this  order,  on  specific  subject  areas  for  systematic  review  concentration;  or 

(2)  the  degree  of  researcher  interest  and  the  likelihood  of  declassification  upon  review. 

(b)  The  Archivist  shall  conduct  a  systematic  declassification  review  program  for  classified 
information:  (1)  accessioned  into  the  National  Archives  as  of  the  effective  date  of  this  order, 
(2)  information  transferred  to  the  Archivist  pursuant  to  section  2203  of  title  44,  United  States 
Code;  and  (3)  information  for  which  the  National  Archives  and  Records  Administration  serves 
as  the  custodian  of  the  records  of  an  agency  or  organization  that  has  gone  out  of  existence. 
This  program  shall  apply  to  pertinent  records  no  later  than  25  years  from  the  date  of  their 
creation.  The  Archivist  shall  establish  priorities  for  the  systematic  review  of  these  records  based 
upon  the  recommendations  of  the  Information  Security  Policy  Advisory  Council;  or  the  degree 
of  researcher  interest  and  the  likelihood  of  declassification  upon  review.  These  records  shall 
be  reviewed  in  accordance  with  the  standards  of  this  order,  its  implementing  directives,  and 
declassification  guides  provided  to  the  Archivist  by  each  agency  that  originated  the  records. 
The  Director  of  the  Information  Security  Oversight  Office  shall  assure  that  agencies  provide 
the  Archivist  with  adequate  and  current  declassification  guides. 
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(c)  After  consultation  with  affected  agencies,  the  Secretary  of  Defense  may  establish  special 
procedures  for  systematic  review  for  declassification  of  classified  cryptologic  information,  and 
the  Director  of  Central  Intelligence  may  establish  special  procedures  for  systematic  review  for 
declassification  of  classified  information  pertaining  to  intelligence  aaivities  (including  special 
activities),  or  inteOigence  sources  or  methods. 

Sec.  3.6  Mandatory  Declassification  Review. 

(a)  Except  as  provided  in  paragraph  (b),  below,  all  information  classified  under  this  order  or 
predecessor  orders  shall  be  subject  to  a  review  for  declassification  by  the  originating  agency  if: 

(1)  the  request  for  a  review  describes  the  document  or  material  containing  the  information 
with  sufficient  specificity  to  enable  the  agency  to  locate  it  with  a  reasonable  amount  of 
effort; 

(2)  the  information  is  not  exempted  from  search  and  review  under  the  Central  Intelligence 
Agency  Information  Act;  and 

(3)  the  information  has  not  been  reviewed  for  declassification  within  the  past  two  years.  If 
the  agency  has  reviewed  the  information  within  the  past  two  years,  or  the  information  is 
the  subject  of  pending  litigation,  the  agency  shall  inform  the  requester  of  this  fact  and  of 
the  requester’s  appeal  rights. 

(b)  Information  originated  by 

(1)  the  incumbent  President; 

(2)  the  incumbent  President’s  White  House  Staff; 

(3)  committees,  commissions,  or  boards  appointed  by  the  incumbent  President;  or 

(4)  other  entities  within  the  Executive  Office  of  the  President  that  solely  advise  and  assist  the 
incumbent  President  is  exempted  from  the  provisions  of  paragraph  (a),  above.  However, 
the  Archivist  shall  have  the  authority  to  review,  downgrade,  and  declassify  information  of 
former  presidents  under  the  control  of  the  Archivist  pursuant  to  sections  2107,  2111, 
2111  note,  or  2203  of  title  44,  United  States  Code.  Review  procedures  developed  by  the 
Archivist  shall  provide  for  consultation  with  agencies  having  primary  subjea  matter 
interest  and  shall  be  consistent  with  the  provisions  of  applicable  laws  or  lawful  agreements 
that  pertain  to  the  respective  presidential  papers  or  records.  Agencies  with  primary  subjea 
matter  interest  shall  be  notified  promptly  of  the  Archivist’s  decision.  Any  final  decision 
by  the  Archivist  may  be  appealed  by  the  requester  or  an  j^ency  to  the  Interagency  Security 
Classification  Appeals  Panel.  The  information  shall  remain  classified  pending  a  prompt 
decision  on  the  appeal. 

(c)  Agencies  conducting  a  mandatory  review  for  declassification  shall  declassify  information  that 
no  longer  meets  the  standards  for  classification  under  this  order.  They  shall  release  this 
information  unless  withholding  is  otherwise  authorized  and  warranted  under  applicable  law. 

(d)  In  accordance  with  directives  issued  pursuant  to  this  order,  agency  heads  shall  develoo 
procedures  to  process  requests  for  the  mandatory  review  of  classified  information.  These 
procedures  shall  apply  to  information  classified  under  this  or  predecessor  orders.  They  also 
shall  provide  a  means  for  administratively  appealing  a  denial  of  a  mandatory  review  request. 
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and  for  notifying  the  requester  of  the  right  to  appeal  a  final  agenqr  decision  to  the  Interagency 
Security  Classification  Appeals  Panel. 

(e)  After  consultation  with  affected  agencies,  the  Secretary  of  Defense  shall  develop  special 
procedures  for  the  review  of  cryptologic  information,  the  Director  of  Central  Intelligence  shall 
develop  special  procedures  for  the  review  of  information  pertaining  to  intelligence  activities 
(including  special  activities),  or  intelligence  sources  or  methods,  and  the  Archivist  shall  develop 
special  procedures  for  the  review  of  information  accessioned  into  the  National  Archives. 

Sec.  3.7  Processing  Requests  and  Reviews. 

In  response  to  a  request  for  information  under  the  Freedom  of  Information  Act,  the  Privacy  Act  of  1974, 
or  the  mandatory  review  provisions  of  this  order,  or  pursuant  to  the  automatic  declassification  or 
systematic  review  provisions  of  this  order: 

(a)  An  agency  may  refuse  to  confirm  or  deny  the  existence  or  non-existence  of  requested 
information  whenever  the  fact  of  its  existence  or  non-existence  is  itself  classified  under  this 
order. 

(b)  When  an  agency  receives  any  request  for  documents  in  its  custody  that  contain  information 
that  was  originally  classified  by  another  ^ency,  or  comes  across  such  documents  in  the  process 
of  the  automatic  declassification  or  systematic  review  provisions  of  this  order,  it  shall  refer 
copies  of  any  request  and  the  pertinent  documents  to  the  originating  agency  for  processing, 
and  may,  after  consultation  with  the  originating  agency,  inform  any  requester  of  the  referral 
unless  such  association  is  itself  classified  under  this  order.  In  cases  in  which  the  originating 
agency  determines  in  writing  that  a  response  under  paragraph  (a),  above,  is  required,  the 
referring  agency  shall  respond  to  the  requester  in  accordance  with  that  paragraph. 

Sec.  3.8  Declassification  Database. 

(a)  The  Archivist  in  conjunaion  with  the  Director  of  the  Information  Security  Oversight  Office 
and  those  agencies  that  originate  classified  information,  shall  establish  a  Government-wide 
database  of  information  that  has  been  declassified.  The  Archivist  shall  also  explore  other 
possible  uses  of  technology  to  facilitate  the  declassification  process. 

(b)  Agency  heads  shall  fully  cooperate  with  the  Archivist  in  these  efforts. 

(c)  Except  as  otherwise  authorized  and  warranted  by  law,  all  declassified  information  contained 
within  the  database  established  under  paragraph  (a),  above,  shall  be  available  to  the  public. 

Part  4  -  Safeguarding 

Sec.  4.1  Definitions.  For  purposes  of  this  order: 

(a)  “Safeguarding”  means  measures  and  controls  that  are  prescribed  to  protect  classified 
information. 

(b)  “Access”  means  the  ability  or  opponunity  to  gain  knowledge  of  classified  information. 
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(c)  “Need-to-know”  means  a  determination  made  by  an  authorized  holder  of  classified 
information  that  a  prospective  recipient  requires  access  to  specific  classified  information  in 
order  to  perform  or  assist  in  a  lawfiil  and  authorized  governmental  function. 

(d)  “Automated  information  system”  means  an  assembly  of  computer  hardware,  software,  or 
firmware  configured  to  collect,  create,  communicate,  compute,  disseminate,  process,  store,  or 
control  data  or  information. 

(e)  “Integrity”  means  the  state  that  exists  when  information  is  unchanged  from  its  source  and  has 
not  been  accidentally  or  intentionally  modified,  altered,  or  destroyed. 

(f)  “Network”  means  a  system  of  two  or  more  computers  that  can  exchange  data  or  information. 

(g)  “Telecommunications”  means  the  preparation,  transmission,  or  communication  of  information 
by  electronic  means. 

(h)  “Special  access  program”  means  a  program  established  for  a  specific  class  of  classified 
information  that  imposes  safeguarding  and  access  requirements  that  exceed  those  normally 
required  for  information  at  the  same  classification  level. 

Sec.  4.2  General  Restrictions  on  Access. 

(a)  A  person  may  have  access  to  classified  information  provided  that: 

(1)  a  favorable  determination  of  eligibility  for  access  has  been  made  by  an  agency  head  or  the 
agency  head’s  designee; 

(2)  the  person  has  signed  an  approved  nondisclosure  agreement;  and 

(3)  the  person  has  a  need-to-know  the  information. 

(b)  Classified  information  shall  remain  under  the  control  of  the  originating  agency  or  its  successor 
in  function.  An  agency  shall  not  disclose  information  originally  classified  by  another  agency 
without  its  authorization.  An  official  or  employee  leaving  agency  service  may  not  remove 
classified  information  from  the  agency’s  control. 

(c)  Classified  information  may  not  be  removed  from  official  premises  without  proper  authoriza¬ 
tion. 

(d)  Persons  authorized  to  disseminate  classified  information  outside  the  executive  branch  shall 
assure  the  protection  of  the  information  in  a  manner  equivalent  to  that  provided  within  the 
executive  branch. 

(e)  Consistent  with  law,  directives  and  regulation,  an  agency  head  or  senior  agency  official  shall 
establish  uniform  procedures  to  ensure  that  automated  information  systems,  including 
networks  and  telecommunications  systems,  that  collect,  create,  communicate,  compute, 
disseminate,  process,  or  store  classified  information  have  controls  that: 

(1)  prevent  access  by  unauthorized  persons;  and 

(2)  ensure  the  integrity  of  the  information. 

(f)  Consistent  with  law,  directives  and  regulation,  each  agency  head  or  senior  ^ency  official  shall 
establish  controls  to  ensure  that  classified  information  is  used,  processed,  stored,  reproduced. 
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transmitted,  and  destroyed  under  conditions  that  provide  adequate  protection  and  prevent 
access  by  unauthorized  persons, 

(g)  Consistent  with  directives  issued  pursuant  tc  this  order,  an  agency  shall  safeguard  foreign 
government  information  under  standards  that  provide  a  degree  of  protection  at  least  equivalent 
to  that  required  by  the  government  or  international  organization  of  governments  that 
furnished  the  information.  When  adequate  to  achieve  equivalency,  these  standards  may  be  less 
restrictive  than  the  safeguarding  standards  that  ordinarily  apply  to  United  States  “Confidential” 
information,  including  allowing  access  to  individuals  with  a  need-to-know  who  have  not 
otherwise  been  cleared  for  access  to  classified  information  or  executed  an  approved 
nondisclosure  agreement. 

(h)  Except  as  provided  by  stamte  or  direaives  issued  pursuant  to  this  order,  classified  information 
originating  in  one  agency  may  not  be  disseminated  outside  any  other  agency  to  which  it  has 
been  made  available  without  the  consent  of  the  originating  agency.  An  agency  head  or  senior 
£^ency  official  may  waive  this  requirement  for  specific  information  originated  within  that 
agency.  For  purposes  of  this  section,  the  Department  of  Defense  shall  be  considered  one 
agency. 

Sec  4.3  Distribution  Controls. 

(a)  Each  agency  shall  establish  controls  over  the  distribution  of  classified  information  to  assure 
that  it  is  distributed  only  to  organizations  or  individuals  eligible  for  access  who  also  have  a 
need-to-know  the  information. 

(b)  Each  agency  shall  update,  at  least  annually,  the  automatic,  routine,  or  recurring  distribution 
of  classified  information  that  they  distribute.  Recipients  shall  cooperate  fully  with  distributors 
who  are  updating  distribution  lists  and  shall  notify  distributors  whenever  a  relevant  change  in 
status  occurs. 

Sec  4.4  Special  Access  Programs. 

(a)  Establishment  of  special  access  programs.  Unless  otherwise  authorized  by  the  President,  only  the 
Secretaries  of  State,  Defense  and  Energy,  and  the  Director  of  Central  Intelligence,  or  the 
principal  deputy  of  each,  may  create  a  special  access  program.  For  special  access  programs 
pertaining  to  intelligence  activities  (including  special  activities,  but  not  including  military 
operational,  strategic  and  tactical  programs),  or  intelligence  sources  or  methods,  this  function 
will  be  exercised  by  the  Director  of  Central  Intelligence.  These  officials  shall  keep  the  number 
of  these  programs  at  an  absolute  minimum,  and  shall  establish  them  only  upon  a  specific 
finding  that: 

(1)  the  vulnerability  of,  or  threat  to,  specific  information  is  exceptional;  and 

(2)  the  normal  criteria  for  determining  eligibility  for  access  applicable  to  information  classified 
at  the  same  level  are  not  deemed  suffient  to  protect  the  information  from  unauthorized 
disclosure;  or 

(3)  the  program  is  required  by  statute. 
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(b)  Requirements  and  limitations. 

(1)  Special  access  programs  shall  be  limited  to  programs  in  which  the  number  of  persons  who 
will  have  access  ordinarily  will  be  reasonably  small  and  commensurate  with  the  objective 
of  providing  enhanced  protection  for  the  information  involved. 

(2)  Each  agency  head  shall  establish  and  maintain  a  system  of  accounting  for  special  access 
programs  consistent  with  directives  issued  pursuant  to  this  order. 

(3)  Special  access  programs  shall  be  subject  to  the  oversight  program  established  under  seaion 
5.6(c)  of  this  order.  In  addition,  the  Director  of  the  Information  Security  Oversight  Office 
shall  be  afforded  access  to  these  programs,  in  accordance  with  the  security  requirements 
of  each  program,  in  order  to  perform  the  fiinaions  assigned  to  the  Information  Security 
Oversight  Office  under  this  order.  An  agency  head  may  limit  access  to  a  special  access 
program  to  the  Direaor  and  no  more  than  one  other  employee  of  the  Information 
Security  Oversight  Office;  or,  for  special  access  programs  that  are  extraordinarily  sensitive 
and  vulnerable,  to  the  Director  only. 

(4)  The  ^ency  head  or  principal  deputy  shall  review  annually  each  special  access  program  to 
determine  whether  it  continues  to  meet  the  requirements  of  this  order. 

(5)  Upon  request,  an  agency  shall  brief  the  Assistant  to  the  President  for  National  Security 
Affairs,  or  his  or  her  designee,  on  any  or  all  of  the  agency’s  special  access  programs. 

(c)  Within  180  days  after  the  effective  date  of  this  order,  each  agency  head  or  principal  deputy 
shall  review  all  existing  special  access  programs  under  the  agency’s  jurisdiction.  These  officials 
shall  terminate  any  special  access  programs  that  do  not  clearly  meet  the  provisions  of  this 
order.  Each  existing  special  access  program  that  an  agency  head  or  principal  deputy  validates 
shall  be  treated  as  if  it  were  established  on  the  effective  date  of  this  order. 

(d)  Nothing  in  this  order  shall  supersede  any  requirement  made  by  or  under  10  U.S.C.  119. 

Sec  4.5  Access  by  Historical  Researchers  and  Former  Presidential  Appointees. 

(a)  The  requirement  in  section  4.2(a)(3)  of  this  order  that  access  to  classified  information  may 
be  granted  only  to  individuals  who  have  a  need-to-know  the  information  may  be  waived  for 
persons  who; 

(1)  are  engaged  in  historical  research  projects;  or 

(2)  previously  have  occupied  policy-making  positions  to  which  they  were  appointed  by  the 
President. 

(b)  Waivers  under  this  section  may  be  granted  only  if  the  agency  head  or  senior  ^cncy  official 
of  the  originating  agency: 

(1)  determines  in  writing  that  access  is  consistent  with  the  interest  of  national  security; 

(2)  takes  appropriate  steps  to  protect  classified  information  from  unauthorized  disclosure  or 
compromise,  and  ensures  that  the  information  is  safeguarded  in  a  manner  consistent  with 
this  order;  and 

(3)  limits  the  access  granted  to  former  presidential  appointees  to  items  that  the  person 
originated,  reviewed,  signed,  or  received  while  serving  as  a  presidential  appointee. 
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Part  5  -  Implementation  and  Review 

Sec  5.1  D^nitions.  For  purposes  of  this  order; 

(a)  “Self-inspection”  means  the  internal  review  and  evaluation  of  individual  agency  activities  and 
the  agency  as  a  whole  with  respect  to  the  implementation  of  the  program  established  under 
this  order  and  its  implementing  directives. 

(b)  “Violation”  means: 

(1)  any  knowing,  willful  or  negligent  action  that  could  reasonably  be  cxpeaed  to  result  in  an 
unauthorized  disclosure  of  classified  information; 

(2)  any  knowing,  willful  or  negligent  action  to  classify  or  continue  the  classification  of 
information  contrary  to  the  requirements  of  this  order  or  its  implementing  directives;  ot 

(3)  any  knowing,  willful  or  negligent  action  to  create  or  continue  a  special  access  program 
contrary  to  the  requirements  of  this  order. 

(c)  “Infraction”  means  any  knowing,  willftd  or  negligent  action  contrary  to  the  requirements  of 
this  order  or  its  implementing  directives  that  does  not  comprise  a  “violation,”  as  defined  above. 

Sec.  5.2  Program  Direction. 

(a)  The  Director  of  the  Office  of  Mans^ement  and  Budget,  in  consultation  with  the  Assistant  to 
the  President  for  National  Securit)'  Affairs  and  the  co-chairs  of  the  Security  Policy  Board,  shall 
issue  such  direaives  as  are  necessary  to  implement  this  order.  These  directives  shall  be  binding 
upon  the  agencies.  Direaives  issued  by  the  Director  of  the  Office  of  Management  and  Budget 
shall  establish  standards  for; 

(1)  classification  and  marking  principles; 

(2)  agency  security  education  and  training  programs; 

(3)  agency  self-inspection  programs;  and 

(4)  classification  and  declassification  guides. 

(b)  The  Director  of  the  Office  of  Management  and  Budget  shall  delegate  the  implementation  and 
monitorship  functions  of  this  program  to  the  Director  of  the  Information  Security  Oversight 
Office. 

(c)  The  Security  Policy  Board,  established  by  a  Presidential  Decision  Directive,  shall  make  a 
recommendation  to  the  President  '’trough  the  Assistant  to  the  President  for  National  Security 
Affairs  with  respect  to  the  issuance  of  a  Presidential  directive  on  safeguarding  classified 
information.  The  Presidential  directive  shall  pertain  to  the  handling,  storage,  distribution, 
transmittal  and  destruction  of  and  accounting  for  classified  information. 

Sec.  5.3  Information  Security  Oversight  Office. 

(a)  There  is  established  within  the  Office  of  Management  and  Budget  an  Information  Security 
Oversight  Office.  The  Director  of  the  Office  of  Management  and  Budget  shall  appoint  the 
Director  of  the  Information  Security  Oversight  Office,  subject  to  the  approval  of  the  President. 
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(b)  Under  the  direaion  of  the  Director  of  the  Office  of  Management  and  Budget  acting  in 

consultation  with  the  Assistant  to  the  President  for  National  Security  Affairs,  the  Director  of 

the  Information  Security  Oversight  Office  shall; 

(1)  develop  directives  for  the  implementation  of  this  order; 

(2)  oversee  ^ency  actions  to  ensure  compliance  with  this  order  and  its  implementing 
directives; 

(3)  review  and  approve  agency  implementing  regulations  and  agency  guides  for  systematic 
declassificadon  review  prior  to  their  issuance  by  the  agency; 

(4)  have  the  authority  to  conduct  on-site  reviews  of  each  agency’s  program  established  under 
this  order,  and  to  require  of  each  agency  those  reports,  information,  and  other  cooperation 
that  may  be  necessary  to  fulfill  its  responsibilities.  If  granting  acc^-js  to  specific  categories 
of  classified  information  would  pose  an  exceptional  national  security  risk,  the  affected 
agency  head  or  the  senior  agency  official  shall  submit  a  written  justification  recommending 
the  denial  of  access  to  the  Director  of  the  Office  of  Management  and  Budget  within  60 
days  of  the  request  for  access.  Access  shall  be  denied  pending  a  prompt  decision  by  the 
Director  of  the  Office  of  Management  and  Budget,  who  shall  consult  on  this  decision 
with  the  Assistant  to  the  President  for  National  Security  Affairs; 

(5)  review  requests  for  original  classification  authority  from  agencies  or  officials  not  granted 
original  classification  authority  and,  if  deemed  appropriate,  recommend  presidential 
approval  through  the  Dircaor  of  the  Office  of  Management  and  Budget; 

(6)  consider  and  take  action  on  complaints  and  suggestions  from  persons  within  or  outside 
the  government  with  respect  to  the  administration  of  the  program  established  under  this 
order; 

(7)  have  the  authority  to  prescribe,  after  consultation  with  affected  agencies,  standardization 
of  forms  or  procedures  that  will  promote  the  implementation  of  the  program  established 
under  this  order; 

(8)  report  at  least  annually  to  the  President  on  the  implementation  of  this  order;  and 

(9)  convene  and  chair  interagency  meetings  to  discuss  matters  pertaining  to  the  program 
established  by  this  order. 

Sec.  5.4  Interagency  Security  Classification  AppeaL  Panel. 

(a)  Establishment  and  Administration. 

(1)  There  is  established  an  Intert^ency  Security  Classification  Appeals  Panel  (“Panel”).  The 
Secretaries  of  State  and  Defense,  the  Attorney  General,  the  Director  of  Central 
Intelligence,  the  Archivist  of  the  United  States,  and  the  Assistant  to  the  President  for 
National  Security  Affairs  shall  each  appoint  a  senior  level  representative  to  serve  as  a 
member  of  the  Panel.  The  President  shall  select  the  Chair  of  the  Panel  from  among  th*- 
Panel  members. 

(2)  A  vacancy  on  the  Panel  shall  be  filled  as  quickly  as  possible  as  provided  in  paragraph  (1), 
above. 
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(3)  The  Director  of  the  Information  Security  Oversight  Office  shall  serve  as  the  Executive 
Secretary.  The  staff  of  the  Information  Security  Oversight  Office  shall  provide  program 
and  administrative  support  for  the  Panel. 

(4)  The  members  and  staff  of  the  Panel  shall  be  required  to  meet  eligibility  for  access  standards 
in  order  to  fulfill  the  Panel’s  functions. 

(5)  The  Panel  shall  meet  at  the  call  of  the  Chair.  The  Chair  shall  schedule  meetings  as  may 
be  necessary  for  the  Panel  to  fulfill  its  functions  in  a  timely  manner. 

(6)  The  Information  Security  Oversight  Office  shall  include  in  its  reports  to  the  President  a 
summary  of  the  Panel’s  activities. 

(b)  Functions.  The  Panel  shall: 

(1)  decide  on  appeals  by  persons  who  have  filed  classification  challenges  under  section  1.9  of 
this  order; 

(2)  approve,  deny  or  amend  agency  exemptions  from  automatic  declassification  as  provided 
in  section  3.4  of  this  order;  and 

(3)  decide  on  appeals  by  persons  or  entities  who  have  filed  requests  for  mandatory 
declassification  review  under  section  3.6  of  this  order. 

(c)  Rules  and  Procedures.  The  Panel  shall  issue  bylaws,  which  shall  be  published  in  the  Federal 
Register  no  later  than  120  days  from  the  effective  date  of  this  order.  The  bylaws  shall  establish 
the  rules  and  procedures  that  the  Panel  will  follow  in  accepting,  considering,  and  issuing 
decisions  on  appeals.  The  rules  and  procedures  of  the  Panel  shall  provide  that  the  Panel  will 
consider  appeals  only  on  actions  in  which:  (1)  the  appellant  has  exhausted  his  or  her 
administrative  remedies  within  the  responsible  agency;  (2)  there  is  no  current  action  pending 
on  the  issue  within  the  federal  courts;  and  (3)  the  information  has  not  been  the  subject  of 
review  by  the  federal  courts  or  the  Panel  within  the  past  two  years. 

(d)  Agency  heads  will  cooperate  fully  with  the  Panel  so  that  it  can  fulfill  its  functions  in  a  timely 
and  fully  informed  manner.  An  agency  head  may  appeal  a  decision  of  the  Panel  to  the 
President  through  the  Assistant  to  the  President  for  National  Security  Affairs.  The  Panel  will 
report  to  the  President  through  the  Assistant  to  the  President  for  National  Security  Affairs  any 
instance  in  which  it  believes  that  an  agency  head  is  not  cooperating  fully  with  the  Panel. 

(e)  The  Appeals  Panel  is  established  for  the  sole  purpose  of  advising  and  assisting  the  President 
in  the  discharge  of  his  constitutional  and  discretionary  authority  to  protect  the  national 
security  of  the  United  States.  Panel  decisions  are  committed  to  the  discretion  of  the  Panel, 
unless  reversed  by  the  President. 

Sec.  5-5  Information  Security  Policy  Advisory  Council. 

(a)  Establishment.  There  is  established  an  Information  Security  Policy  Advisory  Council 
(“Council”).  The  Council  shall  be  composed  of  seven  members  appointed  by  the  President 
for  staggered  terms  not  to  exceed  four  years,  from  among  persons  who  have  demonstrated 
interest  and  expertise  in  an  area  related  to  the  subject  matter  of  this  order  and  are  not  otherwise 
employees  of  the  Federal  Government.  The  President  shall  appoint  the  Council  chair  from 
among  the  members.  The  Council  shall  comply  with  the  Federal  Advisory  Committee  Act, 
as  amended,  5  U.S.C.  App.  2. 
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(b)  Functions.  The  Council  shall: 

(1)  advise  the  President,  the  Assistant  to  the  President  for  National  Security  Affairs,  the 
Direaor  of  the  Office  of  Management  and  Budget,  or  such  other  executive  branch  officials 
as  it  deems  appropriate,  on  policies  established  under  this  order  or  its  implementing 
directives,  including  recommended  changes  to  those  policies; 

(2)  provide  recommendations  to  ^ency  heads  for  specific  subject  areas  for  systematic 
declassification  review;  and 

(3)  serve  as  a  forum  to  discuss  policy  issues  in  dispute. 

(c)  Meeting.  The  Council  shall  meet  at  least  twice  each  calendar  year,  and  as  determined  by  the 
Assistant  to  the  President  for  National  Security  Affairs  or  the  Director  of  the  Office  of 
Mans^ement  and  Budget. 

(d)  Administration. 

(1)  Each  Council  member  may  be  compensated  at  a  rate  of  pay  not  to  exceed  the  daily 
equivalent  of  the  annual  rate  of  basic  pay  in  effect  for  grade  GS-IS  of  the  general  schedule 
under  section  5376  of  title  5,  United  States  Code,  for  each  day  during  which  that  member 
is  engaged  in  the  aaual  performance  of  the  duties  of  the  Council. 

(2)  While  away  from  their  homes  or  regular  place  of  business  in  the  aaual  performance  of 
the  duties  of  the  Council,  members  may  be  allowed  travel  expenses,  including  per  diem 
in  lieu  of  subsistence,  as  authorized  by  law  for  persons  serving  intermittently  in  the 
Government  service  (5  U.S.C.  5703(b)). 

(3)  To  the  extent  permitted  by  law  and  subject  to  the  availability  of  funds,  the  Information 
Security  Oversight  Office  shall  provide  the  Council  with  administrative  services,  facilities, 
staff,  and  other  support  services  necessary  for  the  performance  of  its  functions. 

(4)  Notwithstanding  any  other  Executive  order,  the  functions  of  the  President  under  the 
Federal  Advisory  Committee  Aa,  as  amended,  that  are  applicable  to  the  Council,  except 
that  of  reporting  to  the  Congress,  shall  be  performed  by  the  Direaor  of  the  Information 
Security  Oversight  Office  in  accordance  with  the  guidelines  and  procedures  established  by 
the  General  Services  Administration. 

Sec.  5.6  General  Responsibilities. 

Heads  of  agencies  that  originate  or  handle  classified  information  shall: 

(a)  demonstrate  personal  commitment  and  commit  senior  management  to  the  successful 
implementation  of  the  program  established  under  this  order; 

(b)  commit  necessary  resources  to  the  effective  implementation  of  the  program  established  under 
this  order; 

(c)  designate  a  senior  agency  official  to  direct  and  administer  the  program,  whose  responsibilities 
shall  include: 

(1)  overseeing  the  agency’s  program  established  under  this  order,  provided,  an  agency  head 
may  designate  a  separate  official  to  oversee  special  access  programs  authorized  under  this 
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order.  This  official  shall  provide  a  full  accounting  of  the  agency’s  special  access  programs 
at  least  annually; 

(2)  promulgating  implementing  regulations,  which  shall  be  published  in  the  Federal  Register 
ro  the  extent  that  they  affect  members  of  the  public; 

(3)  establishing  and  maintaining  security  education  and  training  programs; 

(4)  establishing  and  maintaining  an  ongoing  self-inspection  program,  which  shall  include  the 
periodic  review  and  assessment  of  the  agency’s  classified  product; 

(5)  establishing  procedures  to  prevent  unnecessary  access  to  classified  information,  including 
procedures  that:  (i)  require  that  a  need  for  access  to  classified  information  is  established 
before  initiating  administrative  clearance  procedures;  and  (ii)  ensure  that  the  number  of 
persons  granted  access  to  classified  information  is  limited  to  the  minimum  consistent  with 
operational  and  security  requirements  and  needs; 

(6)  developing  special  contingency  plans  for  the  safeguarding  of  classified  information  used  in 
or  near  hostile  or  potentially  hostile  areas; 

(7)  assuring  that  the  performance  contract  or  other  system  used  to  rate  civilian  or  military 
personnel  performance  includes  the  management  of  classified  information  as  a  critical 
element  or  item  to  be  evaluated  in  the  rating  of:  (i)  original  classification  authorities;  (ii) 
security  managers  or  security  specialists;  and  (iii)  all  other  personnel  whose  duties 
significantly  involve  the  creation  or  handling  of  classified  information; 

(8)  accounting  for  the  costs  associated  with  the  implementation  of  this  order,  which  shall  be 
reported  to  the  Director  of  the  Information  Security  Oversight  Office  for  publication;  and 

(9)  assigning  in  a  prompt  manner  agency  personnel  to  respond  to  any  request,  appeal, 
challenge,  complaint  or  suggestion  arising  out  of  this  order  that  pertains  to  classified 
information  that  originated  in  a  component  of  the  agency  that  no  longer  exists  and  for 
which  there  is  no  clear  successor  in  function. 

Sec.  5.7  Sanctions. 

(a)  If  the  Director  of  the  Information  Security  Oversight  Office  finds  that  a  violation  of  this  order 
or  its  implementing  directives  may  have  occurred,  the  Director  shall  make  a  report  to  the 
head  of  the  agency  or  to  the  senior  agency  official  so  that  corrective  steps,  if  appropriate,  may 
be  taken. 

(b)  Officers  and  employees  of  the  United  States  Government,  and  its  contractors,  licensees, 
certificate  holders,  and  grantees  shall  be  subject  to  appropriate  sanctions  if  they  knowingly, 
willfully,  or  negligently: 

(1)  disclose  to  unauthorized  persons  information  properly  classified  under  this  order  or 
predecessor  orders; 

(2)  classify  or  continue  the  classification  of  information  in  violation  of  this  order  or  any 
implementing  directive; 

(3)  create  or  continue  a  special  access  program  contrary  to  the  requirements  of  this  order;  or 

(4)  contravene  any  other  provision  of  this  order  or  its  implementing  directives.  • 
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(c)  Sanctions  may  include  reprimand,  suspension  without  pay,  removal,  termination  of  classifica¬ 
tion  authority,  loss  or  denial  of  access  to  classified  information,  or  other  sanctions  in 
accordance  with  applicable  law  and  agency  regulation. 

(d)  The  agency  head,  senior  agency  official,  or  other  supervisory  official  shall,  at  a  minimum, 
promptly  remove  the  classification  authority  of  any  individual  who  demonstrates  reckless 
disregard  or  a  pattern  of  error  in  applying  the  classification  standards  of  this  order. 

(e)  The  agency  head  or  senior  agency  official  shall: 

(1)  take  appropriate  and  prompt  corrective  action  when  a  violation  or  infraction  under 
paragraph  (b),  above,  occurs;  and 

(2)  notify  the  Direaor  of  the  Information  Security  Oversight  Office  when  a  violation  under 
paragraph  (b)(1),  (2)  or  (3),  above,  ocxurs. 

Part  6  -  General  Provisions 

Sec.  6.1  General  Provisions. 

(a)  Nothing  in  this  order  shall  supersede  any  requirement  made  by  or  under  the  Atomic  Energy 
Act  of  1954,  as  amended,  or  the  National  Security  Act  of  1947,  as  amended.  “Restricted  Data” 
and  “Formerly  Restricted  Data”  shall  be  handled,  protected,  classified,  downgraded,  and 
declassified  in  conformity  with  the  provisions  of  the  Atomic  Energy  Act  of  1954,  as  amended, 
and  regulations  issued  under  that  Aa. 

(b)  The  Attorney  General,  upon  request  by  the  head  of  an  agency  or  the  Director  of  the 
Information  Security  Oversight  Office,  shall  render  an  interpretation  of  this  order  with  respea 
to  any  question  arising  in  the  course  of  its  administration. 

(c)  Nothing  in  this  order  limits  the  proteaion  afforded  any  information  by  other  provisions  of 
law,  including  the  exemptions  to  the  Freedom  of  Information  Act,  the  Privacy  Act,  and  the 
National  Security  Act  of  1947,  as  amended.  This  order  is  not  intended,  and  should  not  be 
construed,  to  create  any  right  or  benefit,  substantive  or  procedural,  enforceable  at  law  by  a 
party  against  the  United  States,  its  agencies,  its  officers,  or  its  employees.  The  foregoing  is  in 
addition  to  the  specific  provisos  set  forth  in  sections  1.2(b),  3.2(b)  and  5-4(e)  of  this  order. 

(d)  Executive  Order  No.  12356  of  April  6,  1982,  is  revoked  as  of  the  effective  date  of  this  order. 

Sec.  6.2  Effxave  Date. 

This  order  shall  become  effective  180  days  from  the  date  of  its  issuance. 

William  ].  Clinton 
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The  White  House 

April  17, 1995 
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Title  3 — ^Executive  Order  12972  of  September  18,  1995 


Amendment  to  Executive  Order  No.  12958 


By  the  authority  vested  in  me  as  President  by  the  Constitution  and  the  laws  of  the  United  States  of 
America,  and  in  order  to  amend  Executive  Order  No.  12958,  it  is  hereby  ordered  that  the  definition  of 
"agency”  in  section  1.1  (i)  of  such  order  is  hereby  amended  to  read  as  follows:  “(i)  “Agency”  means  any 
“Executive  agency”  as  defined  in  5  U.S.C.  105;  any  “Military  department”  as  defined  in  5  U.S.C.  102; 
and  any  other  entity  within  the  executive  branch  that  comes  into  the  possession  of  classified 
information.” 


William  J.  Clinton 

THE  WHITE  HOUSE 
September  18,  1995 
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November  19, 1999 
EXECUTIVE  ORDER  13142 


AMENDMENT  TO  EXECUTIVE  ORDER  12958  -- 
CLASSIFIED  NATIONAL  SECURITY  INFORMATION 

By  the  authority  vested  in  me  as  President  by  the  Constitution  and  the  laws  of  the  United  States  of 
America,  and  in  order  to  extend  and  establish  specific  dates  for  the  time  within  which  all  classified 
information  contained  in  records  more  than  25  years  old  that  have  been  determined  to  have  historical 
value  under  title  44,  United  States  Code,  should  be  automatically  declassified,  and  to  establish  the 
Information  Security  Oversight  Office  within  the  National  Archives  and  Records  Administration,  it  is 
hereby  ordered  that  Executive  Order  12958  is  amended  as  follows: 

Section  1.  In  the  first  sentence  of  section  3.4(a)  of  Executive  Order  12958,  the  words  "within  five  years 
fi-om  the  date  of  this  order"  are  deleted  and  the  words  "within  six  and  one  half  years  fi-om  the  date  of  this 
order"  are  inserted  in  lieu  thereof 

Sec.  2.  The  following  new  language  is  inserted  at  the  end  of  section  3.4(a):  "For  records  otherwise 
subject  to  this  paragraph  for  which  a  review  or  assessment  conducted  by  the  agency  and  confirmed  by 
the  Information  Security  Oversight  Office  has  determined  that  they:  (1)  contain  information  that  was 
created  by  or  is  under  the  control  of  more  than  one  agency,  or  (2)  are  within  file  series  containing 
information  that  almost  invariably  pertains  to  intelligence  sources  or  methods,  all  classified  information 
in  such  records  shall  be  automatically  declassified,  whether  or  not  the  records  have  been  reviewed, 
within  8  years  from  the  date  of  this  order,  except  as  provided  in  paragraph  (b),  below.  For  records  that 
contain  information  that  becomes  subject  to  automatic  declassification  after  the  dates  otherwise 
established  in  this  paragraph,  all  classified  information  in  such  records  shall  be  automatically 
declassified,  whether  or  not  the  records  have  been  reviewed  on  December  3 1  of  the  year  that  is  25  years 
from  the  origin  of  the  information,  except  as  provided  in  paragraph  (b),  below." 

Sec.  3.  Subsections  (a)  and  (b)  of  section  5.2  are  amended  to  read  as  follows: 

"(a)  The  Director  of  the  Information  Security  Oversight  Office,  under  the  direction  of  the  Archivist 
of  the  United  States  and  in  consultation  with  the  Assistant  to  the  President  for  National  Security 
Affairs  and  the  co-chairs  of  the  Security  Policy  Board,  shall  issue  such  directives  as  are  necessary 
to  implement  this  order.  These  directives  shall  be  binding  upon  the  agencies.  Directives  issued  by 
the  Director  of  the  Information  Security  Oversight  Office  shall  establish  standards  for: 

(1)  classification  and  marking  principles; 
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(2)  agency  security  education  and  training  programs; 

(3)  agency  self-inspection  programs;  and 

(4)  classification  and  declassification  guides. 

(b)  The  Archivist  of  the  United  States  shall  delegate  the  implementation  and  monitorship 
functions  of  this  program  to  the  Director  of  the  Information  Security  Oversight  Office." 

Sec.  4.  Subsection  (a)  and  the  introductory  clause  and  item  (4)  of  subsection  (b)  of  section  5.3  are 
amended  as  follows: 

(a)  Subsection  (a)  shall  read  "(a)  There  is  established  within  the  National  Archives  and  Records 
Administration  an  Information  Security  Oversight  Office.  The  Archivist  of  the  United  States  shall 
appoint  the  Director  of  the  Information  Security  Oversight  Office,  subject  to  the  approval  of  the 
President." 

(b)  The  introductory  clause  of  subsection  (b)  shall  read  "Under  the  direction  of  the  Archivist  of  the 
United  States,  acting  in  consultation  with  the  Assistant  to  the  President  for  National  Security 
Affairs,  the  Director  of  the  Information  Security  Oversight  Office  shall:". 

(c)  Item  (4)  of  subsection  (b)  shall  read  "(4)  have  the  authority  to  conduct  on-site  reviews  of  each 
agency's  program  established  under  this  order,  and  to  require  of  each  agency  those  reports, 
information,  and  other  cooperation  that  maybe  necessary  to  fulfill  its  responsibilities.  If  granting 
access  to  specific  categories  of  classified  information  would  pose  an  exceptional  national  security 
risk,  the  affected  agency  head  or  the  senior  agency  official  shall  submit  a  written  justification 
recommending  the  denial  of  access  to  the  President  through  the  Assistant  to  the  President  for 
National  Security  Affairs  within  60  days  of  the  request  for  access.  Access  shall  be  denied  pending 
the  response,". 


WILLIAM  J.  CLINTON 

THE  WHITE  HOUSE, 

November  19, 1999. 
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Department  of  Defense 

DIRECTIVE 


NUMBER  5200.1 

December  13, 1996 


ASD(C3I) 


SUBJECT;  DoD  Information  Security  Program 


References: 


(a)  DoD  Directive  5200.1,  subject  as  above,  June  7,  1982  (hereby 
canceled) 

(b)  Executive  Order  12958,  “Classified  National  Security  Information,” 
April  20,  1995,  as  amended 

(c)  Information  Security  Oversight  Office  Directive,  “Classified  National 
Security  Information,”  October  13,  1995 

(d)  DoD  Instruction  5230.21,  “Protection  of  Classified  National  Security 
Council  and  Intelligence  Information,”  March  15,  1982  (hereby 
canceled) 

(e)  through  (i),  see  enclosure  1 


1.  REISSUANCE  AND  PURPOSE 
This  Directive: 

1.1.  Reissues  reference  (a)  to  update  policy  and  responsibili-ties  for  the  DoD 
Information  Security  Program  under  references  (b)  and  (c). 

1 .2.  Replaces  references  (d)  through  (f) . 

1.3.  Continues  to  authorize  the  publication  of  DoD  5200. 1-R  (reference  (g)),  in 
accordance  with  DoD  5025. 1-M  (reference  (h)). 


2.  APPLICABILITY 

This  Directive  applies  to  the  Office  of  the  Secretary  of  Defense,  the  Military 
Departments,  the  Chairman  of  the  Joint  Chiefs  of  Staff,  the  Combatant  Commands,  the 
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Inspector  General  of  the  Department  of  Defense,  the  Defense  Agencies,  and  the  DoD 
Field  Activities  (hereafter  referred  to  collectively  as  “the  DoD  Components”). 


3.  DEFINITIONS 

3.1.  Compromise.  A  communication  or  physical  transfer  of  classified 
information  to  an  unauthorized  recipient. 

3.2.  Information.  Any  knowledge  that  may  be  communicated  or  documentary 
material,  regardless  of  its  physical  form  or  characteristics,  that  is  owned  by,  produced 
by  or  for,  or  is  under  the  control  of,  the  Department  of  Defense. 

3.3.  National  Security.  The  national  defense  or  foreign  relations  of  the  United 
States. 


4.  POLICY 

It  is  DoD  policy  that: 

4.1.  National  security  information  shall  be  classified,  declassified  and 
safeguarded,  in  accordance  with  national-level  policy  issuances.  Misclassification 
shall  be  avoided. 

4.2.  Declassification  of  information  shall  receive  equal  attention  with 
classification  to  ensure  that  information  remains  classified  only  as  long  as  required  by 
national  security  considerations. 

4.3.  The  volume  of  classified  national  security  information  shall  be  reduced  to  the 
minimum  necessary  to  meet  operational  requirements. 

4.4.  An  active  security  education  and  training  program  shall  be  established  and 
maintained  to  ensure  that  DoD  military  and  civilian  personnel  who  require  access  to 
classified  national  security  information  in  the  conduct  of  official  business  are  familiar 
with  their  responsibilities  for  protecting  such  information  from  unauthorized  disclosure. 


5.  RESPONSIBILITIES 

5.1.  The  Assistant  Secretary  of  Defense  for  Command.  Control.  Communications, 
and  Intelligence  shall: 
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5.1.1.  Serve  as  the  Senior  Agency  Official  for  the  Department  of  Defense 
under  subsection  5.6.(c)  of  E.O.  12958,  as  amended  (reference  (b)). 

5.1.2.  Direct,  administer,  and  oversee  the  DoD  Information  Security  Program 
to  ensure  that  the  program  is  efficient,  recognizes  assigned  authorities  and 
responsibilities,  and  that  appropriate  management  safeguards  are  in  place  to  prevent 
ffaud,waste,  and  abuse. 

5.1.3.  Approve,  when  appropriate,  requests  for  exceptions  to  DoD 
Information  Security  Program  policies  and  procedures. 

5.1.4.  Approve  and  publish  DoD  Instructions  and  Publications,  as  necessary, 
to  guide,  direct,  or  help  DoD  Information  Security  Program  activities,  consistent  with 
DoD  5025. 1-M  (reference  (h)). 

5.1.5.  Encourage  liaison  between  the  DoD  Components  and  industry; 
professional  associations;  academia;  Federal,  State,  and  local  government 
organizations;  and  international  organizations  to  acquire  information  that  may  be  of 
use  in  improving  the  DoD  Information  Security  Program. 

5.1.6.  Assist  the  Under  Secretary  of  Defense  for  Acquisition  and 
Technology,  as  required,  in  implementing  the  DoD  Acquisition  Systems  Protection 
Program,  both  by  establishing  security  policy  and  providing  technical  security  support 
to  that  program. 

5.2.  The  Under  Secretary  of  Defense  for  Policy  shall: 

5.2.1.  Direct,  administer  and  oversee  that  portion  of  the  DoD  Information 
Security  Program  pertaining  to  Special  Access  Programs,  foreign  government 
(including  North  Atlantic  Treaty  Organization)  classified  information,  the  National 
Disclosure  Policy  and  security  arrangements  for  international  programs. 

5.2.2.  Approve,  when  appropriate,  requests  for  exception  to  policy  involving 
any  programs  listed  in  paragraph  5.2.1.,  above. 

5.3.  The  Assistant  Secretary  of  Defense  for  Public  Affairs  shall: 

5.3.1.  Direct  and  administer  a  DoD  Mandatory  Declassification  Review 
Program  under  subsection  3.6.  of  E.O.  12958  (reference  (b)). 
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5.3.2.  Establish  policies  and  procedures  for  processing  mandatory 
declassification  review  requests,  including  appeals  consistent  with  subsection  3.6.(d) 
of  reference  (b)  and  Section  2001.13  of  the  Information  Security  Oversight  Office 
Directive  (reference  (c)),  which  make  maximum  use  of  DoD  Component  resources  and 
systems  established  to  implement  DoD  Directive  5400.7  (reference  (i)). 

5.4.  The  Under  Secretary  of  Defense  for  Acquisition  and  Technology  shall  serve 
as  the  office  of  primary  responsibility  and  provide  day-to-day  direction  and 
management  of  the  DoD  Acquisition  Systems  Protection  Program. 

5.5.  The  Secretaries  of  the  Military  Departments,  as  Agency  Heads  under 
reference  (b),  and  the  Heads  of  the  Other  DoD  Components,  shall: 

5.5.1.  Designate  a  senior  agency  official  for  their  respective  Departments 
who  shall  be  responsible  for  the  direction  and  administration  of  the  Department’s 
information  security  program,  to  include  active  oversight,  classification, 
declassification  and  security  education  and  training  programs  to  ensure  effective 
implementation  of  reference  (b)  and  DoD  5200. 1-R  (reference  (g)). 

5.5.2.  Ensure  that  funding  and  resources  are  adequate  to  carry  out  such 
oversight,  classification,  declassification  and  security  education  and  training  programs. 

5.5.3.  Consider  and  take  action  on  complaints  and  suggestions  from  persons 
in  or  outside  the  Government  regarding  the  Department’s  Information  Security 
Program. 

5.6.  The  Director.  National  Security  Agency,  shall,  as  the  designee  of  the 
Secretary  of  Defense,  when  necessary,  impose  special  requirements  on  the 
classification,  declassification,  marking,  reproduction,  distribution,  accounting,  and 
protection  of  and  access  to  classified  cryptologic  information. 
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6.  EFFECTIVE  DATE 

This  Directive  is  effective  immediately. 


Deputy  Secretary  of  Defense 


Enclosures  - 1 
1.  References 
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El.  ENCLOSURE  1 
REFERENCES,  continued 


(e)  DoD  Instruction  0-5230.22,  “Security  Controls  on  the  Dissemination  of 
Intelligence  Information,”  August  17, 1988  (hereby  canceled) 

(f)  DoD  Directive  5200.12,  “Conduct  of  Classified  Meetings,”  July  27,  1992  (hereby 

canceled) 

(g)  DoD  5200. 1-R,  “Department  of  Defense  Information  Security  Program 
Regulation,”  January  17, 1997  authorized  by  this  Directive 

(h)  DoD  5025. 1-M,  “DoD  Directives  System  Procedures,”  August  1994,  authorized 
by  DoD  Directive  5025.1,  June  24, 1994 

(i)  DoD  Directive  5400.7,  “DoD  Freedom  of  Information  Act  Program,”  May  13,  1988 
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ASSISTANT  SECRETARY  OF  DEFENSE 
6<X>0  DEFENSE  PENTAGON 
WASHINGTON,  DC  20301-6000 


COMMAND,  CONTROL. 
COMMUNICATIONS.  AND 
INTELLIGENCE 


FOREWORD 


This  Pamphlet  is  reissued  under  the  authority  of  DoD  Directive  5200.1,  “Information 
Security  Program,”  December  13, 1996.  It  prescribes  guidance  through  examples,  on 
the  markings  for  classified  national  security  information.  It  supersedes  the  1982, 
5200.1 -PH  guide. 


The  guidance  contained  is  derived  from  the  C.0. 12598,  “Classified  National  Security 
Information,”  its  implementing  instructions,  and  the  marking  guide  developed  by  the 
Information  Security  Oversight  Office.  This  pamphlet  applies  to  the  Office  of  the 
Secretary  of  Defense  (OSD),  the  Military  Departments,  the  Chairman  of  the  joint  Chiefs 
of  Staff,  the  Defense  Agencies,  and  the  DoD  Field  Activities  (hereafter  referred  to 
collectively  as  “the  DoD  Components”). 

Marking  classified  information  serves  several  purposes  in  the  Department  of  Defense.  It 
alerts  holders  to  the  presence  of  classified  information,  identifying  the  exact  information 
or  portion  that  needs  protection;  provides  guidance  for  downgrading  and 
declassification;  gives  the  reason  for  the  initial  classification  decision;  and  warns  the 
holders  of  any  special  access,  controls,  or  safeguarding  requirements.  While  we  can  not 
anticipate  every  marking  situation,  this  pamphlet  provides  the  basic  ground  rules  that 
apply  to  all  classified  information,  regardless  of  the  media  used.  For  specific  situational 
needs,  contact  your  agency’s  security  officer  for  guidance. 

This  Pamphlet  is  effective  immediately  for  use  by  all  the  DoD  Components.  The  Heads 
of  the  DoD  Components  may  issue  supplementary  instructions  when  necessary  to 
provide  for  unique  requirements  within  their  organizations. 

Send  recommended  changes  to  the  Pamphlet  to: 

Office  of  the  Assistant  Secretary  of  Defense  for  Command,  Control, 
Communications,  and  Intelligence 
Director,  Security  Programs 
6000  Defense  Pentagon 
Washington,  DC  20301-6000 

The  DoD  Components  may  obtain  copies  of  this  Pamphlet  through  their  own 
Publications  channels.  Approved  for  public  release;  distribution  unlimited.  Authorized 
registered  users  may  obtain  copies  of  this  Publication  from  the  Defense  Technical 
Information  Center. 
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Security  Reminders 

A.  Classification  decisions  are  either  original  or  derived. 

B.  Only  individuals  occupying  positions  specifically  authorized  in  writing  may  classify 
documents  originally. 

C.  Only  individuals  with  the  appropriate  security  clearance,  who  are  required  by  their 
work  to  generate  classified  source  information,  may  classify  derivatively. 

D.  There  are  three  levels  of  classification,  “TOP  SECRET”,  “SECRET”  and  . 
“CONFIDENTIAL.”  Do  not  use  other  terms,  such  as  “Official  Use  Only,”  or 
“Administratively  Confidential,”  to  identify  classified  national  security  information. 

E.  Information  shall  not  be  classified  for  any  reason  unrelated  to  the  protection  of  national 
security. 

F.  Classifiers  are  responsible  for  assuring  that  information  is  appropriately  classified  and 
properly  marked.  The  proper  markings  include  declassification  instructions. 

G.  To  have  access  to  classified  information,  a  person  must  have  a  security  clearance  at  an 
appropriate  level,  a  signed  SF  3 12,  “Classified  Information  Nondisclosure  Agreement,” 
and  the  “need-to-know.” 

H.  Individuals  who  believe  that  information  in  their  possession  is  inappropriately 
classified,  or  inappropriately  unclassified,  are  expected  to  bring  their  concerns  to  the 
attention  of  their  security  manager  or  the  classifier  of  the  information  for  resolution. 

I.  Classified  information  shall  not  be  discussed  or  read  in  public  places.  It  should  not  be  left 
unattended,  even  for  a  short  time  in  automobiles,  hotel  rooms,  private  residences  or  public 
lockers.  Only  approved  security  containers  are  authorized  for  storage. 

J.  Classified  information  shall  not  be  discussed  on  non-secure  telephones.  “Talking  around” 
is  a  dangerous  practice  and  does  not  provide  adequate  protection  to  classified  national 
security  information. 

K.  Notes,  rough  drafts,  informal  working  papers,  and  other  preliminary  documents  must  be 
handled  and  destroyed  as  classified  information.  This  is  especially  important  with 
computer  generated  documents  that  often  go  through  several  revisions.  Apply  the 
markings  as  the  document  is  being  created. 
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SECTION  1  -  Marking  “Originally  Classified”  Documents 


SECRET  - ^  ^ 

OFFICE  OF  THE  SECRETARY  OF  DEFENSE 
WASHINGTON,  DC 


MEMORANDUM  FOR  DASD  (I&S)  l.a. 

SUBJECT:  Classification  Markings  (U) 

"T^^U)  This  is  an  example  of  a  document  that  contains  originally  classified  information.  Standard 
markings  are  required  for  all  documents  as  shown  here.  These  markings  include: 

a.  (U)  Portion  marking(s)  for  each  section  of  a  document  to  reflect  the  classification  of  the 
information.  When  using  subsections  such  as  shown  here,  individual  markings  are  used.  When 
subsections  are  not  marked,  the  information  is  protected  at  the  level  of  protection  shown  by  the 
overall  section. 

b.  (U)  Overall  markings  conspicuously  using  larger  font  size  or  bold. 

c.  (U)  A  “Classified  by”  line  that  includes  the  name  or  personal  identifier  and  position  of  the 
originator. 


d.  (S)  A  reason  for  classification  as  shown  on  page  8  of  this  guide. 

e.  (U)  A  “Declassify  on”  line  that  indicates  the  following: 

( 1 )  The  date  or  event  for  declassification  not  to  exceed  1 0  years. 

(2)  The  date  that  is  10  years  from  the  date  of  the  original  decision. 

(3)  An  extension  beyond  the  initial  10  years  of  classification. 

(4)  An  authorized  and  app:  .able  e  .emption  category(ies)  as  described  on  page  10  of  this 
guide. 

2.  (S)  If  this  paragraph  contained  “Secret”  information,  the  portion  would  be  marked  with  the 
designation  “S”  in  parentheses.  If  the  paragraph  contained  “Confidential”  information,  the  portion 
would  be  marked  with  the  designation  “C”  in  parentheses. 


Classified  by: 

Reason: 
Declassify  on: 


Emmett  Paige,  Jr, 

ASD(C3I)  _ _ - 

1.5  (a)  and  (d) 
December  31,  XXXX' 


SECRET 


Note;  A  line  followed  by  a  reference  number,  throughout  this  pamphlet,  cites  the  paragraph  number  found 
on  the  same  page. 
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Portion  Markings  and  Overall  Classification  Marking 


SECRET-^ 

OFFICE  OF  THE  SECRETARY  OF  DEFENSE 
WASHINGTON,  DC 


MEMORANDUM  FOR  DASD  (I&S) 

1.  SUBJECT :  Portion  Markings  and  Overall  Classification  Marking  (U)' 


1.&2. 


1 .  (U)  The  first  step  in  marking  a  document  is  to  identify  the  classification  level  of  each 
portion  contained  in  the  document.  This  includes  each  paragraph,  subjects,  and  titles.  Only 
by  identifying  the  proper  classification  for  each  portion  can  the  overall  classification  level  be 
determined. 

a.  (U)  The  three  sample  paragraphs  shown  here  contain  “Unclassified,”  “Secret,” 
and  “Confidential”  information,  respectively.  Portion  markings  consist  of  the 
letters  “(U)”  for  unclassified,  “(C)”  for  “Confidential,”  “(S)”  for  “Secret,”  and 
“(TS)”  for  “Top  Secret.” 

b.  (U)  These  abbreviations  are  placed,  in  parentheses,  before  the  portion,  or  after 
the  title  to  which  they  apply. 

c.  (U)  Whenever  possible,  use  an  unclassified  title  or  subject  line.  If  a  classified 
title  and/or  subject  is  necessary,  follow  it  with  a  short,  unclassified  title. 


2.  (S)  The  second  step  in  classifying  a  document  is  determining  the  overall  classification 

of  the  document.  The  overall  classifici  is  determined  by  the  highest  classification  level 

of  information  contained  in  the  docum  In  the  example  shown  here,  “Secret”  is  the 

highest  level  of  classification.  This  is  paragraph  2.  If  it  were  to  contain  “Secret” 
information,  this  portion  would  be  marked  with  the  designation  “S”  in  parentheses. 

3.  (C)  “Conspicuously”  place  the  overall  classification  at  the  top  and  the  bottom  of  the 
page.  This  is  paragraph  3.  If  it  were  to  contain  “Confidential”  information,  this  portion 
would  Le  marked  with  the  designation  “C”  in  parentheses. 


Classified  by: 
Reason: 
Declassify  on: 


Emmett  Paige,  Jr.,  ASD(C3I) 

1.5  (a)  and  (d) 

December  31,  XXXX 

SECRET 
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Portion  Markings  and  Overall  Classification  Marking 


SECRET-^ 

UNCLASSIFIED 

4.  (U)  Mark  each  internal  page  with  the 
overall  classification,  or  with  the  highest 
classification  level  of  information  contained  on 
that  page. 

4.  (U)  When  using  overall  marking  on  every 
page  of  a  document,  ensure  that  extracts  of  the 
document  are  remarked  to  reflect  actual 
classification  and  source  description. 

5.  (S)  This  is  paragraph  5.  If  it  were  to  contain 
“Secret”  information,  this  portion  would  be 
marked  with  the  designation  “S”  in  parentheses. 

5.  (U)  This  is  paragraph  5.  Ifitwereto 
contain  “Unclassified”  information,  this  portion 
would  be  marked  with  the  designation  “U”  in 
parentheses. 

SECRET 

UNCLASSIFIED 

SECRET 


4.  (U)  This  is  paragraph  4.  It  is  an 
unclassified  paragraph  and  is  therefore  marked 
with  a  “U”  as  other  portions  on  this  page  are 
classified.  Should  this  paragraph  be  used  to 
create  another  document,  the  information  taken 
from  this  paragraph  from  this  page  would  remain 
unclassified. 

5.  (S)  This  is  paragraph  5.  Should  this 
paragraph  contain  “Secret”  information,  this 
portion  would  be  marked  with  the  designation 
“S”  as  indicated  at  the  beginning  of  this 
paragraph.  The  overall  classification  on  this 
page  is  marked  “Secret”  because  this  paragraph 
contain  Secret  information,  which  is  the  highest 

SECRET  9 


SECRET 

(S)  level  of  classification  contained  on  the 
page.  When  a  classified  or  unclassified 
paragraph  is  too  long  and  must  be  carried  over 
to  another  page,  the  classification  MUST  be 
carried  forward  as  well. 

6.  (U)  This  is  paragraph  6.  Ifitwereto 
contain  only  “Unclassified”  information,  this 
portion  would  be  marked  with  the  designation 
“U”  in  parentheses. 


SECRET  10 


6 


7 


Front  Cover 


“Classified  by”  and  “Reason  for  Classification”  Line 


SECRET 

OFFICE  OF  THE  SECRETARY  OF  DEFENSE 
WASHINGTON,  DC 


MEMORANDUM  FOR  DASD  (I&S) 
SUBJECT;  “Classified  by”  Line  (U) 


31  August  1996 


1 .  (S)  The  third  step  in  properly  marking  a  document  is  to  annotate  the  original 
classification  authority  on  the  document.  This  is  accomplished  by  placing  the  original 
classification  authority  on  the  “Classified  by”  line.  The  “Classified  by”  line  should  include 
the  name  or  personal  identifier  of  the  actual  classifier  and  their  position.  If  the  identification 
of  the  originating  agency  is  not  apparent  on  the  face  of  the  document,  place  libelow  the 
“Classified  by”  line. 

2.  (U)  Each  original  classification  decision  shall  state  a  reason  for  classifying. 
Classification  may  be  applied  only  to  information  described  in  the  following  categories  as 
specified  in  section  1.5  of  Executive  Order  12958,  “Classified  National  Security 
Information”  are: 


a.  (U)  Military  plans,  weapons  systems  or  operations. 

b.  (U)  Foreign  government  information. 

c.  (U)  Intelligence  activities  (including  special  activities),  intelligence  sources  or 

methods,  or  cryptology. 

d.  (U)  Foreign  relations  or  foreign  activities  of  the  U.S.,  including  confidential  sources. 

e.  (U)  Scientific,  technological,  or  economic  matters  relating  to  the  national  security, 
f  (U)  U.S.  Government  programs  for  safeguarding  nuclear  materials  or  facilities. 

g.  (U)  Vulnerabilities  or  capabilities  of  systems,  installations,  projects  or  plans  relating 
to  the  national  security. 


3.  (U)  The  original  classifier  shall  identify  a  concise  reason  for  classification  which,  at  a 
minimum  cites  the  applicable  classification  categories  in  section  1.5  of  E.0. 12958  as  the 
basis  for  classification.  Original  classifiers  mast  ensure  that  the  exemption  category 
selected  is  consistent  with  the  reason  for  classi^cation  cited  on  the  document. 


Classified  by: 
Reason: 

OR 

Reason: 
Declassify  on: 


Emmett  Paige,  Jr.,  - - 

Military  Plans;  Foreign  Relations' 


1.5  (a)  and  (d) - 

December  31,  XXXX 


SECRET 
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“Declassify  on”  Line 

The  final  essential  marking  indicates  the  duration  of 
classification.  This  information  is  placed  on  the 
“Declassify  on”  line.  When  determining  the  duration 
of  classification,  choose  one  of  the  following  three 
declassification  instructions;  (Whenever  possible, 
select  the  declassification  instruction  that  will  result  in 
the  shortest  duration  of  classification.) 

1.  Date  or  Event 

When  possible,  identify  the  date  or  event  for 
declassification  which  corresponds  to  the  lapse  of  the 
information’s  national  security  sensitivity.  The  date  or 
event  shall  not  exceed  10  years  from  the  date  of  the 
original  classification 


OR 

2.  Ten  Year  Duration 

When  a  specific  date  or  event  cannot  be  determined, 
identify  the  date  that  is  10  years  from  the  date  of  the 
original  classification 


OR 

3.  Exemptions  from  the  Ten  Year  Rule 

If  the  information  has  been  determined  exempt  from 
declassification  at  10  years  by  the  original  classifier, 
place  the  letter  “X”  plus  a  brief  recitation  of  the 
exemption  category(ies)  OR  the  letter  “X”  plus  the 
corresponding  number  to  that  exemption  category(ies) 
in  section  1.6(d)  of  Executive  Order  12958. 

See  next  page  for  a  list  of  these  exemption  categories 
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Section  1.6(d)  “‘Exemption  Categories” 
Exemption  from  10-year  Declassification 


XI.  Reveal  an  intelligence  source,  method,  or  activity,  or  a 
cryptologic  system  or  activity. 

X2.  Reveal  information  that  would  assist  in  the 

development  or  use  of  weapons  of  mass  destruction. 

X3.  Reveal  information  that  would  impair  the 

development  or  use  of  technology  within  a  United 
States  weapons  system. 

X4,  Reveal  United  States  militaty  plans  or  national 
security  emergency  preparedness  plans. 

X5.  Reveal  foreign  government  information. 

X6.  Damage  relations  between  the  United  States  and  a 
foreign  government,  reveal  a  confidential  source,  or 
seriously  undermine  diplomatic  activities  that  are 
reasonably  expected  to  be  ongoing  for  a  period  greater 
than  10  years. 

X7,  Impair  the  ability  of  responsible  United  States 
Government  officials  to  protect  the  President,  the 
Vice  President,  and  other  individuals  for  whom 
protection  services,  in  the  interest  of  national  security, 
are  authorized. 

X8.  Violate  a  statute,  treaty  or  international  agreement. 


Working  Papers 

Working  papers  are  documents  and  material  accumulated  or  created  in  the  preparation  of  finished 
documents  and  material.  Working  papers  containing  classified  information  shall  be: 

1.  Dated  when  created. 

2.  Marked  with  the  highest  classification  of  any  information  contained  therein. 

3.  Protected  in  accordance  with  the  assigned  classification. 

4.  Accounted  for,  controlled,  and  marked  in  the  manner  prescribed  for  a  finished  document  of  the 
same  classification  when  retained  more  than  1 80  days  from  date  of  origin  or  released  by  the 
originator  outside  the  activity.  This  requirement  extends  to  all  classification  levels. 


Information  Transmitted  Electronically 

Information  transmitted  electronically,  and  retained  as  permanent  records,  must  be  marked,  as  would 
any  other  classified  document,  with  the  following  special  provisions: 

1 .  The  first  item  in  the  text  must  be  the  overall  classification  of  the  information. 

2.  For  information  printed  by  an  automated  system,  overall  and  page  markings  may  be  applied  by 
the  system,  provided  they  stand  out  conspicuously  from  the  text.  In  older  systems,  this  may  be 
achieved  by  surrounding  the  markings  with  asterisks  or  other  symbols. 

3.  Properly  completed  “Classified  by”  anf  “Reason”  lines  or  “Derived  from”  line,  declassification 
instructions,  and  downgrading  instructions  (when  appropriate)  must  be  included  in  the  last  line. 
Declassification  and  downgrading  instructions  shall  not  be  used  for  information  containing 
Restricted  Data  or  Formerly  Restricted  Data. 

4.  The  following  abbreviations  may  be  used: 

“CLASS”  for  “Classified  by” 

“RSN”  for  Reason  (only  necessar,  ua' originally  classified  information) 

“DECT”  for  “Declassify  on” 

“DERV”  for  “Derived  from” 

“DNG”  for  “Downgrade  to” 


See  example  of  an  electronically  transmitted  message  on  the  next  page. 
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RELEASER 


JOINT  MESSAGE  FORM 


SECURITY  CLASSIFICATION 


Page 

01  of  01 


BOOK 


DTG  RELEASE  TIME  PRECEDENCB  CLASS 


SPECAT  LMF 


ORIG  MSG  IDENT 


MESSAGE  HANDLING  INSTRUCTIONS 


FROM:  JCS  WASHINGTON  DC//J3// 
TO:  SECDEF  WASHINGTON  DC 


SECRET 


SUBJ:  PREPARATION  OF  DD  FORM  173,  "JOINT  MESSAGE  FORM"  (U) 

REF  DOD  5  200.  1-R 

1.  (U)  THE  THREE  LEVELS  OF  CLASSIFICATION  ARE  DOUBLE  SPACED  WHEN 
TYPED  ON  THE  CLASSIFICATION  LINE. 

2.  (  S)  PORTION  MARKING  REQUIREMENTS  FOR  MESSAGES  ARE  THE  SAME  AS  FOR 
OTHER  DOCUMENT  S. 

3.  (C)  THE  "CLASSIFIED  BT"  OR  "DERIVED  FROM"  LINE  MUST  ffi  INCLUDED 
IN  THE  LAST  LINE  OF  THE  MESSAGE. 

4.  (U)  DECLASSIFICATION  MARKINGS  ARE  ABBREVIATED  ON  THE  DD  FORM  173 
AS  FOLLOWS  -  A  SPECIFIC  DATE  FO  R  DECLASSI  FI  CAT  ION  (I.E.  AUGUST  31, 
1996),  IS  SHOWN  AS  "DECL  31  AUG  96";  A  SPECIFIC  EVENT  FOR 
DECLASSIFICATION,  (I.E.  THE  CC  LET  ION  OF  AN  OPERATION)  IS  SHOWN  AS 
"UECL  COMPLETION  OF  OPERATION". 

DEFV  303  123,  DECL  31  AUG  96 


DRAFTER  TYPED  NAME  TITLE  OFFICE  SYMBOL  PHONE  SPECIAL  INSTRUCTIONS 


COL  J.K.  LAUER 

DH  COMPTROLLER  57040  1  JUN  96 


SIGNATURE 


SECURITY  CLASSIFICATION 

SECRET 


DATE  TIME  GROUP 


SECTION  2  -  Marking  “Derivatively  Classified”  Documents 


SECRET 

ABC  Battalion  Report  (U) 


Derivatively  Classifying  From  a  Source  Document  and  Portion  Markings  (U) 

1 .  (S)  Derivative  classification  is  the  act  of  incorporating,  paraphrasing,  restating,  or 
generating  in  new  form,  information  that  is  already  classified,  and  marking  the  newly 
developed  material  consistent  with  the  markings  of  the  source  information.  The  source 
information  ordinarily  consists  of  a  classified  document  or  documents,  or  a  classification 
guide  issued  by  an  original  classification  authority.  This  paragraph  contains  incorporated 
information  taken  from  the  second  paragraph  of  a  source  document,  a  paragraph 
marked  “Secret.”  Therefore,  this  paragraph  is  marked  with  an  “S.”  This,  “derivative” 
document  contains  no  other  classified  information.  Therefore,  portion  mark  all  other 
portions  with  a  “U.” 

j 

2.  (U)  When  using  a  classified  source  document  as  the  basis  for  derivative  classification, 
the  markings  on  the  source  document  determine  the  markings  to  be  applied  to  the  derivative 
document. 

(a)  (U)  As  with  documents  created  by  original  classifiers,  each  derivative  document 
must  have  portion  markings  and  overall  classification  markings. 

(b)  (U)  The  “Classified  by”  line  is  replaced  with  a  “Derived  from”  line.  The  “Reason” 
line,  as  reflected  in  the  source  document(s)  or  classification  guide,  is  not  required  to  be 
transferred  to  the  derivative  document.  Examples  are  on  pages  14  and  15  of  this  guide. 


;  SECRET 

I  I  September.  1996 

Special  Repor--ANX-128  (U) 

1.  (U)  This  is  paragraph  1  which  contains 

!  “Unclassified”  information.  This  portion  will 
I  therefore  be  marked  with  the  designation  “U”  in 
I  parentheses. 

j  2.  (S)  This  is  paragraph  2  which  contains 

I  “Secret”  information.  This  portion  will 
I  therefore  be  marked  with  the  designation  "S”  in 

!  parentheses. 

Classified  by:  Emmett  Paige,  Jr. 

ASD(C3I) 

q  Reason:  1.5  (a)  and  (d) 

H  Declassifv' on:  December  3 1, 2000 

2  SECRET 


SECRET 
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Portion  Markings  and  Overall  Classification  Marking  of  a  Derivative  Document 


SECRET 


SECRET 


ABC  Battalion 


Special  Report  (U) 


Derived  from:  DoD  SCO  #128 
Declassify  on:  3 1  December  2000 


November  1996 


SECRET 


If  a  “derivative” 
document  contains  more 
than  one  page,  the 
“overall  classification 
marking"  will  be  placed 
at  the  top  and  bottom  of 
the  front  cover  (if  any), 
the  title  page  (if  any), 
the  first  page  and  on  the 
outside  of  the  back 
cover  (if  any). 


SECRET 


SECRET 


September  1.  1996 
(Date  of  origin) 

■  Subject:  DoD  SCG  #128  (C) 


I  ASD(C3I) 

iReason:  1.5(a)  &(d) 
jbeclassify  on:  31  December.  2000 


SECRET 


SECRET 
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“Derived  from”  and  “Declassify  on”  Line 


SECRET 

OFFICE  OF  THE  SECRETARY  OF  DEFENSE 
WASHINGTON,  DC 


MEMORANDUM  FOR  DASD  (I&S) 


26  June  1996 


SUBJECT :  “Derived  from"  and  “Declassify  on”  Line  (U) 

1 .  (U)  Identify  the  source  used  as  the  basis  for  classification  on  the  “Derived  from”  line  of 
the  derivative  document 

2.  (S)  The  “Declassify  on”  line  of  the  source  document  is  carried  forward  to  the 
“Declassify  on”  line  of  the  derivative  document.  This  is  paragraph  2.  If  it  were  to  contain 
“Secret”  information,  this  portion  would  be  marked  with  the  designation  “S”  in  parentheses. 

3.  (U)  When  the  “Declassify  on”  line  of  the  source  document  is  marked  “Originating 
Agency’s  Determination  Required”  or  “OADR”,  mark  the  “Declassify  on”  line  of  the 
derivative  document  to  indicate: 

a.  (S)  The  fact  that  the  source  document  is  marked  “OADR.” 

b.  (U)  The  date  of  origin  of  the  source  document. 

4.  (U)  This  marking  will  permit  future  determination  when  classified  information  becomes 
25  years  old.  If  the  information  is  determined  to  be  of  permanent  historic  value,  provisions 
ofthe  automatic  declassification  program  (section  3.4  of  E.O.  12958)  apply. 


Deri\'ed  from: 


Declassify  on: 


ASD(C3I)  Memorandur. 

Subj :  Classification  Markings  (U) 
Source  document  marked  “OADR” 
Date  of  source  6/25/94 


SECRET 


Source  Document 


June  25. 1994 

(  Date  of  origin) 


I  Subject:  Classification 
i  Markings  (U) 


,  Classified  by:  ASD(C3I) 
i  Declassify  on:  OADR* 


Note:  “OADR  ”  is  not  an  approved  marking  for  documents  originally  classified  under  E. 0. 12958. 
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Derivatively  Classifying  From  Multiple  Sources 

Portion  Marking 

When  using  more  than  one  classified  source  document  in  creating  a  derivative  document,  portion  mark 
the  classified  information  incorporated  in  the  derivative  document  with  the  classification  level  indicated 
on  the  source  documents.  In  the  example  shown,  paragraph  one  of  the  derivative  document  incorporates 
“Secret”  information  from  paragraph  one  of  Source  1  and  paragraph  two  of  the  derivative  document 
incorporates  “Confidential”  information  from  paragraph  one  of  Source  2.  The  remainder  of  the 
derivative  document  is  “Unclassified”. 


Overall  Classification  Marking 

The  derivative  document  will  be  conspicuously  marked  at  the  top  and  bottom  with  the  highest 
classification  level  of  information  found  in  any  portion  of  the  document.  The  overall  classification 
shown  here  is  “Secret.”  If  the  derivative  document  contains  more  than  one  page,  each  page  will  be 
marked  with  an  overall  marking.  (Refer  to  page  6  for  review.) 


SECRET 

ICONFIDENTIAL 

(C)  - 


u 

u 

a 

o 

!/2 


V 

u 

im 

s 

o 

CZ) 


CONFIDENTIAL 


> 

> 

Q 


(SU 

SECRET  ^ 

(C) 

(U) 

SECRET  ^ 

16 


“Derived  from”  Line 


Enter  “Multiple  Sources”  on  the  “Derived  from”  line  of  the  derivative  document  to  indicate  that  more 
than  one  classified  source  was  used. 


u 

h 

s 

o 

!/5 


Source  document  Marked  “Multiple  Sources” 


A  source  document  that  is  itself  marked  “Multiple  Sources”  presents  a  special  problem  in 
identifying  that  document  on  the  “Derived  from”  line  of  the  new  document.  The  “Multiple 
Sources”  notation  will  not  be  carried  forward  to  the  new  document  as  the  actual  sources  of 
classification  could  not  be  traced.  Instead,  identify  the  source  document  by  originator,  date  and 
subject  on  the  “Derived  from”  line  of  the  derivative  document. 


Derivative  Document 


©SECRET 

OFFICE  OF  THE  SECRETARY  OF  DEFENSE 
WASHINGTON.  DC 

MEMORANDUM  FOR  DASD  (I&S)  July  25.  1995 

SUBJECT:  Security  Awareness  of  Classification 
Markings  (U) 

I.  (S)  This  is  paragraph  1  which  contains 
“Secret”  information  This  portion  will  therefore  be 
marked  with  the  designation  “S"  in  parentheses. 

2.  (U)  This  is  paragraph  2  which  contains 

“Unclassified”  information.  This  portion  will 
therefore  be  marked  with  the  designation  “U”  in 
parentheses. 

ASD(C3I) 


Classified  by:  Multiple  Sources 

Declassify  on:  OADR 

_ SECRET _ 

Derivative  Document  used  as  a  Source 
Document 


Prior  to  E.O.  12958,  all  documents  carried  a 
“Classified  by:”  line. 
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Identification  of  all  classified  sources 

Maintain  the  identification  of  all 
classified  sources  with  the  file  or 
record  copy  of  the  derivative 
document.  If  practicable,  include  the 
list  with  all  copies  of  the  derivative 
document. 


Official  File  Copy 


Derived  from:  Multiple  Sources 

Source  1:  ASD(C3I)  Memo  dtd 

Oct  15,  95;  Subj:  _ 

Declassify  on:  X-6 


Source  2:  SECDEF  Memo  dtd 

July  1, 94;  Subj: _ _ 

Declassify  on:  OADR 


‘‘Declassify  on  ”  Line 

Prior  to  marking  the  Derivative  document  with  the  “Declassify  on”  Line,  determine  which  source  document 
requires  the  longest  period  of  classification.  Once  that  has  been  determined,  the  derivative  document 
should  reflect  the  longest  period  of  classification  as  indicated  here. 

(To  review  declassification  instructions,  classification  duration  and/or  exemptions,  see  pages  9  and  10) 
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Sample  page  from  the  sample  guide 


Derivatively  Classifying  from 
a  Classification  Guide 

A  classification  guide  is  a  document  issued  by 
an  original  classification  authority  that 
provides  derivative  classification  instructions. 
It  describes  the  elements  of  information  that 
must  be  protected,  and  the  level  and  duration 
of  classification 


Department  of  Defense 
Security  Classification 
Guide 


Subject 


1.  Program  Planning 

2.  Program  Progress 

3.  Technical  Scope 

4.  Vulnerability 

5.  Limitations 


Classification  Instructions 
Level  Reason  Duration 


l.S(a)  4/15/05 
V.5(g)  x-3 


^(g)  ! 


Department  of  Defense 

Security  Classification 
Guide  -  128  (U) 


l  November  1995 


Portion  Markings  ^ 

Paragraph  I  of  this  derivative  document 
contains  information  that  paragraph  3 
of  the  classification  guide  specifies  shall 
be  classified  “Confidential.”  Following 
the  guidelines  of  the  Classification 
Guide,  the  first  paragraph  has  been 
marked  with  a  “C.”  All  other  portions 
are  unclassified,  as  indicated  in  the 
Classification  Guide,  and  are  marked 
appropriately  with  a  “U.” 

Overall  Classification  Marking 

Conspicuously  mark  the  overall 
classification  at  the  top  and  bottom  of 
the  derivative  document.  As  shown 
here,  the  highest  classification  level  is 
“Confidential.” 


CONFIDENTIAL 

Title  (U) 


(C)  This  paragraph  includes  information 
about  technical  scope. 

(U)  This  paragraph  includes  information  on 

program  planning 

(U)  This  paragraph  includes  information  on 

program  progress. 


— •  Derived  from;:  Scty  Class  Guide  #128 
«  Dated;  11/1/95 

Declassify  on:  April  15,  2005 

k  CONFIDENTIAL 
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SECTION  3  -  Marking  Special  Types  of  Information  and  Material 
Classification  Extensions 

SECRET 

OFFICE  OF  THE  SECRETARY  OF  DEFENSE 
WASHINGTON,  DC 

MEMORANDUM  FOR  DASD  (I&S)  26  August  1996 

SUBJECT :  Classification  Extensions  (U) 

1 .  (U)  An  original  classification  authority  may  extend  the  duration  of  classification 
for  successive  periods  not  to  exceed  ten  years  at  a  time.  For  information  contained  in 
records  determined  to  be  permanently  valuable,  multiple  extensions  shall  not  exceed 
25  years  from  the  date  of  the  information’s  origin. 

2.  (S)  Revise  the  “Declassify  on”  line  to  include  the  new  declassification 
instructions,  and  the  identity  of  the  person  authorizing  the  extension  and  the  date  of 
the  action. 

3.  (U)  Reasonable  attempts  should  be  made  to  notify  all  holders  of  a  classification 
extension. 


Classified  by:  Emmett  Paige,  Jr. 
ASD(C3I) 

Reason;  1 .5  (a)  and  (d) 

Declassify  on:Decemher  31,  X) 


SECRET 


Classification  extended  on 
Dec.  1,  XXXX  until  Dec.  1, 2010 
by  William  S.  Cohen,  SECDEF 
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Foreign  Government  Information 

SECRET 

OFFICE  OF  THE  SECRETARY  OF  DEFENSE 
WASHINGTON,  DC 


MEMORANDUM  FOR  DEPSECDEF  27  March  1996 

SUBJECT:  Foreign  Government  Information  (U) 

1.  (U)  The  U.S.  Government  affords  protection  to  information  provided  by  foreign 
governments.  Care  must  be  taken  to  identify  the  source  of  the  information. 

2.  (FGI-C)  Mark  the  portions  that  contain  the  foreign  government  information  to 
indicate  the  country  of  origin  and  the  classification  level.  Substitute  the  words 
“Foreign  Government  Information”  or  “FGI”  where  the  identity  of  the  specific 
government  must  be  concealed.  The  identify  of  the  concealed  foreign  source  in  this 
example  must  be  maintained  with  the  record  copy  and  adequately  protected. 

3.  (UK-S)  This  paragraph  contains  information  marked  “Secret”  by  the  government 
of  United  Kingdom.  The  “Derived  From”  citation  should  cite  the  title  of  the 
document  provided.  Declassification  date,  event,  or  exemption  category  is  carried 
forward,  if  known. 


Derived  from:  FGI  Source  Document  or 

Identify  Foreign  Government 

Source  Document  dat<  .i _ 

Declassify  on:  X5,  FGI 

When  the  identity  of  the  country  must  be  concealed,  substitute 
“Foreign  Government  Information  (FGI)”  for  the  name  of  the 
specific  country  and  note  the  country  in  the  record  copy  of  the 
document. 

I _ SECRET _ 

Include  the  following  statement  at  the  bottom  of  documents  containing  classified foreign 
government  information:  “This  document  contains  (country  of  origin)  Information.  ” 
Routine  correspondence,  such  as  this  memorandum,  does  not  require  this  statement. 
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Letters  of  Transmittal 


SECRET 

OFFICE  OF  THE  SECRETARY  OF  DEFENSE 
WASHINGTON,  DC 

MEMORANDUM  FOR  DASD  (I&S)  August  27,  1996 

SUBJECT:  '  Letters  of  Transmittal 

1 .  Information  in  transmittal  letters  are  marked  on  the  basis  of  content.  Frequently, 
unclassified  transmittal  letters  have  classified  attachments.  The  overall  marking  on  the 
transmittal  letter  must  reflect  the  highest  classification  of  its  attachments. 

2.  Conspicuously  mark  an  unclassified  transmittal  document  with  the  highest 
classification  level  of  any  information  transmitted  by  it.  Also  mark  the  transmittal 
document  with  an  appropriate  instruction  indicating  that  it  is  unclassified  when 
separated  from  classified  enclosures,  as  shown  here. 

Joseph  Smith 
OASD(C3I) 

Attac  hments 

1 .  Secret  C3I  memorandum,  dated _ subj: _ 

2.  Memo  dated 


Unclassified  when  separated  from  classified  enclosures' 

SECRET""^ 
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Letters  of  Transmittal 


SECRET 

OFFICE  OF  THE  SECRETARY  OF  DEFENSE 
WASHINGTON,  DC 

MEMORANDUM  FOR  DEPSECDEF  August  3 1 ,  1 996 

SUBJECT:  Letter  of  Transmittal  With  Classified  Information  (U) 

1 .  (U)  If  the  transmittal  document  itself  contains  classified  information,  mark  it  as 
required  for  all  other  classified  information,  except; 

a.  (U)  Conspicuously  mark  the  top  and  bottom  of  the  transmittal  document 

with  the  highest  classification  level  of  any  information  contained  in  the 
transmittal  document  or  its  enclosures; 

b.  (C)  Mark  the  transmittal  document  with  an  appropriate  instruction 
indicating  its  overall  classification  level  when  separated  from  its  enclosures 
as  shown  in  this  example. 

2.  (U)  The  derived  from  line  reflects  the  decision  applied  to  the  transmittal  letter.  Page 
23  of  the  Security  Classification  Guide- 123  requires  the  paragraph  above  to  be 
Confidential. 

3.  (U)  In  this  example,  the  Attachment  is  classified  SECRET.  Therefore,  the  overall 
classification  of  this  particular  transmittal  letter  is  marked  “SECRET”. 


Emmett  Paige,  Jr. 

ASD(C3I) 

Attachment 

Secret  memo  dtd _ subj _ 

Derived  from:  SCG-123  •— 

Declassify  on:  December  3 1 ,  XXXX 

_ -1. 

Downgrade  to  Confidential  when  separated  from  Secret  enclosure 

_ ^3. 

SECRET 


Atomic  Energy  Information 


SECRET 
Restricted  Data 

OFFICE  OF  THE  SECRETARY  OF  DEFENSE 
WASHINGTON,  DC 


MEMORANDUM  FOR  DEPSECDEF 


August  31,1 996 


SUBJECT:  Atomic  Energy  Act  of  1 954  (U) 

1 .  (S-RD)  Documents  containing  “Restricted  Data”  or  “Formerly 
Restricted  Data”  as  defined  by  the  Atomic  Energy  Act  of  1954, 
should  have  abbreviated  markings  (“RD”  or  “ERD”)  included  with 
the  classification  marking  (S-RD). 

a.  (S-FRD)  This  paragraph  contains  “Secret”  Formerly  Restricted 
Data  only.  RD  markings  will  not  be  applied. 


b.  (S-RD)(N)  Critical  Nuclear  Weapon  Design  Information 
(CNWDI)  shall  be  marked  with  an  “N”  in  separate  parentheses 
following  the  portion  marking. 


3.  (U)  Special  warning  notices  are  applied  to  RD,  FRD,  and 
CNWDI.  If  a  document  combines  both  as  depicted  here,  only  the  RD 
warning  notice  is  affixed.  No  declassification  instructions  are  used. 


Joseph  Smith 
OASD(C3I) 


Attachment 

Derived  from:  DoE  CG-W5 

(identify  the  classifier) 


Warning  notice 


Restricted  Data 
SECRET 


Warning  Notices: 

RESTRICTED  DA  TA. 
This  document  contains 
RESTRICTED  DATA  as 
defined  in  the  Atomic 
Energy  Act  of  1954. 
Unauthorized  disclosure 
subject  to  administrative 
and  criminal  sanctions. 


FORMERLY 
RESTRICTED  DATA. 

Unauthorized  disclosure 
subject  to  administrative 
and  criminal  sanctions. 
Handle  as  RESTRICTED 
DATA  in  foreign 
dissemination;  Section 
144b,  Atomic  Energy  Act 
of  1954. 


CNWDI 

Critical  Nuclear  Weapon 
Design  Information-DoD 
Directive  5210.2  applies. 


E.O.  12958  does  not  apply  to  “Restricted  Data”  or  “Formerly  Restricted  Data.”  This  example  shows  how  to  integrate 
Restricted  Data  and  Formerly  Restricted  Data  into  a  DoD-generated  document.  The  Department  of  Defense  does  not  originate 
RD  or  FRD;  therefore,  all  documents  should  reflect  “derived  from:”  byline.  In  this  example,  we  are  citing  a  Joint  DoD  and 
DoE  classification  guide  published  by  the  Department  of  Energy.  For  additional  guidance,  see  your  security  officer. 
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Classification  by  Compilation 


CONFIDENTIAL 

OFFICE  OF  THE  SECRETARY  OF  DEFENSE 
WASHINGTON,  DC 


MEMORANDUM  FOR  DASD  (I&S) 


August  31,1 996 


SUBJECT :  Classification  By  Compilation  (U) 

1 .  (U)  When  a  document  consisting  of  individually  unclassified  items  of  information  is 
classified  by  compilation,  the  overall  classification  shall  be  marked  conspicuously  at  the 
top  and  bottom  of  each  page  and  the  outside  of  the  front  and  back  covers  (if  any).  An 
explanation  of  the  basis  for  classification  by  compilation  shall  be  placed  on  the  face  of  the 
document  or  included  in  the  text. 

2.  (U)  If  portions,  standing  atone,  are  unclassified,  but  the  document  is  classified  by 
compilation  or  association,  mark  the  portions  “U”  and  the  document  and  pages  with  the 
classification  of  the  compilation.  You  must  also  add  an  explanation  of  the  classification 
or  the  circumstances  involved  with  association. 

3.  (U)  If  individual  portions  are  classified  at  one  level,  but  the  compilation  is  a  higher 
classification,  mark  each  portion  with  its  own  classification,  and  mark  the  document  and 
pages  with  the  classification  of  the  compilation.  An  explanation  of  the  classification  by 
compilation  is  required. 


Emmett  Paige,  Jr. 
ASD(C3I) 


Attachment 


Derived  from:  CONOR  #123.  The  compilDtion  of  unclassified  — 
training  schedules  reveals  the  impending  initial 
operational  capability  (IOC)  of  this  iisit.  CONOR 
#123  requires  that  unit  IOC  be  classified 
CONFIDENTIAL. 

Declassify  on:  Completion  of  Operation 

OR 

Classified  by:  ASD(C3I) 

Reason:  Compilation  of  unclassified  Training  s.neduLs  for 

specific  contingency  plan  is  CONFIDENTIAL 
Sect.  1.5(a). 

Declassify  on:  August  31.  2001 

CONFIDENTIAL 
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Special  Access  Programs 

1.  “Special  Access  Programs”  (SAPs)  are  established  lAW  Chapter  8,  DoD  5200. 1-R,  “Information 
Security  Program  Regulation.”  SAPs  are  created  only  when  absolutely  necessary  to  protect  the 
Nation’s  most  sensitive  and  critical  information  or  when  required  by  statues.  Establishment  shall  be 
consistent  with  law,  policy,  and  regulations,  and  be  based  on  a  determination  that  the  threat  and/or 
vulnerability  (e.g.  sensitivity  or  value  of  the  information)  warrants  enhanced  protection. 

2.  Any  DoD  program  or  activity  employing  enhanced  security  measures  exceeding  those  normally 
required  for  information  at  the  same  classification  level  shall  be  established,  approved,  and  managed 
as  a  DoD  SAP.  Examples  of  such  enhanced  security  measures  include  the  following: 

a.  use  of  any  special  terminology,  including  code  words,  other  than  an  unclassified 
nickname,  to  identify  or  control  information  dissemination; 

b.  personnel  security  investigative  or  adjudicative  requirements  more  stringent  than  those 
required  for  a  comparable  level  of  classified  information; 

c.  specialized  non-disclosure  agreements; 

d.  exclusion  of  a  classified  contract  (use  of  carve-out);  or 

e.  a  central  billet  system  to  control  the  number  of  personnel  authorized  access. 

3.  All  DoD  programs  which  operate  under  the  above  enhanced  procedures  are  considered  to  be 
SAPs,  including  (i)  Programs  managed  under  special  delegation  authorities  previously  approved  by 
the  Secretary  of  Defense  or  Deputy  Secretary'  of  Defense;  (ii)  Programs  sponsored  by  other 
departments  or  agencies,  but  for  which  DoD  participants  manage  internal  DoD  security  controls 
(e.g.  DoD-managed  subcompartments  of  larger,  non-DoD  SAPs;  (iii)  and  Programs  conducted  in 
support  of,  or  in  cooperation  with,  other  departments,  agencies,  branches  of  government,  or  other 
governments.  SAPs  may  only  be  approved  by  the  Secretary  of  Defense  or  Deputy  Secretary  of 
Defense. 

4.  All  marking  provisions  previously  described  in  this  guide  apply  to  SAPs.  Additional  markings 
include:  (i)  the  use  of  special  distribution  notices  such  as  “Special  Access  Required”  (SAR);  and/or 
(ii)  ii  assigned  program  nickname(s)  or  code  word(s) 

5.  To  differentiate  a  nickname  from  a  code  word,  remember  that: 

a.  A  nickname  is  a  combination  of  two  unassociated  and  unclassified  words. 

b.  Nicknames  are  normally  typed  in  ALL  CAPS. 

c.  A  code  word  is  a  single  word  assigned  a  classified  meaning  by  appropriate  authority. 

d.  The  code  word  is  classified  Confidential  or  higher. 

e.  All  nicknames  and  code  words  are  issued  through  the  DoD  Components  (usually  SAP 
channels)  and  strictly  controlled. 

6.  The  unclassified  examples  on  the  following  two  pages,  depict  common  markings  for  SAP 
documents.  The  examples  are  for  ILLUSTRATIVE  USE  ONLY.  The  format  for  markings  should 
be  adjusted  to  accommodate  software  applications  and  production  efficiency.  For  instance,  the 
examples  show  the  overall  classification  and  nickname/code  word  in  the  header  and  the  overall 
classification  and  special  access  requirement  in  the  footer. 
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SAP  ^^NICKNAMES^' 

SAPs  use  nicknames  for  control  of  dissemination  and  “need-to-know.”  Nicknames  are  assigned  to  the 
program  when  the  SAP  is  approved.  Nicknames  are  designated  by  two  unassociated  words,  which  are 
unclassified  by  themselves  (i.e.  TWISTED  FEATHER). 


Paragraph  markings  in 
SAP  documents  should 
contain  the  highest 
classification  within  the 
paragraph,  and  be 
followed  by  the  SAP 
digraph. ' 


Highest  classification 
and  program  nickname 
are  conspicuously 
placed  at  the  top 
and  bottom. 


TOP  SECRET/TWISTED  FEATHER  (U) 

OFFICE  OF  THE  UNDER  SECRETARY  OF  DEFENSE  FOR 

POLICY 

June  25,  1996 


MEMORANDUM  FOR  SPECIAL  ACCESS  PROGRAM  CENTRAL  OFFICES 
SUBJECT:  Identification  and  Marking  of  Classified  Documents  (U) 

1.  (U)  This  paragraph  contains  "Unclassified"  information, 

2.  A  I  This  paragraph  contains  non-SAP  national  security  infomiation. 

3.  its  111  This  paragraph  contains  TOP  SECRET  information  related  to  the 
special  access  program  TWISTED  FEATHER  (U).  Portion  markings  are  the 
same  as  previously  described  in  this  marking  guide.  The  exception  is  the  addition 
of  the  nickname  digraph  following  the  TS  designation. 


l^ichard  F,  Williams.  CPP 
Director.  Special  Programs 
ODUSD(P)Policy  Support 

Classified  by:  LSD(P) 

Reason:  1.5  (a)  and  (d) 

Declassify  on:  December  31,  2000 


TOP  SECRET/SPECIAL  ACCESS  REQUIRED 


'  A  SAP  digraph  or  trigraph  is  a  2  or  3  letter  designator  given  to  each  SAP.  In  this  example,  "TF" 
shown  here  represents  the  nickname  "TWISTED  f  LATHEk". 

‘  A  nickname,  code  word,  trigraph,  and/or  digraph  may  be  substituted  for  the  term  “SPECIAL 
ACCESS”  Channels.  Refer  to  the  SAP  Security  Procedure  Guide  for  instructions. 
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SAP  Documents 


SAP  ^‘CODE  WORD" 

In  addition  to  nicknames,  SAPs  also  use  code  words  for  control  of  dissemination  and  a  “need-to-know”. 
Code  words,  like  nicknames,  are  assigned  to  the  program  when  the  SAP  is  approved.  A  code  word  is  a 
single  word  with  a  classified  meaning 


* - TOP  SECRET/CODE  WORD  (S) 

OFFICE  OF  THE  UNDER  SECRETARY  OF  DEFENSE  FOR  POLICY 

Paragraph  markings  in 
SAP  documents  should 

MEMORANDUM  FOR  SPECIAL  ACCESS  PROGRAM  CENTRAL  OFFICES 

contain  the  highest 
classification  within 

SUBJECT:  Identification  and  Marking  of  Classified  Documents  (U) 

the  paragraph,  and  be 
followed  by  the  SAP 
digraph 

1.  (U)  This  is  paragraph  1,  which  contains ''Unclassified”  information. 

2.  (IS  C  A\  )  This  paragraph  reflects  Top  Secret  information  controlled  in  the  CODE 
WORD  cla.ssifled  program. 

Richard  F.  Williams.  CPP 

Director.  Special  Programs 

ODUSD(P)Policy  Support 

Hi^.iest  classification 
and  program  code 
word  are 
conspicuously 
placed  at  the  top 
and  bottom 

Derived  from:  CODli  W  ORD  SCG.  did 

DeclassitX  on:  D-'c  .vr  al.  I  >00 

j 

l Ur  sELKr  1 /NrELlAL  ACCESS  REQUIRED 
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Section  4  -  “Other” 


Automatic  Declassification  -  The  25-year  rule 

1 .  The  automatic  declassification  provision  (Section  3.4)  of  E.0. 12958,  requires  declassification  of 
information  in  permanently  valuable  historical  records  (as  defined  by  Title  44,  U.S.  Code)  25  years 
from  the  date  of  original  classification,  whether  or  not  the  records  have  been  reviewed.  Subsequently, 
all  classified  information  in  such  records  shall  be  automatically  declassified  no  later  than  25  years  from 
the  date  of  its  original  classification,  with  the  certain  exceptions  outlined  in  the  E.O. 

2.  Only  the  Secretary  of  Defense  and  the  Secretaries  of  the  Military  Departments  may  exempt 
information  from  this  automatic  declassification,  and  only  under  certain  circumstances.  Information 
exempted  from  automatic  declassification  at  25  years  remains  subject  to  the  mandatory  and  systematic 
declassification  review  provisions. 

3.  If  the  record  is  exempt  from  25  year  declassification,  the  following  markings  are  used: 

a.  Site  the  exemption  categories  for  number  or  phrase  on  the  “Declass”  line 


Example:  25X _ 

25X,  Human  Sources 


b.  List  a  date  for  “Declass”  review 


Example:  25X 
Review  4/15/10 


4.  Classified  information,  contained  in  records  that  are  more  than  25  years  old,  and  which  have  been 
determined  not  to  have  permanent  historical  value,  and  are  scheduled  for  disposition  in  agreement  with 
the  National  Archives  and  Records  Administration  (NARA),  is  not  subject  to  automatic 
declassification.  Agency  retention  and  destruction  requirements  apply. 

5.  Consult  your  security  officer  or  records  manager  for  additional  information. 
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Marking  Information  “Other  Than”  Documents 
Charts,  maps,  equipment,  drawings  and  photographs 

Information  must  be  marked  with  the  highest  level  of  classification  regardless  of  what  form  that 
information  may  take.  The  next  few  pages  show  examples  of  marking  situations  to  guide  you.  The 
principles  are  the  same.  Portion  marking,  overall  marking,  classification  byline  and  declassification 
instruction.  The  legend,  title  and  scale  blocks  in  the  following  examples  are  treated  as  portions  of  the 
document.  Ensure  that  the  overall  classification  of  the  product  shows  when  the  item  is  folded  or  rolled. 


Figure  2:  (S)  Charts  may  have  the  portion  marking 

inside  or  outside  the  chart  area.  Mark  to  eliminate 
doubt  as  to  what  the  classification  of  the  portion 
mav  be. 


SECRET 


SECRET 


SECRET 


(U)  Maps  may  have  the  portion  marking  inside 
or  outside  the  map  area.  Mark  to  eliminate 
doubt  as  to  what  the  classification  of  the 
portion  may  be. 


SECRET 


If  these  pages  are  part  of  a  classified  document,  mark  as  indicated  above.  When  charts  and  maps  are 
single  page  documents,  include  the  required  associated  markings  (i.e.  Title,  Origination  Date, 
“Classified  b>'’  line,  “Declassify  on”  line.  Name  and  address  of  Originating  Agency,  Overall 
Classification,  and  Portion  Markings). 
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Hardware  and  Equipment 


Hardware,  software,  computers,  and  equipment  must  have  the  required 
markings  applied. 


SECRET  -  PROGRAM  NICKNAME 


Slandarcl  Form  labels  are 
also  available-see  pa'^e  JJ 


SECRET- PROGRAM  NICKNAME 


4  o  • 


(Hardware  or  Equipment  Tag) 
SECRET-PROGRAM  NICKNAME 


Title: 

Derived  From: 

Caie  Originated: 

Declassify  on: 

Name  and  Address  of 
Originating  Agency: 

Document  Control  Number: 

(if  required) 

SECRET-PROGRAM  NICKNAME 


Continuous  Form  (Fan  Folded  or  Rolled)  Documents 


Continuous  form/fanfold  documents  are  unique 

documents  requiring  specialized  marking. 

1 .  Apply  the  overall  classification  at  the  top 
and  bottom  of  the  first  and  back  pages. 

2.  Apply  the  required  markings  on  the  face 
page  (either  the  first  page  or  front  cover). 

3.  Apply  markings  by  either  computer 
software,  stamps,  or  other  methods. 

4.  For  production  efficiency,  the  overall 
classification  of  interior  pages  may  be  the 
overall  document  classification. 

5.  Portion  markings  of  individual  lines  is  not 
required. 

6.  If  separated,  title  pages  must  be  applied  to 
each  document  created  as  a  result  of 
breaking  continuous  form. 


Safeguard  Statement: 

(This  optional  statement  is  often  applied  to 
these  products  on  the  first  page) 

"HANDLE  AS  (enter  the  appropriate 
classification  level)  INFORMATION  UNTIL 
REVIEWED  BY  THE  ORIGINATOR  OR 
CLASSIFICATION  MANAGER." 

Note:  The  requester  of  the  product  determines 
the  actual  classification  after  receipt  and  may 
change  the  classification  after  review  and 
before  storing  or  taking  other  accountability 
actions. 


Transparencies,  Vu-Graphs.  and  Slides 


Title: _ 

Date  of  Orig: - 

SECRET 


SECRET 


Name  and  Address 
of  Facility  of  Origin: 


Overall  classification,  special 
control  notices,  and  other 
required  security  -markings  must 
be  shown  on  the  image  area  and 
also  on  the  border,  frame  or 
holder. 

_ SECRET  J 


Derived  from: . 
Declassify  on: 


SECRET 
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Computer  Media 


Basic  document  markings  apply  to  all  media. 


Computer  disc  must  reflect  the  highest  level  of  classification 
contained  on  the  disc.  Standard  labels  should  be  used  for  all  levels 
of  classification. 


SF706  -  Top  Secret 
SF707  -  Secret 
SF708  -  Confidential 
SF709  -  Classified 
SF7 10  -  Unclassified 
SF7 1 1  -  Data  Descriptor 
SF712- Classified  SCI 


No  standard  form  (SF)  and/or  label(s)  exist  for  Compact  Discs 
(CDs).  The  SF  labels  prescribed  for  removable  storage  media  may 
be  used  for  the  marking  of  classified  CDs  and  their  cases. 
Classification  must  be  conspicuously  marked  on  the  CD  case  and 
the  CD  itself. 


Slides  must  have  markings  on  the  slide  cover  and 
on  the  actual  image  so  when  the  slide  is 
displayed  on  screen,  the  classification  is  clearly 
identified.  Applicable  associated  markings 
should  be  applied  to  the  lead  slide. 


References 


1.  Executive  Order  12958,  “Classified  National  Security  Information,”  April  17,  1995 

2.  Office  of  Management  and  Budget  Implementing  Directive  to  E.O.  12958,  October 
13, 1995 

3.  DoD  Directive  5200.1,  “DoD  Information  Security  Program,”  December  13,  1996 

4.  DoD  5200. 1-R,  “Information  Security  Program  Regulation,”  January  1 7,  1997 

5.  DoD  Directive  0-5205.7,  “Special  Access  Program  (SAP)  Policy,”  January  4,  1989 

6.  Director  of  Central  Intelligence  Directive  1/7,  “Security  Controls  on  the  Dissemination 
of  Intelligence  Information,”  April  16, 1996 

7.  Director  of  Central  Intelligence  Directive  5/6,  “Intelligence  Disclosure  Policy,”  draft. 

8.  DoD  Directive  5210.2,  “Access  to  and  Dissemination  of  Restricted  Data,”  January  12, 
1978 


This  guide  does  not  include  instructions  for  the  marking  of  sensitive  and/or  controlled, 
unclassified  information.  Refer  to  DoD  5200. 1-R  (Appendix  C)  for  additional 
information. 
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Notes 


Security  Manager: 
Telephone; _ 
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Department  of  Defense 

DIRECTIVE 


NUMBER  5220.22 
Decembers,  1980 


USD(P) 


SUBJECT:  DoD  Industrial  Security  Program 

References:  (a)  DoD  Directive  5220.22,  subject  as  above,  December  1,  1976  (hereby 
canceled) 

(b)  Executive  Order  10865,  "Safeguarding  Classified  Information  Within 
Industry,"  February  20, 1960,  as  amended  by  Executive  Order  10909, 
January  17,  1961 

(c)  DoD  Directive  5025.1.  "Department  of  Defense  Directives  System," 
October  16,  1980 

(d)  DoD  Directive  5220.6,  "Industrial  Personnel  Security  Clearance 
Program,"  December  20,  1976 

(e)  DoD  Directive  5122.5.  "Assistant  Secretary  of  Defense  (Public 
Affairs),"  July  10,  1961 


1.  REISSUANCE  AND  PURPOSE 


1.1.  This  Directive  reissues  reference  (a)  to  implement  reference  (b)  within  the 
Department  of  Defense;  assigns  overall  responsibility  for  policy  and  administration  of 
the  Defense  Industrial  Security  Program  (DISP);  and  ensures  that  classified 
information  released  to  industry  is  properly  safeguarded. 

1.2.  This  Directive  authorizes  the  following  publications  to  be  issued  in 
accordance  with  the  provisions  of  reference  (c): 

1.2.1.  The  Industrial  Security  Regulation  (DoD  5220.22-R).  This  document 
prescribes  detailed  policies  and  procedures  applicable  to  all  user  agencies  in  carrying 
out  their  responsibilities  under  the  DISP. 

1.2.2.  The  Industrial  Security  Manual  for  Safeguarding  Classified 
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Information  (DoD  5220.22-M)  and  supplements  thereto.  This  document  is 
incorporated  by  reference  into  the  Department  of  Defense  Security  Agreement  and  is 
part  of  the  basic  contract  between  the  Government  and  those  contractors  who  require 
access  to  classified  information. 

1.2.2. 1.  The  document  also  is  incorporated  by  reference  into  each 
contract,  the  performance  of  which  requires  access  to  classified  information  by  the 
contractor  or  his  or  her  employees. 

1.2.2. 2.  DoD  5220.22-M  prescribes  the  specific  requirements, 
restrictions,  and  other  safeguards  considered  necessary  in  the  interest  of  national 
security  for  the  safeguarding  of  classified  information. 

1.2.3.  The  Industrial  Security  Letter.  This  document,  which  is  issued  as 
needed,  provides  guidance  for  industry  in  carrying  out  its  responsibilities  under  the 
DISP. 


1.2.4.  Industrial  Security  Bulletin.  This  document,  which  is  issued  as 
needed,  provides  guidance  to  those  in  Government  having  responsibilities  related  to 
the  administration  of  the  DISP. 

2.  APPLICABILITY 

The  provisions  of  this  Directive  apply  to  the  Office  of  the  Secretary  of  Defense  (OSD), 
the  Military  Departments,  the  Organization  of  the  Joint  Chiefs  of  Staff,  and  the 
Defense  Agencies  (hereafter  referred  to  as  "DoD  Components"). 


3.  POLICY 

3.1.  As  provided  in  E.O.  10865  (reference  (b)),  the  Secretary  of  Defense  is 
authorized  to  prescribe,  by  regulation,  such  specific  requirements,  restrictions,  and 
other  safeguards  as  are  considered  necessary  to  protect: 

3.1.1.  Classified  information  provided  to  or  within  U.S.  industry  that  relates 
to  the  bidding  on,  negotiation,  award,  performance,  or  termination  of  contracts  with 
DoD  Components. 

3.1.2.  Other  classified  information  provided  to  or  within  industry  that  the 
Department  of  Defense  has  responsibility  for  safeguarding. 
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3.2.  For  the  purposes  of  this  Directive,  U.S.  industry  includes  any  industrial, 
educational,  commercial,  or  other  entity  and  shall  be  referred  to  as  "industry". 

3.3.  In  addition,  the  Secretary  of  Defense  is  authorized  to  enter  into  agreements 
with  any  other  Department  or  Agency  of  the  Executive  Branch  to  extend  the 
regulations  he  prescribes  to  safeguard  classified  information  provided  to  industry  by 
these  Departments  or  Agencies  (4.1.6.,  below).  Such  other  Departments  and  Agencies, 
as  well  as  DoD  Components,  shall  be  referred  to  in  this  Directive  as  "user  Agencies." 

3.4.  The  Department  of  Defense  shall  set  forth  policies,  practices,  and  procedures 
to  be  followed  by  user  Agencies  for  the  effective  protection  of  classified  information 
provided  to  industry,  including  foreign  classified  information  the  U.S.  Government  is 
obliged  to  protect  in  the  interest  of  national  security. 

3.5.  DoD  Directive  5220.6  (reference  (d))  established  the  standard  and  criteria  for 
making  security  clearance  determinations  when  persons  employed  in  private  industry 
require  access  to  classified  information. 

3.6.  DoD  Directive  5122.5  (reference  (e))  established  the  responsibility  of  the 
Assistant  Secretary  of  Defense  (Public  Affairs)  for  the  review  of  information 
pertaining  to  classified  contracts  before  public  disclosures  by  DoD  contractors. 


4.  RESPONSIBILITIES 

4.1.  The  Deputy  Under  Secretary  of  Defense  (Policy  Review^  (DUSDfPRB  shall: 

4.1.1.  Be  responsible  for  overall  policy  guidance  and  management  oversight 
of  the  DISP. 

4.1.2.  Approve  the  issuance  of  changes  to  DoD  5220.22-M  and  DoD 
5220.22-R. 

4.1.3.  Develop  policies,  plans,  and  programs  for  the  DISP,  and  approve 
changes  before  issuance  by  the  Director,  Defense  Investigative  Service  (DIS). 

4.1.4.  Coordinate  with  other  offices  in  the  OSD,  as  appropriate,  all  proposed 
policies,  plans,  and  programs  before  referral  for  issuance  by  the  Director,  DIS. 

4.1.5.  Determine  the  effectiveness  of  the  operation  and  administration  of  the 
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DISP. 


4.1.6.  Upon  request  of  other  Government  Departments  or  Ageneies,  under 
E.O.  10865  (reference  (b)),  arrange,  on  behalf  of  the  Department  of  Defense,  to  apply 
the  provisions  of  the  DISP  to  contractors  of  such  Departments  or  Agencies,  and  render 
industrial  security  services  required  for  the  safeguarding  of  classified  information 
released  by  such  Departments  or  Agencies  to  industry.  The  Director,  DIS,  shall  be 
kept  currently  informed  of  such  agreements. 

4.2.  The  Assistant  Secretary  of  Defense  (Public  Affairs^  unless  otherwise 
delegated,  shall  review  and  clear  information  pertaining  to  classified  contracts  before 
public  disclosures  by  DoD  contractors.  Contractors  shall  be  required,  as  a  contract 
obligation,  to  submit  information  materials  described  above  according  to  DoD 

5220.22- M. 

4.3.  The  Director.  Defense  Investigative  Service,  under  the  general  supervision  of 
the  General  Counsel,  DoD,  shall  administer  the  DISP  as  a  separate  program  element  on 
behalf  of  all  DoD  Components.  In  this  capacity,  the  Director,  DIS,  shall  assume 
security  cognizance  for  all  contractors  and  industrial  facilities  under  the  DISP  on 
behalf  of  the  Department  of  Defense,  DoD  Components,  and  user  Agencies,  and  shall 
provide  investigative  support,  as  required,  for  the  administration  of  the  DISP.  In 
addition,  the  Director,  DIS,  shall: 

4.3.1.  Develop  appropriate  changes  to  maintain  DoD  5220.22-R  and  DoD 

5220.22- M,  including  supplements  thereto,  on  a  current  and  effective  basis.  Proposed 
changes  to  these  documents  shall  be  forwarded  to  the  ODUSD(PR),  ATTN:  Director, 
Security  Plans  and  Programs,  for  preliminary  policy  review. 

4.3.2.  Refer  proposed  changes  to  DoD  5220.22-R  and  DoD  5220.22-M  to  the 
DUSD(PR),  ATTN:  Director,  Security  Plans  and  Programs  and  publish  changes 
expeditiously,  upon  approval  by  the  DUSD(PR). 

4.3.3.  Prepare,  coordinate  and  publish  the  Industrial  Security  Letter  and 
Bulletin  on  approval  by  the  DUSD(PR),  ATTN:  Director,  Security  Plans  and 
Programs. 

4.3.4.  Present  on  an  annual  basis,  the  James  S.  Cogswell  Award  to  selected 
contractors  in  recognition  of  sustaining  a  superior  security  program  for  safeguarding 
classified  information. 

4.3.5.  Budget,  fund,  and  administer  the  DISP,  including  the  appropriate  field 
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extensions.  (The  Defense  Logistics  Agency  shall  make  appropriate  funds  available  to 
DIS  through  FY  81.) 

4.4.  The  Heads  of  DoD  Components  shall  ensure  that  all  their  contracts  requiring 
contractor  access  to  classified  information  come  within  the  purview  of  the  DISP. 

4.5.  The  Secretaries  of  the  Military  Departments  shall  provide 
counter-intelligence  support  when  requested. 

5.  EFFECTIVE  DATE  AND  IMPLEMENTATION 

This  Directive  is  effective  October  1,  1980.  Forward  two  copies  of  implementing 
documents  to  the  Deputy  Under  Secretary  of  Defense  (Policy  Review)  within  120  days. 


Graham  Claytor,  Jt( 

Deputy  Secretary  of  Defense  \ 
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Department  of  Defense 

DIRECTIVE 


NUMBER  5230.9 
April  9, 1996 

Administrative  Reissuance  Incorporating  Change  1,  July  15, 1999 

WHS 

SUBJECT:  Clearance  of  DoD  Information  for  Public  Release 

References:  (a)  DoD  Directive  5230.9,  subject  as  above,  April  2,  1982  (hereby 
canceled) 

(b)  DoD  Directive  5110.4.  "Washington  Headquarters  Services  (WHS), " 
May  10,  1999 

(c)  DoD  Directive  5400.4.  "Provision  of  Information  to  Congress," 
January  30,  1978 

(d)  DoD  Directive  5220.22.  "DoD  Industrial  Security  Congress," 
December  8,  1980 

(e)  through  (u),  see  enclosure  1 

1.  REISSUANCE  AND  PURPOSE 

This  Directive  reissues  reference  (a)  to  update  policy  and  responsibilities  for  the 
security  and  policy  review  and  clearance  of  official  DoD  information  proposed  for 
official  public  release  by  the  Department  of  Defense  and  its  employees  under  reference 
(b). 

2.  APPLICABILITY  AND  SCOPE 

2. 1 .  This  Directive  applies  to: 

2.1.1.  The  Office  of  the  Secretary  of  Defense  (OSD),  the  Military 
1  Departments,  the  Chairman  of  the  Joint  Chiefs  of  Staff,  the  Combatant  Commands,  the 
Defense  Agencies,  and  the  DoD  Field  Activities  (hereafter  referred  to  collectively  as 
"the  DoD  Components"). 
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2.1.2.  All  DoD  employees. 

2.2.  For  provisions  governing  review  of: 

2.2. 1 .  Prepared  statements,  transcripts  of  testimony,  and  other  material 
provided  to  congressional  committees  that  may  be  included  in  the  published  records, 
reference  (c)  applies. 

2.2.2.  Information  before  publication  or  disclosure  by  DoD  contractors,  DoD 
Directive  5220.22  and  DoD  5220.22-M  (references  (d)  and  (e))  apply. 

2.2.3.  Release  of  official  information  in  litigation,  DoD  Directive  5405.2 
(reference  (t))  applies. 


3.  DEFINITIONS 

Terms  used  in  this  Directive  are  defined  in  enclosure  2. 


4.  POLICY 

It  is  DoD  policy  that: 

4.1.  Accurate  and  timely  information  is  made  available  to  the  public,  the 
Congress,  and  the  news  media  to  help  the  analysis  and  understanding  of  defense 
strategy  and  national  security  issues. 

4.2.  Any  official  DoD  information  intended  for  public  release  that  pertains  to 
military  matters,  national  security  issues,  or  subjects  of  significant  concern  to  the 
Department  of  Defense  shall  be  reviewed  for  clearance  by  appropriate  security  review 
and  public  affairs  offices  prior  to  release. 

4.3.  The  public  release  of  official  DoD  information  is  limited  only  as  necessary  to 
safeguard  information  requiring  protection  in  the  interest  of  national  security  or  other 
legitimate  governmental  interest,  as  authorized  by  references  (g)  through  (t). 

4.4.  Information  released  officially  is  consistent  with  established  national  and 
DoD  policies  and  programs. 

4.5.  The  Inspector  General  of  the  Department  of  Defense,  as  an  independent  and 


2 


DODD  5230.9,  April  9,  1996 


objective  office  in  the  Department  of  Defense,  is  exempt  from  the  policy  review 
provisions  of  this  Directive.  As  necessary,  information  may  be  submitted  for  security 
review  prior  to  public  release. 

4.6.  To  ensure  a  climate  of  academic  freedom  and  to  encourage  intellectual 
expression,  students  (including  midshipmen  and  cadets)  and  faculty  members  (DoD 
civilian  or  military)  of  an  academy,  college,  university  or  DoD  school  are  not  required 
to  submit  for  review  papers  or  materials  that  are  prepared  in  response  to  academic 
requirements  and  not  intended  for  release  outside  the  academic  institution. 

Information  that  is  intended  for  public  release  or  made  available  in  libraries  to  which 
the  public  has  access  shall  be  submitted  for  review.  Clearance  shall  be  granted  if 
classified  information  is  not  disclosed,  the  DoD  interests  in  nonclassified  areas  are  not 
jeopardized,  and  the  author  accurately  portrays  official  policy,  even  if  the  author  takes 
issue  with  that  policy. 

4.7.  Retired  persormel,  former  DoD  employees,  and  nonactive  duty  members  of 
the  Reserve  components  may  use  the  review  services  to  ensure  that  the  information 
intended  for  public  release  does  not  compromise  national  security. 

4.8.  DoD  personnel,  while  acting  in  a  private  capacity  and  not  in  connection  with 
their  official  duties,  have  the  right  to  prepare  information  for  public  release  through 
non-DoD  forums  or  media.  Such  activity  is  authorized  if: 

4.8.1.  No  laws  or  regulations  are  violated. 

4.8.2.  Ethical  standards  and  compliance  with  DoD  Directive  5500.7  and 
DoD  5500.7-R  (references  (q)  and  (r))  are  maintained. 

4.8.3.  The  preparation  activities  are  not  done  during  normal  duty  hours  or 
with  the  use  of  DoD  facilities,  property,  or  personnel  except  as  authorized  by 
references  (q)  and  (r). 

4.8.4.  The  author  does  not  use  official  DoD  information  generally  not 
available  to  the  public  and  which  would  not  be  released  under  DoD  5400.7-R 
(reference  (m)). 

5.  RESPONSIBILITIES 

I  5.1.  The  Director.  Washington  Headquarters  Services,  shall: 


r. 
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5.1.1.  Monitor  compliance  with  this  Directive. 

5.1.2.  Develop  procedures  and  review  guidelines  for  the  security  and  policy 
review  of  information  intended  for  public  release  in  coordination  with  offices  of  OSD 
Principal  Staff  Assistants. 

5.2.  The  Heads  of  the  DoD  Components  shall: 

I  5.2.1.  Provide  prompt  guidance  and  assistance  to  the  Director,  Washington 

I  Headquarters  Services  (WHS),  when  requested,  for  the  security  or  policy  implications 
of  information  proposed  for  public  release. 

5.2.2.  Establish  policies  and  procedures  to  implement  this  Directive  in  their 
Components. 

5.2.3.  Forward  official  DoD  information  proposed  for  public  release  that  is 
I  determined  to  require  clearance  by  the  Director,  WHS,  to  the  Director,  Freedom  of 

I  Information  and  Security  Review,  for  review,  including  recommendation  on  the 
releasability  of  the  information  being  forwarded. 

6.  EFFECTIVE  DATE 

This  Directive  is  effective  immediately. 


Deputy  Secretary  of  Defense 


Enclosures  -  2 

1 .  References,  continued 

2.  Definitions 
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El.  ENCLOSURE  1 
REFERENCES,  continued 


(e)  DoD  5220.22-M,  "National  Industrial  Security  Program  Operating  Manual," 
January  1995,  authorized  by  DoD  Directive  5220.22.  December  8,  1980 

(f)  DoD  Directive  5405.2.  "Release  of  Official  Information  in  Litigation  and 

Testimony  of  DoD  Persormel  as  Witnesses,"  July  23,  1985 

(g)  DoD  Directive  5200.1.  "DoD  Information  Security  Program,"  December  13,  1996 

(h)  DoD  5200. 1-R,  "Information  Security  Program  Regulation,"  January  1997, 
authorized  by  DoD  Directive  5200.1.  December  13,  1996 

(i)  DoD  Directive  5230.24.  "Distribution  Statements  on  Technieal  Documents," 

March  18,  1987 

(j)  DoD  Directive  5230.25.  "Withholding  of  Unclassified  Technical  Data  from  Public 

Disclosure,"  November  6,  1984 

(k)  DoD  Instruction  5230.27.  "Presentation  of  DoD-Related  Scientific  and  Technical 
Papers  at  Meetings,"  October  6,  1987 

(l)  DoD  Directive  5400.7.  "DoD  Freedom  of  Information  Act  Program,"  September 

29,  1997 

(m)  DoD  5400.7-R,  "DoD  Freedom  of  Information  Act  Program,"  September  1998, 
authorized  by  DoD  Directive  5400.7.  September  29,  1997 

(n)  DoD  Directive  5400. 1 1 .  "Department  of  Defense  Privacy  Program,"  June  9,  1982 

(o)  DoD  5400.1 1-R,  "Department  of  Defense  Privacy  Program,"  August  1983, 
authorized  by  DoD  Directive  5400.1 1.  June  9,  1982 

(p)  DoD  Directive  5205.2.  "DoD  Operations  Security  Program,"  July  7,  1983 

(q)  DoD  Directive  5500.7.  "Standards  of  Conduct,"  August  30,  1993 

(r)  DoD  5500. 7-R,  "Joint  Ethics  Regulation  (JER),"  August  1993,  authorized  by  DoD 

Directive  5500.7.  August  30,  1993 

(s)  International  Traffic  in  Arms  Regulations  (ITAR),  Department  of  State,  November 

1989 

(t)  Exeeutive  Order  12958,  "Classified  National  Security  Information,"  April  20,  1995 

(u)  Title  10,  United  States  Code 
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E2.  ENCLOSURE  2 
DEFINITIONS 


E2.1.1.  DoD  Employee 

E2. 1.1.1.  Any  DoD  civilian  officer  or  employee  (including  special 
Government  employees)  of  any  DoD  Component  (including  any  nonappropriated  fund 
activity). 

E2. 1 . 1 .2.  Any  active  duty  Regular  or  Reserve  military  officer,  warrant 
officer,  and  active  duty  enlisted  member  of  the  Army,  Navy,  Air  Force,  or  Marine 
Corps. 


E2. 1.1.3.  Any  Reserve  or  National  Guard  member  on  active  duty  imder 
orders  issued  pursuant  to  10  U.S.C.  (reference  (u)). 

E2. 1 . 1 .4.  Any  Reserve  or  National  Guard  member  performing  official  duties, 
including  while  on  inactive  duty  for  training  or  while  earning  retirement  points, 
pursuant  to  reference  (u),  or  while  engaged  in  any  activity  related  to  the  performance 
of  a  Federal  duty  or  fimction. 

E2. 1.1.5.  Any  faculty  member  in  a  civil  service  position  or  hired  pursuant  to 
reference  (u),  and  any  student  (including  a  cadet  or  midshipman)  of  an  academy, 
college,  university,  or  school  of  the  Department  of  Defense. 

E2. 1.1.6.  Consistent  with  labor  agreements  and  international  treaties  and 
agreements,  and  host  country  laws,  any  foreign  national  working  for  a  DoD 
Component  except  those  hired  pursuant  to  a  defense  contract. 

E2. 1 .2.  Information.  Any  communication  or  representation  of  knowledge  such 
as  facts,  data,  or  opinions  in  any  medium  or  form. 

E2. 1 .3.  Official  DoD  Information.  All  information  that  is  in  the  custody  and 
control  of  the  Department  of  Defense,  relates  to  information  in  the  custody  and  control 
of  the  Department,  or  was  acquired  by  DoD  employees  as  part  of  their  official  duties 
or  because  of  their  official  status  within  the  Department. 
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Department  of  Defense 

INSTRUCTION 


NUMBER  5230.29 
August  6, 1999 


WHS 


SUBJECT:  Security  and  Policy  Review  of  DoD  Information  for  Public  Release 

References:  (a)  DoD  Instruction  5230.29,  same  subject  as  above,  May  6,  1996 
(hereby  canceled) 

(b)  DoD  Directive  5230.9.  "Clearance  of  DoD  Information  for  Public 
Release,"  April  9, 1996 

(c)  DoD  Directive  5400.4.  "Provision  of  Information  to  Congress," 
January  30,  1978 

(d)  DoD  Directive  5230.24.  "Distribution  Statements  on  Technical 
Documents,"  March  18,  1987 

(e)  DoD  Directive  5230.25.  "Withholding  of  Unclassified  Technical  Data 
from  Public  Disclosure,"  November  6,  1984 

(f)  International  Traffic  in  Arms  Regulation  (ITAR),  Department  of 
State,  November  1989 


1.  PURPOSE 
This  Instruction: 

1.1.  Reissues  reference  (a). 

1.2.  Implements  policy,  assigns  responsibilities,  identifies  information  that  must 
be  cleared  before  public  release,  and  prescribes  procedures  under  reference  (b)  to  carry 
out  security  and  policy  review  of  DoD  information  for  public  release. 


2.  APPLICABILITY 

This  Instruction  applies  to  the  Office  of  the  Secretary  of  Defense,  the  Military 
Departments,  the  Chairman  of  the  Joint  Chiefs  of  Staff,  the  Combatant  Commands,  the 
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Defense  Agencies,  and  the  DoD  Field  Activities  (hereafter  referred  to  collectively  as 
"the  DoD  Components"). 


3.  DEFINITIONS 

Terms  used  in  this  Instruction  are  defined  in  enclosure  2  of  reference  (b). 


4.  POLICY 

It  is  DoD  policy  under  reference  (b)  that  a  security  and  policy  review  shall  be  done  on 
all  official  DoD  information  intended  for  public  release  that  pertains  to  military 
matters,  national  security  issues,  or  subjects  of  significant  concern  to  the  Department 
of  Defense. 


5.  RESPONSIBILITIES 

5.1.  The  Director.  Washington  Headquarters  Services  shall: 

5.1.1.  Monitor  compliance  with  the  procedures  established  in  section  6., 
below,  for  the  security  and  policy  review  of  official  DoD  information. 

5.1.2.  Provide  for  the  prompt  security  and  policy  review  of  official  DoD 
information  proposed  for  public  release  that  is  originated  by,  in,  or  for  the  Department 
of  Defense,  to  include  statements  intended  for  open  presentation  before  the  Congress 
and  other  material  submitted  to  the  Congress  in  accordance  with  DoD  Directive  5400.4 
(reference  (c)).  The  review  is  made  to  ensure  that  properly  classified  information  is 
not  disclosed  and  no  conflict  exists  with  established  policies  or  programs  of  the 
Department  of  Defense  or  the  U.S.  Government. 

5.1.3.  Coordinate,  as  necessary,  with  the  staffs  of  the  DoD  Components 
when  reviewing  official  DoD  information  for  public  release  clearance  to  ensure 
accuracy  and  currency  of  existing  policy  and  security  guidance. 

5.1.4.  Respond  to  requests  for  review  of  information  submitted  voluntarily 
by  non-DoD  sources  or  DoD  personnel  acting  in  a  private  capacity  to  ensure  that  such 
material  does  not  contain  classified  information.  This  review  shall  also  address 
technology  transfer  and  public  releasability  of  technical  data  under  DoD  Directives 
5230.24  and  5230.25,  and  the  ITAR  (references  (d)  through  (f)). 
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5.2.  The  General  Counsel  of  the  Department  of  Defense  shall  conduct  legal 
reviews,  as  needed,  to  ensure  compliance  with  applicable  laws  and  regulations  to 
protect  DoD  rights  and  interests. 

5.3.  The  Heads  of  the  DoD  Components  shall: 

5.3.1.  Ensure  compliance  with  this  Instruction  and  issue  any  guidance 
necessary  for  the  internal  administration  of  the  requirements  prescribed  in  section  6., 
below. 


5.3.2.  Forward  official  DoD  information  specified  under  subsection  6.1., 
below,  which  is  proposed  for  public  release  to  the  Director,  Washington  Headquarters 
Services,  ATTN :  Director  for  Freedom  of  Information  and  Security  Review 
(DFOISR),  for  review  and  clearance,  as  prescribed  in  subsection  6.2.,  below,  with 
specific  recommendation  on  the  releasability  of  the  information  being  forwarded. 

5.3.3.  Provide  prompt  guidance  and  assistance  to  the  Director,  WHS,  when 
requested,  on  any  information  proposed  for  public  release. 

5.3.4.  Exercise  clearance  authority  for  information  not  specified  under 
subsection  6.1.,  below.  This  authority  may  be  delegated  to  the  lowest  level  competent 
to  evaluate  the  content  and  implications  of  public  release  of  the  information. 


6.  PROCEDURES 

6. 1 .  Clearance  Requirements.  Official  DoD  information  that  is  prepared  by  or 
for  DoD  personnel  and  is  proposed  for  public  release  shall  be  submitted  to  the 
Director,  WHS,  ATTN:  DFOISR,  1400  Defense  Pentagon,  Room  2C757, 
Washington,  DC  20301-1155,  for  review  and  clearance,  if  the  information: 

6.1.1.  Originates  or  is  proposed  for  release  in  the  Washington,  DC  area; 

6. 1 .2.  Is  or  has  the  potential  to  become  an  item  of  national  or  international 

interest; 

6.1.3.  Affects  national  security  policy  or  foreign  relations; 

6.1.4.  Concerns  a  subject  of  potential  controversy  among  the  DoD 
Components  or  with  other  Federal  Agencies; 
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6.1.5.  Is  presented  by  a  DoD  employee,  who  by  virtue  of  rank,  position,  or 
expertise  would  be  considered  an  official  DoD  spokesperson; 

6.1.6.  Contains  technical  data,  including  data  developed  under  contract  or 
independently  developed  and  controlled  by  the  ITAR  (reference  (f))  that  may  be 
militarily  critical  and  subject  to  limited  distribution,  but  on  which  a  distribution 
determination  has  not  been  made;  or, 

6.1.7.  Bears  on  any  of  the  following  subjects: 

6. 1 .7. 1 .  New  weapons  or  weapons  systems,  or  significant  modifications 
or  improvements  to  existing  weapons  or  weapons  systems,  equipment,  or  techniques. 

6. 1.7.2.  Military  operations,  significant  exercises,  and  operations 

security. 

6. 1.7.3.  National  Command  Authorities;  command,  control, 
conummications,  computers,  and  intelligence;  information  operations  and  computer 
security. 


6. 1.7.4.  Military  activities  or  application  in  space;  nuclear  weapons, 
including  nuclear  weapons  effects  research;  chemical  warfare  and  defensive  biological 
warfare;  and  arms  control  treaty  implementation. 

6. 1 .7.5.  Any  other  contemporary  topic  that  is  designated  by  the  Head  of 
a  DoD  Component. 

6.2.  Submission  for  Review.  The  following  procedures  apply  to  all  information 
required  to  be  submitted  to  DFOISR  for  clearance: 

6.2.1.  A  minimum  of  three  copies  of  material,  in  its  final  form,  shall  be 
submitted,  together  with  DD  Form  1910,  "Clearance  Request  for  Public  Release  of 
Department  of  Defense  Information,"  to  DFOISR. 

6.2.2.  Any  material  submitted  for  review  shall  be  initialed  by  the  speaker, 
author,  or  other  authorized  individual  acting  for  the  principal  to  indicate  approval  of 
the  text. 


6.2.3.  All  information  submitted  for  review  to  DFOISR  must  first  be 
coordinated  within  the  originating  DoD  Component  to  ensure  that  it  reflects  the 
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organization's  policy  position  and  does  not  contain  classified  information  requiring 
withholding. 

6.2.4.  Only  the  full  and  final  text  of  material  proposed  for  release  shall  be 
submitted  for  review.  Notes,  outlines,  briefing  charts,  etc.,  may  not  be  submitted  as  a 
substitute  for  a  complete  text. 

6.2.5.  Abstracts  to  be  published  in  advance  of  a  complete  paper,  manuscript, 
etc.,  require  clearance.  Clearance  of  an  abstract  does  not  fulfill  the  requirement  to 
submit  the  full  text  for  clearance  before  its  publication.  If  an  abstract  is  cleared  in 
advance,  that  fact,  and  the  DFOISR  case  number  assigned  to  the  abstract,  shall  be 
noted  on  the  DD  Form  1910  or  other  transmittal  when  the  full  text  is  submitted. 

6.2.6.  The  requirements  of  DoD  Directive  5400.4  (reference  (c))  shall  apply 
to  the  processing  of  information  proposed  for  submission  to  Congress. 

6.2.7.  Information  intended  for  placement  on  electronic  bulletin  boards 
accessible  through  the  INTERNET,  or  other  publicly  accessible  computer  servers, 
requires  review  and  clearance  for  public  release  if,  it  meets  the  requirements  of 
subsection  6.1.,  above. 

6.3.  Time  Limits 


6.3.1.  Submit  speeches  and  briefings  a  minimum  of  3  working  days  before 
the  event.  Additional  time  may  be  needed  for  complex  or  potentially  controversial 
speeches. 


6.3.2.  Papers,  articles,  and  other  material  shall  be  submitted  a  minimum  of  5 
working  days  before  the  date  needed.  The  length,  complexity,  and  content  shall 
determine  the  number  of  reviewing  Agencies  and,  consequently,  the  time  required  for 
the  complete  review  process. 

6.3.3.  Technical  papers  shall  require  a  minimum  of  10  working  days.  The 
majority  of  papers  are  processed  in  that  time-frame.  Occasionally,  more  time  is 
needed  if  the  material  is  complex  or  requires  review  by  several  Agencies. 

6.4.  Effect  of  Review  Actions  and  Appeals 

6.4. 1 .  Information  reviewed  for  public  release  clearance  shall  result  in  one  of 
the  following  actions: 
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6.4. 1.1.  Cleared  for  Open  Publication.  The  information  may  be 
released  without  restriction  by  the  originating  Component  or  its  authorized  official. 
DFOISR  may  require  a  disclaimer  to  accompany  the  information,  as  follows: 

"The  views  expressed  are  those  of  the  author  and  do  not  reflect  the  official  policy  or 
position  of  the  Department  of  Defense  or  the  U.S.  Government." 

6.4. 1.2.  Cleared  "as  amended"  for  open  publication.  Amendments, 
made  in  red,  are  binding  on  the  submitter.  Red  brackets  identify  information  that  must 
be  deleted.  When  possible,  alternative  wording  is  provided  to  substitute  for  the 
deleted  material.  Occasionally,  wording  will  be  included  that  shall  be  added  to  the 
text  before  public  release.  A  disclaimer,  as  in  subparagraph  6.4. 1 . 1 .,  above,  may  also 
be  required." 


6.4. 1 .2.  Not  Cleared.  The  information  submitted  for  review  may  not 

be  released. 

6.4.2.  Although  DFOISR  has  no  responsibility  for  correcting  errors  of  fact  or 
making  editorial  changes,  obvious  errors  may  be  identified  in  the  text  and  noted  as 
"recommended."  Those  corrections  are  not  binding  on  the  author  or  submitter. 

6.4.3.  All  amendments  or  "not  cleared"  determinations  may  be  appealed 
through  DFOISR  to  the  Director,  WHS.  All  appeals  shall  be  resolved  at  the  lowest 
practical  level  and  as  quickly  as  possible. 

7.  EFFECTIVE  DATE 

This  Instruction  is  effective  immediately. 


D.  0.  Cooke^  Director 
Washington  Headquarters  Services 
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June  16, 1992 


USD(P) 

SUBJECT:  Disclosure  of  Classified  Military  Information  to  Foreign  Governments  and 
International  Organizations 

References:  (a)  DoD  Directive  5230.11,  "Disclosure  of  Classified  Military 
Information  to  Foreign  Governments  and  International 
Organizations,"  December  31,  1984  (hereby  canceled) 

(b)  DoD  Instruction  5230.17,  "Procedures  for  Disclosure  of  Classified 
Military  Information  to  Foreign  Governments  and  International 
Organizations,"  February  17,  1985  (hereby  canceled) 

(c)  National  Disclosure  Policy- 1,  "National  Policy  and  Procedures  for  the 
Disclosure  of  Classified  Military  Information  to  Foreign 
Governments  and  International  Organizations,"  (short  title:  National 
Disclosure  Policy  (NDP-1)),  October  1,  1988i 

(d)  through  (t),  see  enclosure  1 

1.  REISSUANCE  AND  PURPOSE 

This  Directive  reissues  reference  (a),  replaces  reference  (b),  implements  reference  (c), 
and  updates  policy,  responsibilities,  and  procedures  governing  proposed  disclosures  of 
classified  military  information  to  foreign  governments  and  international  organizations 
(hereafter  referred  to  as  "foreign  governments"). 


1  Provided  to  designated  disclosure  authorities  on  a  need-to-know  basis  from  the  Office  of  the  Director  for  International  Security 
Programs,  Office  of  the  Deputy  Under  Secretary  of  Defense  for  Security  Policy  (ODUSD(SP)). 
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2.  APPLICABILITY  AND  SCOPE 
This  Directive  applies  to: 

2.1.  The  Office  of  the  Secretary  of  Defense,  the  Military  Departments,  the 
Chairman  of  the  Joint  Chiefs  of  Staff  and  the  Joint  Staff,  the  Unified  and  Specified 
Commands,  the  Defense  Agencies,  and  the  DoD  Field  Activities  (hereafter  referred  to 
collectively  as  "the  DoD  Components"). 

2.2.  All  disclosures  of  classified  military  information  defined  in  enclosure  2 
Disclosures  of  military  intelligence  information,  however,  also  must  be  in  compliance 
with  DoD  Directive  C-5230.23  (reference  (d)). 

2.3.  Classified  information  involved  in  munitions  license  applications  processed 
under  DoD  Directive  2040.2  and  the  ITAR  (references  (e)  and  (f)). 


3.  DEFINITIONS 

Terms  used  in  this  Directive  are  defined  in  enclosure  2 

4.  POLICY 

It  is  U.S.  national  and  DoD  policy  under  NDP-1  (reference  (c))  that: 

4.1.  Classified  military  information  is  a  national  security  asset  that  shall  be 
protected  and  shall  be  shared  with  foreign  governments  only  when  there  is  a  clearly 
defined  benefit  to  the  United  States.  Disclosures  of  such  information  shall  be  made 
only  when  authorized  by  officials  designated  under  this  Directive  and  then  only  when 
all  requirements  of  this  Directive  are  met. 

4.2.  An  official  who  has  been  specifically  delegated  disclosure  authority  under 
section  5.,  below,  may  authorize  disclosures  of  classified  military  information  to 
foreign  governments  in  support  of  a  lawful  and  authorized  U.S.  Government  purpose  if 
the: 


4.2. 1 .  Official  represents  the  DoD  Component  that  originated  the  information. 

4.2.2.  Level  of  classified  information  to  be  disclosed  does  not  exceed  the 
classification  level  delegated  by  Annex  A  of  reference  (c). 
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4.2.3.  Criteria  and  conditions  in  enclosure  3  are  satisfied. 

4.3.  The  Secretary  of  Defense  and  the  Deputy  Secretary  of  Defense  are  the  only 
DoD  officials  who  have  original  authority  to  grant  exceptions  to  the  policy  contained 
in  this  Directive.  The  Secretary  of  Defense  has  delegated  authority  to  the  National 
Military  Information  Disclosure  Policy  Committee  (NDPC)  to  consider  and  grant 
requests  for  exceptions  to  policy  in  compliance  with  reference  (c). 

4.4.  Classified  military  information  shall  not  be  disclosed  to  foreign  nationals 
until  the  appropriate  designated  disclosure  authority  receives  a  security  assurance  from 
the  recipient  foreign  government  on  the  individuals  who  are  to  receive  the  information. 

4.5.  In  accordance  with  reference  (c),  it  is  U.S.  policy  to  avoid  creating  false 
impressions  of  U.S.  readiness  to  make  available  classified  military  information, 
materiel,  or  technology.  Accordingly,  designated  disclosure  authorities  of  the 
originating  DoD  Component,  or,  when  an  exception  to  policy  is  required,  the  Secretary 
of  Defense,  the  Deputy  Secretary  of  Defense  or  the  NDPC  must  authorize,  in  advance, 
proposals  to  be  made  to  foreign  governments  that  could  lead  to  the  eventual  disclosure 
of  classified  military  materiel,  technology,  or  information.  Commitments  shall  not  be 
expressed  or  implied,  and  no  disclosures  shall  be  made  pending  the  required  disclosure 
decision. 

4.6.  Disclosure  planning  shall  include  the  following: 

4.6. 1 .  Planning  for  possible  foreign  involvement  should  start  at  the  beginning 
of  the  weapon  system  acquisition  process  and  other  programs,  to  facilitate  decisions  on 
the  disclosure  of  classified  and  controlled  unclassified  information  in  support  of 
cooperative  programs,  foreign  participation  in  the  DoD  procurement  activities,  and 
foreign  sales.  The  planning  shall  include  consideration  of  the  requirements  set  forth 
in  DoD  Instruction  5000.2,  Part  5,  Section  F  (reference  (g)). 

4.6.2.  The  DoD  Components  shall  use  the  Technology  Assessment/Control 
Plan  in  DoD  Directive  5530.3  (reference  (h))  as  the  basis  for  making  the  stated 
disclosure  decisions  in  paragraph  4.6.1.,  above,  on  weapon  system  programs. 

4.6.3.  A  delegation  of  disclosure  authority  lefter  (DDL)  similar  to  that  in 
enclosure  4  shall  be  used  to  provide  disclosure  guidance  to  subordinate  commands  and 
Agencies  and,  when  applicable,  to  the  DoD  contractors. 

4.7.  All  disclosures  and  denials  of  classified  military  information  shall  be 
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reported  in  the  Foreign  Disclosure  and  Technical  Information  System  (FORDTIS),  in 
accordance  with  DoD  Instruction  5230.18  (reference  (i)).  For  denials,  disclosure 
authorities  must  take  special  care  to  record  a  concise  summary  of  the  analysis  that  led 
to  the  denial. 

4.8.  Under  conditions  of  actual  or  imminent  hostilities,  any  Unified  or  Specified 
Commander  may  disclose  classified  military  information  through  TOP  SECRET  to  an 
actively  participating  allied  force  when  support  of  combined  combat  operations 
requires  the  disclosure  of  that  information.  The  appropriate  U.S.  Commander  shall 
notify  the  Chairman  of  the  Joint  Chiefs  of  Staff  of  such  disclosures.  The  Chairman  of 
the  Joint  Chiefs  of  Staff,  in  turn,  shall  notify  the  Office  of  the  Under  Secretary  of 
Defense  for  Policy,  ATTN:  Chairman,  NDPC,  who  shall  determine  any  limitations 
that  should  be  imposed  on  continuing  disclosure  of  the  information.  The  U.S. 
Commander  shall  be  informed  of  any  limitations  through  the  Chairman  of  the  Joint 
Chiefs  of  Staff. 

4.9.  The  classified  military  information  that  is  approved  for  foreign  disclosure 
shall  be  transmitted  to  the  intended  foreign  recipient  through 
govemment-to-govemment  channels,  in  accordance  with  DoD  5200. 1-R,  chapter  8 
(reference  (j)). 


5.  RESPONSIBILITIES 

5.1.  The  Under  Secretary  of  Defense  for  Policy  shall: 

5.1.1.  Ensure  effective  implementation  of  the  National  Disclosure  Policy  and 
operation  of  the  NDPC  under  NDP-1  (reference  (c)). 

5.1.2.  Designate  the  Chair  of  the  NDPC,  who  shall  represent  the  Secretary  of 
Defense  on  the  NDPC. 

5.1.3.  Advise  the  DoD  Components  and  the  NDPC  about  security  matters  on 
disclosures. 

5.1.4.  Draft  and  negotiate  with  foreign  governments,  in  coordination  with  the 
other  applicable  DoD  Components  and  Federal  Departments  and  Agencies,  security 
agreements  governing  the  safeguarding  of  classified  military  information  and 
equipment. 

5.1.5.  Coordinate  on  all  international  agreements  negotiated  under  DoD 
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Directive  5530.3  (reference  (h))  that  involve  the  disclosure  of  classified  military 
information. 

5.1.6.  Review  and  approve,  when  justified,  requests  for  disclosure  authority 
from  heads  of  the  OSD  organizational  elements  and  the  DoD  Components  not  covered 
in  subsection  5.2.,  below. 

5.1.7.  Issue  policy  governing  international  visits,  the  assignment  of  liaison 
officers  and  exchange  officers,  and  other  assignments  of  foreign  representatives  to  the 
DoD  Components  and  defense  contractors. 

5.1.8.  Maintain  effective  liaison  with  security  officials  of  allied  and  friendly 
governments  with  which  the  U.S.  Government  has  entered  into  security  agreements. 

5.1.9.  Direct,  manage,  and  control  the  FORDTIS,  in  accordance  with  DoD 
Instruction  5230.18  (reference  (i)). 

5.1.10.  Issue  necessary  supplemental  publications  for  the  effective 
implementation  of  this  Directive. 

5.1.11.  Publish  an  annual  schedule  to  keep  the  DoD  Components  informed  of 
security  survey  support  requirements. 

5.1.12.  Record  decisions  rendered  on  requests  for  exception  to  reference  (c) 
in  the  FORDTIS,  in  accordance  with  reference  (i). 

5.2.  The  Under  Secretary  of  Defense  for  Policy,  in  addition  to  the  responsibilities 
in  subsection  5.1.,  above,  and  the  Secretaries  of  the  Military  Departments,  the  Under 
Secretary  of  Defense  (Acquisition^,  the  Chairman  of  the  Joint  Chiefs  of  Staff,  the 
Assistant  Secretary  of  Defense  (Command.  Control.  Communications  and 
Intelligence!,  the  Director.  Defense  Intelligence  Agency,  and  the  Director.  National 
Security  Agencv/Central  Security  Service,  shall: 

5.2.1.  Authorize  disclosures  or  denials  of  the  U.S.  classified  military 
information  for  which  they  are  the  originating  DoD  Component  in  accordance  with  this 
Directive. 

5.2.2.  Designate  a  senior  official  to  be  the  principal  disclosure  authority  for 
their  DoD  Component.  Such  designations  shall  be  in  writing,  with  a  copy  provided  to 
the  Chair  of  the  NDPC. 
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5.2.3.  Provide  disclosure  authority,  in  writing,  to  the  heads  of  commands  and 
Agencies  and  major  staff  elements  under  their  direction,  control,  or  authority,  as 
necessary,  to  ensure  efficient  operation  of  those  commands.  Agencies,  and  staff 
elements. 


5.2.4.  Require  that  the  heads  of  commands.  Agencies,  and  staff  elements  to 
whom  disclosure  authority  has  been  provided  appoint  a  designated  disclosure  authority. 

5.2.5.  Coordinate  with  the  Chair  of  the  NDPC  all  proposed  disclosure 
decisions  to  be  referred  directly  to  the  Secretary  of  Defense  or  the  Deputy  Secretary  of 
Defense. 


5.2.6.  Provide  the  necessary  support  to  the  Chair  of  the  NDPC  to  do  security 
surveys  of  foreign  government  security  programs.  (See  subparagraph  6.9.3.2.,  below.) 

5.2.7.  Forward  any  inquiries  concerning  this  Directive  to  the  Office  of  the 
Under  Secretary  of  Defense  for  Policy,  Attn:  Deputy  Under  Secretary  of  Defense 
(Security  Policy). 

5.2.8.  Ensure  that  the  principal  disclosure  authorities  shall: 

5.2.8. 1.  Control  disclosures  for  their  respective  DoD  Component. 

5.2.8.2.  Ensure  the  competency  of  subordinate  officials  appointed  as 
designated  disclosure  authorities. 

5.2. 8. 3.  Ensure  that  all  proposed  disclosure  actions  originating  in  their 
DoD  Component  are  coordinated  with  the  other  DoD  Components  that  have  a  joint  or 
shared  interest  in  the  information  involved. 

5. 2. 8.4.  Designate  a  member  and  an  alternate  to  represent  their  DoD 
Component  on  the  NDPC  and  ensure  that  the  persons  designated: 

5. 2.8.4. 1 .  Are  thoroughly  familiar  with  the  daily  administration  of 
disclosure  activities  in  their  respective  DoD  Component. 

5. 2. 8. 4.2.  Are  qualified  to  provide  broad  professional  guidance  on 
matters  brought  before  the  NDPC. 

5.2.8.4.3.  Have  direct  access  to  the  DoD  Component's  principal 
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disclosure  authority  as  well  as  to  other  members  of  the  NDPC. 

5.2.8.5.  Ensure  that  their  DoD  Component's  disclosure  decisions  are 
reported  to  the  FORDTIS  in  accordance  with  DoD  Instruction  5230.18  (reference  (i)). 

5.2.8. 6.  Coordinate  requests  for  disclosures  of  classified  military 
information  involved  in  litigation  with  the  General  Comsel  of  the  Department  of 
Defense  or  the  General  Counsel  of  the  DoD  Component  concerned,  as  appropriate, 
before  determining  whether  to  disclose  the  requested  information. 

5.2.8.7.  Ensure  that  Component  personnel  traveling  overseas  are 
provided  disclosure  guidance  and  are  informed  of  and  comply  with  the  policy  for 
overseas  travel  described  in  DoD  5200. 1-R,  chapter  8  (reference  (j)). 

5.3.  The  Chairman  of  the  Joint  Chiefs  of  Staff  shall  represent  the  Commanders  of 
the  Unified  and  Specified  Commands  on  the  NDPC. 

5.4.  The  General  Counsel  of  the  Department  of  Defense  shall: 

5.4.1.  Ensure  the  legal  adequacy  of  security  agreements  between  the  United 
States  and  foreign  governments  that  establish  procedures  for  the  protection  of  the 
classified  military  information. 

5.4.2.  Advise  the  DoD  Components  and  the  NDPC  on  the  legal  aspects  of 
applying  the  NDP-1  (reference  (c))  to  individual  disclosure  decisions. 

5.5.  The  Assistant  to  the  Secretary  of  Defense  (Atomic  Energy)  shall  inform  the 
other  NDPC  members  on  the  current  implementation  of  international  agreements  made 
under  the  Atomic  Energy  Act  (reference  (k)).  That  includes  any  statutory 
determinations  and  requirements  placed  on  recipient  foreign  governments  and 
international  organizations  for  safeguarding  atomic  information  released  to  them. 

5.6.  The  Secretary  of  the  Air  Force  shall  provide  resources  for  the  operation, 
maintenance,  and  administration  of  the  FORDTIS,  and  comply  with  DoD  71 10.1-M 
(reference  (1))  on  requests  for  funds  to  carry  out  that  FORDTIS  responsibility. 

6.  PROCEDURES 

6.1.  International  Agreements 
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6.1.1.  Early  Disclosure  Determination.  Before  any  discussions  with  foreign 
representatives  on  the  negotiation  of  an  international  agreement  that  is  governed  by 
DoD  Directive  5530.3  (reference  (h)),  the  DoD  Components  shall  determine  the  extent 
to  which  classified  military  information  will  be  required  for  release,  and  obtain 
disclosure  authorization  for  the  information.  (See  subsection  4.6.,  above.) 

6.1.2.  Security  Requirements.  International  agreements  that  involve  the 
disclosure  of  classified  military  information  shall  contain,  at  a  minimum,  the  security 
requirements  in  section  E3. 1 .2.  of  enclosure  3.  If  a  general  security  agreement  exists 
with  the  foreign  government  concerned,  this  requirement  may  be  satisfied  by 
referencing  that  agreement.  Such  agreements  shall  be  coordinated  with  the  Office  of 
the  Under  Secretary  of  Defense  for  Policy,  ATTN:  Deputy  Under  Secretary  of 
Defense  (Security  Policy),  who  may  specify  other  requirements  during  coordination. 

6.1.3.  Cooperative  Programs.  Disclosure  authorities  shall  review  carefully 
any  request  for  classified  military  information  made  in  accordance  with  a  cooperative 
agreement  with  both  the  goals  of  the  program  and  the  interests  of  national  security  in 
mind. 

6.2.  Meetings.  Symposia,  and  Conferences.  The  conduct  and  organization  of 
meetings,  symposia,  and  conferences  where  classified  military  information  is  to  be 
disclosed  shall  be  in  accordance  with  DoD  Directive  5200.12  and  DoD  5200.1-R 
(references  (m)  and  (j)). 

6.2. 1 .  Foreign  Participation.  Foreign  nationals  may  participate  in  such 
gatherings  when  their  participation  is  in  accordance  with  this  Directive  and  U.S.  export 
control  policies,  the  appropriate  designated  disclosure  authorities  have  approved  any 
classified  or  controlled  unclassified  information  for  disclosure  to  the  proposed  foreign 
attendees,  the  foreign  attendees  actively  participate  in  the  proceedings,  and  there  is 
reciprocity  for  the  U.S.  Government  and  industry  representatives. 

6.2.2.  Disclosure  Levels.  The  classification  levels  and  categories  of 
information  authorized  for  disclosure  vary  among  nations.  The  DoD  Components 
shall  limit  the  level  of  classified  information  to  be  disclosed  at  meetings  attended  by 
foreign  representatives  to  the  lowest  level  that  is  common  to  all  nations  represented. 

6.3.  Foreign  Visitors.  Liaison  Officers,  and  Exchange  Personnel.  Procedures  on 
such  individuals  shall  be  in  accordance  with  DoD  Directive  5230.20  (reference  (n)). 
Disclosures  of  classified  information  shall  be  in  accordance  with  this  Directive. 
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6.4.  Sales.  Leases.  Loans,  or  Grants  of  Classified  Items.  In  implementing  the 
policy  in  subsection  4.5.,  above,  the  DoD  Components  shall  comply  with  the  following 
standards  when  authorizing  the  disclosure  or  commercial  export  of  any  information, 
classified  or  unclassified,  relating  to  sales,  leases,  loans,  or  grants  of  military 
equipment: 

6.4. 1 .  Release  Authorization.  Before  approval  of  initiatives  that  could  lead 
to  a  sale,  lease,  loan,  or  grant  of  military  equipment,  obtain  authorization  from  the 
appropriate  designated  disclosure  authority  for  disclosure  of  all  necessary  classified 
equipment  and  information  required  for  system  operation,  employment,  maintenance, 
and  training,  including  system  software. 

6.4.2.  Initial  Disclosures.  Limit  initial  disclosures  to  general  information, 
usually  no  higher  than  CONFIDENTIAL,  on  system  characteristics,  capabilities,  and 
price  and  availability  until  a  sale,  lease,  loan,  or  grant  is  consummated. 

6.4.3.  System  Countermeasures.  Withhold  specific  information  on  system 
countermeasures  susceptibilities  or  vulnerabilities  and  counter-countermeasures 
capabilities,  until  the  sale,  lease,  loan,  or  grant  is  consummated. 

6.4.4.  Operation.  Employment.  Maintenance,  and  Training.  After 
consummation  of  a  sale,  lease,  loan,  or  grant,  classified  military  information  may  be 
disclosed  up  to  the  level  necessary  for  operation,  employment,  maintenance,  and 
training. 


6.4.5.  Data  Packages.  Edit  or  rewrite  data  packages  to  exclude  information 
that  is  beyond  that  which  has  been  authorized  for  disclosure. 

6.4.5. 1.  The  disclosure  of  technical  data  for  production  purposes  shall 
be  limited  to  data  that  is  necessary  to  produce  a  specific  item  that  is  approved  for 
release  to  the  country  that  is  to  receive  the  data. 

6.4. 5.2.  The  disclosure  of  technical  data  for  maintenance  purposes  shall 
be  limited  to  data  that  is  necessary  to  perform  the  level  of  maintenance  that  has  been 
authorized  for  the  country  that  is  to  receive  the  data. 

6.5.  Foreign  Test  and  Evaluation 

6.5.1.  Foreign  test  and  evaluation  of  the  U.S.  classified  equipment  may  be 
authorized  when  the  tests: 
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6.5. 1 . 1 .  Are  on  an  item  approved  for  foreign  disclosure  by  the 
appropriate  disclosure  authority. 

6.5.1 .2.  Can  be  performed  at  a  U.S.  installation  or  under  other  strict  U.S. 
control  that  guarantees  appropriate  safeguards  for  classified  information  and  classified 
or  unclassified  critical  technology. 

6.5.2.  Exceptions  to  subparagraph  6.5. 1.2.,  above,  such  as  the  transfer  of  a 
single  classified  military  item  for  test  and  evaluation  under  foreign  security  control, 
may  be  authorized  only  when  all  of  the  following  conditions  are  fulfilled: 

6.5.2. 1.  There  is  no  transfer  of,  and  the  test  will  not  reveal,  technology 
that  the  United  States  would  not  license  for  manufacture  in  the  foreign  country. 

6. 5.2.2.  There  is  no  release  of  equipment  that  would  not  be  approved  for 
foreign  sale  or  export  to  the  foreign  country,  if  requested. 

6.5.2.3.  The  release  will  result  in  a  clearly  defined  advantage  to  the 
United  States;  for  example: 

6.5.2.3.1.  Specifically  defined  avoidance  of  significant  costs  or 
acceleration  of  programs  in  development  efforts  by  the  United  States  and  its  allies. 

6.5.2.3.2.  Advance  the  objectives  of  standardization  with  and 
among  U.S.  allies  by  promoting  cooperation  in  research  and  development. 

6.5.2.3.3.  Exchange  technical  and  scientific  information  of  common 
interest  on  a  mutually  beneficial  basis. 

6.5.2.4.  The  Secretary  of  the  Military  Department  concerned,  in 
coordination  with  the  Office  of  the  Under  Secretary  of  Defense  (Acquisition), 
approves  the  exception  as  meeting  the  described  conditions  in  paragraph  6.5.2., 
above.  The  Chair  of  the  NDPC  shall  be  informed  of  each  exception;  the  Chair  shall 
notify  the  NDPC  members. 

6.5.2.5.  The  test  is  performed  under  a  test  and  evaluation  agreement 
negotiated  under  DoD  Directive  5530.3  (reference  (h)),  or  a  lease  arrangement  or  sales 
contract  containing  requisite  security  controls. 

6. 5.2. 6.  The  releases  are  reported  to  the  FORDTIS. 
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6.6.  Foreign  Participation  in  DoD  Component  Classified  Training  Activities 

6.6.1.  Receiving  Training  on  U.S.  Equipment.  A  foreign  national  may 
receive  training  on  U.S.  equipment  that  is  classified  or  involves  classified  information, 
if  the  equipment  is  in  the  inventory  of  or  is  to  be  acquired  by  the  trainee's  government 
after  the  following: 

6.6. 1 . 1 .  The  prospective  trainee's  government  has  concluded  an 
international  agreement  or  signed  a  purchase  agreement  with  the  United  States  to 
acquire  the  equipment  and  training;  or 

6.6. 1 .2.  The  Defense  Security  Assistance  Agency  has  issued  an 
International  Military  Education  and  Training  (IMET)  order  for  the  training. 

6.6.2.  Conducting  Training  on  U.S.  Equipment.  A  foreign  national  may 
conduct  training  on  U.S.  equipment  that  is  classified  or  involves  classified  information, 
if  the  item  has  been  sold  or  otherwise  provided  to  the  foreign  national's  government 
and  the  U.S.  Government  has  specifically  approved  the  provisions  of  such  training  to 
any  third  party  that  is  involved. 

6.6.3.  Third-Country  Equipment.  Foreign  nationals  may  receive  or  conduct 
training  on  equipment  provided  by  a  third-country  that  is  classified  or  involves 
third-coimtry  classified  information  only  with  the  prior  written  consent  of  the 
government  that  provided  the  equipment. 

6.7.  Requests  for  Classified  Documents 

6.7. 1 .  Disclosure  Review.  Requests  for  classified  documents  by  a  foreign 
representative  shall  be  forwarded  to  the  applicable  designated  disclosure  authority  of 
the  originating  DoD  Component  for  review  and  approval  or  denial.  The  requests  shall 
be  processed  using  the  FORDTIS,  when  practicable. 

6.7.2.  Report  to  the  FORDTIS.  The  designated  disclosure  authority  that 
renders  the  decision  shall  report  it  to  the  FORDTIS  under  DoD  Instruction  5230.18 
(reference  (i)). 

6.7.3.  Reference  Lists  and  Bibliographic  Material.  To  avoid  false 
impressions  and  to  avoid  proliferation  of  requests  for  classified  military  information 
that  is  not  releasable  to  the  requestor,  the  DoD  Components  shall: 
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6.7.3. 1.  When  practical,  excise  references  to  nonreleasable  documents 
and  information  from  material  that  may  be  otherwise  released. 

6.7.3. 2.  Discourage  release  of  documents  that  are  reference  lists  or  are 
bibliographic.  To  react  favorably  to  justified  foreign  requests  for  information,  identify 
the  requestor's  specific  requirements  and  provide  only  the  U.S.  information  that 
satisfies  that  requirement  and  is  determined  to  be  releasable. 

6.8.  Foreign  Access  to  Information  When  Participating  in  U.S.  Procurement 
Programs.  Participation  consistent  with  applicable  U.S.  laws,  regulations,  and 
security  requirements  in  DoD  procurement  initiatives  by  contractors  from  countries 
with  which  the  Department  of  Defense  has  agreements  that  encourage  reciprocal 
participation  in  defense  procurement  may  include  access  to  classified  information 
consistent  with  this  Directive  as  follows: 

6.8.1.  Access  to  Technical  Data.  Qualified  government  and  industry 
representatives  from  those  countries  shall  be  given  appropriate  access  to  technical  data, 
consistent  with  this  Directive  and  the  ITAR  (reference  (f)),  necessary  to  bid  on  the 
DoD  contracts. 

6.8.2.  Disclosure  Decisions.  Disclosure  decisions  involving  those  countries 
shall  be  made  before  the  aimouncement  of  the  procurement  (see  subsection  4.6., 
above),  and  the  annoimcement  shall  describe  any  restrictions  on  foreign  participation. 

6.8.3.  Participation  as  Subcontractor.  When  it  is  determined  that  foreign 
contractors  are  not  authorized  to  participate  in  the  classified  or  other  sensitive  aspects 
of  a  potential  contract,  consideration  should  be  given  to  their  requests  for  participation 
in  unclassified  or  less  sensitive  aspects  of  the  contract  as  a  subcontractor. 

6.8.4.  Requests  for  Documentation.  Requests  by  foreign  entities  for 
classified  or  controlled  unclassified  documentation  must  be  submitted  through 
government  channels. 

6.9.  NDPC  Operations.  The  following  procedures  apply  to  the  activities  below: 

6.9.1.  Exceptions  to  NDP-1 

6.9. 1.1.  Exceptions  to  NDP-1  (reference  (c)),  other  than  those  granted 
by  the  Secretary  of  Defense  or  the  Deputy  Secretary  of  Defense,  shall  be  granted  only 
by  the  NDPC. 
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6.9. 1 .2.  All  proposed  disclosure  actions  that  require  decisions  by  the 
Secretary  of  Defense  or  the  Deputy  Secretary  of  Defense  shall  contain  the  views  of  the 
originating  DoD  Component  or  Agency  and  shall  be  coordinated  with  the  Chair  of  the 
NDPC. 


6.9. 1.3.  When  the  Secretary  of  Defense  or  the  Deputy  Secretary  of 
Defense  grants  an  exception  to  policy,  the  DoD  Component  originating  or  participating 
in  the  determination  shall  notify  the  Chair  of  the  NDPC  so  that  the  exception  may  be 
recorded  properly  and  reported  promptly  to  the  NDPC  members  and  the  National 
Security  Council  and  recorded  in  the  FORDTIS. 

6.9. 1 .4.  All  other  requests  for  exception  to  policy  shall: 

6.9. 1 .4. 1 .  Be  forwarded  through  channels  to  the  designated 
disclosure  authority  who  represents  the  requestor's  organization  on  the  NDPC. 

6.9. 1.4.2.  At  a  minimum,  include  the  information  in  enclosure  5. 

6.9.2.  Reporting  to  the  NDPC  of  Compromises  of  U.S.  Classified  Military 
Information  Furnished  to  Foreign  Governments.  The  DoD  Components  having 
knowledge  of  compromises  of  U.S.  classified  information  by  foreign  governments 
promptly  shall  inform  the  originating  DoD  Component.  The  originating  DoD 
Component  shall  conduct  a  damage  assessment  and  shall  provide  copies  of  the 
completed  case  report  and  damage  assessment  to  the  Chair  of  the  NDPC.  If  the 
originating  DoD  Component  is  not  known,  the  Chair  of  the  NDPC  shall  conduct  the 
damage  assessment  and  prepare  the  case  report.  In  either  situation,  the  Chair  of  the 
NDPC  shall  provide  the  NDPC  with  an  evaluation  to  serve  as  a  basis  for  determining 
whether  the  nature  of  the  compromise  requires  a  change  in  reference  (c). 

6.9.3.  Operation  of  the  NDPC 

6.9.3. 1.  NDP-1,  NDPC  Record  of  Action  001.7/70  (references  (c)  and 
(o)),  and  this  Directive  govern  the  DoD  Component  participation  in  the  NDPC 
operations. 


6.9. 3. 2.  The  DoD  Components  shall  provide  qualified  personnel  to 
participate  on  the  NDPC  security  survey  teams,  when  requested.  The  parent  DoD 
Component  shall  bear  travel  and  per  diem  expenses  for  participants. 

6.9. 3. 3.  The  DoD  members  of  NDPC  security  survey  teams  shall 
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participate  in  pre-departure  briefings,  all  scheduled  team  activities,  and  the  preparation 
of  all  reports  and  briefings  resulting  from  the  security  survey. 

6.9.4.  Cooperation  with  the  NDPC.  Under  the  NDP-1  (reference  (c)),  the 
Chair  of  the  NDPC  acts  for  and  in  the  name  of  the  Secretary  of  Defense  in  carrying  out 
the  decisions  of  the  NDPC.  All  of  the  DoD  Components  shall  support  the  Chair's 
requests  for  assistance  in  disclosure  matters. 

6.10.  Classification  Requirements.  DoD  5200.1 -R  (reference  (j))  governs 
classification  and  safeguarding  of  classified  information.  The  DoD  Components  also 
shall  follow  the  security  classification  guide  for  NDP  matters  in  enclosure  6. 


7.  INFORMATION  REQUIREMENTS 

The  reports  referenced  in  this  Directive  are  exempt  fi-om  licensing  in  accordance  with 
paragraph  5.4.2.  of  DoD  7750.5-M  (reference  (p)). 


8.  EFFECTIVE  DATE  AND  IMPLEMENTATION 

This  Directive  is  effective  immediately.  Forward  one  copy  of  implementing 
documents  to  the  Under  Secretary  of  Defense  for  Policy  within  120  days. 


o 

Donald  J.  Atwood 

Deputy  Secretary  of  Defense 


Enclosures  -  6 

1.  References,  continued 

2.  Definitions 

3.  NDP-1  Disclosure  Criteria,  Conditions,  and  Limitations 

4.  The  DDL 

5.  Requests  for  Exception  to  Policy 

6.  Security  Classification  Guide  for  NDP 
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El.  ENCLOSURE  1 
REFERENCES,  continued 


(d)  DoD  Directive  C-5230.23,  "Intelligence  Disclosure  Policy  (U),"  November  18, 
1983 

(e)  DoD  Directive  2040.2,  "International  Transfers  of  Technology,  Goods,  Services, 
and  Munitions,"  January  17, 1984 

(f)  Title  22,  Code  of  Federal  Regulations,  Parts  120-130,  "International  Traffic  in 

Arms  Regulations  (ITAR)" 

(g)  DoD  Instruction  5000.2,  "Defense  Acquisition  Management  Policies  and 
Procedures,"  Febmary  23,  1991 

(h)  DoD  Directive  5530.3.  "International  Agreements,"  June  11,  1987 

(i)  DoD  Instruction  5230.18,  "The  DoD  Foreign  Disclosure  and  Technical  Information 

System  (FORDTIS),"  November  6,  1984 

(j)  DoD  5200.1-R,  "Information  Security  Program  Regulation,"  Jime  1986,  authorized 

by  DoD  Directive  5200.1.  June  7, 1982 

(k)  Public  Law  83-703,  "Atomic  Energy  Act  of  1954,"  August  30,  1954,  as  amended 
(Sections  2121,  2153,  and  2164  of  title  42,  United  States  Code) 

(l)  DoD  71 10.1-M,  "Department  of  Defense  Budget  Guidance  Manual,"  May  1990, 

authorized  by  DoD  Instruction  71 10.1.  October  30,  1980 

(m)  DoD  Directive  5200.12,  "Conduct  of  Classified  Meetings,"  May  16,  1988 

(n)  DoD  Directive  5230.20,  "Control  of  Foreign  Representatives,"  June  25,  1984 

(o)  National  Military  Information  Disclosure  Policy  Committee  Record  of  Action 
001.7/70,  "NDPC  Detailed  Operating  Procedures,"  September  15,  1981 

(p)  DoD  7750. 5-M,  "DoD  Procedures  for  Management  of  Information  Requirements," 
November  1986,  authorized  by  DoD  Directive  7750.5,  August  7,  1986 

(q)  Executive  Order  12356,  "National  Security  Information,"  April  2,  1982 

(r)  DoD  Directive  5230.25.  "Withholding  of  Unclassified  Technical  Data  from  Public 

Disclosure,"  November  6,  1984 

(s)  DoD  Directive  5400.7.  "DoD  Freedom  of  Information  Act  Program,"  May  13,  1988 

(t)  Title  15,  Code  of  Federal  Regulations,  Parts  730-799,  "Export  Administration 

Regulations  (EAR)" 
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E2.  ENCLOSURE  2 
DEFINITIONS 


E2. 1.1.  Classified  Military  Equipment.  Military  equipment  that  is  itself 
classified;  contains  classified  information  that  may  be  derived  from  or  revealed  by  its 
operation  or  testing;  or  will  require  the  disclosure  of  classified  information  for 
operation,  employment,  maintenance,  or  training. 

E2.1.2.  Classified  Military  Information.  Information  originated  by  or  for  the 
Department  of  Defense  or  its  Agencies  or  is  under  their  jurisdiction  or  control  and  that 
requires  protection  in  the  interests  of  national  security.  It  is  designated  TOP 
SECRET,  SECRET,  and  CONFIDENTIAL,  as  described  in  E.O.  12356  (reference 
(q)).  Classified  military  information  may  be  in  oral,  visual,  or  material  form  and  has 
been  subdivided  fiirther  into  the  eight  categories  described  below: 

E2.1.2.1.  Category  1  -  Organization.  Training,  and  Employment  of  Military 
Forces.  Information  of  a  general  nature  pertaining  to  tactics,  techniques,  tactical 
doctrine,  and  intelligence  and  counterintelligence  doctrine  and  techniques.  Excluded 
is  information  necessary  for  the  operation,  training,  and  maintenance  on  specific 
equipment  covered  under  Categories  2  and  3,  below. 

E2. 1.2.2.  Category  2  -  Military  Materiel  and  Munitions.  Information  on 
specific  items  of  equipment  already  in  production,  or  in  service,  and  the  information 
necessary  for  the  operation,  maintenance,  and  training.  Items  on  the  U.S.  Munitions 
List  fall  within  this  category.  This  category  does  not  pertain  to  equipment  that  is  in 
research  and  development. 

E2.1.2.3.  Category  3  -  Applied  Research  and  Development  Information  and 
Materiel.  Information  related  to  fimdamental  theories,  design,  and  experimental 
investigation  into  possible  military  applications;  it  includes  engineering  data, 
operational  requirements,  concepts,  and  military  characteristics  required  to  adopt  the 
item  for  production.  Development  ceases  when  the  equipment  has  completed 
suitability  testing  and  has  been  adopted  for  use  or  production. 

E2. 1.2.4.  Category  4  -  Production  Information.  Information  related  to 
designs,  specifications,  manufacturing  techniques,  and  such  related  information 
necessary  to  manufacture  materiel  and  munitions. 
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E2.1.2.5.  Category  5  -  Combined  Military  Operations.  Planning,  and 
Readiness.  Information  necessary  to  plan,  ensure  readiness  for,  and  provide  support 
to  the  achievement  of  mutual  force  development  goals  or  participation  in  specific 
combined  tactical  operations  and  exercises.  It  does  not  include  strategic  plans  and 
guidance  or  North  American  defense  information. 

E2. 1 .2.6.  Category  6  -  U.S.  Order  of  Battle.  Information  pertaining  to  U.S. 
forces  in  a  specific  area.  In  general,  disclosmes  of  this  information  are  limited  to 
those  countries  in  which  U.S.  forces  are  stationed  or  are  in  adjacent  geographical  areas. 

E2. 1.2.7.  Category  7  -  North  American  Defense.  Information  related  to 
plans,  operations,  programs,  and  projects,  to  include  data  and  equipment,  directly 
related  to  North  American  defense. 

E2. 1.2.8.  Category  8  -  Military  Intelligence.  Information  of  a  military 
character  pertaining  to  foreign  nations.  This  category  of  information  does  not  include 
national  intelligence  or  sensitive  compartmented  information  under  the  purview  of  the 
Director  of  Central  Intelligence  (DCI). 

E2.1.3.  Controlled  Unclassified  Information.  Unclassified  information  to  which 
access  or  distribution  limitations  have  been  applied  in  accordance  with  national  laws, 
policies,  and  regulations  of  the  originating  country.  It  includes  U.S.  information  that 
is  determined  to  be  exempt  from  public  disclosure  in  accordance  with  DoD  Directives 
5230.25  and  5400.7  (references  (r)  and  (s))  or  that  is  subject  to  export  controls  in 
accordance  with  the  ITAR  (reference  (f))  or  the  EAR  (reference  (t)). 

E2. 1 .4.  Delegation  of  Disclosure  Authority  Letter  (DDLI.  A  letter  issued  by  the 
appropriate  designated  disclosure  authority  explaining  classification  levels,  categories, 
scope,  and  limitations  of  information  under  a  DoD  Component's  disclosure  jurisdiction 
that  may  be  disclosed  to  a  foreign  recipient.  It  is  used  to  delegate  disclosure  authority 
to  subordinate  disclosure  authorities. 

E2.1.5.  Designated  Disclosure  Authority.  An  official,  at  subordinate  component 
level,  designated  by  the  Head  of  a  DoD  Component  or  the  Component's  Principal 
Disclosure  Authority  to  control  disclosures  of  classified  military  information  by  his  or 
her  organization. 

E2. 1 .6.  Disclosure.  Conveying  classified  information,  in  any  manner,  to  an 
authorized  representative  of  a  foreign  government. 
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E2.1.7.  Foreign  Disclosure  and  Technical  Information  System  TFORDTISi  An 
automated  system  to  assist  decision  makers  and  analysts  in  reviewing,  coordinating, 
and  reaching  decisions  concerning  proposals  to  release  classified  military  information, 
materiel,  and  technology  to  foreign  governments. 

E2.1.8.  Govemment-to-Govemment  Channels.  The  principle  that  classified 
information  and  materiel  will  be  transferred  by  government  officials  through  official 
channels  or  through  other  channels  expressly  agreed  upon  by  the  governments 
involved.  In  either  case,  the  information  or  materiel  may  be  transferred  only  to  a 
person  specifically  designated  in  writing  by  the  foreign  government  as  its 
representative  for  that  purpose. 

E2.1.9.  Intelligence.  The  product  resulting  from  the  collection,  processing, 
integration,  analysis,  evaluation,  and  interpretation  of  available  information  concerning 
foreign  countries  or  areas. 

E2.1.10.  International  Organization.  An  entity  established  by  recognized 
governments  pursuant  to  an  international  agreement  which,  by  charter  or  otherwise,  is 
able  to  acquire  and  transfer  property,  make  contracts  and  agreements,  obligate  its 
members,  and  pursue  legal  remedies. 

E2. 1 , 1 1 .  Joint  Information.  Military  information  over  which  two  or  more  DoD 
Components,  or  two  or  more  Federal  Departments  or  Agencies,  exercise  control, 
jurisdiction,  or  security  awareness. 

E2.1.12.  Meeting.  A  conference,  seminar,  symposium,  exhibit,  convention, 
training  course,  or  other  gathering  during  which  classified  or  controlled  unclassified 
information  is  disclosed. 

E2. 1 . 1 3 .  Originating  DoD  Component.  The  DoD  Agency  that  exercises  original 
classification  jurisdiction  for  classified  information. 

E2 . 1 . 1 4 .  Security  Assurance.  The  written  confirmation,  requested  by  and 
exchanged  between  governments,  of  the  security  clearance  level  or  eligibility  for 
clearance,  of  their  employees,  contractors,  and  citizens.  It  includes  a  statement  by  a 
responsible  official  of  a  foreign  government  that  the  original  recipient  of  U.S. 
classified  military  information  possesses  the  requisite  security  clearance  and  is 
approved  by  his  or  her  government  for  access  to  information  of  the  security 
classification  involved  on  behalf  of  the  foreign  government  and  that  the  recipient  will 
comply  with  any  security  requirements  specified  by  the  United  States.  In  the  case  of 
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industrial  facilities,  the  security  assurance  should  include  a  statement  concerning  the 
level  of  storage  capability. 

E2.1.15.  Sensitive  Compartmented  Information.  Information  and  material  that 
requires  special  controls  for  restricted  handling  within  compartmented  intelligence 
systems  and  for  which  compartmentation  is  established. 

E2. 1 . 1 6.  Strategic  War  Plan.  A  plan  for  the  overall  conduct  of  a  war. 
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E3.  ENCLOSURE  3 

NDP-1  DISCLOSURE  CRITERIA.  CONDITIONS.  AND  LIMITATIONS 


E3 . 1 . 1 .  Disclosure  Criteria.  Disclosures  of  classified  military  information  in 
Categories  1  through  8  defined  in  item  E2.1.2.  of  enclosure  2  may  be  made  only  when 
all  of  the  criteria  listed  in  subsections  E3.L1.L  through  E3. 1.1.5.,  below,  are 
satisfied.  Disclosures  in  Category  8  also  must  be  in  compliance  with  DoD  Directive 
C-5230.23  (reference  (d)). 

E3. 1 . 1 . 1 .  Disclosure  is  consistent  with  U.S.  foreign  policy  and  national 
security  objectives  concerning  the  proposed  recipient  foreign  government.  For 
example: 


E3 . 1 . 1 . 1 . 1 .  The  recipient  government  cooperates  with  the  United  States 
in  pursuance  of  military  and  political  objectives  that  are  compatible  with  those  of  the 
United  States. 


E3 . 1 . 1 . 1 .2.  A  specific  U.S.  national  purpose,  diplomatic  or  military,  will 

be  served. 


E3. 1.1. 1.3.  The  information  will  be  used  in  support  of  mutual  defense 
and  security  objectives. 

E3. 1 . 1 .2.  Disclosure  is  consistent  with  U.S.  military  and  security  objectives. 
For  example: 


E3 . 1 . 1 .2. 1 .  Disclosures  of  advanced  technology,  if  compromised,  will 
not  constitute  an  unreasonable  risk  to  the  U.S.  position  in  military  technology  and 
operational  capabilities,  regardless  of  the  intended  recipient. 

E3. 1 . 1 .2.2.  The  proposed  disclosure  reflects  the  need  for  striking  a 
proper  balance  between  pursuit  of  our  mutual  defense  and  foreign  policy  objectives  on 
the  one  hand  and  the  preservation  of  the  security  of  our  military  secrets  on  the  other. 

E3.1.1.3.  The  foreign  recipient  of  the  information  will  afford  it  substantially 
the  same  degree  of  security  protection  given  to  it  by  the  United  States.  (The  intent  of 
a  foreign  government  to  protect  U.S.  classified  military  information  is  established  in 
part  by  the  negotiation  of  a  General  Security  of  Information  Agreement  or  other  similar 
security  arrangement.  A  foreign  government's  capability  to  protect  U.S.  classified 
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military  information  normally  is  determined  by  the  evaluation  of  embassy  security 
assessments,  Central  Intelligence  Agency  risk  assessments,  National  Military 
Information  Disclosure  Policy  Committee  (NDPC)  Security  Survey  Reports,  and/or 
historical  precedence.) 

E3 . 1 . 1 .4.  Disclosures  will  result  in  benefits  to  the  United  States  at  least 
equivalent  to  the  value  of  the  information  disclosed.  For  example; 

E3 . 1 . 1 .4. 1 .  The  United  States  obtains  information  from  the  recipient 
nation  on  a  quid  pro  quo  basis. 

E3 . 1 . 1 .4.2.  The  exchange  of  military  information  or  participation  in  a 
cooperative  project  will  be  advantageous  to  the  United  States  from  a  technical  or  other 
military  viewpoint. 

E3. 1 . 1 .4.3.  The  development  or  maintenance  of  a  high  level  of  military 
strength  and  effectiveness  on  the  part  of  the  government  receiving  the  information  will 
be  advantageous  to  the  United  States. 

E3.1.1.5.  The  disclosure  is  limited  to  information  necessary  to  the  purpose 
for  which  disclosure  is  made.  For  example,  if  the  purpose  of  the  disclosure  is  the  sale 
of  military  equipment,  information  on  operation,  maintenance,  and  training  would  be 
released.  Research  and  development  data,  or  production  know-how,  must  be  withheld. 

E3. 1 .2.  Disclosure  Conditions.  After  a  decision  is  made  to  disclose  classified 
military  information  to  a  foreign  government  or  international  organization,  based  on 
the  criteria  listed  in  subsections  E3. 1.1.1.  through  E3.1.1.5.  of  this  enclosure,  above,  or 
an  exception  to  policy,  release  of  the  classified  military  information  will  be  contingent 
upon  agreement  by  the  recipient  foreign  government  that  the  listed  minimal  conditions 
in  subsections  E3. 1.2.1.  through  E3. 1.2.8.,  below,  will  be  met.  The  conditions 
normally  are  satisfied  by  the  provisions  of  existing  General  Security  of  Information 
Agreements.  When  a  General  Security  of  Information  Agreement  does  not  exist,  the 
conditions  may  be  included  in  a  program-specific  agreement,  government  contract,  or 
similar  arrangement. 

E3. 1 .2. 1 .  The  information  or  acknowledgment  of  its  possession  will  not  be 
revealed  to  a  third-country  government,  organization,  or  person,  except  with  the  prior 
written  permission  of  the  originating  U.S.  Department  Agency. 

E3. 1.2.2.  The  information  will  be  afforded  substantially  the  same  degree  of 
security  protection  afforded  to  it  by  the  United  States. 
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E3. 1.2.3.  The  infomiation  will  be  used  only  for  designated  military  purposes, 
or  other  specified  purposes. 

E3. 1 .2.4.  The  recipient  will  report  promptly  and  fiilly  to  U.S.  authorities  any 
known  or  suspected  compromise  of  U.S.  classified  military  information  released  to  it. 

E3. 1.2.5.  All  individuals  and  facilities  that  will  have  access  to  the  classified 
military  information  and  materiel  will  have  security  clearances  granted  by  their 
government  at  a  level  equal  to  that  of  the  classified  information  involved  and  an 
official  need-to-know. 

E3. 1 .2.6.  The  information  will  be  transferred  through 
govemment-to-govemment  channels. 

E3. 1.2.7.  Security  experts  of  each  government  will  be  permitted  to  visit  the 
other  government,  when  mutually  convenient,  to  review  and  discuss  each  other's 
policies  and  practices  for  protecting  classified  information. 

E3. 1.2.8.  The  recipient  of  the  information  agrees  to  abide  by  or  meet 
U.S.-specified  special  terms  and  conditions  for  the  release  of  U.S.  information  or 
materiel. 

E3.1.3.  Disclosure  Limitations 

E3. 1.3.1.  General  Limitations.  Nothing  in  this  Directive  shall  be  construed 
so  as  to  allow  the  disclosure  of  the  following  types  of  information: 

E3. 1.3. 1.1.  Prohibited  by  Law  or  Agreement.  Classified  information, 
the  disclosure  of  which  is  prohibited  by  Federal  law  or  by  any  international  agreement 
to  which  the  United  States  is  a  party. 

E3. 1.3. 1.2.  Naval  Nuclear  Information.  Any  naval  nuclear  propulsion 
information,  classified  or  unclassified,  except  under  an  agreement  negotiated  pursuant 
to  the  Atomic  Energy  Act  of  1954,  as  amended  (reference  (k)). 

E3. 1.3. 1.3.  Proprietary  Information.  Classified  or  unclassified 
proprietary  information,  the  rights  to  which  are  owned  by  private  firms  or  citizens  (i.e., 
patents,  copyrights,  or  trade  secrets)  without  the  owner's  consent,  unless  such 
disclosure  is  authorized  by  relevant  legislation,  and  then  release  will  be  subject  to  such 
legislation. 
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E3 . 1 .3 . 1 .4.  National  Intelligence.  National  Intelligence  or 
interdepartmental  intelligence  produced  within  the  National  Foreign  Intelligence  Board 
(NFIB)  structure.  Such  intelligence  cannot  be  disclosed  without  authorization  of  the 
DCI  in  accordance  with  applicable  policies. 

E3. 1.3. 1.5.  National  Security  Telecommunications  and  Information 
Systems  Security  Information.  The  National  Security  Telecommunications  and 
Information  Systems  Security  Committee  is  authorized  by  its  terms  of  reference  to 
make  disclosures  of  classified  military  telecommunications  and  information  systems 
security  equipment  and  information  without  reference  to  the  NDPC. 

E3 . 1 . 3 . 1 . 6 .  Counterintelligence.  Operational  information  related  to 
counterintelligence  activities  and  disclosures  related  thereto. 

E3. 1 .3. 1 .7.  Atomic  Information.  Such  disclosures  are  made  in 
accordance  with  the  Atomic  Energy  Act  of  1954,  as  amended  (reference  (k)). 

E3. 1 .3.1 .8.  Strategic  Planning  and  Guidance.  Only  the  Secretary  of 
Defense  or  the  Deputy  Secretary  of  Defense  may  authorize  the  disclosure  of  plans, 
concepts,  or  other  information  about  strategic  war  plans.  Requests  for  such  disclosure 
shall  be  submitted  through  the  Chairman  of  the  Joint  Chiefs  of  Staff. 

E3 . 1 .3 .2.  Specifically  Prohibited  Disclosures.  The  following  types  of 
classified  information  are  specifically  prohibited  from  disclosure: 

E3 . 1 .3 .2. 1 .  Classified  information  officially  obtained  fi'om  a  foreign 
government,  except  when  the  information  has  been  conveyed  by  the  government  with 
express  written  consent  to  its  further  disclosure. 

E3. 1 .3.2.2.  Combined  information  without  prior  agreement  of  all  parties. 

E3. 1 .3.2.3.  Joint  information  without  prior  agreement  of  all  Departments 
or  Agencies  having  control  or  jurisdiction. 

E3.1.3.2.4.  Information  originated  by  or  for  another  Department  or 
Agency,  unless  that  Department  or  Agency  consents  to  the  disclosure. 

E3.1. 3.2.5.  Intelligence  information  described  in  section  I,  subparagraph 
5.c.(2)  and  section  II,  subparagraph  5.b.(7)  of  NDP-1  (reference  (c)). 
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E4.  ENCLOSURE  4 
THE  DDL 


The  following  DDL  format  should  be  used  by  the  DoD  Components:  (While  all 
elements  identified  should  be  provided  in  the  general  order  shown,  information  should 
be  presented  in  the  clearest  and  easiest-to-use  manner.  For  example,  the  usefulness  of 
the  DDL  for  complex  systems  will  be  enhanced  if  items  5  and  6  are  broken  out  by 
major  subsystems  and  software  and  disclosures  are  discussed  separately.) 

TITLE:  DATE: 

1 .  CL  AS  SIFIC  ATION :  Identify  highest  classification  of  information  to  be 
disclosed. 

2.  DISCLOSURE  METHODS:  E.g.,  oral,  visual,  or  documentary. 

3.  CATEGORIES  PERMITTED:  Specify  National  Disclosure  Policy  categories 
to  be  disclosed, 

4.  SCOPE:  Specify  who  is  authorized  to  release  material  or  information,  and  to 
whom  disclosure  is  authorized. 

5.  AUTHORIZED  FOR  RELEASE  AND/OR  DISCLOSURE:  Describe 
materiel  and/or  information  that  can  be  released  or  disclosed. 

6.  NOT  AUTHORIZED  FOR  RELEASE  AND/OR  DISCLOSURE:  Describe 
materiel  and/or  information  that  caimot  be  released  or  disclosed.  (In  addition  to 
providing  specific  descriptions  of  releasable  and  restricted  materiel  and  information, 
items  5  and  6  will  also  specify  any  conditions  or  limitations  to  be  imposed;  e.g., 
time-phasing  of  release,  allowable  forms  for  software,  identification  of  items  releasable 
only  as  finished,  tested  assemblies,  etc.) 

7.  PROCEDURES:  Specify  review  and  release  procedures,  special  security 
procedures,  or  protective  measures  to  be  imposed. 

8.  REDELEGATION :  Specify  the  extent  of  redelegation  of  authority  (if  any) 
permitted  to  subordinate  activities. 
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E5.  ENCLOSURE  5 

REQUESTS  FOR  EXCEPTION  TO  POLICY 


Requests  for  an  exception  to  policy  shall  contain  the  following  elements  of 
information: 

E5. 1 . 1 .  A  concise  statement  of  the  action  proposed.  Include  security 
classification  and  categories  of  U.S.  classified  military  information  to  be  disclosed. 

(For  example:  "The  OUSD(A)  member,  National  Disclosure  Policy  Committee 
(NDPC),  requests  an  exception  to  the  National  Disclosure  Policy  to  permit  the 
disclosure  of  SECRET  Category  3  (Applied  Research  and  Development  Information 

and  Materiel)  information  to  the  Government  of _ in  support  of  the 

negotiation  of  a  Data  Exchange  Agreement  pertaining  to  surface-to-air  missiles.") 

E5. 1 .2.  A  precise  statement  of  why  an  exception  to  policy  is  required.  (For 
example:  An  exception  is  required  because  (a)  the  level  of  classified  information 
involved  exceeds  the  classification  level  delegated  in  Annex  A  of  NDP-1;  or  (b)  the 
proposed  action  is  not  in  consonance  with  policy  currently  established  in  Annex  B  or 
C  of  NDP-1;  or  (c)  certain  (identify  which)  of  the  disclosure  criteria  or  conditions 
listed  in  section  II.  of  NDP-1  are  not  fully  met;  or  (d)  any  or  all  of  the  above  in 
combination.) 

E5.L3.  An  assessment  of  how  each  of  the  disclosure  criteria  and  conditions  in 
section  II.  of  NDP-1  shall  be  met: 

E5 . 1 . 3 . 1 .  "Disclosure  is  consistent  with  the  foreign  policy  of  the  United 

States  toward  the  Government  of _ ."  (A  further  detailed  discussion  shall 

be  included  to  substantiate  this  statement.  Reference  shall  be  made  to  Presidential, 
National  Security  Council,  or  other  high-level  policy  decisions  to  support  the 
justification  provided.  A  simple  statement  such  as  "the  recipient  cooperates  with  the 
United  States  in  pursuance  of  military  and  political  objectives"  is  not  sufficient.) 

E5. 1.3.2.  "The  military  security  of  the  United  States  permits  disclosure."  (If 
equipment  or  technology  is  involved,  there  must  be  a  discussion  on  the  result  of  a 
compromise  on  U.S.  operational  capability  or  the  U.S.  position  in  military 
technology.  This  discussion  shall  include  an  analysis  of  the  state  of  the  art  regarding 
the  technology  involved,  the  susceptibility  of  the  item  to  reverse  engineering,  the 
capability  of  the  foreign  recipient  to  reverse  engineer  the  item,  the  foreign  availability 
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of  the  technology  or  equipment  involved,  and  other  governments  to  whom  similar 
equipment  or  technology  has  been  released.) 

E5. 1 .3.3.  "The  foreign  recipient  will  afford  the  information  substantially  the 
same  degree  of  security  protection  given  to  it  by  the  United  States."  (If  there  has  been 
an  NDPC  Security  Survey  for  the  proposed  recipient,  the  conclusion  reached  therein 
shall  be  discussed.  In  the  absence  of  an  NDPC  Security  Survey,  efforts  shall  be  made 
to  obtain,  through  intelligence  channels,  a  counterintelligence  risk  assessment  or 
security  analysis  of  the  foreign  government's  security  capabilities.  The  mere  statement 
that  "classified  information  has  been  released  previously  to  this  government  and  there 
is  no  indication  that  such  information  has  been  compromised"  is  not  sufficient.) 

E5. 1.3.4.  "Disclosures  will  result  in  benefits  to  the  United  States  at  least 
equivalent  to  the  value  of  the  information  disclosed."  (For  example:  (1)  if  the  United 
States  obtains  information  from  the  proposed  recipient  on  a  quid-pro-quo  basis, 
describe  the  information  and  the  value  to  the  United  States;  (2)  explain  how  the 
exchange  of  military  information  for  participation  in  a  cooperative  project  will  be 
advantageous  to  the  United  States  from  a  technical  or  military  capability  viewpoint;  (3) 
if  the  development  or  maintenance  of  a  high  degree  of  military  strength  and 
effectiveness  on  the  part  of  the  recipient  government  will  be  advantageous  to  the 
United  States,  explain  how.) 

E5. 1.3.5.  "The  disclosure  is  limited  to  information  necessary  to  the  purpose 
for  which  disclosure  is  made."  (For  example,  if  the  purpose  of  the  request  is  for  the 
sale  of  equipment  only,  it  shall  be  indicated  clearly  that  research  and  development  data 
or  production  know-how  is  not  to  be  divulged  or  that  documentation  will  be  sanitized.) 

E5. 1 .4.  Any  limitations  placed  on  the  proposed  disclosure  in  terms  of  information 
to  be  disclosed,  disclosure  schedules,  or  other  pertinent  caveats  that  may  affect  NDPC 
approval  or  denial  of  the  request.  (If  disclosures  are  to  be  phased  or  if  certain 
information  is  not  to  be  released,  the  phasing  or  nonreleasable  information  shall  be 
specified.) 

E5.1.5.  A  statement  that  the  requested  exception  is  to  be  either  a  continuing 
exception,  subject  to  annual  review,  or  a  one-time  exception.  (A  continuing  exception 
usually  is  associated  with  a  long-term  project,  such  as  a  coproduction  program  or 
military  sale  when  the  United  States  will  be  obligated  to  provide  life-cycle  support.  A 
one-time  exception  typically  is  used  for  a  briefing  or  demonstration  or  short-term 
training.) 
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E5.1.6.  The  names  and  titles  of  U.S.  officials  accredited  to  the  requesting  foreign 
government  or  international  organization  with  whom  the  proposed  exception  has  been 
coordinated,  as  well  as  the  views  of  the  Theater  Commander.  (Sufficient  time  shall  be 
allowed  to  obtain  an  opinion  from  U.S.  Embassy  personnel  in-coiuitry  and  the 
responsible  Theater  Commander  before  submitting  the  request  for  approval.  Many 
cases  are  delayed  because  a  U.S.  Embassy  or  Theater  Commander  opinion  has  not 
been  obtained.) 

E5.1.7.  The  opinion  of  other  interested  Departments  or  Agencies  if  joint  Service 
or  shared  information  is  involved.  (If  the  information  or  item  of  equipment  is  of 
shared  or  joint  interest,  such  as  an  air-to-air  missile  used  by  two  Services  or  containing 
technology  of  concern  to  another  Service,  the  views  of  the  other  party  will  be  included.) 

E5.1.8.  Any  information  not  mentioned  above  that  would  assist  the  NDPC 
members,  the  Secretary  of  Defense,  or  the  Deputy  Secretary  of  Defense  in  evaluating 
the  proposal. 

E5.1.9.  The  name  and  telephone  number  of  a  knowledgeable  individual  within  the 
requesting  organization  who  can  provide  additional  technical  detail  or  clarification 
concerning  the  case  at  issue. 

E5. 1 . 1 0.  The  date  a  response  is  desired  on  the  case.  Ten  full  working  days  for 
NDPC  case  deliberations  should  be  allowed.  The  suspense  date  (10  full  working 
days)  is  computed  starting  from  the  first  full  working  day  after  the  date  of  the  request. 
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E6.  ENCLOSURE  6 

SECURITY  CLASSIFICATION  GUIDE  FOR  NATIONAL  DISCLOSURE  POLICY 


SUBJECT  MATTER 

CLASSIFICATION 

REMARKS 

A.  The  Charts  in  Annex  A  of  NDP-1  (reference 
(c)). 

SECRET 

1 .  The  association  of  a  foreign  country  or 
intemationai  organization  with  one  or  more 
disclosure  category  entries  quoted  from  the 
chart  in  Annex  A  of  reference  (c). 

CONFIDENTIAL 

2.  The  association  of  one  or  more  disclosure 
category  entries  in  the  charts  in  Annex  A  of 
reference  (c)  pertaining  to  two  or  more  foreign 
countries  or  intemationai  organizations  (that  is, 
any  comparison  of  the  disclosure  levels  of  two  or 
more  countries  or  intemationai  organizations). 

SECRET 

B.  The  fact  that  a  specific  foreign  country  or 
intemationai  organization  has  agreed  to  afford 

U.S.  classified  military  Information  the  same 
degree  of  protection  as  afforded  by  the  U.S. 
Government. 

UNCLASSIFIED 

Unless  the  mere  existence  of  the 
governing  security  agreement  is 
classified,  in  which  case  the  same 
classification  applies.  This  can  be 
determined  by  reviewing  Part  B  of  the 
charts  in  Annex  A  of  reference  (c). 

C.  Disclosure  authority  as  set  forth  in  section 

II.4.  of  reference  (c). 

UNCLASSIFIED 

D.  Disclosure  criteria  (and  examples)  set  forth 
in  section  Il.S.a.  of  reference  (c)  without 
reference  to  a  specific  case  or  country. 

UNCLASSIFIED 

E.  Disclosure  criteria  for  military  intelligence  as 
set  forth  in  section  ll.S.b.  of  NDP-1  (reference 
(c))  and  DoD  Directive  C-5230.23  (reference  (d)). 

CONFIDENTIAL 

Unless  otherwise  specified  by  the 
paragraph  markings  in  section  ll.S.b. 

F.  Disclosure  conditions  for  classified  military 
information  as  set  forth  in  section  11.6.  of 
reference  (c). 

UNCLASSIFIED 

G.  NDPC  organization  and  membership  in 
section  III.  of  reference  (c). 

UNCLASSIFIED 

H.  NDPC  procedures  enumerated  in  section 

IV.  of  reference  (c). 

UNCLASSIFIED 

Except  for  section  lV.2.b.  which  is 
CONFIDENTIAL 

1.  Specific  disclosure  policy,  in  addition  to  that  in 
the  chart  in  Annex  A  of  reference  (c),  relative  to 
a  specific  country  or  intemationai  organization. 

CONFIDENTIAL 

Other  classification  levels  will  be 
recommended  to  the  Chair  of  the  NDPC 
when  circumstances  warrant. 

J.  Specific  disclosure  policy  for  selected 
weapon  systems,  equipment,  and  technologies. 

CONFIDENTIAL 

Other  classification  levels  will  be 
recommended  to  the  Chair  of  the  NDPC 
when  circumstances  warrant. 

K.  Information  revealing  the  security  policies, 
procedures,  methods,  or  practices  of  a  foreign 
country  or  intemationai  organization  for 
protecting  classified  military  information  compiled 
by  a  NDPC  Security  Survey  Team. 

CONFIDENTIAL 

Other  classification  levels  will  be 
recommended  to  the  Chair  of  the  NDPC 
when  circumstances  warrant. 
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SUBJECT  MATTER  CLASSIFICATION 

L.  Assessments,  including  deficiencies  or  recommendations,  CONFIDENTIAL 

compiled  by  an  NDPC  Security  Survey  Team  that  would  not  result 

in  adverse  effects  of  foreign  relations  if  disclosed  but  that  could 
result  in  damage  to  the  national  defense  if  disclosed  but  that  could 
result  in  damage  to  the  national  defense  if  disclosed.  For 
example,  the  deficiency  concerns  an  exploitable  vulnerability  that, 
if  revealed,  could  cause  direct  or  immediate  jeopardy  to  the 
security  of  U.S.  classified  information. 

M.  Deficiencies  or  recommendations  compiled  by  the  NDPC  CONFIDENTIAL 
Security  Team  that  could  result  in  adverse  effects  on  foreign 

relations  if  disclosed. 


N.  The  above  items  shall  be  declassified  on  "ODAR.” 


REMARKS 

Other  classification 
levels  will  be 
recommended  to  the 
Chair  of  the  NDPC 
when  circumstances 
warrant. 


Other  classification 
levels  will  be 
recommended  to  the 
Chairman  of  the  NDPC 
when  circumstances 
warrant. 
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Department  of  Defense 

DIRECTIVE 


NUMBER  5230.20 

August  12,  1998 


USD(P) 


SUBJECT:  Visits,  Assignments,  and  Exchanges  of  Foreign  Nationals 

References:  (a)  DoD  Directive  5230.20,  “Visits  and  Assignments  of  Foreign 
Representatives,”  April  24,  1992  (hereby  canceled) 

(b)  Section  1082  of  Public  Law  104-201,  “National  Defense 
Authorization  Act  for  Fiscal  Year  1997,”  September  23,  1996 

(c)  DoD  5025. 1-M,  “DoD  Directives  System  Procedures,”  August  1994, 
authorized  by  DoD  Directive  5025.1,  June  24,  1994 

(d)  Title  22,  Code  of  Federal  Regulations,  Parts  120-130,  "International 
Traffic  in  Arms  Regulations  (ITAR)" 

(e)  through  (w),  see  enclosure  El . 


1.  REISSUANCE  AND  PURPOSE 
This  Directive: 

1.1.  Reissues  reference  (a),  incorporates  the  requirements  of  reference  (b),  and 
updates  policy  and  responsibilities  governing  visits  and  assignments,  including 
exchanges,  of  foreign  nationals  to  the  DoD  Components  and  certain  contractor 
facilities. 

1.2.  Establishes  the  International  Visits  Program  (IVP),  the  Foreign  Liaison 
Officers  (FLOs)  Program,  the  Defense  Personnel  Exchange  Program  (DPEP),  and  the 
policy  for  the  assignment  of  Cooperative  Program  Personnel. 

1.3.  Designates  the  Under  Secretary  of  Defense  for  Acquisition  and  Technology 
as  the  DoD  Executive  Agent  for  the  Engineer  and  Scientist  Exchange  Program  (ESEP). 

1.4.  Designates  the  Deputy  Under  Secretary  of  Defense  (Policy  Support)  (DUSD 
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(PS))  as  the  DoD  Executive  Agent  for  Administration  and  Professional  Exchange 
Program  assignments  in  the  Office  of  the  Secretary  of  Defense  (OSD)  and  the  Defense 
Agencies. 

1.5.  Designates  the  Director,  Defense  Intelligence  Agency  (DIA),  as  the  DoD 
Executive  Agent  for  the  Defense  Intelligence  Personnel  Exchange  Program. 

1.6.  Authorizes  the  publication  of  a  DoD  Manual,  “Joint  Service  Foreign  Attache 
Manual,”  in  accordance  with  reference  (c). 


2.  APPLICABILITY  AND  SCOPE 
This  Directive: 

2.1.  Applies  to  OSD,  the  Military  Departments,  the  Chairman  of  the  Joint  Chiefs 
of  Staff,  the  Combatant  Commands,  the  Defense  Agencies,  and  the  DoD  Field 
Activities  (hereafter  referred  to  collectively  as  "the  DoD  Components"). 

2.2.  Applies  to  all  arrangements  whereby  foreign  nationals  visit  or  are  assigned  to 
the  DoD  Components  or  to  contractor  facilities  over  which  the  DoD  Components  have 
security  responsibility,  except  as  described  in  subsection  2.3.,  below. 

2.3.  This  Directive  does  not  apply  to: 

2.3.1.  Visits  conducted  at  DoD  contractor  facilities  that  involve  access  only 
to  unclassified  information,  provided  such  information  is  authorized  for  release 
pursuant  to  the  Department  of  State's  International  Traffic  in  Arms  Regulations  (ITAR) 
(reference  (d))  or  the  Department  of  C  .uimerce's  Export  Administration  Regulations 
(EAR)  (reference  (e)),  a  pertinent  government  contract  does  not  require  a 
government-approved  visit  authorization,  and  the  visit  will  have  no  direct  impact  on 
DoD  activities  or  responsibilities  at  the  facility. 

2.3.2.  Visits  to  the  DoD  Components  or  DoD  contractor  facilities  by  foreign 
national  employees  of  U.S.  contractors  owned  by  foreign  interests.  Such  visits  will  be 
processed  in  accordance  with  reference  (d),  the  National  Industrial  Security  Program 
Operating  Manual  (NISPOM)  (reference  (f)),  and  subsection  E3.2.5  of  enclosure  E3. 

2.3.3.  Visits  by  foreign  nationals  who  are  not  representing  their  government 
in  an  official  capacity  (e.g.,  students  or  researchers  in  the  United  States  for  private 
purposes).  Access  to  DoD  and  cleared  defense  contractor  facilities  by  such  persons 
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will  be  handled  on  the  same  basis  as  public  visits. 

2.3.4.  Visits  by  foreign  students  who  are  visiting  to  participate  in  security 
assistance  training  on  Invitational  Travel  Orders  pursuant  to  DoD  5105.38-M 
(reference  (g)). 

2.3.5.  Visits  by  foreign  nationals  participating  in  United  States  Information 
Agency  tours. 

2.3.6.  Unclassified  visits  by  Canadian  government  officials  and  certified 
Canadian  contractors  under  the  U.S.-Canada  Joint  Certification  Program  in  accordance 
with  reference  (d). 

2.3.7.  Visits  for  activities  that  are  open  to  the  public. 

2.3.8.  Visits  that  do  not  involve  access  to  classified  information  or  programs 
or  to  controlled  unclassified  information  and  that  are  sponsored,  controlled, 
administered,  and  recorded  by  the  U.S.  European  Command  under  its  Joint  Contact 
Team  Program,  established  in  accordance  with  10  U.S.C.  168  (reference  (h)),  provided 
that  the  visitors  are  traveling  on  Invitational  Travel  Orders. 


3.  DEFINITIONS 

Terms  used  in  this  Directive  are  defined  in  enclosure  E2.  Only  these  terms  will  be 
used  in  connection  with  foreign  visits,  the  FLO  program,  the  DPEP,  and  assignments 
of  Cooperative  Program  Personnel. 


4.  POLICY 

It  is  DoD  policy  that: 

4.1.  Except  as  described  in  subsection  2.3.,  above,  all  visits  and  assignments  of 
foreign  nationals  to  DoD  facilities  and  organizations  shall  be  conducted  under  the  IVP, 
the  FLO  Program,  the  DPEP,  or  a  Cooperative  Program  as  defined  in  enclosure  E2., 
and  in  accordance  with  this  Directive. 

4.2.  Visits  by,  and  assignments  of,  foreign  nationals  to  the  DoD  Components 
shall  be  arranged  under  the  procedures  for  a  one-time  visit,  a  recurring  visit,  or  an 
extended  visit  as  described  in  enclosure  E3. 
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4.2.1.  DoD  visit  authorizations  shall  not  be  used  to  circumvent  export 
licensing  requirements.  (See  subsection  E3 .2.9.  of  enclosure  E3 .) 

4.2.2.  Visits  and  assignments  subject  to  this  Directive  shall  be  sponsored  by 
the  visitor's  government.  Requests  for  visits  within  the  United  States  shall  be 
submitted  through  the  requesting  government's  Embassy  in  Washington,  DC.  The 
procedures  for  the  routing  of  requests  for  visits  by  foreign  nationals  at  overseas  DoD 
Components  shall  be  established  by  the  responsible  Military  Department  or  the  Office 
of  the  Chairman  of  the  Joint  Chiefs  of  Staff,  as  applicable,  and  shall  be  in  compliance 
with  the  policies  set  forth  herein. 

4.2.3.  The  assignment  of  foreign  nationals  to  DoD  Component  organizations 
or  DoD  contractor  facilities  will  be  processed  through  the  Foreign  Visits  System  (FVS). 

4.3.  The  assignment  of  foreign  nationals  to  DoD  Component  organizations  to 
perform  functions  for  the  host  DoD  organization  under  the  supervision  of  a  DoD 
official  shall  be  arranged  only  under  a  DPEP  agreement  concluded  pursuant  to  DoD 
Directive  553Q.3  (reference  (i))  and  enclosure  E5. 

4.4.  The  assignment  of  foreign  Cooperative  Program  Personnel,  and  Operational 
FLOs  to  a  DoD  Component  also  shall  be  under  a  specific  agreement  or  annex  to  an 
umbrella  agreement  that  has  been  concluded  pursuant  to  reference  (i),  since 
administrative  support,  liability,  obligations  and  responsibility  factors  similar  to  those 
related  to  the  exchange  personnel  may  apply.  The  assignment  of  foreign  nationals  to  a 
DoD  Component  to  perform  multinational  program  or  project  functions  under  the 
supervision  of  a  DoD  or  multinational  program  office  official  shall  be  arranged  in 
accordance  with  the  applicable  Cooperative  Program  International  Agreement  and 
enclosure  E6.  The  assignment  of  Security  Assistance  FLOs  may  be  under  the  terms  of 
an  agreement  negotiated  pursuant  to  DoD  Directive  5530.3  (reference  (i)),  with  a 
Letter  of  Offer  and  Acceptance  (LOA)  covering  provision  of  support,  or  an  LOA  alone 
containing  equivalent  provisions  as  such  an  agreement.  Upon  conclusion  of  the 
agreement  or  LOA,  the  extended  visit  request  shall  be  used  to  provide  information 
necessary  to  effect  a  specific  FLO  or  Cooperative  Program  assignment.  FLOs, 
Cooperative  Program  Personnel  assignments,  and  DPEP  will  not  be  covered  in  the 
same  agreement. 

4.5.  The  Executive  Agents  for  DPEP  and  those  DoD  Components  authorized  to 
negotiate  FLO  or  Cooperative  Program  International  Agreements  shall: 
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4.5.1.  Ensure  that  proposed  agreements  are  developed  and  coordinated  in 
compliance  with  reference  (i),  DoD  5105.38-M  (reference  (g)),  if  applicable,  and  this 
Directive. 

4.5.2.  Review  the  agreements  to  ensure  conformity  with  current  law  and 
regulations. 

4.5.3.  Notify  the  Department  of  State  of  any  proposed  agreements  in 
compliance  with  reference  (i). 

4.5.4.  Coordinate  with  their  respective  DoD  Component’s  Office  of  General 
Counsel  or  Staff  Judge  Advocate  regarding  any  proposed  agreement  in  compliance 
with  reference  (i). 

4.5.5.  Maintain  a  DoD  record  of  Managing  Agents,  and  of  FLO,  DPEP,  and 
Cooperative  Program  Personnel  positions.  The  Executive  Agent  may  delegate,  in 
writing,  to  a  Managing  Agent  any  of  the  responsibilities  in  this  section  for  a  program 
or  country.  Notwithstanding  any  such  appointment,  the  Executive  Agent  retains 
overall  responsibility  for  the  program  management  and  administration. 

4.5.6.  Ensure  that  DoD  organizations  are  designated  to  provide 
administrative  support  for  and  provide  disciplinary  authority  over  DoD  personnel 
assigned  overseas  in  DPEP  positions. 

4.6.  Requests  to  negotiate  DPEP  or  FLO  agreements  shall  include  a  position 
description  and  either  a  delegation  of  disclosure  authority  letter  (DDL)  or  equivalent 
written  disclosure  guidance  containing  the  information  listed  in  the  sample  DDL  at 
enclosure  E7.  The  DoD  Components  shall  issue  DDLs,  or  equivalent  written 
disclosure  guidance  containing  the  information  listed  in  enclosure  E7.,  for  all  currently 
assigned  DPEP,  Cooperative  Program  or  FLO  personnel  within  90  days  of  publication 
of  this  Directive,  and  for  all  new  Cooperative  Program  Personnel  assignments  in 
advance  of  those  personnel  beginning  their  tour  of  duty. 

4.7.  Access  by  foreign  nationals  to  classified  information  shall  be  in  accordance 
with  DoD  Directive  5230.1 1  and  DoD  5200. 1-R  (references  (j)  and  (k)).  They  shall 
have  access  only  to  information  that  does  not  exceed  that  which  is  authorized  under 
NDP-1  (reference  (1))  for  release  to  their  governments.  Exceptions  to  NDP-1 
(reference  (1))  shall  not  be  granted  to  accommodate  the  assignment  of  FLOs, 
Cooperative  Program  Personnel,  and  foreign  exchange  personnel. 
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4.8.  Access  by  foreign  nationals  to  controlled  unclassified  information  shall  be  in 
accordance  with  the  ITAR,  the  EAR,  and  DoD  Directives  5230.25  and  5400.7 
(references  (d),  (e),  (m)  and  (n)). 

4.9.  A  contact  officer,  as  defined  at  enclosure  E2.,  shall  be  designated  to  control 
the  activities  of  foreign  visitors,  Cooperative  Program  Personnel,  FLOs,  and  exchange 
personnel.  The  designated  official  shall  be  familiar  with  DoD  Directive  5230.1 1 
(reference  (j)),  the  applicable  DoD  Component  guidelines  governing  the  release  of 
classified  and  controlled  unclassified  information,  and  the  specific  disclosure 
guidelines  established  in  the  pertinent  DDL,  and  shall  ensure  that: 

4.9. 1 .  Foreign  nationals  that  visit  or  are  assigned  to  a  DoD  Component 
understand  the  terms  of  the  applicable  certification,  agreement,  or  visit  authorization, 
including  responsibilities  and  limitations. 

4.9.2.  Foreign  nationals  are  provided  access  only  to  that  classified  and 
controlled  unclassified  information  that  has  been  authorized  for  release  to  their 
government  and  that  is  necessary  to  fulfill  the  terms  of  their  certification. 

4.9.3.  Co-workers  are  informed  of  the  limitations  on  access  to  information  by 
the  foreign  nationals  and  their  responsibilities  in  dealing  with  them. 

4.10.  A  DDL,  or  equivalent  written  disclosure  guidance  containing  the 
information  listed  in  enclosure  E7.,  approved  by  the  appropriate  Designated  Disclosure 
Authority  (DDA),  shall  be  provided  to  the  contact  officer  for  foreign  nationals  who  are 
assigned  at  a  DoD  Component  under  a  Cooperative  Program,  FLO,  or  DPEP 
arrangement.  The  DDL,  or  equivalent  written  disclosure  guidance,  shall  not  be 
provided  to  foreign  nationals.  Information  approved  for  disclosure  to  foreign 
nationals  who  visit  a  DoD  Component  under  a  visit  authorization  shall  be  described  in 
the  applicable  visit  authorization  or  certification.  Further,  access  to  classified  or 
controlled  unclassified  information  shall  not  be  permitted  until  a  security  assurance  has 
been  received  firom  the  foreign  national’s  government  and  it  has  been  verified  that  the 
appropriate  licensing  approval  or  other  authorization  has  been  obtained. 

4. 1 1 .  The  training  of  foreign  nationals  shall  be  in  compliance  with  reference  (j). 
Section  1082  of  Public  Law  104-201  (reference  (b)),  and  DoD  5105.38-M  (reference 
(g)). 


4.12.  All  foreign  nationals  who  are  authorized  unescorted  access  to  DoD  facilities 
shall  be  issued  badges  or  passes  that  clearly  identify  them  as  foreign  nationals. 
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Decisions  on  the  issuance  of  badges  and  passes  shall  be  made  in  accordance  with 
subsection  4.13.,  below. 

4.13.  Foreign  nationals  may  not  have  unescorted  access  to  DoD  facilities  or  areas 
of  DoD  facilities  where  access  is  controlled  unless  all  of  the  following  conditions  are 
met: 


4.13.1.  The  foreign  national’s  government  extends  commensurate  reciprocal 
privileges  to  U.S.  DoD  personnel. 

4.13.2.  The  foreign  national  is  sponsored  by  his  or  her  government,  the  need 
for  frequent  access  is  justified,  and  the  required  security  assurance  is  provided. 

4.13.3.  Security  measures  are  in  place  to  control  access  to  information  and 
operations  within  the  DoD  facility  or  area. 

4.13.4.  Access  is  required  for  official  purposes  on  a  frequent  basis  (i.e.,  more 
than  once  per  week). 

4.13.5.  A  badge  or  pass  is  issued  that  clearly  identifies  the  bearer  as  a  foreign 
national  and  that  is  valid  for  a  specific  facility  during  normal  duty  hours. 

4.13.6.  The  badge  or  pass  is  displayed  on  the  outer  clothing  so  that  it  is 
clearly  visible. 

4. 13.7.  The  DoD  sponsor  shall  submit  the  request  for  issuance  of  the  badge 
or  pass  in  writing  and  describe  how  paragraphs  4.13.1.  through  4.13.6.,  above,  will  be 
met. 


4.14.  Foreign  nationals  shall  not  be  permitted  access  to  automated  information 
systems  unless  the  systems  have  been  sanitized  or  configured  to  ensure  that  the  foreign 
national’s  access  to  classified  and  controlled  unclassified  information  is  limited  to  that 
which  has  been  authorized  for  release  to  his  or  her  government. 

4.15.  Foreign  nationals  shall  be  identified  as  such  when  dealing  with  others 
through  oral,  written  and  efectronic  communications. 

4. 16.  The  DoD  Components  shall  not  agree  to  the  assignment  of  a  FLO  or  an 
extended  visitor  pursuant  to  an  LOA  or  a  Cooperative  Program  International 
Agreement  at  a  DoD-cleared  contractor  facility  performing  on  a  classified  contract, 
except  under  the  following  conditions: 
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4.16.1.  The  facility  agrees  to  the  assignment  in  advance  of  any  commitment 
and  is  able  to  obtain  the  appropriate  export  license. 

4.16.2.  The  Defense  Security  Service  (DSS)  and  the  involved  DoD 
Components  have  agreed  that  the  placement  of  the  individual  at  the  facility  will  not 
jeopardize  DoD  classified  information  at  the  facility, 

4.16.3.  DSS  and  the  involved  DoD  Components  have  determined  that 
appropriate  controls  can  be  put  into  place  to  ensure  access  is  limited  only  to  that  which 
is  authorized. 

4.16.4.  DSS  and  the  involved  DoD  Components  agree  on  any  security 
controls  necessary  to  monitor  and  control  access  and  on  responsibility  for  the  cost  of 
such  controls. 

4.16.5.  The  agreed  controls  are  incorporated  into  the  DDL,  or  equivalent 
written  disclosure  guidance  containing  the  information  listed  in  enclosure  E7.,  and 
provided  to  DSS  for  continuing  oversight  purposes. 

4.17.  Foreign  Counterpart  Visit  Program  (FCVPL  FC VP  visits  are  not  required 
to  be  processed  in  the  FVS.  The  Defense  Intelligence  Agency  (DIA)  shall  make  the 
arrangements,  in  writing,  directly  with  the  office  of  the  DoD  counterpart  official  of  the 
DoD  Component  to  be  visited  and  shall  enter  the  clearances  of  the  visitors  into  the 
FVS,  The  DoD  Components  shall  use  existing  disclosure  guidance  in  the  form  of  a 
DDL,  or  prepare  other  written  guidance  approved  by  a  DDA.  Disclosures  of 
classified  information  shall  be  reported  to  the  Security  Policy  Automation  Network 
(SPAN). 

4.18.  U.S.  Personnel  Assigned  Overseas.  The  DoD  Components  shall  ensure 
that  DoD  organizations  are  designated  to  provide  administrative  support  for  and 
provide  disciplinary  authority  over  DoD  personnel  assigned  overseas  as  Cooperative 
Program  Personnel  and  in  personnel  exchange  or  FLO  positions. 

4.19.  U.S.  Personnel  Assigned  Outside  the  Department  of  Defense.  In  addition 
to  the  requirements  of  this  Directive,  details  of  DoD  personnel  to  duty  outside  the 
Department  of  Defense  are  subject  to  the  requirements  of  DoD  Directive  1000.17 
(reference  (o)). 


5.  RESPONSIBILITIES 
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5.1.  The  Under  Secretary  of  Defense  for  Policy  shall: 

5.1.1.  Establish  DoD  policy  for  the  I  VP,  the  FLO  Program,  the  DPEP,  and 
assignment  of  Cooperative  Program  Personnel. 

5.1.2.  Manage  automation  support  to  the  IVP,  the  FLO  Program,  the  DPEP, 
and  in  support  of  the  assignment  of  Cooperative  Program  Personnel  through  the  SPAN. 

5.1.3.  Consider  and,  when  suitable,  grant  requests  for  authority  to  negotiate 
and  conclude  international  agreements  submitted  in  accordance  with  DoD  Directive 
5530.3  (reference  (i))  that  involve  visits  or  assignments  of  foreign  nationals  to  the  DoD 
Components. 

5.1.4.  Prescribe  the  format  for  and  prepare  the  annual  report  to  Congress  on 
the  DPEP. 

5.1.5.  Act  as  the  Executive  Agent  for  Administrative  and  Professional 
Exchange  Program  (APEP)  assignments  in  OSD  and  the  Defense  Agencies,  and 
promulgate  procedures  consistent  with  reference  (i)  and  this  Directive  governing  the 
negotiation  and  conclusion  of  agreements  for  such  assignments. 

5.1.6.  Promulgate  additional  procedures,  as  necessary,  to  ensure  effective 
implementation  of  this  Directive. 

5.2.  The  Heads  of  the  DoD  Components  shall: 

5.2.1.  Designate,  in  writing,  a  senior  official  to  ensure  effective 
implementation  of  this  Directive  within  their  Component. 

5.2.2.  Establish  written  procedures  and  a  process  at  appropriate  levels  to 
approve  or  deny  requests  for  visits  by  or  assignments  of  foreign  nationals  covered  by 
this  Directive  to  their  Components. 

5.2.3.  Process  and  record  in  the  FVS  decisions  on  visits  by  foreign  nationals 
involving  access  to  classified  and  controlled  unclassified  information. 

5.2.4.  Forward  any  inquiries  on  the  application  of  this  Directive  to  the  Office 
of  the  Deputy  Under  Secretary  of  Defense  (Policy  Support)  (ODUSD(PS)). 

5.2.5.  Ensure  that  agreements  proposed  by  the  Components  for  the 
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assignment  of  exchange  personnel  and  FLOs  to  overseas  locations  are  coordinated  with 
the  appropriate  Combatant  Commands. 

5.2.6.  Ensure  that  any  disclosures  to  be  made  during  visits  conducted  under 
the  Defense  Intelligence  Agency-managed  FCVP,  as  defined  in  enclosure  E2.,  are  in 
accordance  with  applicable  DDLs,  or  other  written  guidance  approved  by  a  Delegated 
Disclosure  Authority. 

5.3.  The  Secretary  of  the  Navy  shall  maintain  standardized,  automated  FLO  and 
DPEP  Agreement  formats. 

5.4.  The  Under  Secretary  of  Defense  (Comptroller')  shall  ensure  that  proper 
financial  procedures  that  affect  the  FLO  Program,  the  DPEP,  and  the  Cooperative 
Program  Personnel  assignments  are  utilized. 

5.5.  The  Under  Secretary  of  Defense  for  Acquisition  and  Technology,  as  the 
Executive  Agent  for  the  ESEP,  shall  promulgate  procedures  consistent  with  DoD 
Directive  5530.3  (reference  (i))  and  this  Directive  governing  the  negotiation  and 
conclusion  of  agreements  for  assignments  of  qualified  foreign  exchange  engineers  and 
scientists  to  scientific  and  technical  positions  with  the  DoD  Components. 

5.6.  The  Chairman  of  the  Joint  Chiefs  of  Staff  shall  promulgate  procedures 
consistent  with  reference  (i)  and  this  Directive,  when  appropriate,  governing  visits  by 
foreign  nationals  and  assignments  of  FLOs  or  foreign  exchange  personnel  to  the 
Combatant  Commands. 

5.7.  The  Assistant  Secretary  of  Defense  for  Command.  Control.  Communications 
and  Intelligence  shall: 

5.7.1.  Designate  the  Director,  DIA,  as  the  Executive  Agent  for  the  FCVP, 
defined  in  enclosure  E2.,  and  for  the  Defense  Intelligence  Personnel  Exchange 
Program  (DIPEP). 

5.7.2.  Direct  the  Director,  DIA,  to: 

5.7.2. 1 .  Promulgate  procedures  consistent  with  DoD  Directive  5530.3 
(reference  (i))  and  this  Directive  governing  the  negotiation  and  conclusion  of 
agreements  for  the  assignment  of  foreign  intelligence  personnel  to  the  DoD 
Components  under  the  DIPEP.  This  responsibility  shall  be  carried  out  in  coordination 
with  the  Office  of  the  Assistant  Secretary  of  Defense  for  Command,  Control, 
Communications  and  Intelligence; 
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5. 7.2.2.  Coordinate  and  process  requests  for  visits  by  foreign  nationals 
to  OSD,  the  Offices  of  the  Chairman  of  the  Joint  Chiefs  of  Staff,  the  Defense 
Agencies,  and  the  DoD  Field  Activities,  and  their  contractors,  except  for  those  visits 
approved  by  the  National  Security  Agency/Central  Security  Service  (NSA/CSS)  and/or 
the  immediate  offices  of  the  Secretary  of  Defense  and  the  Deputy  Secretary  of  Defense; 

5.7.2.3.  Administer,  under  prescribed  agreements  by  the  responsible 
DoD  Component,  and  in  coordination  with  ODUSD(PS),  visit  requests  and 
certifications  for  the  assignment  of  DPEP  personnel.  Cooperative  Program  personnel, 
and  FLO  personnel  to  OSD,  the  Offices  of  the  Chairman  of  the  Joint  Chiefs  of  Staff, 
the  Defense  Agencies,  and  the  DoD  Field  Activities; 

5.7.2.4.  Promulgate  a  single  DoD  Manual  to  provide  the  DoD 
Components  and  foreign  Defense  Attaches  with  standard  instructions  and  formats 
governing  visit  requests,  document  requests,  and  the  processing  of  FLO,  DPEP,  and 
Cooperative  Program  personnel.  The  Manual  shall  be  coordinated  with  the  Military 
Departments,  the  ODUSD(PS),  and  the  Office  of  the  Chairman  of  the  Joint  Chiefs  of 
Staff  before  publication. 

5.7.3.  Direct  the  Director,  DSS,  to: 

5.7.3. 1 .  Establish  and  oversee  security  arrangements  for  visits  by  and 
assignment  of  foreign  nationals  to  cleared  contractor  facilities  when  access  to 
classified  information  is  involved; 

5.7. 3.2.  Provide  security  assessments  at  the  request  of  the  DoD 
Components  on  the  assignment  of  Cooperative  Program  Personnel  and  FLOs  at  cleared 
contractor  facilities. 

5.8.  The  Director.  National  Security  Agencv/Central  Security  Service,  shall 
establish,  control,  and  manage  a  system  for  administering  visits  by,  and  assignments 
of,  foreign  nationals  to  NSA/CSS  that  adheres  to  the  policies  and  procedures  of  this 
Directive.  Visits  by  and  assignments  of  foreign  nationals  to  NSA/CSS  are  not 
required  to  be  processed  through  DIA  nor  in  the  automated  FVS  described  in  enclosure 
E3. 

6.  INFORMATION  REQUIREMENTS 

In  support  of  Section  1082  of  Public  Law  104-201  (reference  (b)),  the  Secretary  of 
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Defense  submits  annually  to  Congress  a  report  that  includes  the  costs  of  the  DPEP  to 
the  United  States,  and  identifies  the  appropriation  that  funded  the  costs  and  the 
agencies  and  positions  that  are  involved  in  the  exchange  program,  both  within  the 
United  States  and  in  the  foreign  countries.  The  DoD  Components  shall  submit  the 
required  information  on  their  DPEPs  for  the  prior  fiscal  year  to  DUSD(PS),  using  the 
format  at  enclosure  E8.,  and  any  approved  revisions  thereto,  not  later  than  1  December 
each  year.  The  information  shall  be  forwarded  by  the  official  designated  pursuant  to 
paragraph  5.2.1.,  above,  who  shall  certify  that  all  assignments  are  in  compliance  with 
reference  (b)  and  this  Directive. 


7.  EFFECTIVE  DATE 

This  Directive  is  effective  immediately. 


Enclosures  -  8 

1 .  References,  continued 

2.  Definitions 

3.  International  Visits  Program 

4.  Foreign  Liaison  Officer  Program 

5.  Defense  Personnel  Exchange  Program 

6.  Cooperative  Program  Personnel 

7.  Sample  Delegation  of  Disclosure  Authority  Letter  (DDL) 

8.  Format  for  Annual  Report  on  Agreements  for  the  Exchange  of  Defense 
Personnel  Between  the  United  States  and  Foreign  Countries  Fiscal  Year  19XX 
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El.  ENCLOSURE  1 
REFERENCES,  continued 


(e)  Title  15,  Code  of  Federal  Regulations,  Parts  768  et  seq..  "Export  Administration 
Regulations  (EAR)" 

(f)  “National  Industrial  Security  Program  Operating  Manual  (NISPOM),”  January 

1995,  authorized  by  E.O.  12829,  National  Industrial  Security  Program,  January  6, 
1993 

(g)  DoD  5105.38-M,  "Security  Assistance  Management  Manual,"  October  1988, 
authorized  by  DoD  Directive  5105.38,  August  10,  1978 

(h)  Section  168  of  title  10,  United  States  Code,  “Military -to-Military  Contacts  and 
Comparable  Activities” 

(i)  DoD  Directive  5530.3.  "International  Agreements,"  June  11,  1987 

(j)  DoD  Directive  5230.1 1,  "Disclosure  of  Classified  Military  Information  to  Foreign 

Governments  and  International  Organizations,”  June  16,  1992 

(k)  DoD  5200. 1-R,  "Information  Security  Program  Regulation,"  January  1997, 
authorized  by  DoD  Directive  5200.1.  December  13,  1996 

(l)  National  Disclosure  Policy- 1,  "National  Policy  and  Procedures  for  the  Disclosure 

of  Classified  Military  Information  to  Foreign  Governments  and  International 
Organizations"  (short  title:  National  Disclosure  Policy  (NDP-1)),  October  1, 
1988i,  as  amended 

(m)  DoD  Directive  5230.25.  "Withholding  of  Unclassified  Technical  Data  from 
Public  Disclosure,"  November  6,  1984 

(n)  DoD  Directive  5400.7.  "DoD  Freedom  of  Information  Act  (FOIA)  Program," 
September  29,  1997 

(o)  DoD  Directive  1000.17.  “Detail  of  DoD  Personnel  to  Duty  Outside  the 
Department  of  Defense,”  February  24,  1997 

(p)  Executive  Order  12958,  "National  Security  Information,"  April  20,  1995 

(q)  DoD  Directive  5100.55.  "United  States  Security  Authority  for  North  Atlantic 
Treaty  Organization  Affairs,"  April  21,  1982 

(r)  DoD  Instruction  C-5220.29,  "Implementation  of  the  North  Atlantic  Treaty 

Organization  Industrial  Security  Procedures  (U),"  December  15,  1982 

(s)  DoD  Directive  5200.12,  "Conduct  of  Classified  Meetings,"  July  27,  1992 

(t)  The  Atomic  Energy  Act  of  1954,  as  amended 

(u)  DoD  Directive  1330.9,  “Armed  Services  Exchange  Regulations,”  December  15, 

1986 

(v)  DoD  Directive  1330.17,  “Military  Commissaries,”  March  13,  1987 
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(w)  Joint  Travel  Regulations,  Volume  2,  "Department  of  Defense  Civilian  Personnel," 
current  edition 


I  Provided  to  Designated  Disclosure  Authorities  on  a  need-to-know  basis  by  the  Director,  International  Security  Programs, 
ODUSD(PS). 
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E2.  ENCLOSURE  2 
DEFINITIONS 


E2.1.  TERMS 
Following  are  the  definitions: 

E2. 1 . 1 .  Attache.  A  diplomatic  official  or  military  officer  attached  to  an  embassy 
or  legation,  especially  in  a  technical  capacity. 

E2. 1 .2.  Certification.  Formal  recognition  by  a  DoD  Component  of  a  working 
relationship  with  a  representative  of  a  foreign  government  (e.g.,  a  FLO)  for  specified 
purposes  and  on  a  recurring  basis  over  an  agreed  period  of  time. 

E2. 1 .3.  Classified  Military  Information.  Information  originated  by  or  for  the 
Department  of  Defense  or  its  Agencies  or  under  their  jurisdiction  or  control,  which 
requires  protection  in  the  interest  of  national  security.  It  is  designated  TOP  SECRET, 
SECRET,  or  CONFIDENTIAL  as  described  in  E.O.  12958  (reference  (p))  or 
subsequent  order.  Classified  military  information  may  be  in  oral,  visual,  or  material 
form.  DoD  Directive  5230.1 1  (reference  (j))  further  defines  the  eight  categories  into 
which  classified  military  information  has  been  subdivided. 

E2.1.4.  Contact  Officer.  A  DoD  official  designated  in  writing  to  oversee  and 
control  all  contacts,  requests  for  information,  consultations,  access,  and  other  activities 
of  foreign  nationals  who  are  assigned  to,  or  are  visiting,  a  DoD  Component  or 
subordinate  organization.  In  the  case  of  DPEPs,  the  host  supervisor  may  be  the 
contact  officer. 

E2. 1 .5 .  Controlled  Unclassified  Information.  Unclassified  information  to  which 
access  or  distribution  limitations  have  been  applied  in  accordance  with  national  laws, 
policies,  and  regulations  of  the  originating  country.  It  includes  U.S.  information  that 
is  determined  to  be  exempt  fi'om  public  disclosure  in  accordance  with  DoD  Directives 
5230.25  and  5400.7  (references  (m)  and  (n))  or  that  is  subject  to  export  controls  in 
accordance  with  the  ITAR  (reference  (d))  or  the  EAR  (reference  (e)). 

E2.1 .6.  Cooperative  Program.  A  program  for  research,  development,  test, 
evaluation,  and/or  production  that  is  not  implemented  under  the  Security  Assistance 
Program. 
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E2.1.7.  Cooperative  Program  Personnel.  Foreign  government  personnel, 
assigned  to  a  multinational  program  office  that  is  hosted  by  a  DoD  Component 
pursuant  to  the  terms  of  a  Cooperative  Program  International  Agreement,  who  report  to 
and  take  direction  from  a  DoD-appointed  Program  Manager  (or  Program  Manager 
equivalent)  for  the  purpose  of  carrying  out  the  multinational  project  or  program. 
Foreign  government  representatives  described  in  such  agreements  as  liaison  officers  or 
observers  are  not  considered  Cooperative  Program  Personnel  and  shall  be  treated  as 
FLOs  in  accordance  with  this  Directive. 

E2. 1 .8.  Defense  Personnel  Exchange  Program  (DPEP).  A  program  under  which 
military  and  civilian  personnel  of  the  Department  of  Defense  and  military  and  civilian 
personnel  of  the  defense  ministries  and/or  military  services  of  foreign  governments, 
pursuant  to  the  terms  of  an  international  agreement,  occupy  positions  with  and  perform 
functions  for  a  host  organization  to  promote  greater  understanding,  standardization, 
and  interoperability. 

E2.1.9.  Delegation  of  Disclosure  Authority  Letter  (DDL).  A  letter  issued  by  the 
appropriate  Designated  Disclosure  Authority  describing  classification  levels, 
categories,  scope,  and  limitations  related  to  information  under  a  DoD  Component’s 
disclosure  jurisdiction  that  may  be  disclosed  to  specific  foreign  governments  or  their 
nationals  for  a  specified  purpose. 

E2. 1 . 1 0.  Designated  Disclosure  Authority  (DDAV  An  official,  designated  by 
the  Head  of  a  DoD  Component  or  by  that  DoD  Component's  Principal  Disclosure 
Authority,  who  has  been  delegated  disclosure  authority  in  accordance  with  DoD 
Directive  5230.1 1  (reference  (j)),  to  control  disclosures  by  subordinate  commands  or 
staff  elements  of  classified  military  information  to  foreign  governments  and  their 
nationals  and  to  international  organizations. 

E2. 1 . 1 1 .  Executive  Agent.  The  DoD  Component  office  or  organization  that  has 
overall  responsibility  and  oversight  for  a  foreign  exchange  agreement. 

E2. 1 . 12.  Foreign  Exchange  Personnel.  Military  or  civilian  officials  of  a  foreign 
defense  establishment  (i.e.,  a  DoD  equivalent)  who  are  assigned  to  a  DoD  Component 
in  accordance  with  the  terms  of  an  exchange  agreement  and  who  perform  duties, 
prescribed  by  a  position  description,  for  the  DoD  Component. 

E2 . 1 . 1 3 .  Foreign  Counterpart  Visit  Program  (FCVPV  A  program  managed  by 
Director,  DIA,  for  coordinating  all  hosted  visits  by  foreign  government  counterparts  to 
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the  Secretary  of  Defense,  Deputy  Secretary  of  Defense,  Chairman  of  the  Joint  Chiefs 
of  Staff,  and  Vice  Chairman  of  the  Joint  Chiefs  of  Staff. 

E2. 1 . 14.  Foreign  Interest.  Any  foreign  government,  agency  of  a  foreign 
government,  or  representative  of  a  foreign  government;  any  form,  of  business  enterprise 
or  legal  entity  organized,  chartered  or  incorporated  under  the  laws  of  any  country  other 
than  the  United  States  or  its  possessions  and  trust  territories;  and  any  person  who  is  not 
a  citizen  or  national  of  the  United  States. 

E2. 1 . 1 5 .  Foreign  Representative.  Any  foreign  interest  or  representative  of  a 
foreign  interest. 

E2 . 1 . 1 6 .  Foreign  Liaison  Officer  (FLO).  A  foreign  government  military 
member  or  civilian  employee  who  is  authorized  by  his  or  her  government,  and  is 
certified  by  a  DoD  Component,  to  act  as  an  official  representative  of  that  government 
in  its  dealings  with  a  DoD  Component  in  connection  with  programs,  projects  or 
agreements  of  interest  to  the  governments.  There  are  three  types  of  FLOs: 

E2 . 1 . 1 6 . 1 .  Security  Assistance.  A  foreign  government  representative  who 
is  assigned  to  a  DoD  Component  or  contractor  facility  pursuant  to  a  requirement  that  is 
described  in  a  Foreign  Military  Sales  Letter  of  Offer  and  Acceptance. 

E2 . 1 . 1 6 .2 .  Operational.  A  foreign  government  representative  who  is 
assigned  to  a  DoD  Component  pursuant  to  a  documented  requirement  to  coordinate 
operational  matters,  such  as  combined  planning  or  training  and  education. 

E2. 1 . 1 6.3 .  National  Representative.  A  foreign  government  representative 
who  is  assigned  to  his  or  her  national  embassy  or  legation  in  Washington,  DC  (e.g.,  an 
attache),  to  conduct  liaison  activities  with  the  Department  of  Defense  and  the  DoD 
Components. 

E2. 1 . 1 7.  Foreign  National.  A  person  who  is  not  a  citizen  or  national  of  the 
United  States. 

E2. 1 . 1 8.  Foreign  Visits  System  (FVS).  The  automated  system,  operated  by  the 
Office  of  the  Under  Secretary  of  Defense  (Policy)  (OUSD(P)),  that  provides  staffmg 
and  data  base  support  for  processing  requests  for  visits  by  foreign  nationals  to  DoD 
activities  and  defense  contractors.  FVS  consists  of  an  unclassified  segment  that 
allows  the  on-line  submission  of  visit  requests  fi’om  Embassies  in  Washington,  DC, 
and,  in  some  cases,  directly  fi-om  foreign  governments  overseas.  FVS  also  has  a 
classified  segment  that  provides  staffing,  decision-making  support,  and  data  base 
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capabilities  to  the  Military  Departments  and  DIA. 

E2. 1 . 1 9.  Hosted  Visit.  A  visit  by  official  nationals  of  a  foreign  government 
under  the  auspices  of  an  invitation  that  is  extended  by  a  DoD  official. 

E2. 1 .20.  International  Visits  Program  fIVPy  The  program  that  is  established  to 
process  visits  by  and  assignments  of  foreign  nationals  to  the  DoD  Components  and 
DoD  contractor  facilities.  It  is  designed  to  ensure  that  classified  and  controlled 
unclassified  information  to  be  disclosed  to  them  has  been  properly  authorized  for 
disclosure  to  their  governments,  to  ensure  that  the  requesting  foreign  government 
provides  a  security  assurance  on  the  individuals  when  classified  information  is 
involved  in  the  visit  or  assignment,  and  to  facilitate  administrative  arrangements  (e.g., 
date,  time,  and  place)  for  the  visit  or  assignment. 

E2. 1 .2 1 .  Managing  Agent.  The  DoD  Component  to  which  foreign  exchange 
personnel  will  be  assigned.  The  Managing  Agent  negotiates  specific  personnel 
exchanges  and  places  the  individual  foreign  exchange  personnel  in  the  designated 
positions;  ensures  that  foreign  exchange  activities  are  conducted  in  accordance  with 
the  applicable  foreign  exchange  agreement,  the  applicable  position  description,  and 
applicable  laws  and  regulations;  obtains  disclosure  authorization  from  the  appropriate 
DDA;  maintains  the  record  for  each  foreign  exchange  position,  to  include  a  copy  of  the 
position  description;  approves  amendments  to  position  descriptions;  and  reports  the 
status  of  their  Component’s  foreign  exchanges  to  the  Executive  Agent.  For  the 
Military  Personnel  Exchange  Program  (MPEP),  the  Executive  Agent  executes  the 
duties  of  both  the  Executive  Agent  and  the  Managing  Agent. 

E2.1.22.  Meeting.  Any  conference,  seminar,  symposium,  exhibit,  convention, 
training  course,  or  other  gathering  dur^g  which  classified  or  controlled  unclassified 
information  is  disclosed. 

E2.1.23.  Security  Assurance.  The  written  confirmation,  requested  by  and 
exchanged  between  governments,  of  the  security  clearance  level  or  eligibility  for 
clearance  of  their  national  contractors  and  citizens.  It  also  includes  a  statement  by  a 
responsible  official  of  a  foreign  government  or  international  organization  that  the 
recipient  of  U.S.  classified  military  information  possesses  the  requisite  security 
clearance.  It  also  indicates  that  the  original  recipient  is  approved  by  his  or  her 
government  for  access  to  information  of  the  security  classification  involved  and  that 
the  recipient  government  will  comply  with  security  requirements  specified  by  the 
United  States. 
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E2.1.24.  Security  Policy  Automation  Network  (SPAN!  A  wide  area  computer 
network  sponsored  by  the  OUSD(P)  consisting  of  a  DoD-wide  SECRET-high 
classified  network  and  a  separately  supported  unclassified  network  that  supports 
communications  and  coordination  among  DoD  activities  on  foreign  disclosure,  export 
control,  and  international  arms  control  and  cooperation  subjects. 

E2.1.25.  Training.  Formal  or  informal  instruction  of  foreign  nationals  in  the 
United  States  or  overseas  by: 

E2. 1 .25.1.  Officers  or  employees  of  the  United  States,  contract  technicians, 
or  contractors  (including  instruction  at  civilian  institutions);  or 

E2.1.25.2.  Correspondence  courses;  technical,  educational,  or  information 
publications  and  media  of  all  kinds;  training  aids;  orientation;  training  exercise;  and 
military  advice  to  foreign  military  units  and  forces  (including  their  military  and  civilian 
personnel). 

E2. 1 .26.  Visit  Authorization.  There  are  three  types  of  visit  authorizations: 

E2. 1 .26. 1 .  A  ONE-TIME  VISIT  AUTHORIZATION  permits  contact  by  a 
foreign  national  with  a  DoD  Component  or  DoD  contractor  facility  for  a  single, 
short-term  occasion  (normally  less  than  30  days)  for  a  specified  purpose. 

E2. 1 .26.2.  A  RECURRING  VISIT  AUTHORIZATION  permits  intermittent 
visits  by  a  foreign  national  to  a  DoD  Component  or  DoD  contractor  facility  over  a 
specified  period  of  time  for  a  Government-approved  license,  contract  or  agreement,  or 
other  program  when  the  information  to  be  released  has  been  defined  and  approved  for 
release  in  advance  by  the  U.S.  Government. 

E2. 1 .26.3.  An  EXTENDED  VISIT  AUTHORIZATION  permits  a  single  visit 
by  a  foreign  national  for  an  extended  period  of  time.  Extended  visit  authorizations  are 
to  be  used  when  a  foreign  national  is  required  to  be  in  continuous  contact  with  a  DoD 
Component  or  a  DoD  contractor  facility  beyond  30  days  for  one  of  the  following 
situations: 


E2. 1 .26.3 . 1 .  A  foreign  government  contract  or  joint  program  (e.g.,  joint 
venture,  representative  to  a  joint  or  multinational  program); 

E2.1 .26.3.2.  FLOs  assigned  or  certified  to  a  DoD  Component(s)  subject 
to  compliance  with  enclosure  E4.  of  this  Directive; 
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E2. 1 .26.3.3.  Participation  in  an  exchange  program  under  the  DPEP, 
subject  to  compliance  with  enclosure  E5.  of  this  Directive; 

E2. 1 .26.3.4.  Cooperative  Program  Personnel  assigned  to  a  DoD 
Component  subject  to  compliance  with  enclosure  E6.  of  this  Directive; 

E2. 1.26.3.5.  Training,  except  those  individuals  on  Invitational  Travel 

Orders. 
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E3.  ENCLOSURE  3 
INTERNATIONAL  VISITS  PROGRAM 


E3.1.  GENERAL 

E3 . 1 . 1 .  Control  of  Visitors.  Visits  by  foreign  nationals  to  the  DoD  Components 
and  DoD  contractor  facilities  shall  be  controlled  to  ensure  that  the  visitors  receive 
access  to  only  that  classified  and  controlled  unclassified  information  authorized  for 
disclosure  to  their  government  by  a  disclosure  official  designated  in  accordance  with 
DoD  Directive  5230.1 1  (reference  (j)).  Classified  information  shall  not  be  disclosed 
to  a  foreign  national  unless  the  appropriate  Delegation  of  Disclosure  Authority  has 
received  a  security  assurance  from  that  person’s  government. 

E3.1.2.  Documentary  Transfers.  Classified  documentary  information  may  not 
be  transferred  to  any  foreign  national  unless  the  related  security  assurance  specifically 
states  that  the  individual  may  assume  custody  on  behalf  of  the  foreign  government.  A 
receipt  must  be  obtained  for  classified  material  provided  to  foreign  nationals, 
regardless  of  its  classification  level. 

E3 . 1 .3 .  FVS.  Requests  for  visits  submitted  by  foreign  governments  shall  be 
submitted  and  processed  using  the  FVS.  Requests  for  visits  by  governments  that  do 
not  participate  in  the  FVS  shall  be  submitted  directly  to  the  applicable  Military 
Department  or  the  DIA,  which  shall  enter  and  process  the  request  in  the  FVS. 


E3.2.  PROCEDURES 

E3.2.1.  One-Time  Visit  Authorizations.  Requests  for  one-time  visits  shall  be 
used  to  document  visits  to  the  DoD  Components  or  DoD  contractor  facilities  for  a 
specified  purpose,  which  are  normally  accomplished  in  fewer  than  30  days. 
Authorizations  expire  on  the  end  of  visit  date  unless  extended  by  an  amendment. 

Upon  approval  of  the  request,  visitors  may  arrange  visit  details  directly  with  the 
facility  to  be  visited. 

E3.2.2.  Recurring  Visit  Authorizations.  Recurring  visit  authorizations  shall  be 
established  to  support  intermittent,  recurring  visits  associated  with  approved  programs, 
such  as  agreements,  contracts,  or  licenses.  Authorizations  may  be  valid  for  the 
duration  of  the  program,  subject  to  annual  review  and  revalidation.  Upon  approval  of 
the  initial  request,  individual  visits  may  be  arranged  directly  with  the  facility  to  be 
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visited.  The  lists  of  visiting  personnel  and  facilities  to  be  visited  shall  be  reviewed 
and  updated  annually. 

E3.2.3.  Extended  Visit  Authorizations.  Extended  visit  authorizations  shall  be 
used  in  circumstances  described  in  subparagraph  E2. 1 .26.3 .  of  enclosure  E2.  They 
also  may  be  used  for  the  assignment  of  a  foreign  contractor's  employees  if  the  foreign 
contractor  is  under  contract  to  the  DoD  Component,  and  performance  on  the  contract 
requires  assignment  of  the  employees  to  the  DoD  Component  or  DoD  contractor 
facility.  The  authorization  may  be  valid  for  the  duration  of  the  program,  assignment, 
or  certification,  subject  to  annual  review  and  revalidation. 

E3.2.4.  Hosted  Visit.  Before  issuing  an  invitation,  DoD  officials  shall  ensure 
that  the  DDA  approves  any  classified  information  that  is  to  be  disclosed.  To  facilitate 
arrangements  for  these  visits,  DoD  officials  who  extend  such  invitations  shall  notify 
their  designated  visitor  control  office  of  the  invitation.  They  also  should  advise  the 
invitees  that  security  assurances  must  be  submitted  through  their  embassy  before  the 
visit,  using  the  type  of  visit  request  prescribed  in  paragraph  E2.1.26.  of  enclosure  E2. 

E3.2.5.  Visits  by  Foreign  National  Employees  of  U.S.  Defense  Contractors. 

Visits  by  such  employees  to  the  DoD  Components  or  to  other  DoD  contractor  facilities 
on  official  business  do  not  require  the  submission  of  a  visit  request  through  foreign 
government  channels.  The  visit  will  be  processed  in  compliance  with  the  NISPOM 
(reference  (f)).  Access  to  export-controlled  technical  data  by  foreign  national 
employees  of  U.S.  contractors  is  authorized  in  accordance  with  an  export  license  or  by 
other  written  U.S.  Government  authorization  that  is  obtained  by  the  employing 
contractor.  When  these  employees  visit  another  contractor  facility  or  a  DoD 
Component,  the  employing  facility  should  provide  a  copy  of  the  export  license  or  other 
written  authorization  to  the  security  ofTi^e  or  DDA,  as  applicable,  at  the  facility  to  be 
visited. 

E3.2.6.  Visits  by  Representatives  of  the  North  Atlantic  Treaty  Organization 
nSfATO^ 


E3.2.6.1 .  One-time  or  recurring  visits  by  representatives  of  NATO 
Commands  or  Agencies,  or  the  NATO  International  Staff,  that  involve  access  to 
NATO  classified  information,  shall  be  processed  under  United  States  Security 
Authority  for  North  Atlantic  Treaty  Organization  Affairs  (USSAN)  Instruction  1-69 
(enclosure  E2.  of  DoD  Directive  5 100.55  (reference  (q))).  Recurring  visits  related  to 
NATO  Production  and  Logistics  Organization  or  NATO  Industrial  Advisory  Group 
activities  shall  be  processed  under  USSAN  Instruction  1-70  (enclosure  to  DoD 
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Instruction  C-5220.29  (reference  (r))). 

E3 .2.6.2.  Visits  by  representatives  of  a  NATO  Command  or  Agency  or  the 
NATO  International  Staff,  including  U.S.  citizens  assigned  to  NATO  positions  that 
involve  access  to  U.S.  classified  information,  shall  be  processed  in  accordance  with  the 
requirements  of  this  Directive. 

E3.2.7.  Visits  for  Foreign  Participation  in  U.S.  Procurement-Related  Meetings. 
Potential  foreign  attendance  must  be  assumed  when  planning  for  meetings  that  may 
lead  to  contract  opportunities  for  nations  with  which  the  United  States  has  reciprocal 
procurement  agreements.  Security  requirements  for  classified  meetings  shall  be  in 
accordance  with  DoD  5200. 1-R  and  DoD  Directive  5200.12  (references  (k)  and  (s)). 
The  following  procedures  also  apply: 

E3 .2.7. 1 .  The  DoD  Components  should  determine  the  extent  to  which 
classified  information  may  be  involved  throughout  the  life  cycle  of  a  program  before 
the  announcement  of  a  procurement  action.  Decisions  on  disclosures  of  classified 
information  shall  be  in  accordance  with  DoD  Directive  5230.1 1  (reference  (j)).  The 
extent  of  foreign  attendance  at  meetings  related  to  the  announced  procurement  action 
will  be  contingent  upon  the  disclosure  decision.  If  attendance  by  foreign  nationals  is 
permitted,  any  classified  information  to  be  disclosed  must  be  at  a  level  authorized  for 
release  to  the  governments  of  all  foreign  nationals  that  are  present. 

E3 .2.7.2.  The  Head  of  the  DoD  Component  conducting  the  meeting,  or  a 
senior  designee,  shall  approve  any  denials  of  a  specific  appeal  for  attendance  at  such 
meeting  by  a  government  with  which  the  Department  of  Defense  has  a  reciprocal 
procurement  agreement. 

E3.2.8.  The  DoD  Components  Supported  bv  the  DIA  shall: 

E3 .2.8.1.  Obtain  a  disclosure  authorization  fi'om  the  originating  department 
or  agency  for  the  release  of  any  classified  or  controlled  unclassified  information  that  is 
not  under  the  DoD  Component's  disclosure  jurisdiction.  This  shall  be  done  before 
notifying  the  DIA  of  the  acceptance  of  a  visit  by  foreign  nationals  that  will  involve 
access  to  such  information. 

E3 .2.8.2.  Notify  the  DIA  Foreign  Liaison  Office,  when  they  extend 
invitations  to  foreign  nationals  for  a  hosted  visit  to  their  organization,  so  that  DIA  can 
obtain  the  necessary  security  assurances  in  advance  of  the  visit. 

E3.2.9.  DoD-Approved  Visits  to  DoD  Contractor  Facilities.  DoD-approved 
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visits  (i.e.,  DoD-sponsored  visits)  by  foreign  nationals  to  DoD  contractor  facilities  may 
or  may  not  constitute  an  exemption  to  the  licensing  requirements  of  the  ITAR  and  the 
EAR  (references  (d)  and  (e)).  DoD-sponsored  visits  shall  not  be  used  to  circumvent 
the  licensing  requirements  of  the  ITAR.  Therefore,  the  DoD  Components  shall: 

E3 .2.9. 1 .  Approve  the  request  for  a  visit  and  provide  disclosure  guidance  if  it 
is  in  support  of  an  actual  or  planned  U.S.  Government  program  (this  approval  turns  the 
visit  into  a  sponsored  visit);  or, 

E3 .2.9.2.  If  the  proposed  visit  is  not  in  support  of  a  U.S.  Government 
program,  the  DoD  Component  shall  deny  the  request  and  notify  the  requester  and 
applicable  DoD  contractor  that  arrangements  for  the  visit  may  be  made  directly 
between  the  requester  and  the  DoD  contractor,  provided  the  DoD  contractor  has  or 
obtains  an  export  license,  if  required  by  references  (d)  or  (e),  for  any  export-controlled 
technical  data  that  may  be  disclosed  and  the  necessary  security  assurance  has  been 
provided;  or, 

E3 .2.9.3.  Deny  the  request  for  the  visit  if  it  is  determined  that  the 
information  associated  with  the  proposed  visit  cannot  be  authorized  for  disclosure,  and 
notify  the  requester  and  the  applicable  DoD  contractor  of  the  decision.  The  denial  of 
the  request  does  not  prevent  the  contractor  from  accepting  the  visit  provided  the 
contractor  has  an  export  license  for  other  controlled  U.S.  information  to  be  disclosed. 
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E4.  ENCLOSURE  4 

FOREIGN  LIAISON  OFFICER  PROGRAM 


E4.1.  GENERAL 

E4. 1 . 1 .  Certification  of  a  FLO  does  not  bestow  diplomatic  or  other  special 
privileges,  even  though  certified  FLOs  who  also  have  attache  status  may  have 
diplomatic  accreditation  by  the  Department  of  State.  Reciprocity  is  not  required  for 
liaison  officer  assignments. 

E4.1.2.  FLOs  may  assume  custody  of  releasable  documentary  information  to  act 
as  couriers  only  when  they  are  authorized  in  writing  by  their  government  to  assume 
responsibility  as  an  agent  of  their  government.  They  may  have  access  only  to  that 
information  that  is  authorized  for  release  to  their  government. 

E4.1.3.  When  FLOs  are  physically  assigned  to  U.S.  installations  in  a  Security 
Assistance  or  Operational  capacity,  an  agreement  containing  provisions  concerning 
such  matters  as  responsibilities  and  obligations  of  the  parties,  authorized  activities, 
security  requirements,  financial  arrangements  and  claims,  must  be  executed.  The 
requirement  may  be  satisfied  by  a  specific  program  agreement  or  an  umbrella-type 
agreement  for  a  single  country  containing  annexes  for  various  assignments  that  are 
negotiated  pursuant  to  DoD  Directive  5530.3  (reference  (i)),  or,  in  the  case  of  Security 
Assistance  FLOs,  an  LOA  that  contains  the  equivalent  provisions.  The  program 
agreement  or  LOA  shall  use  as  a  basis  the  model  agreement  or  model  provisions 
approved  by  the  DUSD(PS). 

E4.1.4.  FLOs’  activities  shall  be  limited  to  representational  responsibilities  for 
their  government  as  described  in  the  certification;  they  may  not  perform  activities  that 
are  a  responsibility  of  an  employee  of  the  organization  to  which  assigned  or  represent 
the  organization  in  any  capacity,  nor  shall  they  perform  activities  or  duties  performed 
by  DPEP  personnel. 

E4.1.5.  When  the  assignment  of  Security  Assistance  FLOs  is  accomplished 
pursuant  to  an  LOA,  the  U.S.  Government  contract  that  implements  the  LOA  shall 
require  the  contractor  to  place  appropriate  controls  on  the  activities  of  the  FLO  to  limit 
access  only  to  information  that  is  related  to  the  contract  and  that  has  been  authorized 
for  release  to  the  FLO's  government  by  an  appropriate  DoD  authority. 
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E4.1.6.  If  foreign  nationals  are  to  be  assigned  to  a  U.S.  defense  contractor  facility 
under  a  commercial  contract,  the  contractor  must  obtain  an  export  license  for  such 
assignment,  if  required  by  the  ITAR  (reference  (d)),  and  comply  with  the  NISPOM 
(reference  (f)). 


E4.2.  PROCEDURES 

E4.2.1,  Certification  Requirements.  The  following  information  shall  be 
provided  by  foreign  governments  with  their  requests  for  DoD  certification  of  FLOs: 

E4.2. 1 . 1 .  A  statement  by  the  sponsoring  government  that  the  proposed  FLO 
is  an  officially  sponsored  representative  of  that  government. 

E4.2.1.2.  Documentation  describing  the  legal  status  of  the  proposed  FLO 
(including  any  privileges  and  immunities  to  which  the  FLO  is  entitled)  and  sponsoring 
government  responsibilities. 

E4.2.1 .3.  A  statement  by  the  sponsoring  government  that  the  proposed  FLO 
is  authorized  by  the  sponsoring  government  to  conduct  business  with  the  Department 
of  Defense  for  purposes  that  must  be  described,  citing  related  agreements,  contracts,  or 
other  arrangements  that  establish  the  need  for  the  assignment. 

E4.2. 1 .4.  An  assurance  by  the  sponsoring  government  that  the  proposed  FLO 
holds  a  specified  level  of  security  clearance. 

E4.2.1.5.  A  statement  by  the  sponsoring  government  on  whether  the 
proposed  FLO  may  assume  custody  of  documentary  information  to  act  as  a  courier  on 
behalf  of  the  sponsoring  government. 

E4.2.1.6.  An  assurance  that  the  sponsoring  government  will  be  responsible 
for  any  U.S.  classified  or  controlled  unclassified  information  provided  to  the  proposed 
FLO. 

E4.2.2.  Dress  and  Identification.  FLOs  shall  wear  their  uniforms,  if  they  are 
military  personnel,  or,  if  civilian,  wear  appropriate  civilian  attire.  They  also  must 
wear,  in  clear  view,  a  DoD  building  or  installation  pass  or  badge  that  clearly  identifies 
them  as  foreign  nationals.  Because  FLOs  represent  their  government,  they  may  not  be 
provided  name  tags,  e-mail  addresses,  codes  or  titles  that  could  be  interpreted  to  infer 
or  imply  that  they  are  U.S.  Government  personnel. 
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E4.2.3.  Compliance.  While  assigned  to  a  DoD  installation,  the  FLOs  will  be 
required  to  comply  with  all  DoD,  Service,  command,  and  local  installation  rules  and 
regulations. 

E4.2.4.  Costs.  All  costs  associated  with  the  placement  of  a  FLO  at  a  DoD 
installation  are  the  responsibility  of  the  FLO’s  parent  organization,  including  travel, 
office  space,  clerical  support,  quarters,  rations,  and  medical  and  dental  services,  unless 
specifically  stated  otherwise  in  an  applicable  international  agreement. 
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E5.  ENCLOSURE  5 

DEFENSE  PERSONNEL  EXCHANGE  PROGRAM 


E5.1.  GENERAL 

E5 . 1 . 1 .  Background.  The  DPEPs  are  designed  to  foster  mutual  understanding 
between  the  defense  establishments  of  each  party  by  providing  exchange  personnel 
familiarity  with  the  organization,  administration,  and  operations  of  the  other  defense 
establishments.  All  such  personnel  exchange  programs  established  by  the  DoD 
Components  constitute  the  DPEP. 

E5.1.2.  Scope.  The  DPEP  encompasses  all  programs  that  involve  the 
assignment  of  foreign  nationals  to  positions  with  the  DoD  Components  in  exchange  for 
the  assignment  of  DoD  personnel  to  positions  with  foreign  government  defense 
establishments,  and  includes  the  following: 

E5. 1.2.1.  MPEP  involving  the  assignment  of  military  personnel  to  authorized 
positions  with  the  Military  Departments. 

E5. 1.2.2.  APEP  involving  the  assignment  of  civilian  and  military  specialist 
personnel  to  administrative,  logistics,  finance,  health,  legal,  and  planning  positions 
within  OSD  and  Defense  Agencies. 

E5.1.2.3.  ESEP  involving  the  assignment  of  civilian  and  military  engineers 
and  scientists  to  DoD  research,  development,  test,  and  evaluation  facilities  to  conduct 
research,  development,  test  and  evaluation  work. 

E5.1 .2.4.  DIPEP  involving  the  assignment  of  military  intelligence  analysts 
within  the  DoD  intelligence  community. 


E5.2.  PROCEDURES 

E5.2.1.  Personnel.  Personnel  assigned  to  DPEP  positions  shall  be  military 
members  or  civilian  employees  of  the  participating  DoD  Component  and  the 
counterpart  foreign  government  defense  organization. 

E5.2.2.  Purpose.  The  DPEP  agreements  may  be  negotiated  to  foster  better 
understanding  on  the  part  of  the  parties  regarding  the  organization  and  management  of 
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defense  programs  and  operations,  while  using  the  specified  expertise  of  the 
participating  exchange  personnel.  The  criteria  in  subsection  E5.2.8.,  below,  shall  be 
considered  before  making  commitments  for  the  negotiation  of  a  DPEP  agreement. 

E5.2.3.  Reciprocity.  The  DPEP  agreements  shall  provide  for  the  reciprocal 
assignment  of  DoD  personnel  to  substantially  equivalent  positions  within  the  defense 
establishment  of  the  other  participating  government.  Requests  for  an  assignment  on  a 
non-reciprocal  basis  shall  be  forwarded  to  the  DUSD(PS)  for  approval. 

E5.2.4.  Limitations.  The  assignment  of  foreign  exchange  personnel  shall  not  be 
used  for  training  foreign  personnel  in  violation  of  DoD  5105.38-M  (reference  (g))  or 
instead  of,  or  in  combination  with,  FLO  certification.  Pursuant  to  Section  1082  of 
Public  Law  104-201  (reference  (b)),  training  may  not  be  conducted  under  the  DPEP 
except  as  necessary  to  familiarize,  orient,  or  certify  DPEP  personnel  regarding  unique 
aspects  of  the  positions  to  which  they  are  assigned.  The  DPEP  shall  not  be  used  for 
the  purpose  of  augmenting  DoD  staff  positions  or  as  a  means  to  obtain  personnel 
resources  beyond  authorized  manning  levels.  The  DPEP  may  not  be  used  as  a 
mechanism  for  exchanging  technical  data  or  other  controlled  information  between  the 
governments.  Information  exchanges  shall  be  governed  by  an  agreement  designed  for 
that  purpose  (e.g.,  cooperative  research  and  development,  or  data  exchange 
agreements). 

E5.2.5.  Executive  Agents  and  Managing  Agents.  The  DoD  officials  who  are 
designated  as  Executive  Agents  may  appoint  Managing  Agents  to  conduct  negotiations 
and  to  administer  a  program  for  a  specific  country  or  group  of  countries.  In  such  case, 
the  Managing  Agents  shall  approve  specific  exchanges  conducted  under  an  agreement 
or  an  annex  to  an  agreement  and  perform  the  responsibilities  described  at  paragraph 
E2. 1 .21 .  of  enclosure  E2.  Notwithstanding  any  such  appointment,  the  Executive 
Agent  retains  overall  responsibility  for  the  program  management  and  administration. 

E5.2.6.  Restrictions  on  Exchange  Personnel 

E5.2.6.1.  Foreign  exchange  personnel  shall  not  act  in  the  dual  capacity  as  a 
DPEP  participant  and  as  a  representative  of  their  government  (e.g.,  a  FLO)  while 
assigned  to  a  DoD  Component. 

E5 .2.6.2.  Foreign  exchange  personnel  shall  not  serve  as  conduits  between  the 
Department  of  Defense  and  their  government  for  requests  and  transmissions  of 
classified  and  controlled  unclassified  information. 


29 


ENCLOSURE  5 


DODD  5230.20,  August  12,  1998 


E5 .2.6.3.  Foreign  exchange  personnel  shall  not  be  assigned  to  command  or 
other  positions  that  would  require  them  to  exercise  responsibilities  that  are  reserved  by 
law  or  regulation  to  an  officer  or  employee  of  the  U.S.  Government.  They  shall  not, 
for  example,  perform  responsibilities  of  a  contracting  officer’s  technical  representative 
(COTR),  component  duty  officer,  classified  document  custodian  or  security  officer, 
escort  for  foreign  nationals,  or  perform  other  official  acts  as  a  representative  of  the 
DoD  Component. 

E5.2.6.4.  Foreign  exchange  personnel  shall  not  be  permitted  to  commence 
duty  in  positions  that  could  result  in  their  access  to  classified  or  controlled  unclassified 
information  that  has  not  been  authorized  for  release  to  their  government. 

E5.2.6.5.  Foreign  exchange  personnel  shall  not  be  assigned  to  DoD 
contractor  facilities. 

E5.2.7.  Information  Access 

E5 .2.7.1.  Foreign  exchange  personnel  shall  not  have  uncontrolled  access  to 
restricted  areas  or  to  the  following  types  of  information: 

E5 .2.7. 1 . 1 .  RESTRICTED  DATA  and  FORMERLY  RESTRICTED 
DATA  as  defined  by  the  Atomic  Energy  Act  of  1954,  as  amended  (reference  (t)). 

E5.2.7.1.2.  Information  systems  security  information. 

E5.2.7.1.3.  Classified  or  controlled  unclassified  information  provided  by 
another  government,  or  an  international  organization,  unless  access  is  approved  in 
writing  by  the  originating  government  organization. 

E5. 2.7. 1.4.  Compartmented  information,  unless  specifically  authorized 
by  a  separate  govemment-to-govemment  agreement. 

E5 .2.7.1 .5.  Information  bearing  a  special  handling  notice  that  restricts 
access,  except  when  authorized  by  the  originator. 

E5 .2.7. 1.6.  Any  other  classified  information  that  has  not  been  authorized 
for  release  to  the  exchange  person's  government  by  the  responsible  DDA  of  the 
originating  Department  or  Agency. 

E5. 2.7.2.  Disclosure  guidance,  in  the  form  of  a  DDL  or  an  equivalent 
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document  containing  the  information  listed  in  enclosure  E7.,  shall  be  established  for 
each  exchange  position.  The  DDL  shall  be  prepared  by  the  host  supervisor,  in 
collaboration  with  the  DoD  Component  DDA,  and  shall  accompany  the  request  to 
establish  a  DPEP  position.  DUSD(PS)  will  approve  the  DDL  for  OSD,  the  Chairman 
of  the  Joint  Chiefs  of  Staff,  and  the  Defense  Agency  positions.  The  DDL  for  the 
Military  Department  positions  shall  be  approved  by  the  DDA  of  the  appropriate 
Military  Department.  Commitments  shall  not  be  made  on  a  specific  exchange  position 
until  the  DDL  is  approved  for  that  position. 

E5 .2.7.3.  Foreign  exchange  persoimel  shall  not  have  personal  custody  of 
classified  or  controlled  unclassified  information.  They  may  have  access  to  the 
information  during  normal  duty  hours  at  the  place  of  assignment  when  access  is 
necessary  to  perform  the  functions  in  their  position  descriptions,  if  the  information  is 
authorized  for  disclosure  pursuant  to  the  DDL  or  other  disclosure  guidance.  They 
may  not  have  unsupervised  access  to  classified  libraries  or  operations  centers,  or  to 
document  catalogues  unless  the  information  therein  is  releasable  to  the  public. 

E5.2.8.  DPEP  Criteria.  The  DoD  Components  shall  consider  the  following 
criteria  before  establishing  a  DPEP  position  and  shall  discuss  them  in  their  requests  for 
authority  to  negotiate  an  exchange  agreement: 

E5.2.8. 1 .  Likely  political  or  military  advantage  to  be  gained. 

E5.2.8.2.  Ability  to  adequately  use  a  foreign  exchange  person  in  the 
organization  considering  the  policy  and  access  limitations  and  security  requirements 
described  in  this  enclosure. 

E5.2.8.3.  Financial  costs  to  the  U.S.  Government. 

E5 .2.8.4.  Other  military  arrangements  with  the  country  and  the  results  of 
those  arrangements. 

E5.2.8.5.  Reciprocity,  particularly  the  ability  of  the  DoD  Component  to 
assign  a  U.S.  person  in  a  similar  capacity  within  the  defense  establishment  of  the  other 
country. 

E5.2.9.  Authorized  Billets.  Foreign  exchange  personnel  normally  shall  serve  in 
authorized  personnel  billets.  Exceptions  to  this  policy  (e.g.,  use  of  authorized 
over-strength  positions)  may  be  authorized  by  the  Head  of  the  concerned  DoD 
Component  if  the  assignment  will  result  in  significant  military  or  political  benefits  to 
the  Department  of  Defense. 
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E5.2.10.  Position  Description.  A  position  description  shall  be  prepared  for  each 
exchange  position.  The  position  description  shall  contain  as  a  minimum: 

E5 .2.10.1.  The  title  of  the  position. 

E5.2.10.2.  The  position  location. 

E5.2.10.3.  Qualification  and  skills  required. 

E5.2.10.4.  Description  of  specific  duties  of  the  position. 

E5.2.10.5.  Security  clearance  level  required. 

E5.2. 1 1 .  Content  of  DPEP  Agreement.  DPEP  agreements  shall  use  as  a  basis 
the  “model  DPEP  agreements”  approved  by  DUSD(PS)  and  shall  cover  the  following 
issues: 


E5 .2. 1 1 . 1 .  Type  of  exchange  positions  to  be  established  (e.g.,  engineer  and 
scientist,  administrative  and  professional). 

E5.2.11.2.  Length  of  tour. 

E5. 2.1 1.3.  Financial  responsibilities  (e.g.,  travel,  salary,  etc.)  and  use  of 
government  facilities  and  equipment. 

E5.2. 1 1 .4.  Entitlements  (e.g.,  commissary  and  exchange  privileges  for 
authorized  persons  in  accordance  with  DoD  Directives  1330.9  and  1330.17  (references 
(u)  and  (v)),  medical  care,  etc.)  and  use  of  government  facilities  and  equipment. 

E5.2.1 1 .5.  Status  of  assigned  personnel,  to  include  privileges  and 
exemptions,  liabilities  and  claims. 

E5.2.11.6.  Security. 

E5.2.11.7.  Disciplinary  matters. 

E5 .2.1 1.8.  Administrative  matters  and  oversight  responsibilities  (e.g.,  leave, 
dress,  reviews,  and  performance  reports). 

E5.2.12.  Administrative  and  Operational  Control.  Foreign  exchange  personnel 
shall  remain  under  the  administrative  control  (e.g.,  pay,  performance  appraisals. 
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disciplinary  actions)  of  their  parent  governments.  They  shall  be  under  the  operational 
control  of  the  host  DoD  Component  to  which  they  are  assigned.  They  may  participate 
in  the  functions  of  the  host  DoD  Component  consistent  with  security  considerations 
and  the  limitations  described  in  this  enclosure. 

E5.2.13.  Financial  Responsibilities 

E5.2.13.1.  The  costs  of  participation  in  the  DPEP  shall  be  borne,  in 
accordance  with  applicable  laws  and  regulations,  by  either  the  participant's  parent 
organization  or  by  the  participant,  except  that  travel  and  per  diem  costs  for  travel 
performed  in  connection  with  assigned  duties  within  the  host  country  shall  be  paid  by 
the  organization  requesting  or  directing  such  travel. 

E5.2.13.2.  Costs  to  be  borne  by  the  Department  of  Defense  for  its  exchange 
personnel  assigned  abroad  shall  only  include  salary,  and,  in  accordance  with  the  DoD 
JTR,  volume  2  (reference  (w)),  either  permanent  change  of  station  (PCS)  entitlements 
(for  the  employees  and  their  dependents)  or  long-term  temporary  duty  entitlements. 
DoD  eivilian  personnel  who  perform  a  PCS  move  shall  agree  in  writing  to  complete 
the  entire  period  of  the  assignment  or  one  year,  whichever  is  shorter,  unless  separated 
or  reassigned  at  the  request  of  the  Department  of  Defense. 

E5.2. 14.  Supervisor  Responsibilities.  The  DoD  officials  designated  to  supervise 
foreign  exchange  personnel  shall: 

E5.2. 14. 1 .  Ensure  that  the  foreign  exchange  personnel  understand  the  duties 
to  be  performed  in  the  position  to  which  they  are  assigned. 

E5.2.14.2.  Ensure  that  the  foreign  exchange  personnel  are  provided  access 
only  to  that  classified  and  controlled  unclassified  information  that  has  been  authorized 
for  release  to  their  government  in  the  DDL  that  is  required  to  perform  the  duties  of  the 
position. 


E5.2.14.3.  Ensure  that  coworkers  are  informed  of  the  limitations  on  access  to 
information  by  the  exchange  personnel  and  their  responsibilities  in  dealing  with  them. 

E5.2.14.4.  Inform  the  foreign  exchange  personnel  of  their  obligations,  rights, 
and  responsibilities. 

E5.2.15.  Identification 

E5 .2 . 1 5 . 1 .  Dress.  F oreign  exchange  personnel  shall  wear  their  uniforms  if 
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they  are  military  members,  or,  if  civilian,  appropriate  civilian  attire.  They  shall  wear, 
in  clear  view,  a  DoD  building  or  installation  pass  or  badge  that  clearly  identifies  them 
as  foreign  nationals. 

E5.2.15.2.  Status.  Any  other  identification  (including  organizational  code, 
title,  signature  block,  office  nameplate,  or  e-mail  address)  used  by  or  issued  to  foreign 
exchange  personnel  by  the  host  DoD  Component  shall  clearly  identify  the  person’s 
status  as  a  foreign  national. 

E5.2.16.  Certification  of  Conditions  and  Responsibilities 

E5 .2 . 1 6 . 1 .  F oreign  exchange  persoimel  must  sign  a  certification  similar  to 
the  sample  in  attachment  E5.A1.  before  being  assigned  to  the  host  DoD  Component. 

E5.2.16.2.  Foreign  exchange  persormel  assigned  to  positions  that  might 
provide  access  to  technical  data  also  must  sign  a  certification  similar  to  the  sample  in 
attachment  E5.A2.  governing  the  rights  of  the  individuals  and  the  Department  of 
Defense  on  inventions  and  rights  in  property. 


Attachments  -  2 

1.  Certification  of  Conditions  and  Responsibilities  for  DPEP  Personnel 

2.  Commitment  Regarding  Inventions  Made  and  Technical  Information  Developed 
by  Visiting  Engineers  and  Scientists 
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E5.A1.  ATTACHMENT  1  TO  ENCLOSURE  5 

CERTIFICATION  OF  CONDITIONS  AND  RESPONSIBILITIES 
FOR  DPEP  PERSONNEL 


I  understand  and  acknowledge  that  I  have  been  accepted  for  assignment  to  (insert  name 
and  location  of  organization  to  which  assigned')  pursuant  to  an  agreement  between  the 
(insert  applicable  military  service  or  organization)  of  the  United  States  and  the  (insert 
applicable  foreign  military  organization!  of  (insert  country  namek  In  connection  with 
this  assignment,  I  further  understand,  acknowledge,  and  certify  that  I  shall  comply  with 
the  following  conditions  and  responsibilities: 

1 .  The  purpose  of  the  assignment  is  to  gain  knowledge  of  the  organization  and 
management  of  Host  Party  (cite  applicable  area  for  DPEP  assignment!  defense 
activities.  There  shall  be  no  access  to  information  except  as  required  to  perform  the 
duties  described  in  the  position  description  of  the  position  to  which  I  am  assigned,  as 
determined  by  niy  designated  supervisor. 

2.  I  shall  perform  only  functions  which  are  properly  assigned  to  me  as  described 
in  the  position  description  (PD)  for  my  assignment  and  shall  not  act  in  any  other 
capacity  on  behalf  of  my  government  or  my  Parent  Party  or  Parent  Organization. 

3.  All  information  to  which  I  may  have  access  during  this  assignment  shall  be 
treated  as  information  provided  to  my  government  in  confidence  and  shall  not  be 
further  released  or  disclosed  by  me  to  any  other  person,  firm,  organization  or 
government  without  the  prior  written  authorization  of  the  Host  Party. 

4.  When  dealing  with  individuals  outside  of  my  immediate  office  of  assignment 
on  official  matters,  I  shall  inform  such  individuals  that  I  am  a  foreign  exchange  person. 

5.  I  have  been  briefed  on,  understand,  and  shall  comply  with  all  applicable 
security  regulations  of  the  Host  Party  and  the  Host  Organization. 
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6.  I  will  immediately  report  to  my  designated  supervisor  all  attempts  to  obtain 
classified,  proprietary  or  controlled  unclassified  information  to  which  I  may  have 
access  as  a  result  of  this  assignment. 


(Typed  Name) 


(Signature) 


(Rank/Title) 


(Date) 
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E5.A2.  ATTACHMENT  2  TO  ENCLOSURE  5 

COMMITMENT  REGARDING  INVENTIONS  MADE  AND  TECHNICAL 
INFORMATION  DEVELOPED  BY  VISITING  ENGINEERS  AND  SCIENTISTS 


COMMITMENT  TO  HOST  PARTY 


In  conideration  for  being  selected  to  participate  in  the  U.S.-(insert  country  name) 
Defense  Personnel  Exchange  Program,  I  hereby  grant  to  the  Host  Party  a  worldwide, 
non-transferable,  irrevocable,  non-exclusive,  royalty-free  license  to  practice  (make, 
use,  or  sell)  inventions  (whether  patentable  or  not  patentable)  and  unlimited  use  and 
reproduction  rights  in  technical  information,  which  inventions  are  made  (either 
conceived  or  reduced  to  practice)  by  me  or  which  technical  information  is  developed 
by  me  during  the  period  of  and  as  a  result  of  my  participation  in  this  Program. 

Additionally,  to  secure  the  rights  granted  above,  I  hereby  grant  to  the  Host  Party  the 
right  to  prosecute  or  to  have  prosecuted  patent  applications  on  the  above  mentioned 
inventions  in  any  country  for  which  the  Parent  Party  or  I  choose  not  to  prosecute  a 
patent  application. 


Signature  of  DPEP  Officer 
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E6.  ENCLOSURE  6 

COOPERATIVE  PROGRAM  PERSONNEL 


E6.1.  GENERAL 

E6. 1 . 1 .  Background.  Foreign  nationals  may  be  assigned  to  multinational 
program  offices  that  are  hosted  by  the  DoD  Components  as  part  of  an  international 
management  team  responsible  for  the  implementation  of  a  multinational  project  or 
program. 

E6.1.2.  Scope.  Only  foreign  government  personnel  assigned  to  an  international 
program  office,  hosted  by  a  DoD  Component  pursuant  to  the  terms  of  a  Cooperative 
Program  International  Agreement,  who  report  to  and  take  direction  from  a 
DoD-appointed  U.S.  Program  Manager  (or  Program  Manager  equivalent)  shall  be 
accorded  the  treatment  described  in  this  enclosure.  Foreign  government 
representatives  described  in  such  Agreements  as  liaison  officers  or  observers  are  not 
considered  Cooperative  Program  Personnel  and  shall  be  treated  as  FLOs  in  accordance 
with  enclosure  E4.  of  this  Directive. 


E6.2.  PROCEDURES 

E6.2.1.  Personnel.  Foreign  nationals  assigned  to  Cooperative  Program 
Personnel  positions  shall  be  military  members  or  civilian  employees  of  the  counterpart 
foreign  government  defense  organization. 

E6.2.2.  Restrictions  on  Cooperati .  e  Program  Personnel 

E6.2.2.1.  Cooperative  Program  Personnel  shall  not  act  in  the  dual  capacity  as 
an  official  or  employee  in  the  multinational  project  office  and  as  a  liaison  officer  for 
their  government  (e.g.,  FLO)  while  assigned  to  a  DoD  Component. 

E6.2.2.2.  Cooperative  Program  Personnel  shall  not  serve  as  conduits  between 
the  Department  of  Defense  and  their  government  for  requests  and  transmissions  of 
classified  and  controlled  unclassified  information.  Any  such  transmissions  shall  be 
carried  out  in  accordance  with  the  Program  Security  Instruction. 

E6.2.2.3.  Cooperative  Program  Personnel  shall  not  be  assigned  to  command 
or  other  positions  that  would  require  them  to  exercise  responsibilities  that  are  reserved 
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by  law  or  regulation  to  an  officer  or  employee  of  the  U.S.  Government.  They  shall 
not,  for  example,  perform  responsibilities  of  a  COTR,  component  duty  officer, 
classified  document  custodian  or  security  officer,  escort  for  foreign  nationals,  or 
perform  other  official  acts  as  a  representative  of  the  DoD  Component. 

E6.2.2.4.  Cooperative  Program  Personnel  shall  not  be  assigned  to  positions 
that  could  result  in  their  access  to  classified  or  controlled  unclassified  information  that 
has  not  been  authorized  for  release  to  their  government. 

E6.2.3.  Information  Access 

E6.2.3.1.  Cooperative  Program  Personnel  shall  not  have  uncontrolled  access 
to  restricted  areas  or  to  the  following  types  of  information: 

E6.2.3 .1.1.  RESTRICTED  DATA  and  FORMERLY  RESTRICTED 
DATA  as  defined  by  the  Atomic  Energy  Act  of  1954,  as  amended  (reference  (t)). 

E6.2.3.1.2.  Information  systems  security  information. 

E6.2.3. 1 .3.  Classified  or  controlled  unclassified  information  provided  by 
a  non-participating  government,  or  international  organization,  unless  access  is 
approved  in  writing  by  the  originating  government  or  organization. 

E6.2.3.1.4.  Compartmented  information,  unless  specifically  authorized 
by  a  separate  govemment-to-govemment  agreement. 

E6.2.3.1.5.  Information  bearing  a  special  handling  notice  that  restricts 
access,  except  when  authorized  by  the  originator. 

E6.2.3.1.6.  Any  other  classified  information  that  has  not  been  authorized 
for  release  to  the  Cooperative  Program  Personnel’s  government  by  the  responsible 
DDA  of  the  originating  Department  or  Agency. 

E6.2.3.2.  Disclosure  guidance  in  the  form  of  a  DDL,  or  equivalent  document 
that  contains  the  information  listed  in  enclosure  E7.,  shall  be  established  for  each 
Cooperative  Program  position.  DUSD(PS)  will  approve  the  DDL  Disclosure 
Guidance  for  OSD,  the  Chairman  of  the  Joint  Chiefs  of  Staff  and  the  Defense  Agency 
positions.  The  DDL  or  other  approved  Disclosure  Guidance  for  the  Military 
Department  positions  shall  be  approved  by  the  DDA  of  the  appropriate  Military 
Department.  Cooperative  Program  Personnel  shall  not  assume  any  positions  until  the 
DDL  or  equivalent  document  is  approved  for  that  position. 
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E6.2.3.3.  Cooperative  Program  Personnel  shall  not  have  personal  custody  of 
classified  or  controlled  unclassified  information.  They  may  have  access  to  the 
information  during  normal  duty  hours  at  the  place  of  assignment  when  access  is 
necessary  to  perform  their  multinational  program  or  project  functions  under  the 
applicable  Cooperative  Program  International  Agreement,  if  the  information  is 
authorized  for  disclosure  pursuant  to  the  DDL,  or  other  disclosure  guidance  containing 
the  information  listed  in  enclosure  E7.  They  may  not  have  unsupervised  access  to 
classified  libraries  or  operations  centers,  or  to  document  catalogues,  unless  the 
information  therein  is  releasable  to  the  public. 

E6.2.4.  Administrative  and  Operational  Control.  Cooperative  Program 
Personnel  shall  remain  under  the  administrative  control  (e.g.,  pay,  disciplinary  actions) 
of  their  government.  They  shall  be  under  the  operational  control  of  the  host  DoD 
Component  through  the  Program  Manager  (or  Program  Manager  equivalent)  for  the 
multinational  project  or  program  to  which  they  are  assigned.  They  may  participate  in 
the  functions  of  the  host  DoD  Component  consistent  with  security  considerations  and 
the  limitations  described  in  this  enclosure. 

E6.2.5.  Supervisor  Responsibilities.  The  DoD  Program  Manager  (or  Program 
Manager  equivalent)  designated  to  supervise  Cooperative  Program  Personnel  shall: 

E6.2.5. 1 .  Ensure  that  the  Cooperative  Program  Personnel  understand  the 
duties  to  be  performed  in  the  position  to  which  they  are  assigned. 

E6.2.5.2.  Ensure  that  the  Cooperative  Program  Personnel  are  provided  access 
only  to  that  classified  and  controlled  unclassified  information  that  has  been  authorized 
for  release  to  their  government  by  the  DDL,  or  other  disclosure  guidance  containing 
the  information  listed  in  enclosure  E7. 

E6.2.5.3.  Ensure  that  coworkers  are  informed  of  the  limitations  on  access  to 
information  by  the  Cooperative  Program  Personnel  and  their  responsibilities  in  dealing 
with  them. 

E6.2.5.4.  Inform  the  Cooperative  Program  Personnel  of  their  obligations, 
rights  and  responsibilities  and  ensure  they  sign  the  certifications  in  attachments  E6.A1. 
and  E6.A2. 

E6.2.6.  Position  Description.  A  position  description  shall  be  prepared  for  each 
Cooperative  Program  position.  The  position  description  shall  contain  as  a  minimum: 
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E6.2.6.1.  The  title  of  the  position. 

E6.2.6.2.  The  position  location. 

E6.2.6.3.  Qualification  and  skills  required. 

E6.2.6.4.  Description  of  specific  duties  of  the  position. 

E6 .2.6.5.  Security  clearance  level  required. 

E6.2.7.  Content  of  Cooperative  Program  International  Agreement.  The 
Cooperative  Program  International  Agreement,  or  an  annex  or  implementing 
arrangement  thereto,  shall  cover  the  following  issues: 

E6.2.7. 1 .  Type  of  positions  to  be  established. 

E6.2.7.2.  Length  of  tour. 

E6.2.7.3.  Financial  responsibilities  (e.g.,  travel,  salary,  etc.)  and  use  of 
government  facilities  and  equipment. 

E6.2.7.4.  Entitlements  (e.g.,  commissary  privileges,  medical  care,  etc.). 

E6.2.7.5.  Status  of  assigned  personnel,  to  include  privileges  and  exemptions, 
liabilities  and  claims. 

E6.2.7.6.  Security. 

E6.2.7.7.  Disciplinary  matters. 

E6.2.7.8.  Administrative  matters  and  oversight  responsibilities  (e.g.,  leave, 
dress,  reviews,  and  performance  reports). 

E6.2.8.  Identification 

E6.2.8. 1 .  Dress.  Cooperative  Program  Personnel  shall  wear  their  uniforms, 
if  they  are  military  personnel,  or,  if  civilian,  appropriate  civilian  attire.  They  shall 
wear,  in  clear  view,  a  DoD  building  or  installation  pass  or  badge  that  clearly  identifies 
them  as  foreign  nationals. 

E6.2.8.2.  Status.  Any  other  identification  (including  organizational  code 
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and  title,  block,  office  nameplate,  or  e-mail  address  )  used  by  or  issued  to  Cooperative 
Program  personnel  by  the  host  DoD  Component  shall  clearly  identify  the  person's 
status  as  a  foreign  national. 


Attachments  -  2 

1 .  Certification  of  Conditions  and  Responsibilities  for  Cooperative  Program 
Personnel 

2.  Commitment  Regarding  Inventions  Made  and  Technical  Information  Developed 
by  Visiting  Engineers  and  Scientists 
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E6.A1.  ATTACHMENT  1  TO  ENCLOSURE  6 

CERTIFICATION  OF  CONDITIONS  AND  RESPONSIBILITIES 
FOR  COOPERATIVE  PROGRAM  PERSONNEL 


I  understand  and  acknowledge  that  I  have  been  accepted  for  assignment  to  (insert  name 
and  location  of  Cooperative  Program  to  which  assigned!  pursuant  to  an  agreement 
between  the  (insert  applicable  military  service  or  organization^  of  the  United  States  and 
the  (insert  applicable  foreign  military  organization!  of  (insert  country  name!.  In 
connection  with  this  assignment,  I  further  understand,  acknowledge,  and  certify  that  I 
shall  comply  with  the  following  conditions  and  responsibilities: 

1 .  The  purpose  of  the  assignment  is  to  provide  my  expertise  to  the  Cooperative 
Program.  There  shall  be  no  access  to  information  except  as  required  to  perform  the 
duties  described  in  the  position  description  (PD)  of  the  position  to  which  I  am 
assigned,  as  determined  by  my  designated  supervisor. 

2.  I  shall  perform  only  functions  which  are  properly  assigned  to  me  as  described 
in  the  PD  for  my  assignment  and  shall  not  act  in  any  other  capacity  on  behalf  of  my 
government  or  my  Parent  Party  or  Parent  Organization. 

3.  All  information  to  which  I  may  have  access  during  this  assignment  shall  be 
treated  as  information  provided  to  my  government  in  confidence  and  shall  not  be 
further  released  or  disclosed  by  me  to  any  other  person,  firm,  organization  or 
government  without  the  prior  written  authorization  of  the  Cooperative  Program. 

4.  When  dealing  with  individuals  outside  of  my  immediate  office  of  assignment 
on  official  matters,  I  shall  inform  such  individuals  that  I  am  a  foreign  Cooperative 
Program  person. 

5.  I  have  been  briefed  on,  understand,  and  shall  comply  with  all  applicable 
security  regulations  of  the  Cooperative  Program. 
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6.  I  will  immediately  report  to  my  designated  supervisor  all  attempts  to  obtain 
classified,  proprietary  or  controlled  unclassified  information  to  which  I  may  have 
access  as  a  result  of  this  assignment. 


(Typed  Name) 


(Signature) 


(Rank/Title) 


(Date) 
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E6.A2.  ATTACHMENT  2  TO  ENCLOSURE  6 

COMMITMENT  REGARDING  INVENTIONS  MADE  AND  TECHNICAL 
INFORMATION  DEVELOPED  BY  VISITING  ENGINEERS  AND  SCIENTISTS 


COMMITMENT  TO  COOPERATIVE  PROGRAM 


In  conideration  for  being  selected  to  participate  in  the  U-S.-Iinsert  country  namel 
(insert  name  of  Cooperative  Program^  I  hereby  grant  to  the  Cooperative  Program  a 
worldwide,  non-transferable,  irrevocable,  non-exclusive,  royalty-free  license  to 
practice  (make,  use,  or  sell)  inventions  (whether  patentable  or  not  patentable)  and 
unlimited  use  and  reproduction  rights  in  technical  information,  which  inventions  are 
made  (either  conceived  or  reduced  to  practice)  by  me  or  which  technical  information  is 
developed  by  me  during  the  period  of  and  as  a  result  of  my  participation  in  this 
Program. 

Additionally,  to  secure  the  rights  granted  above,  I  hereby  grant  to  the  Cooperative 
Program  the  right  to  prosecute  or  to  have  prosecuted  patent  applications  on  the  above 
mentioned  inventions  in  any  county  for  which  my  government  or  I  choose  not  to 
prosecute  a  patent  application. 


Signature  of  Cooperative  Program  Officer 
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E7.  ENCLOSURE  7 
SAMPLE 

DELEGATION  OF  DISCLOSURE  AUTHORITY  LETTER  (DLL^ 


The  following  DDL  format  should  be  used  by  the  DoD  Components.  (While  all 
elements  identified  should  be  provided  in  the  general  order  shown,  information  should 
be  presented  in  the  clearest  and  easiest-to-use  manner.) 

TITLE:  DATE: 


E7. 1 .  CLASSIFICATION :  Identify  highest  classification  of  information  to  be 
disclosed. 

E7.2.  DISCLOSURE  METHODS:  E.g.,  oral,  visual,  or  documentary.  If 
documentary  access  is  permitted,  control  procedures  must  be  described  in  section 
E7.7.,  below. 

E7.3.  CATEGORIES  PERMITTED:  Specify  National  Disclosure  Policy 
categories  of  information  to  be  disclosed. 

E7.4.  SCOPE:  Specify  who  is  authorized  to  release  material  or  information,  and 
to  whom  disclosure  is  authorized. 

E7.5.  AUTHORIZED  FOR  RELEASE  AND/OR  DISCLOSURE:  Describe 
material,  information,  and  documents  to  which  access  can  be  permitted.  This  section 
shall  state  clearly  that  the  individual  may  have  access  only  to  that  information  in  the 
stated  categories  that  is  authorized  for  release  to  the  parent  government.  If  access  to 
information  described  in  subsection  E5.2.7.  of  enclosure  E5.  is  permitted,  cite  the 
specific  agreement  or  other  written  authorizadon  on  which  access  is  based. 

E7.6.  NOT  AUTHORIZED  FOR  RELEASE  AND/OR  DISCLOSURE: 

Describe  material,  information,  and  documents,  or  portions  thereof,  to  which  access  is 
not  permitted. 
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E7.7.  PROCEDURES:  Specify  review  and  release  procedures  for  information 
that  is  not  covered  by  the  DDL,  and  describe  controls  and  special  security  procedures 
(e.g.,  badges,  briefings)  established  to  limit  access  to  information  and  controlled 
areas.  If  the  releases  described  herein  will  be  used  for  approving  releases  to  foreign 
nationals  at  cleared  contractor  facilities  working  on  a  classified  contract,  the  agreed 
security  control  procedures  (see  subsection  4.16.  of  the  main  body  of  this  Directive) 
will  be  incorporated  herein  and  a  copy  of  the  DDL  provided  to  Defense  Security 
Service  (DSS)  in  advance  of  placing  the  foreign  national  on  site  at  a  cleared  contractor 
facility. 

E7.8.  CONTACT  OFFICER:  Identify  primary  and  alternate  contact  officers, 
including  position  and  telephone  and  telefax  numbers,  and  their  duties  and 
responsibilities.  If  a  foreign  national  is  to  be  placed  at  a  cleared  contractor  facility  and 
working  on  a  classified  contract,  include  the  name,  and  telephone  and  telefax  numbers 
of  the  responsible  DSS  Industrial  Security  Representative. 

E7.9.  REDELEGATION :  Specify  the  extent  of  redelegation  of  disclosure 
authority  (if  any)  permitted  to  subordinate  activities. 
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E8.  ENCLOSURE  8 


Format 

ANNUAL  REPORT  ON  AGREEMENTS 
FOR  THE  EXCHANGE  OF  DEFENSE  PERSONNEL 
BETWEEN  THE  UNITED  STATES  AND  FOREIGN  COUNTRIES 

FISCAL  YEAR  19XX 


Format 

(Cite  DoD  Component) 

(Times  New  Roman  14  pt) 

Type  Exchange  Program;  (Cite  MPEP,  ESEP,  etc.)  Cost:  (Cite  total  cost  for  type  of  program) 

Appropriation  Number:  (#^W) 

U.S. 

POSITION 

U.S.  LOCATION 

FOREIGN 

POSITION 

FOREIGN  LOCATION 

I - 1  inch - 1 

1 - 3  inch - 1 

1 - 1  inch - 1 

1 - 3  inch - 1 

(Country) 

(Title  of  U.S. 
Position 
occupied  by 
foreign 
personnel) 

(Cite  organization  & 
location) 

(Title  of  foreign 
position 
occupied  by 

U.S.  personnel) 

(Cite  organization  and  location) 

(Country) 

1 .  Page  layout  is  to  be  "landscape”  with  1  inch  margins. 

2.  Except  for  the  title,  the  front  will  be  Times  New  Roman  1 2  pt. 

3.  Do  not  use  tabs  between  columns.  Use  a  Table  of  4  columns. 

4.  Do  not  abbreviate  position  titles. 

5.  Submit  a  separate  report  by  type  of  Agreement,  e.g.,  MPEP,  DIPEP,  ESEP,  APEP 

6.  Organize  positions  by  country  alphabetically. 

7.  Provide  report  in  this  format  via  e-mail  or  disk  to  the  ODUSD(PS). 
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Example 

Department  of  the  Army 


Type  Exchange  Program:  MPEP  Cost:  $305,000  Appropriation  Number:  2020 


u.s. 

POSITION 

U.S.  LOCATION 

FOREIGN 

POSITION 

FOREIGN  LOCATION 

Australia 

Transportation 

Instructor 

USA  T  ransportation  School,  Ft. 
Eustis  VA 

Transportation 

Instructor 

School  of  T ransport, 
Albury-Wondonga  VIC 

Engineer 

instructor 

USA  Engineer  School,  Ft. 
Leonard  Wood  MO 

Instructor 

School  of  Military  Engineer,  Casula 
NSW 

Airborne  Instructor 

USA  Quartermaster  School 
(Airborne  Department),  Ft.  Lee 
VA 

Airborne  Instructor 

Air  Movement  T raining  and 
Development,  RAAF,  Richmond 
NSW 

Medical  Staff 

AMEDD  &  School,  Ft.  Sam 
Houston  TX 

Medical  Staff 

Dir.  Gen  Army  Health  Svcs, 
Canberra  ACT 
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Department  of  Defense 

DIRECTIVE 


NUMBER  5230.24 
March  18,  1987 


USD(A) 

SUBJECT:  Distribution  Statements  on  Technical  Documents 

References:  (a)  DoD  Directive  5230.24,  subject  as  above,  November  20,  1984 
(hereby  canceled) 

(b)  DoD  Directive  3200.12.  “DoD  Scientific  and  Technical  Information 
Program,”  February  15, 1983 

(c)  through  (i),  see  enclosure  El. 

1.  REISSUANCE  AND  PURPOSE 

This  Directive  reissues  reference  (a)  to  update  policies  and  procedures  for  marking 
technical  documents,  including  production,  engineering,  and  logistics  information,  to 
denote  the  extent  to  which  they  are  available  for  distribution,  release,  and 
dissemination  without  additional  approvals  or  authorizations. 

2.  APPLICABILITY  AND  SCOPE 
This  Directive: 

2.1.  Applies  to  the  Office  of  the  Secretary  of  Defense  (OSD),  the  Military 
Departments  (including  their  National  Guard  and  Reserve  components),  the 
Organization  of  the  Joint  Chiefs  of  Staff  (OJCS),  the  Unified  and  Specified 
Commands,  and  the  Defense  Agencies  (hereafter  referred  to  collectively  as  “DoD 
Components”). 

2.2.  Covers  newly  created  technical  documents  generated  by  all  DoD-fimded 
research,  development,  test  and  evaluation  (RDT&E)  programs,  which  are  the  basis  of 
the  DoD  Scientific  and  Technical  Information  Program  (STIP)  described  in  reference 
(b).  This  Directive  also  applies  to  newly  created  engineering  drawings,  standards. 
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specifications,  technical  manuals,  blueprints,  drawings,  plans,  instructions,  computer 
software  and  documentation,  and  other  technical  information  that  can  be  used  or  be 
adapted  for  use  to  design,  engineer,  produce,  manufacture,  operate,  repair,  overhaul,  or 
reproduce  any  military  or  space  equipment  or  technology  concerning  such  equipment. 

2.3.  Facilitates  implementation  of  DoD  Directive  5230.25  (reference  (c))  by 
enabling  document  originators  to  signify  to  what  extent  technical  documents  must  be 
controlled  in  accordance  with  procedures  of  that  Directive. 

2.4.  Does  not  apply  to  technical  documents  categorized  as  cryptographic  and 
communications  security,  communications  and  electronic  intelligence,  and  such  other 
categories  that  may  be  designated  by  the  Director,  National  Security  Agency/Chief, 
Central  Security  Service. 

2.5.  May  not  be  used  by  DoD  Components  as  authority  to  deny  information  to 
Congress,  or  to  any  Federal,  State,  or  local  governmental  agency  that  requires  such 
data  for  regulatory  or  other  official  governmental  purposes.  When  the  information  is 
otherwise  subject  to  DoD  distribution  controls,  the  recipient  shall  be  so  notified. 

2.6.  Does  not  provide  authority  to  withhold  from  public  disclosure  unclassified 
information  regarding  DoD  operations,  policies,  activities,  or  programs,  including  the 
costs  and  evaluations  of  performance  and  reliability  of  military  and  space  equipment, 
or  any  other  information  not  exempt  from  release  under  DoD  5400.7-R  (reference  (d)). 

2.7.  Does  not  establish  non-recurring  charges  that  may  apply  to  recipients  of  DoD 
technical  data.  Such  charges  are  determined  in  accordance  with  DoD  Directive 
2140.2  (reference  (e)). 


3.  DEFINITIONS 

The  terms  used  in  this  Directive  are  defined  in  enclosure  E2. 


4.  POLICY 

It  is  DoD  policy  to  pursue  a  coordinated  and  comprehensive  program  to  provide  for  a 
strong  and  viable  military  research,  acquisition,  and  support  program  consistent  with 
requirements  of  national  security,  export  laws,  and  competitive  procurement, 

5.  RESPONSIBILITIES 
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5.1.  The  Under  Secretary  of  Defense  for  Acquisition  (USD(A))  shall  monitor 
compliance  with  this  Directive  within  DoD  Components  and  take  such  actions  that 
may  be  required  to  ensure  consistent  and  appropriate  implementation  and  control  of 
information  within  the  scope  of  this  Directive. 

5.2.  The  Under  Secretary  of  Defense  for  Policy  (USD(P))  shall  prepare  and  issue, 
as  required,  policy  guidance  regarding  the  dissemination  and  control  of  information 
within  the  scope  of  this  Directive. 

5.3.  The  Assistant  Secretary  of  Defense  (Public  Affairs^  (ASD(PA))  shall  ensure 
that  technical  material  submitted  for  public  release  clearance  under  DoD  Directive 
5230.9  (reference  (f))  is  properly  reviewed  to  determine  whether  the  information  is 
appropriate  for  Distribution  Statement  A  (enclosure  E3.)  and  shall  inform  the  submitter 
of  distribution  limitations  recommended  if  public  release  is  not  approved.  The 
ASD(PA)  shall  also  process  appeals  when  public  release  denial  is  based  upon  this 
Directive. 

5.4.  The  General  Counsel.  Department  of  Defense  (GC,  DoD),  shall  assist  in 
carrying  out  this  Directive  by  advising  DoD  Components  regarding  the  statutory  and 
regulatory  requirements  governing  the  export  or  other  dissemination  of  techriical  data. 

5.5.  Heads  of  DoD  Components  shall  ensure  that  this  Directive  is  implemented 
within  their  respective  Components  in  a  uniform,  consistent  manner  and  shall  establish 
procedures  to  ensure  that  technical  documents  are  marked  correctly. 

6.  PROCEDURES 

6. 1 .  All  DoD  Components  generating  or  responsible  for  technical  documents  shall 
determine  their  distribution  availability  and  mark  them  appropriately  before  primary 
distribution.  Documents  recommended  for  public  release  must  first  be  reviewed  in 
accordance  with  DoD  Directive  5230.9  (reference  (f)). 

6.2.  DoD  distribution  statement  markings  shall  not  be  required  on  technical 
proposals  or  similar  documents  submitted  by  contractors  seeking  DoD  funds  or 
contracts. 

6.3.  Managers  of  technical  programs  shall  assign  appropriate  distribution 
statements  to  technical  documents  generated  within  their  programs  to  control  the 
secondary  distribution  of  those  documents. 
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6.3.1.  All  newly  created  unclassified  DoD  technical  documents  shall  be 
assigned  distribution  statement  A,  B,  C,  D,  E,  F,  or  X  (see  enclosure  E3.). 

6.3.2.  Classified  DoD  technical  documents  shall  be  assigned  distribution 
statement  B,  C,  D,  E,  or  F.  The  distribution  statement  assigned  to  a  classified 
document  shall  be  retained  on  the  document  after  its  declassification  or  rmtil  changed 
specifically  or  removed  by  the  controlling  DoD  office.  Technical  documents  that  are 
declassified  and  have  no  distribution  statement  assigned  shall  be  handled  as 
distribution  statement  F  documents  until  changed  by  the  controlling  DoD  office. 

6.3.3.  Scientific  and  technical  documents  that  include  a  contractor-imposed 
limited  rights  statement  shall  be  marked  and  controlled  in  accordance  with  subpart 
27.4  of  the  DoD  Supplement  to  the  FAR  (reference  (g)). 

6.3.4.  For  each  newly  generated  technical  document,  managers  of  technical 
programs  shall  determine  whether  the  document  contains  export-controlled  technical 
data;  DoD  Directive  5230.25  (reference  (c))  provides  guidance  for  making  this 
determination.  Additional  guidance  may  be  obtained  from  Component  legal  counsel. 
All  documents  that  are  found  to  contain  export-controlled  technical  data  shall  be 
marked  with  the  export  control  statement  contained  in  subsection  E3.1.1.8.,  below,  of 
enclosure  E3.;  any  document  so  marked  must  also  be  assigned  distribution  statement 
B,  C,  D,  E,  F,  or  X. 

6.3.5.  Technical  documents  in  preliminary  or  working  draft  form  shall  not  be 
disseminated  without  a  proper  security  classification  review  and  assignment  of  a 
distribution  statement  as  required  by  this  Directive. 

6.4.  Distribution  statements  shall  remain  in  effect  until  changed  or  removed  by 
the  controlling  DoD  office.  Each  controlling  DoD  office  shall  establish  and  maintain 
a  procedure  to  review  teehnical  documents  for  which  it  is  responsible  to  increase  their 
availability  when  conditions  permit.  The  controlling  DoD  office  shall  obtain  public 
release  determinations  in  accordance  with  reference  (f).  If  public  release  clearanee  is 
obtained,  the  controlling  DoD  office  shall  assign  distribution  statement  A,  caneel  any 
other  distribution  statement,  and  notify  the  proper  document  handling  facilities. 

6.5.  Technical  documents  marked  with  superseded  distribution  statements  shall 
be  reviewed  when  a  request  for  the  document  is  received  and  shall  be  assigned  an 
appropriate  distribution  statement. 

6.6.  Teehnical  documents  in  information  repositories  that  have  superseded 
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distribution  statements  shall  be  converted  as  follows: 

6.6.1.  Documents  bearing  distribution  statement  A  or  B  of  canceled  DoD 
Directive  5200.20,  September  24, 1970,  and  documents  bearing  distribution  statement 
A,  B,  C,  D,  E,  or  F  contained  in  Secretary  of  Defense  Memorandum  “Control  of 
Unclassified  Technology  with  Military  Application,”  October  18,  1983,  need  not  be 
reevaluated. 

6.6.2.  Technical  documents  bearing  distribution  statement  numbers  2,  3,  4, 
and  5  of  superseded  DoD  Directive  5200.20,  March  29,  1965,  shall  be  assigned, 
respectively,  distribution  statements,  C,  B,  E,  and  F. 

6.7.  Controlling  DoD  offices  shall  notify  the  Defense  Technical  Information 
Center  (DTIC)  and  other  proper  technical  document  dissemination  faeilities  promptly 
when: 


6.7.1.  Addresses  of  designated  controlling  DoD  offices  are  changed. 

6.7.2.  The  controlling  DoD  office  is  redesignated. 

6.7.3.  Classification  markings,  distribution  statements,  or  export  control 
statements  are  changed. 

6.8.  The  distribution  statement  shall  be  displayed  conspicuously  on  technical 
documents  so  as  to  be  recognized  readily  by  recipients. 

6.8.1.  For  standard  written  or  printed  material,  the  following  applies: 

6.8. 1 . 1 .  The  distribution  statement  shall  appear  on  each  front  cover,  title 
page,  and  DD  Form  1473,  “Report  Documentation  Page.” 

6.8.1 .2.  When  possible,  parts  that  contain  information  creating  the 
requirement  for  a  distribution  statement  shall  be  prepared  as  an  appendix  to  permit 
broader  distribution  of  the  basic  document. 

6.8. 1.3.  When  practical,  the  abstract  of  the  document,  the  DD  Form 
1473  and  bibliographic  citations  shall  be  written  in  such  a  way  that  the  information 
will  not  be  subjeet  to  distribution  statement  B,  C,  D,  E,  F,  or  X.  If  the  technical 
information  is  not  prepared  in  the  form  of  an  ordinary  doeument  (such  as  this 
Directive)  and  does  not  have  a  cover  or  title  page  (such  as  forms  and  charts),  the 
applicable  distribution  statement  shall  be  stamped,  printed,  written,  or  affixed  by  other 
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means  in  a  conspicuous  position. 


7.  EFFECTIVE  DATE  AND  IMPLEMENTATION 

This  Directive  is  effective  immediately.  Forward  one  copy  of  implementing 
documents  to  the  Under  Secretary  of  Defense  for  Acquisition  within  120  days. 

William  H.  Taft,  IV 
Deputy  Secretary  of  Defense 


Enclosures  -  4 

1 .  References,  continued 

2.  Definitions 

3.  Distribution  Statements  for  Use  on  Technical  Documents 

4.  Contractor-Imposed  Distribution  Statements 
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El.  ENCLOSURE  1 
REFERENCES,  continued 


(c)  DoD  Directive  5230.25.  “Withholding  of  Unclassified  Technical  Data  From  Public 
Disclosure,”  November  6, 1984 

(d)  DoD  5400.7-R,  “DoD  Freedom  of  Information  Act  Program,”  December  1980, 
authorized  by  DoD  Directive  5400.7.  March  24,  1980 

(e)  DoD  Directive  2140.2,  “Recoupment  of  Nonrecurring  Costs  on  Sales  of  U.S. 
Products  and  Technology,”  August  5, 1985 

(f)  DoD  Directive  5230.9.  “Clearance  of  DoD  Information  for  Public  Release,”  April 

2,  1982 

(g)  DoD  Supplement  to  the  Federal  Acquisition  Regulation  (FAR),  Part  27,  Subpart 
27.4 

(h)  DoD  5200. 1-R,  “Information  Security  Program  Regulation,”  June  1986,  authorized 
by  DoD  Directive  5200,1.  June  7, 1982 

(i)  DoD  Instruction  7930.2.  “ADP  Software  Exchange  and  Release,”  December  31, 

1979 
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E2.  ENCLOSURE  2 
DEFINITIONS 


E2. 1.1.  Contractor.  An  individual  or  organization  outside  the  U.S.  Government 
who  has  accepted  any  type  of  agreement  or  order  to  provide  research,  supplies,  or 
services  to  a  U.S.  Government  Agency,  including  both  prime  contractors  and 
subcontractors. 

E2. 1 . 1 . 1 .  Qualified  U.S.  Contractor.  In  accordance  with  DoD  Directive 
5230.25  (reference  (c)),  a  private  individual  or  enterprise  located  in  the  United  States 
whose  eligibility  to  obtain  unclassified  export-controlled  technical  data  has  been 
established  under  procedures  developed  by  (USD(A)). 

E2. 1.1.2.  DoD  Potential  Contractor.  An  individual  or  organization  outside 
the  Department  of  Defense  declared  eligible  for  DoD  information  services  by  a 
sponsoring  DoD  activity  on  the  basis  of  participation  in  one  of  the  following  programs: 

E2. 1 . 1 .2. 1 .  The  Department  of  the  Army  Qualitative  Requirements 
Information  Program. 

E2. 1 . 1 .2.2.  The  Department  of  the  Navy  Industry  Cooperative  Research 
and  Development  Program. 

E2. 1 . 1 .2.3.  The  Department  of  the  Air  Force  Potential  Contractor 

Program. 

E2. 1 . 1 .2.4.  The  DoD  Scientific  and  Technical  Information  Program. 

E2. 1 . 1 .2.5.  Any  programs  similar  to  those  above  in  use  by  other  DoD 

Components. 

E2. 1 .2.  Contracted  Fundamental  Research.  Research  performed  under  grants  or 
contracts  funded  by  budget  category  6.1  (Research),  whether  performed  by  universities 
or  industry,  or  funded  by  budget  category  6.2  (Exploratory  Development)  and 
performed  on  campus  at  a  university. 

E2. 1.3.  Controlling  DoD  Office.  The  DoD  activity  that  sponsored  the  work  that 
generated  the  technical  data  or  received  the  technical  data  on  behalf  of  the  Department 
of  Defense  and,  therefore,  has  the  responsibility  for  determining  the  distribution  of  a 


8 


ENCLOSURE  2 


DODD  5230.24,  March  18, 1987 


document  containing  such  technical  data.  For  joint  sponsorship,  the  controlling  office 
is  determined  by  advance  agreement  and  may  be  either  a  party,  group,  or  committee 
representing  the  interested  activities  or  DoD  Components. 

E2.1.4.  Critical  Technology.  Technology  that  consists  of: 

E2. 1.4.1.  Arrays  of  design  and  manufacturing  know-how  (including  technical 

data). 

E2. 1.4.2.  Keystone  manufacturing,  inspection,  and  test  equipment. 

E2. 1.4.3.  Keystone  materials. 

E2. 1.4.4.  Goods  accompanied  by  sophisticated  operation,  application,  or 
maintenance  know-how  that  would  make  a  significant  contribution  to  the  military 
potential  of  any  country  or  combination  of  countries  and  that  may  prove  detrimental  to 
the  security  of  the  United  States  (also  referred  to  as  militarily-critical  technology). 

E2. 1.5.  Distribution  Statement.  A  statement  used  in  marking  a  technical 
document  to  denote  the  extent  of  its  availability  for  distribution,  release,  and  disclosure 
without  additional  approvals  or  authorizations.  A  distribution  statement  marking  is 
distinct  from  and  in  addition  to  a  security  classification  marking  assigned  in 
accordance  with  DoD  5200. 1  -R  (reference  (h)). 

E2. 1 .6.  Document.  Any  recorded  information  regardless  of  its  medium, 
physical  form,  or  characteristics. 

E2.1.7.  Foreign  Government  Information 

E2. 1.7.1.  Information  that  is: 

E2. 1 .7. 1 . 1 .  Provided  to  the  United  States  by  a  foreign  government  or 
governments,  an  international  organization  of  governments,  or  any  element  thereof 
with  the  expectation  either  expressed  or  implied,  that  the  information  or  the  source  of 
information,  or  both,  be  held  in  confidence. 

E2. 1.7. 1.2.  Produced  by  the  United  States  following  or  as  a  result  of  a 
joint  arrangement  with  a  foreign  government  or  governments  or  an  international 
organization  of  governments  or  any  element  thereof,  requiring  that  the  information,  the 
arrangement,  or  both,  be  held  in  confidence. 
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E2. 1.7.2.  Information  described  in  subparagraphs  E2. 1 .7. 1 . 1 .  and 
E2. 1.7. 1.2.,  above,  and  in  the  possession  of  the  Department  of  Defense  is  classified 
information  in  accordance  with  reference  (h). 

E2. 1.8.  Primary  Distribution.  The  initial  targeted  distribution  of  or  access  to 
technical  documents  authorized  by  the  controlling  DoD  office. 

E2. 1 .9.  Scientific  and  Technical  Information.  Communicable  knowledge  or 
information  resulting  from  or  pertaining  to  conducting  and  managing  a  scientific  or 
engineering  research  effort. 

E2. 1 . 1 0.  Secondary  Distribution.  Release  of  technical  documents  provided  after 
primary  distribution  by  other  than  the  originator  or  controlling  office.  It  includes 
loaning,  allowing  the  reading  of,  or  releasing  a  document  outright,  in  whole  or  in  part. 

E2. 1 . 1 1 .  Technical  Data.  Recorded  information  related  to  experimental, 
developmental,  or  engineering  works  that  can  be  used  to  define  an  engineering  or 
manufacturing  process  or  to  design,  procure,  produce,  support,  maintain,  operate, 
repair,  or  overhaul  material.  The  data  may  be  graphic  or  pictorial  delineations  in 
media,  such  as  drawings  or  photographs,  text  in  specifications  or  related  performance 
or  design  type  documents,  or  computer  printouts.  Examples  of  technical  data  include 
research  and  engineering  data,  engineering  drawings,  and  associated  lists, 
specifications,  standards,  process  sheets,  manuals,  technical  reports,  catalog-item 
identifications,  and  related  information  and  computer  software  documentation. 

E2. 1 . 12.  Technical  Document.  Any  recorded  information  that  conveys  scientific 
and  technical  information  or  technical  data.  For  purposes  of  this  Directive,  this 
includes  such  informal  documents  as  working  papers,  memoranda,  and  preliminary 
reports  when  such  documents  have  utility  beyond  the  immediate  mission  requirement, 
or  will  become  part  of  the  historical  record  of  technical  achievements. 

E2 . 1 . 1 3 .  Technical  Information.  Information,  including  scientific  information, 
that  relates  to  research,  development,  engineering,  test,  evaluation,  production, 
operation,  use,  and  maintenance  of  munitions  and  other  military  supplies  and 
equipment 

E2. 1.14.  U.S.  DoD  Contractor.  Those  U.S.  contractors  currently  holding  grants 
or  contracts  with  the  Department  of  Defense,  or  those  contractors  declared  eligible  for 
DoD  information  services  by  a  sponsoring  DoD  activity  on  the  basis  of  participation  in 
a  DoD  Potential  Contractor  Program. 
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E3.  ENCLOSURE  3 

DISTRIBUTION  STATEMENTS  FOR  USE  ON  TECHNICAL  DOCUMENTS 


E3. 1 . 1 .  The  following  distribution  statements  and  notices  are  authorized  for  use 
on  DoD  technical  documents: 

E3. 1.1.1.  DISTRIBUTION  STATEMENT  A.  Approved  for  public  release; 
distribution  is  unlimited. 

E3. 1 . 1 . 1 . 1 .  This  statement  may  be  used  only  on  unclassified  technical 
documents  that  have  been  cleared  for  public  release  by  competent  authority  in 
accordance  with  DoD  Directive  5230.9  (reference  (f)).  Technical  documents  resulting 
from  contracted  fundamental  research  efforts  will  normally  be  assigned  Distribution 
Statement  A,  except  for  those  rare  and  exceptional  circumstances  where  there  is  a  high 
likelihood  of  disclosing  performance  characteristics  of  military  systems,  or  of 
manufacturing  technologies  that  are  unique  and  critical  to  defense,  and  agreement  on 
this  situation  has  been  recorded  in  the  contract  or  grant. 

E3 . 1 . 1 . 1 .2.  Technical  documents  with  this  statement  may  be  made 
available  dr  sold  to  the  public  and  foreign  nationals,  companies,  and  governments, 
including  adversary  governments,  and  may  be  exported. 

E3. 1.1. 1.3.  This  statement  may  not  be  used  on  technical  documents  that 
formerly  were  classified  unless  such  documents  are  cleared  for  public  release  in 
accordance  with  reference  (f). 

E3 . 1 . 1 . 1 .4.  This  statement  shall  not  be  used  on  classified  technical 
documents  or  documents  containing  export-controlled  technical  data  as  provided  in 
DoD  Directive  5230.25  (reference  (c)). 

E3.1.1.2.  DISTRIBUTION  STATEMENT  B.  Distribution  authorized  to 
U.S.  Government  Agencies  only  (fill  in  reason)  (date  of  determination).  Other 
requests  for  this  document  shall  be  referred  to  (insert  controlling  DoD  office). 

E3 . 1 . 1 .2. 1 .  This  statement  may  be  used  on  rmclassified  and  classified 
technical  docmnents. 

E3 . 1 . 1 .2.2.  Reasons  for  assigning  distribution  statement  B  include: 
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Foreign 

Government 

Information 

Proprietary 

Information 

Critical 

Technology 


Test  and 
Evaluation 

Contractor 

Performance 

Evaluation 

Premature 

Dissemination 

Administrative  or 
Operational  Use 


Software 

Documentation 

Specific  Authority 


To  protect  and  limit  distribution  in  accordance  with  the  desires  of  the  foreign  government  that 
furnished  the  technical  information.  Information  of  this  type  normally  is  classified  at  the 
CONFIDENTIAL  level  or  higher  in  accordance  with  DoD  5200.1-R  (reference  (h)). 

To  protect  information  not  owned  by  the  U.S.  Government  and  protected  by  a  contractor's 
“limited  rights”  statement,  or  received  with  the  understanding  that  it  not  be  routinely 
transmitted  outside  the  U.S.  Government. 

To  protect  information  and  technical  data  that  advance  current  technology  or  describe  new 
technology  in  an  area  of  significant  or  potentially  significant  military  application  or  that  relate  to 
a  specific  military  deficiency  of  a  potential  adversary.  Information  of  this  type  may  be 
classified  or  unclassified;  when  unclassified,  it  is  export-controlled  and  subject  to  the 
provisions  of  DoD  Directive  5230.25  (reference  (c)). 

To  protect  results  of  test  and  evaluation  of  commercial  products  or  military  hardware  when 
such  disclosure  may  cause  unfair  advantage  or  disadvantage  to  the  manufacturer  of  the 
product. 

To  protect  information  in  management  reviews,  records  of  contract  performance  evaluation, 
or  other  advisory  documents  evaluating  programs  of  contractors. 

To  protect  patent  able  information  on  systems  or  processes  in  the  developmental  or  concept 
stage  from  premature  dissemination. 

To  protect  technical  or  operational  data  or  information  from  automatic  dissemination  under 
the  International  Exchange  Program  or  by  other  means.  This  protection  covers  publications 
required  solely  for  official  use  or  strictly  for  administrative  or  operational  purposes.  This 
statement  may  be  applied  to  manuals,  pamphlets,  technical  orders,  technical  reports,  and 
other  publications  containing  valuable  technical  or  operational  data. 

Releasable  only  in  accordance  with  DoD  Instruction  7930.2  (reference  (i)). 

To  protect  information  not  specifically  included  in  the  above  reasons  and  discussions,  but 
which  requires  protection  in  accordance  with  valid  documented  authority  such  as  Executive 
Orders,  classification  guidelines,  DoD  or  DoD  Component  regulatory  documents.  When 
filling  in  the  reason,  cite  “Specific  Authority  (identification  of  valid  documented  authority)." 


E3.1.1.3.  DISTRIBUTION  STATEMENT  C.  Distribution  authorized  to 
U.S.  Government  Agencies  and  their  contractors  (fill  in  reason)  (date  of 
determination).  Other  requests  for  this  document  shall  be  referred  to  (insert 
controlling  DoD  office). 

E3 . 1 . 1 .3 . 1 .  Distribution  statement  C  may  be  used  on  unclassified  and 
classified  technical  documents. 


E3 . 1 . 1 .3 .2.  Reasons  for  assigning  distribution 


Foreign  Government  Information 
Critical  Technology 
Software  Documentation. 
Administrative  or  Operational  Use 
Specific  Authority 


Same  as  distribution 
Same  as  distribution 
Same  as  distribution 
Same  as  distribution 
Same  as  distribution 


Statement  C  include: 
statement  B. 
statement  B. 
statement  B. 
statement  B. 
statement  B. 
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E3.1.1.4.  DISTRIBUTION  STATEMENT  D.  Distribution  authorized  to 
the  Department  of  Defense  and  U.S.  DoD  contractors  only  (fill  in  reason)  (date  of 
determination).  Other  requests  shall  be  referred  to  (insert  controlling  DoD  office). 

E3. 1 . 1 .4. 1 .  Distribution  statement  D  may  be  used  on  unclassified  and 
classified  technical  documents. 


E3 . 1 . 1 .4.2.  Reasons  for  assigning  distribution  statement  D  include: 


Foreign  Government  Information 
Administrative  or  Operational  Use 
Software  Documentation 
Critical  Technology 
Specific  Authority 


Same  as  distribution  statement  B. 
Same  as  distribution  statement  B. 
Same  as  distribution  statement  B. 
Same  as  distribution  statement  B. 
Same  as  distribution  statement  B. 


E3. 1 . 1 .5.  DISTRIBUTION  STATEMENT  E.  Distribution  authorized  to 
DoD  Components  only  (fill  in  reason)  (date  of  determination).  Other  requests  shall  be 
referred  to  (insert  controlling  DoD  office). 

E3. 1 . 1 .5. 1 .  Distribution  statement  E  may  be  used  on  unclassified  and 
classified  technical  documents. 


E3.1. 1.5.2.  Reasons  for  assigning  distribution  statement  E  include: 


Direct  Miiitary  Support 


Foreign  Government 
Information 

Proprietary  Information 
Premature  Dissemination 
Test  and  Evaluation 
Software  Documentation 

Contractor  Performance 
Evaluation 

Critical  Technology 

Administrative-Cperational 

Use 

Specific  Authority 


The  document  contains  export-controlied  technicai  data  of  such  military  significance 
that  reiease  for  purposes  other  than  direct  support  of  DoD-approved  activities  may 
jeopardize  an  important  technological  or  operational  military  advantage  of  the 
United  States.  Designation  of  such  data  is  made  by  competent  authority  in 
accordance  with  DoD  Directive  5230.25  (reference  (c)). 

Same  as  distribution  statement  B. 

Same  as  distribution  statement  B. 

Same  as  distribution  statement  D. 

Same  as  distribution  statement  B. 

Same  as  distribution  statement  B. 

Same  as  distribution  statement  B. 

Same  as  distribution  statement  B. 

Same  as  distribution  statement  B. 

Same  as  distribution  statement  B. 


E3.1.1.6.  DISTRIBUTION  STATEMENT  F.  Further  dissemination  only  as 
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directed  by  (inserting  controlling  DoD  office)  (date  of  determination)  or  higher  DoD 
authority. 


E3. 1 . 1 .6. 1 .  Distribution  statement  F  is  normally  used  only  on  classified 
technical  documents,  but  may  be  used  on  unclassified  technical  documents  when 
specific  authority  exists  (e.g.,  designation  as  direct  military  support  as  in  statement  E). 

E3 . 1 . 1 .6.2.  Distribution  statement  F  is  also  used  when  the  DoD 
originator  determines  that  information  is  subject  to  special  dissemination  limitation 
specified  by  paragraph  4-505,  DoD  5200.1-R  (reference  (h)). 

E3 . 1 . 1 .7.  DISTRIBUTION  STATEMENT  X.  Distribution  authorized  to 
U.S.  Government  Agencies  and  private  individuals  or  enterprises  eligible  to  obtain 
export-controlled  technical  data  in  accordance  with  reference  (c)  (date  of 
determination).  Controlling  DoD  office  is  (insert). 

E3 . 1 . 1 .7. 1 .  Distribution  statement  X  shall  be  used  on  unclassified 
documents  when  distribution  statements  B,  C,  D,  E,  or  F  do  not  apply,  but  the 
document  does  contain  technical  data  as  explained  in  reference  (c). 

E3 . 1 . 1 .7.2.  This  statement  shall  not  be  used  on  classified  technical 
documents;  however,  it  may  be  assigned  to  technical  documents  that  formerly  were 
classified. 

E3 . 1 . 1 . 8 .  Export  Control  Warning.  All  technical  documents  that  are 
determined  to  contain  export-controlled  technical  data  shall  be  marked  “WARNING  - 
This  document  contains  technical  data  whose  export  is  restricted  by  the  Arms  Export 
Control  Act  (Title  22,  U.S.C.,  Sec  2751,  et.  seg.)  or  the  Export  Administration  Act  of 
1979,  as  amended.  Title  50,  U.S.C.,  App.  2401  et.  seq.  Violations  of  these  export 
laws  are  subject  to  severe  criminal  penalties.  Disseminate  in  accordance  with 
provisions  of  DoD  Directive  5230.25.”  When  it  is  technically  infeasible  to  use  the 
entire  statement,  an  abbreviated  marking  may  be  used,  and  a  copy  of  the  full  statement 
added  to  the  “Notice  To  Accompany  Release  of  Export-Controlled  Data”  required  by 
DoD  Directive  5230.25  (reference  (c)). 

E3. 1.1.9.  Handling  and  Destroying  Unclassified/Limited  Distribution 
Documents.  Unclassified/Limited  Distribution  documents  shall  be  handled  using  the 
same  standard  as  “For  Official  Use  Only  (FOUO)”  material,  and  will  be  destroyed  by 
any  method  that  will  prevent  disclosure  of  contents  or  reconstruction  of  the 
document.  When  loeal  circumstances  or  experience  indieates  that  this  destruction 
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method  is  not  sufficiently  protective  of  unclassified  limited  information,  local 
authorities  may  prescribe  other  methods  but  must  give  due  consideration  to  the 
additional  expense  balanced  against  the  degree  of  sensitivity. 
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E4.  ENCLOSURE  4 

CONTRACTOR-IMPOSED  DISTRIBUTION  STATEMENTS 


E4.1.1.  Part  27,  Subpait  27.4  to  the  DoD  Supplement  to  the  Federal  Acquisition 
Regulation  (FAR)  (reference  (g))  stipulates  control  procedures  for 
contractor-controlled  technical  data  to  which  the  Government  has  limited  rights.  In 
this  case,  an  approved  statement  from  the  DoD  Supplement  to  the  FAR  shall  appear  on 
all  copies  of  each  document.  Unmarked  or  improperly  marked  technical  documents 
supplied  by  a  contractor  shall  be  handled  in  accordance  with  the  DoD  Supplement  to 
the  FAR.  Limited  rights  information  shall  be  assigned  distribution  statements  B,  E,  or 
F. 


E4.1.2.  The  limited  rights  statement  shall  remain  in  effect  until  changed  or 
canceled  xmder  contract  terms  or  with  the  permission  of  the  contractor,  and  until  the 
controlling  DoD  Component  notifies  recipients  of  the  document  that  the  statement  may 
be  changed  or  canceled.  Upon  cancellation  of  the  statement,  the  distribution, 
disclosure,  or  release  of  the  technical  document  shall  then  be  controlled  by  its  security 
classification  or,  if  unclassified,  by  the  appropriate  statement  selected  from  this 
Directive. 

E4.1.3.  Reference  (g)  defines  limited  rights  as  the  right  to  use,  duplicate,  or 
disclose  technical  data  in  whole  or  in  part,  by  or  for  the  U.S.  Government  with  the 
expressed  limitation  that  such  technical  data,  without  the  written  permission  of  the 
party  furnishing  such  technical  data,  may  not  be: 

E4. 1.3.1.  Released  or  disclosed  in  whole  or  in  part  outside  the  Government. 

E4. 1 .3.2.  Used  in  whole  or  in  part  by  the  Government  for  manufacture,  or  in 
the  case  of  computer  software  documentation,  for  reproduction  of  the  computer 
software. 


E4. 1.3.3.  Used  by  a  party  other  than  the  Government,  except  for: 

E4. 1.3.3. 1.  Emergency  repair  or  overhaul  work  only  by  or  for  the 
Government,  when  the  item  or  process  concerned  is  not  otherwise  reasonably  available 
to  enable  timely  performance  of  the  work,  provided  that  the  release  or  disclosure 
outside  the  Government  shall  be  made  subject  to  a  prohibition  against  further  use, 
release,  or  disclosure. 
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DODD  5230.24,  March  18,  1987 


E4.1. 3.3.2.  Release  to  a  foreign  government,  as  the  interest  of  the  United 
States  may  require,  only  for  information  or  evaluation  within  such  government  or  for 
emergency  repair  or  overhaul  work  by  or  for  such  government  under  the  conditions  of 
subparagraph  E4.1. 3.3.1.,  above. 
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Department  of  Defense 

DIRECTIVE 

NUMBER  5230.25 
November  6,  1984 

Administrative  Reissuance  Incorporating  Change  1,  August  18, 1995 

USDR&E 

SUBJECT:  Withholding  of  Unclassified  Technical  Data  From  Public  Disclosure 

References:  (a)  Title  10,  United  States  Code,  Section  140c,  as  added  by  Public  Law 
98-94,  "Department  of  Defense  Authorization  Act,  1984,"  Section 
1217,  September  24, 1983 

(b)  Executive  Order  12470,  "Continuation  of  Export  Control 
Regulations,"  March  30, 1984 

(c)  Public  Law  90-629,  "Arms  Export  Control  Act,"  as  amended  (22 
U.S.C.  2751  et.  s^.) 

(d)  through  (n),  see  enclosure  EL 

1.  PURPOSE 

Under  reference  (a),  this  Directive  establishes  policy,  prescribes  procedures,  and 
assigns  responsibilities  for  the  dissemination  and  withholding  of  technical  data. 


2.  APPLICABILITY  AND  SCOPE 

2.1.  Reference  (a)  applies  to  all  unclassified  technical  data  with  military  or  space 
application  in  the  possession  of,  or  under  the  control  of,  a  DoD  Component  that  may 
not  be  exported  lawfully  without  an  approval,  authorization,  or  license  under  E.O. 
12470  (reference  (b))  or  the  Arms  Export  Control  Act  (reference  (c)).  However,  the 
application  of  this  Directive  is  limited  only  to  such  technical  data  that  disclose  critical 
technology  with  military  or  space  application.  The  release  of  other  technical  data 
shall  be  accomplished  in  accordance  with  DoD  Instruction  5200.21  (reference  (d))  and 
DoD  5400.7-R  (reference  (e)). 
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2,2.  This  Directive: 

2.2.1.  Applies  to  the  Office  of  the  Secretary  of  Defense  (OSD)  and  activities 
supported  administratively  by  OSD,  the  Military  Departments,  the  Organization  of  the 
Joint  Chiefs  of  Staff,  the  Defense  Agencies,  and  the  Unified  and  Specified  Commands 
(hereafter  referred  to  collectively  as  "DoD  Components"). 

2.2.2.  Does  not  modify  or  supplant  the  regulations  promulgated  under  E.O. 
12470  (reference  (b))  or  the  Arms  Export  Control  Act  (reference  (c))  governing  the 
export  of  technical  data,  that  is,  15  CFR  379  of  the  Export  Administration  Regulations 
(EAR)  (reference  (f))  and  22  CFR  125  of  the  International  Traffic  in  Arms  Regulations 
(ITAR)  (reference  (g)). 

2.2.3.  Does  not  introduce  any  additional  controls  on  the  dissemination  of 
technical  data  by  private  enterprises  or  individuals  beyond  those  specified  by  export 
control  laws  and  regulations  or  in  contracts  or  other  mutual  agreements,  including 
certifications  made  pursuant  to  subsection  3.2.,  below.  Accordingly,  the  mere  fact 
that  the  Department  of  Defense  may  possess  such  data  does  not  in  itself  provide  a  basis 
for  control  of  such  data  pursuant  to  this  Directive. 

2.2.4.  Does  not  introduce  any  controls  on  the  dissemination  of  scientific, 
educational,  or  other  data  that  qualify  for  General  License  GTDA  under  subsection 
379.3  of  the  EAR  (reference  (f))  (see  enclosure  E3.)  or  for  general  exemptions  imder 
subsection  125. 1 1  of  the  ITAR  (reference  (g))  (see  enclosure  E4.), 

2.2.5.  Does  not  alter  the  responsibilities  of  DoD  Components  to  protect 
proprietary  data  of  a  private  party  in  which  the  Department  of  Defense  has  "limited 
rights"  or  "restricted  rights"  (as  defined  in  subsections  9-20 1(c)  and  9-60  l(j)  of  the 
DoD  Federal  Acquisition  Regulation  Supplement,  reference  or  which  are  authorized  to 
be  withheld  from  public  disclosure  under  5  U.S.C.  552(b)  (4)  (reference  (i)). 

2.2.6.  Does  not  pertain  to,  or  affect,  the  release  of  technical  data  by  DoD 
Components  to  foreign  governments,  international  organizations,  or  their  respective 
representatives  or  contractors,  pursuant  to  official  agreements  or  formal  arrangements 
with  the  U.S.  Government,  or  pursuant  to  U.S.  Government-licensed  transactions 
involving  such  entities  or  individuals.  In  the  absence  of  such  U.S. 
Government-sanctioned  relationships,  however,  this  Directive  does  apply. 

2.2.7.  Does  not  apply  to  classified  technical  data.  After  declassification, 
however,  dissemination  of  such  data  that  are  within  the  scope  of  subsection  2.1., 
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above,  is  governed  by  this  Directive. 


3.  DEFINITIONS 

3.1.  Except  for  the  definition  in  subsection  3.2.,  terms  used  in  this  Directive  are 
defined  in  enclosure  E2. 

3.2.  Qualified  U.S.  contractor.  i  A  private  individual  or  enterprise  (hereinafter 
described  as  a  "U.S.  contractor")  that,  in  accordance  with  procedures  established  by 
the  Under  Secretary  of  Defense  for  Research  and  Engineering,  certifies,  as  a  condition 
of  obtaining  export-controlled  technical  data  subject  to  this  Directive  from  the 
Department  of  Defense,  that: 

3.2.1.  The  individual  who  will  act  as  recipient  of  the  export-controlled 
technical  data  on  behalf  of  the  U.S.  contractor  is  a  U.S.  citizen  or  a  person  admitted 
lawfully  into  the  United  States  for  permanent  residence  and  is  located  in  the  United 
States. 


3.2.2.  Such  data  are  needed  to  bid  or  perform  on  a  contract  with  the 
Department  of  Defense,  or  other  U.S.  Government  Agency,  or  for  other  legitimate 
business  purposes  2  in  which  the  U.S.  contractor  is  engaged,  or  plans  to  engage.  The 
purpose  for  which  the  data  are  needed  shall  be  described  sufficiently  in  such 
certification  to  permit  an  evaluation  of  whether  subsequent  requests  for  data,  pursuant 
to  subsection  5.4.2.,  below,  are  related  properly  to  such  business  purpose. 

3.2.3.  The  U.S.  contractor  acknowledges  its  responsibilities  under  U.S. 
export  control  laws  and  regulations  (including  the  obligation,  under  certain 
circumstances,  to  obtain  an  export  license  prior  to  the  release  of  technical  data  within 
the  United  States)  and  agrees  that  it  will  not  disseminate  any  export-controlled 
technical  data  subject  to  this  Directive  in  a  manner  that  would  violate  applicable  export 
control  laws  and  regulations. 


1  Canadian  contractors  may  be  qualified  in  accordance  with  this  Directive  for  technical  data  that  do  not  require  a  license  for 
export  to  Canada  under  section  125.12  of  the  fTAR  (reference  (g))  and  section  379.4(d)  and  379.5(e)  of  the  EAR  (reference  (f)) 
by  submitting  an  equivalent  certification  to  the  U.S.  Department  of  Defense. 

2  This  does  not  require  a  contract  with  or  a  grant  from  the  U.S.  Government. 
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3.2.4.  The  U.S.  contractor  also  agrees  that,  unless  dissemination  is  permitted 
by  subsection  5.8.,  below,  it  will  not  provide  access  to  export-controlled  technical  data 
subject  to  this  Directive  to  persons  other  than  its  employees  or  persons  acting  on  its 
behalf,  without  the  permission  of  the  DoD  Component  that  provided  the  technical  data. 

3.2.5.  To  the  best  of  its  knowledge  and  belief,  the  U.S.  contractor  knows  of 
no  person  employed  by  it,  or  acting  on  its  behalf,  who  will  have  access  to  such  data, 
who  is  debarred,  suspended,  or  otherwise  ineligible  from  performing  on  U.S. 
Government  contracts;  or  has  violated  U.S.  export  control  laws  or  a  certification 
previously  made  to  the  Department  of  Defense  under  the  provisions  of  this  Directive. 

3.2.6.  The  U.S.  contractor  itself  is  not  debarred,  suspended,  or  otherwise 
determined  ineligible  by  any  Agency  of  the  U.S.  Government  to  perform  on  U.S. 
Government  contracts,  has  not  been  convicted  of  export  control  law  violations,  and  has 
not  been  disqualified  imder  the  provisions  of  this  Directive. 

When  the  certifications  required  by  subsections  3.2.5.  and  3.2.6.,  above,  cannot  be 
made  truthfully,  the  U.S.  contractor  may  request  the  certification  be  accepted  based  on 
its  description  of  extenuating  circumstances. 

4.  POLICY 

4.1.  In  accordance  with  10  U.S.C.  140c  (reference  (a)),  the  Secretary  of  Defense 
may  withhold  from  public  disclosure,  notwithstanding  any  other  provision  of  law,  any 
technical  data  with  military  or  space  application  in  the  possession  of,  or  under  the 
control  of,  the  Department  of  Defense,  if  such  data  may  not  be  exported  lawfully 
without  an  approval,  authorization,  or  license  under  E.O.  12470  (reference  (b))  or  the 
Arms  Export  Control  Act  (reference  (c)).  However,  technical  data  may  not  be 
withheld  under  this  section  if  regulations  promulgated  imder  either  the  Order  or  Act 
authorize  the  export  of  such  data  pursuant  to  a  general,  unrestricted  license  or 
exemption  in  such  regulations.  (Pertinent  portions  of  such  regulations  are  set  forth  at 
enclosures  E3.  and  E4.) 

4.2.  Because  public  disclosure  of  technical  data  subject  to  this  Directive  is 
tantamount  to  providing  uncontrolled  foreign  access,  withholding  such  data  from 
public  disclosure,  unless  approved,  authorized,  or  licensed  in  accordance  with  export 
control  laws,  is  necessary  and  in  the  national  interest.  Unclassified  technical  data  that 
are  not  governed  by  this  Directive,  unless  otherwise  restricted,  shall  continue  to  be 
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made  available  to  the  public  as  well  as  to  State  and  local  governments. 

4.3.  Notwithstanding  the  authority  provided  in  subsection  4.1.,  above,  it  is  DoD 
policy  to  provide  technical  data  governed  by  this  Directive  to  individuals  and 
enterprises  that  are  determined  to  be  currently  qualified  U.S.  contractors,  when  such 
data  relate  to  a  legitimate  business  purpose  for  which  the  contractor  is  certified. 
However,  when  such  data  are  for  a  purpose  other  than  to  permit  the  requester  to  bid  or 
perform  on  a  contract  with  the  Department  of  Defense,  or  other  U.S  Government 
Agency,  and  the  significance  of  such  data  for  military  purposes  is  such  that  release  for 
purposes  other  than  direct  support  of  DoD  activities  may  jeopardize  an  important  U.S. 
technological  or  operational  advantage,  those  data  shall  be  withheld  in  such  cases. 

4.4.  This  Directive  may  not  be  used  by  DoD  Components  as  authority  to  deny 
access  to  technical  data  to  the  Congress,  or  to  any  Federal,  State,  or  local  governmental 
agency  that  requires  such  data  for  regulatory  or  other  official  governmental  purposes. 
Any  such  dissemination  will  include  a  statement  that  the  technical  data  are  controlled 
by  the  Department  of  Defense  in  accordance  with  this  Directive. 

4.5.  The  authority  provided  herein  may  not  be  used  to  withhold  Ifom  public 
disclosure  unclassified  information  regarding  DoD  operations,  policies,  activities,  or 
programs,  including  the  costs  and  evaluations  of  performance  and  reliability  of  military 
and  space  equipment.  When  such  information  does  contain  technical  data  subject  to 
this  Directive,  the  technical  data  shall  be  excised  from  that  which  is  disclosed  publicly. 

4.6.  This  Directive  may  not  be  used  as  a  basis  for  the  release  of  "limited  rights"  or 
"restricted  rights"  data  as  defined  in  subsections  9-20 1(c)  and  9-60  l(j)  of  the  DoD 
Federal  Acquisition  Regulation  Supplement  (reference  (h))  or  that  are  authorized  to  be 
withheld  fi'om  public  disclosure  under  the  Freedom  of  Information  Act  (FOIA) 
(reference  (i)). 

4.7.  This  Directive  may  not  be  used  to  provide  protection  for  technical  data  that 
should  be  classified  in  accordance  with  E.O.  12356  and  DoD  5200. 1-R  (references  (j) 
and  (k)). 

4.8.  This  Directive  provides  immediate  authority  to  cite  5  U.S.C.  552(b)  (3) 
(reference  (i))  as  the  basis  for  denials  imder  the  FOIA  (reference  (i))  of  technical  data 
currently  determined  to  be  subject  to  the  provisions  of  this  Directive. 


5.  PROCEDURES 
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All  determinations  to  disseminate  or  withhold  technical  data  subject  to  this  Directive 
shall  be  consistent  both  with  the  policies  set  forth  in  section  4.,  above,  and  with  the 
following  procedures: 

5.1.  Requests  for  technical  data  shall  be  processed  in  accordance  with  DoD 
Directive  5230.24  and  DoD  Instruction  5200.21  (references  (1)  and  (d)).  FOIA 
(reference  (i))  requests  for  technical  data  subject  to  this  Directive  shall  be  handled  in 
accordance  with  the  procedures  established  in  DoD  5400.7-R  (reference  (e)).  Such 
FOIA  requests  for  technical  data  currently  determined  to  be  subject  to  the  withholding 
authority  effected  by  this  Directive  shall  be  denied  imder  reference  (i),  citing  the  third 
exemption  to  mandatory  disclosure,  and  the  requester  shall  be  referred  to  the 
provisions  of  this  Directive  permitting  access  by  qualified  U.S.  contractors. 

5.2.  Upon  receipt  of  a  request  for  technical  data  in  the  possession  of,  or  under  the 
control  of,  the  Department  of  Defense,  the  controlling  DoD  office  shall  determine 
whether  such  data  are  governed  by  this  Directive.  The  determination  shall  be  based 
on  the  following: 

5.2.1.  The  office's  findings  that  such  data  would  require  an  approval, 
authorization,  or  license  for  export  under  E.O.  12470  (reference  (b))  or  the  Arms 
Export  Control  Act  (reference  (c)),  and  that  such  data  may  not  be  exported  pursuant  to 
a  general,  unrestricted  license  (section  379.3,  EAR  (reference  (f))  (see  enclosure  E3.) 
or  exemption  (section  125.1 1,  ITAR  (reference  (g))  (see  enclosure  E4.). 

5.2.2.  The  office's  judgment  that  the  technical  data  under  consideration 
disclose  critical  technology  with  military  or  space  application.  For  purposes  of 
making  this  determination,  the  Militarily  Critical  Technologies  List  (MCTL)  (reference 
(m))  shall  be  used  as  general  guidance.  The  controlling  DoD  office  may  request 
assistance  in  making  such  a  determination  from  the  Office  of  the  Under  Secretary  of 
Defense  for  Research  and  Engineering  (OUSDR&E)  in  accordance  with  procedures 
established  by  that  office. 

5.3.  The  controlling  DoD  office  shall  ensure  that  technical  data  determined  to  be 
governed  by  this  Directive  are  marked  in  accordance  with  DoD  Directive  5230.24 
(reference  (1)). 


3  May  require  consultation  with  the  Department  of  State  or  the  Department  of  Commerce,  as  appropriate. 
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5.4.  The  controlling  DoD  office  shall  authorize  release  of  technical  data  governed 
by  this  Directive  to  currently  qualified  U.S.  contractors  only,  as  defined  in  subsection 

3.2.,  above,  unless  one  of  the  apply: 

5.4.1.  The  qualification  of  the  U.S.  contractor  concerned  has  been 
temporarily  revoked  in  accordance  with  subsection  5.5.,  below;  or 

5.4.2.  The  requested  data  are  judged  to  be  unrelated  to  the  purpose  for  which 
the  qualified  U.S.  contractor  is  certified.  When  release  of  technical  data  is  denied  in 
accordance  with  this  subsection,  the  controlling  DoD  office  shall  request  additional 
information  sufficient  to  explain  the  intended  use  of  the  requested  data  and,  if 
appropriate,  request  a  new  certification  (see  subsection  3.2.,  above)  describing  the 
intended  use  of  the  requested  data;  or 

5.4.3.  The  technical  data  are  being  requested  for  a  purpose  other  than  to 
permit  the  requester  to  bid  or  perform  on  a  contract  with  the  Department  of  Defense  or 
other  U.S.  Government  Agency,  in  which  case  the  controlling  DoD  office  shall 
withhold  such  data  if  it  has  been  determined  by  the  DoD  Component  focal  point  (see 
paragraph  6.5.3.,  below)  that  the  significance  of  such  data  for  military  purposes  is  such 
that  release  for  purposes  other  than  direct  support  of  DoD-approved  activities  may 
jeopardize  an  important  technological  or  operational  military  advantage  of  the  United 
States. 

5.5.  Upon  receipt  of  credible  and  sufficient  information  that  a  qualified  U.S. 
contractor  has  (a)  violated  U.S.  export  control  law,  (b)  violated  its  certification,  (c) 
made  a  certification  in  bad  faith,  or  (d)  made  an  omission  or  misstatement  of  material 
fact,  the  DoD  Component  shall  revoke  temporarily  the  U.S.  contractor's  qualification. 
Such  revocations  having  the  potential  for  compromising  a  U.S.  Government 
investigation  may  be  delayed.  Immediately  upon  such  revocation,  the  DoD 
Component  shall  notify  the  contractor  and  the  OUSDR&E.  Such  contractor  shall  be 
given  an  opportunity  to  respond  in  writing  to  the  information  upon  which  the 
temporary  revocation  is  based  before  being  disqualified.  Any  U.S.  contractor  whose 
qualification  has  been  revoked  temporarily  may  be  reinstated  upon  presentation  of 
sufficient  information  showing  that  the  basis  for  such  revocation  was  in  error  or  has 
been  remedied. 

5.6.  When  the  basis  for  a  contractor's  temporary  revocation  cannot  be  removed 
within  20  working  days,  the  DoD  Component  shall  recommend  to  the  OUSDR&E  that 
the  contractor  be  disqualified. 
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5.7.  Charges  for  copying,  certifying,  and  searching  records  rendered  to  requesters 
shall  be  levied  in  accordance  with  DoD  Instruction  7230.7  (reference  (n)).  Normally, 
only  one  copy  of  the  same  record  or  document  will  be  provided  to  each  requester. 

Any  release  to  qualified  U.S.  contractors  of  technical  data  controlled  by  this  Directive 
shall  be  accompanied  by  a  notice  to  the  recipient  as  set  forth  in  enclosure  E5. 

5.8.  Qualified  U.S.  contractors  who  receive  technical  data  governed  by  this 
Directive  may  disseminate  such  data  for  purposes  consistent  with  their  certification 
without  the  prior  permission  of  the  controlling  DoD  office  or  when  such  dissemination 
is: 


5.8.1.  To  any  foreign  recipient  for  which  the  data  are  approved,  authorized, 
or  licensed  under  E.O.  12470  (reference  (b)),  or  the  Arms  Export  Control  Act 
(reference  (c)). 

5.8.2.  To  another  currently  qualified  U.S.  contractor  (as  defined  in 
subsection  3.2.,  above,  including  existing  or  potential  subcontractors,  but  only  within 
the  scope  of  the  certified  legitimate  business  purpose  of  such  recipient). 

5.8.3.  To  the  Departments  of  State  and  Commerce,  for  purposes  of  applying 
for  appropriate  approvals,  authorizations,  or  licenses  for  export  under  the  Arms  Export 
Control  Act  (reference  (c))  or  E.O.  12470  (reference  (b)).  Any  such  application  shall 
include  a  statement  that  the  technical  data  for  which  such  approval,  authorization,  or 
license  is  sought  are  controlled  by  the  Department  of  Defense  in  accordance  with  this 
Directive. 

5.8.4.  To  Congress  or  any  Federal,  State,  or  local  governmental  agency  for 
regulatory  purposes,  or  otherwise  as  may  be  required  by  law  or  court  order.  Any  such 
dissemination  shall  include  a  statement  that  the  technical  data  are  controlled  by  the 
Department  of  Defense  in  accordance  with  this  Directive. 

5.9.  A  qualified  U.S.  contractor  desiring  to  disseminate  technical  data  subject  to 
this  Directive  in  a  manner  not  permitted  expressly  by  the  terms  of  this  Directive  shall 
seek  authority  to  do  so  from  the  controlling  DoD  office. 

5.10.  Any  requester  denied  technical  data,  or  any  qualified  U.S.  contractor  denied 
permission  to  re-disseminate  such  data,  pursuant  to  this  Directive,  shall  be  provided 
promptly  a  written  statement  of  reasons  for  that  action,  and  advised  of  the  right  to 
make  a  written  appeal  of  such  determination  to  a  specifically  identified  appellate 
authority  within  the  DoD  Component.  Appeals  of  denials  made  under  DoD  5400.7-R 
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(reference  (e))  shall  be  handled  in  accordance  with  procedures  established  therein. 
Other  appeals  shall  be  processed  as  directed  by  the  OUSDR&E. 

5.1 1.  Denials  shall  cite  10  U.S.C.  140c  (reference  (a))  as  implemented  by  this 
Directive,  and,  in  the  case  of  FOIA  (reference  (i))  denials  made  in  reliance  on  this 
statutory  authority,  5  U.S.C.  552(b)  (3)  (reference  (i)).  Implementing  procedures  shall 
provide  for  resolution  of  any  appeal  within  20  working  days. 

6.  RESPONSIBILITIES 

6.1.  The  Under  Secretary  of  Defense  for  Research  and  Engineering  (USDR&E) 
shall  have  overall  responsibility  for  the  implementation  of  this  Directive  and  shall 
designate  an  office  to: 

6.1.1.  Administer  and  monitor  compliance  with  this  Directive. 

6. 1 .2.  Receive  and  disseminate  notifications  of  temporary  revocation  in 
accordance  with  subsection  5.5.,  above. 

6.1.3.  Receive  recommendations  for  disqualification  made  in  accordance 
with  subsection  5.6.,  above,  and  act  as  initial  disqualification  authority. 

6.1.4.  Provide,  when  necessary,  technical  assistance  to  DoD  Components  in 
assessing  the  significance  of  the  military  or  space  application  of  technical  data  that 
may  be  withheld  from  public  disclosure  under  this  Directive. 

6.1.5.  Establish  procedures  to  develop,  collect,  and  disseminate  certification 
statements  and  ensure  their  sufficiency,  accuracy,  and  periodic  renewal,  and  to  make 
final  determinations  of  qualification. 

6.1.6.  Ensure  that  the  requirements  of  this  Directive  are  incorporated  into  the 
DoD  Federal  Acquisition  Regulation  Supplement  (reference  (h))  for  optional 
application  to  contracts  involving  technical  data  governed  by  this  Directive. 

6.1.7.  Develop,  in  conjunction  with  the  General  Counsel,  Department  of 
Defense,  guidelines  for  responding  to  appeals. 

6.1.8.  Develop  procedures  to  ensure  that  DoD  Components  apply  consistent 
criteria  in  authorizing  exceptions  under  subsection  5.9.,  above. 
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6.1.9.  Establish  procedures  and  appropriate  mechanisms  for  the  certification 
of  qualified  U.S.  contractors,  pursuant  to  paragraph  6.1.5.,  above.  DoD  Form  2345, 
"Militaiy  Critical  Technical  Data  Agreement"  with  its  associated  instructions  for 
completion  and  submission  is  established  for  this  purpose. 

6.1.10.  Take  such  other  actions  that  may  be  required  to  ensure  consistent  and 
appropriate  implementation  of  this  Directive  within  the  Department  of  Defense. 

6.2.  The  Under  Secretary  of  Defense  for  Policy  shall: 

6.2. 1 .  Develop  and  promulgate,  as  required,  policy  guidance  to  DoD 
Components  for  implementing  this  Directive. 

6.2.2.  Develop  procedures  with  the  Departments  of  State  and  Commerce  to 
ensure  referral  of  export  cases  involving  technical  data  governed  by  this  Directive  to 
the  Department  of  Defense. 

6.3.  The  Assistant  to  the  Secretary  of  Defense  for  Public  Affairs  shall: 

6.3.1.  Monitor  the  implementation  of  provisions  of  this  Directive  that  pertain 
to  DoD  5400.7-R  (reference  (e)). 

6.3.2.  Provide  such  other  assistance  as  may  be  necessary  to  ensure 
compliance  with  this  Directive. 

6.4.  The  General  Counsel  of  the  Department  of  Defense  shall: 

6.4. 1 .  Assist  in  carrying  out  the  provisions  of  this  Directive  by  advising  DoD 
Components  with  respect  to  the  statutory  and  regulatory  requirements  governing  the 
export  of  technical  data. 

6.4.2.  Advise  the  USD(A&T)  regarding  consistent  and  appropriate 
implementation  of  this  Directive. 

6.5.  The  Heads  of  DoD  Components  shall: 

6.5.1.  As  the  delegated  authority,  have  the  option  to  re-delegate  the  authority 
to  withhold  technical  data  in  accordance  with  this  Directive. 

6.5.2.  Disseminate  and  withhold  from  public  disclosure  technical  data 
subject  to  this  Directive  in  a  manner  consistent  with  the  policies  and  procedures  set 
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forth  herein. 

6.5.3.  Designate  a  focal  point  to  (1)  ensure  implementation  of  this  Directive; 
(2)  identify  classes  of  technical  data  the  release  of  which  is  governed  by  paragraph 
5.4.3.,  above;  (3)  act  on  appeals  relating  to  case-by-case  denials  of  technical  data;  (4) 
suspend  a  contractor's  qualification  pursuant  to  subsection  5.5.,  above;  (5)  receive  and 
evaluate  requests  for  reinstatement  of  a  contractor's  qualification;  and,  when 
appropriate,  (6)  recommend  disqualification  to  the  OUSDR&E. 

6.5.4.  Promulgate  and  effect  regulations  to  implement  this  Directive  within 
180  days. 

6.5.5.  Disseminate  technical  data  governed  by  this  Directive  in  the  manner 
prescribed  herein,  to  the  extent  feasible,  during  the  period  after  which  certification 
procedures  have  been  established  under  paragraph  6.1.9.,  above,  but  before  DoD 
Components  have  issued  implementing  regulations  under  paragraph  6.5.4.,  above. 
However,  if  such  dissemination  is  not  feasible,  the  DoD  Component  may  process 
requests  for  such  data  in  accordance  with  procedures  in  effect  before  the  promulgation 
of  this  Directive. 
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7.  EFFECTIVE  DATE  AND  IMPLEMENTATION 

This  Directive  is  effective  immediately.  Forward  two  copies  of  implementing 
documents  to  the  Under  Secretary  of  Defense  for  (Research  and  Engineering)  within 
180  days. 


Caspar  W.  Veinbergcr  . 
Sacretaty  of  Defense 


Enclosures  -  5 
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El.  ENCLOSURE  1 
REFERENCES,  continued 
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September  27, 1979 

(e)  DoD  5400.7-R,  "DoD  Freedom  of  Information  Act  Program,"  December  1980, 
authorized  by  DoD  Directive  5400.7.  March  24,  1980 
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E2.  ENCLOSURE  2 
DEFFNITIONS.  continued 


E2. 1.1.  Controlling  DoD  Office.  The  DoD  activity  that  sponsored  the  work  that 
generated  the  technical  data  or  received  the  technical  data  on  behalf  of  the  Department 
of  Defense  and  therefore  has  the  responsibility  for  determining  the  distribution  of  a 
document  containing  such  technical  data.  In  the  case  of  joint  sponsorship,  the 
controlling  office  is  determined  by  advance  agreement  and  may  be  either  a  party,  a 
group,  or  a  committee  representing  the  interested  activities  or  DoD  Components.  (The 
controlling  DoD  office  is  identified  on  each  export-controlled  document  in  accordance 
with  DoD  Directive  5230.24,  reference  (1).) 

E2.1.2.  Critical  Technology.  Technologies  that  consist  of  (a)  arrays  of  design 
and  manufacturing  know-how  (including  technical  data);  (b)  keystone  manufacturing, 
inspection,  and  test  equipment;  (c)  keystone  materials;  and  (d)  goods  accompanied  by 
sophisticated  operation,  application,  or  maintenance  know-how  that  would  make  a 
significant  contribution  to  the  military  potential  of  any  country  or  combination  of 
countries  and  that  may  prove  detrimental  to  the  security  of  the  United  States  (also 
referred  to  as  militarily  critical  technology). 

E2.1.3.  Other  Legitimate  Business  Purposes.  Include: 

E2. 1 .3. 1 .  Providing  or  seeking  to  provide  equipment  or  technology  to  a 
foreign  government  with  the  approval  of  the  U.S.  Government  (for  example,  through  a 
licensed  direct  foreign  military  sale). 

E2. 1.3.2.  Bidding,  or  preparing  to  bid,  on  a  sale  of  surplus  property. 

E2. 1.3.3.  Selling  or  producing  products  for  the  commercial  domestic 
marketplace  or  for  the  commercial  foreign  marketplace,  providing  that  any  required 
export  license  is  obtained. 

E2. 1 .3.4.  Engaging  in  scientific  research  in  a  professional  capacity. 

E2.1.3.5.  Acting  as  a  subcontractor  to  a  concern  described  in  (a)  through  (d) 
above;  or 

E2. 1 .3.6.  Selling  technical  data  subject  to  this  Directive  in  support  of  DoD 
contractors  or  in  support  of  the  competitive  process  for  DoD  contracts,  provided  such 


14 


ENCLOSURE  2 


DODD  5230.25,  November  6, 1984 


sales  are  limited  solely  to  DoD  contractors  or  potential  DoD  contractors  who  also  are 
qualified  U.S.  contractors  and  provided  such  technical  data  are  related  to  the  purpose 
for  which  the  qualified  U.S.  contractor  is  certified,  or  selling  technical  data  to  foreign 
contractors  or  governments  overseas  after  receiving  the  required  export  license  or 
approval  by  the  U.S.  Government. 

E2. 1 .4.  Potential  DoD  Contractor.  An  individual  or  organization  outside  the 
Department  of  Defense  declared  eligible  for  DoD  information  services  by  a  sponsoring 
DoD  activity  on  the  basis  of  participation  in  one  of  the  following  programs: 

E2. 1 .4. 1 .  The  Department  of  the  Army  Qualitative  Requirements  Information 

Program. 

E2. 1.4.2.  The  Department  of  the  Navy  Industry  Cooperative  Research  and 
Development  Program. 

E2. 1 .4.3.  The  Department  of  the  Air  Force  Potential  Contractor  Program. 

E2. 1.4.4.  The  DoD  Scientific  and  Technical  Information  Program;  or 

E2. 1.4.5.  Any  similar  program  in  use  by  other  DoD  Components. 

E2. 1 .5.  Public  Disclosure.  Making  technical  data  available  without  restricting 
its  dissemination  or  use. 

E2.1.6.  Technical  Data  with  Military  or  Space  Application,  or  Technical  Data. 
Any  blueprints,  drawings,  plans,  instructions,  computer  software  and  documentation, 
or  other  technical  information  that  can  be  used  or  be  adapted  for  use  to  design, 
engineer,  produce,  manufacture,  operate,  repair,  overhaul,  or  reproduce  any  military  or 
space  equipment  or  technology  concerning  such  equipment. 

E2. 1 .7.  United  States.  For  the  purpose  of  this  Directive,  the  50  States,  the 
District  of  Columbia,  and  the  territories  and  possessions  of  the  United  States. 
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E3.  ENCLOSURE  3 

PERTINENT  PORTIONS  OF  EXPORT  ADMINISTRATION  REGULATIONS  TEAR^ 


The  following  pertinent  section  of  the  EAR  is  provided  for  the  guidance  of  DoD 
personnel  in  determining  the  releasability  of  technical  data  under  the  authority  of  this 
Directive. 


Export  Administration  Regulations  Section  379.3 
"General  License  GTDA:  Technical  Data  Available  to  All  Destinations 


"A  General  License  designated  GTDA  is  hereby  established  authorizing  the  export  to 
all  destinations  of  technical  data  described  in  Section  379.3(a),  (b),  or  (c)  below; 

"(a)  Data  Generally  Available 

"Data  that  have  been  made  generally  available  to  the  public  in  any  form, 
including  - 


"(1)  Data  released  orally  or  visually  at  open  conferences,  lectures,  trade 
shows,  or  other  media  open  to  the  public;  and 

"(2)  Publications  that  may  be  purchased  without  restrictions  at  a  nominal 
cost,  or  obtained  without  costs,  or  are  readily  available  at  libraries  open  to  the  public. 

"The  term  'nominal  cost'  as  used  in  Section  379.3(a)  (2),  above,  is  intended  to  reflect 
realistically  only  the  cost  of  preparing  and  distributing  the  publication  and  not  the 
intrinsic  value  of  the  technical  data.  If  the  cost  is  such  as  to  prevent  the  technical  data 
from  being  generally  available  to  the  public.  General  License  GTDA  would  not  be 
applicable. 

"(b)  Scientific  or  Educational  Data 

"(1)  Dissemination  of  information  not  directly  and  significantly  related  to 
design,  production,  or  utilization  in  industrial  processes,  including  such  dissemination 
by  correspondence,  attendance  at,  or  participation  in,  meetings;  or 
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"(2)  Instruction  in  academic  institutions  and  academic  laboratories, 
excluding  information  that  involves  research  under  contract  related  directly  and 
significantly  to  design,  production,  or  utilization  in  industrial  processes. 

"(e)  Patent  Applications 

"Data  contained  in  a  patent  applieation,  prepared  wholly  from  foreign-origin  technical 
data  where  such  application  is  being  sent  to  the  foreign  inventor  to  be  executed  and 
returned  to  the  United  States  for  subsequent  filing  in  the  U.S.  Patent  and  Trademark 
Office.  (No  validated  export  license  from  the  Office  of  Export  Administration  is 
required  for  data  contained  in  a  patent  application,  or  an  amendment,  modification, 
supplement,  or  division  thereof  for  filing  in  a  foreign  country  in  accordance  with  the 
regulations  of  the  Patent  and  Trademark  Office  37  CFR  Part  5.  See  Section 

370.100).)" 


17 


ENCLOSURE  3 


DODD  5230.25,  November  6,  1984 


E4.  ENCLOSURE  4 

PERTINENT  PORTIONS  OF  INTERNATIONAL  TRAFFIC  IN  ARMS 

REGULATIONS  flTAR^ 


The  following  pertinent  section  of  the  ITAR  is  provided  for  the  guidance  of  DoD 
personnel  in  determining  the  releasability  of  technical  data  under  the  authority  of  this 
Directive. 

International  Traffic  in  Arms  Regulations  Section  125.11 
"General  Exemptions 

"(a)  Except  as  provided  in  Section  126.01,  district  directors  of  customs  and 
postal  authorities  are  authorized  to  permit  the  export  without  a  license  of  unclassified 
technical  data  as  follows: 

"(1)  If  it  is  in  published4  form  and  subject  to  public  dissemination  by  being: 

"(i)  Sold  at  newsstands  and  bookstores; 

"(ii)  Available  by  subscription  or  purchase  without  restrictions  to  any  person  or 
available  without  cost  to  any  person; 

"(iii)  Granted  second  class  mailing  privileges  by  the  U.S.  Government;  or, 

"(iv)  Freely  available  at  public  libraries. 

"(2)  If  it  has  been  approved  for  public  release  by  any  U.S.  Government 
Department  or  Agency  having  authority  to  classify  information  or  material  under 
Executive  Order  [12356],  as  amended,  and  other  applicable  Executive  Orders,  and 
does  not  disclose  the  details  of  design,  production,  or  manufacture  of  any  arms, 
ammunition,  or  implements  of  war  on  the  U.S.  Munitions  List. 


4  "The  burden  for  obtaining  appropriate  U.S.  Government  approval  for  the  publication  of  technical  data  falling  within  the 
definition  in  125.01 ,  including  such  data  as  may  be  developed  under  other  than  U.S.  Government  contract,  is  on  the  person  or 
company  seeking  publication. 
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"(3)  If  the  export  is  in  furtherance  of  a  manufacturing  license  or  technical 
assistant  agreement  approved  by  the  Department  of  State  in  accordance  with  Part  124 
of  this  subchapter. 

"(4)  If  the  export  is  in  furtherance  of  a  contract  with  an  Agency  of  the  U.S. 
Government  or  a  contract  between  an  Agency  of  the  U.S.  Government  and  foreign 
persons,  provided  the  contract  calls  for  the  export  of  relevant  imclassified  technical 
data,  and  such  data  are  being  exported  only  by  the  prime  contractor.  Such  data  shall 
not  disclose  the  details  of  development,  engineering,  design,  production,  or 
manufacture  of  any  arms,  ammunition,  or  implements  of  war  on  the  U.S.  Munitions 
List.  (This  exemption  does  not  permit  the  prime  contractor  to  enter  into  subsidiary 
technical  assistance  or  manufacturing  license  agreements,  or  any  arrangement  which 
calls  for  the  exportation  of  technical  data  without  compliance  with  Part  124  of  this 
subchapter.) 

"(5)  If  it  relates  to  firearms  not  in  excess  of  caliber  .50  and  ammunition  for  such 
weapons,  except  technical  data  containing  advanced  designs,  processes,  and 
manufacturing  techniques. 

"(6)  If  it  consists  of  technical  data,  other  than  design,  development,  or 
production  information  relating  to  equipment,  the  export  of  which  has  been  previously 
authorized  to  the  same  recipient. 

"(7)  If  it  consists  of  operations,  maintenance  and  training  manuals,  and  aids 
relating  to  equipment,  the  export  of  which  has  been  authorized  to  the  same  recipient.s 

"(8)  If  it  consists  of  additional  copies  of  technical  data  previously  approved  for 
export  to  the  same  recipient;  or  if  it  consists  of  revised  copies  of  technical  data, 
provided  it  pertains  to  the  identical  Munitions  List  article,  and  the  revisions  are  solely 
editorial  and  do  not  add  to  the  content  of  technology  previously  approved  for  export  to 
the  same  recipient. 

"(9)  If  it  consists  solely  of  technical  data  being  reexported  to  the  original  source 
of  import. 


5  "Not  applicable  to  technical  data  relating  to  Category  VI(d)  and  Category  XVI. 
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"(10)  If  the  export  is  by  the  prime  contractor  in  direct  support  and  within  the 
technical  and/or  product  limitations  of  a  'U.S.  Government  approved  project'  and  the 
prime  contractor  so  certifies.  The  Office  of  Munitions  Control,  Department  of  State, 
will  verify,  upon  request,  those  projects  which  are  'U.S.  Government  approved,'  and 
accord  an  exemption  to  the  applicant  who  applies  for  such  verification  and  exemption, 
where  appropriate,  under  this  subparagraph.6 

"(1 1)  If  the  export  is  solely  for  the  use  of  American  citizen  employees  of  U.S. 
firms  provided  the  U.S.  firm  certifies  its  overseas  employee  is  a  U.S.  citizen  and  has  a 
'need  to  know.'? 

"(12)  If  the  export  is  directly  related  to  classified  information,  the  export  of 
which  has  been  previously  authorized  to  the  same  recipient,  and  does  not  disclose  the 
details  of  design,  production,  or  manufacture  of  any  arms,  ammunition,  or  implements 
of  war  on  the  U.S.  Munitions  List. 

"(b)  Plant  visits.  Except  as  restricted  by  the  provisions  of  section  126.01  of 
this  subchapter: 

"(1)  No  license  shall  be  required  for  the  oral  and  visual  disclosure  of 
unclassified  technical  data  during  the  course  of  a  plant  visit  by  foreign  nationals 
provided  the  data  [are]  disclosed  in  connection  with  a  classified  plant  visit  or  the  visit 
has  the  approval  of  a  U.S.  Government  Agency  having  authority  for  the  classification 
of  information  or  material  under  Executive  Order  [12356],  as  amended,  and  other 
applicable  Executive  Orders,  and  the  requirements  of  section  V,  paragraph  [41(d)]  of 
the  Industrial  Security  Manual  are  met. 


6  "Classified  infomiation  may  also  be  transmitted  in  direct  support  of  and  within  the  technical  and/or  product  limitation  of  such 
verified  U.S.  Government  approved  projects  without  prior  department  of  State  approval  provided  the  U.S.  party  so  certifies  and 
complies  with  the  requirements  of  the  Department  of  Defense  Industrial  Security  Manual  relating  to  the  transmission  of  such 
classified  information  (and  any  other  requirements  of  cognizant  U.S.  Government  departments  or  agencies). 


7  "Classified  information  may  also  be  exported  to  such  certified  American  citizen  employees  without  prior  Department  of  State 
approval  provided  the  U.S.  party  complies  with  the  requirements  of  the  Department  of  Defense  Industrial  Security  Manual  relating 
to  the  transmission  of  such  classified  information  (and  any  other  requirements  of  cognizant  U.S.  Govenunent  departments  or 
agencies).  Such  technical  data  or  information  (classified  or  unclassified)  shall  not  be  released  by  oral,  visual,  or  documentary 
means  to  any  foreign  person. 
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ENCLOSURE  4 


DODD  5230.25,  November  6. 1984 


"(2)  No  license  shall  be  required  for  the  documentary  disclosure  of  unclassified 
technical  data  during  the  course  of  a  plant  visit  by  foreign  nationals  provided  the 
document  does  not  contain  technical  data  as  defined  in  Section  125.01  in  excess  of  that 
released  orally  or  visually  during  the  visit,  is  within  the  terms  of  the  approved  visit 
request,  and  the  person  in  the  United  States  assures  that  the  technical  data  will  not  be 
used,  adapted  for  use,  or  disclosed  to  others  for  the  purpose  of  manufacture  or 
production  without  the  prior  approval  of  the  Department  of  State  in  accordance  with 
Part  124  of  this  subchapter. 

"(3)  No  Department  of  State  approval  is  required  for  the  disclosure  of  oral  and 
visual  classified  information  during  the  course  of  a  plant  visit  by  foreign  nationals 
provided  the  visit  has  been  approved  by  the  cognizant  U.S.  Defense  Agency  and  the 
requirements  of  section  V,  paragraph  [41(d)]  of  the  Defense  Industrial  Security  Manual 
are  met." 
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ENCLOSURE  4 


DODD  5230.25,  November  6, 1984 


E5.  ENCLOSURE  5 

NOTICE  TO  ACCOMPANY  THE  DISSEMINATION  OF  EXPORT-CONTROLLED 

TECHNICAL  DATA 


E5. 1. 1 .  Export  of  information  contained  herein,  which  includes,  in  some 
circumstances,  release  to  foreign  nationals  within  the  United  States,  without  first 
obtaining  approval  or  license  from  the  Department  of  State  for  items  controlled  by  the 
International  Traffic  in  Arms  Regulations  (ITAR),  or  the  Department  of  Commerce  for 
items  controlled  by  the  Export  Administration  Regulations  (EAR),  may  constitute  a 
violation  of  law. 

E5. 1.2.  Under  22  U.S.C.  2778  the  penalty  for  unlawful  export  of  items  or 
information  controlled  under  the  ITAR  is  up  to  2  years  imprisonment,  or  a  fine  of 
$100,000,  or  both.  Under  50  U.S.C.,  Appendix  2410,  the  penalty  for  unlawful  export 
of  items  or  information  controlled  under  the  EAR  is  a  fine  of  up  to  $1,000,000,  or  five 
times  the  value  of  the  exports,  whichever  is  greater;  or  for  an  individual,  imprisonment 
of  up  to  10  years,  or  a  fine  of  up  to  $250,000,  or  both. 

E5.1.3.  In  accordance  with  your  certification  that  establishes  you  as  a  "qualified 
U.S.  contractor,"  unauthorized  dissemination  of  this  information  is  prohibited  and  may 
result  in  disqualification  as  a  qualified  U.S.  contractor,  and  may  be  considered  in 
determining  your  eligibility  for  future  contracts  with  the  Department  of  Defense. 

E5.1.4.  The  U.S.  Government  assumes  no  liability  for  direct  patent  infnngement, 
or  contributory  patent  infnngement  or  misuse  of  technical  data. 

E5.1.5.  The  U.S.  Government  does  not  warrant  the  adequacy,  accuracy,  currency, 
or  completeness  of  the  technical  data. 

E5.1.6.  The  U.S.  Goverrunent  assumes  no  liability  for  loss,  damage,  or  injury 
resulting  from  manufacture  or  use  for  any  purpose  of  any  product,  article,  system,  or 
material  involving  reliance  upon  any  or  all  technical  data  furnished  in  response  to  the 
request  for  technical  data. 

E5.1.7.  If  the  technical  data  furnished  by  the  Government  will  be  used  for 
commercial  manufacturing  or  other  profit  potential,  a  license  for  such  use  may  be 
necessary.  Any  payments  made  in  support  of  the  request  for  data  do  not  include  or 
involve  any  license  rights. 
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ENCLOSURE  5 


DODD  5230.25,  November  6, 1984 


E5. 1 .8.  A  copy  of  this  notice 
reproduction  of  these  data  that  are 


shall  be  provided  with  any  partial  or  complete 
provided  to  qualified  U.S.  contractors. 
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DEPARTMENT  OF  DEFENSE 


DoD  5230i5-PH 


•  Withholding  of  Unclassified  Technical  Data 
From  Public  Disclosure 

•  Distribution  Statements  on  Technical 
Documents 


THE  OFFICE  OF  THE  DEPUTY  UNDER  SECRETARY 
OF  DEFENSE  FOR  POLICY 


FOREWORD 


May,  1985 


It  is  imperative  that  we  stem  the  flow  of  our  critical 
technology  to  potential  adversaries.  Without  question,  the 
Soviet  and  '^astern  Bloc  acquisition  of  U.S.  technology  with 
military  application  severely  undermines  our  national 
security.  By  acquiring  our  critical  technology,  the  Soviets  are 
able  to  develop  countermeasures  to  our  existing  and  even 
anticipated  defense  systems  at  a  much  faster  rate  and  lower 
cost  than  would  otherwise  be  possible.  Recently,  the  Con¬ 
gress  passed  a  law  authorizing  the  Secretary  of  Defense  to 
withhold  from  public  disclosure  unclassified  export- 
controlled  technical  data.  The  implementation  of  this  new 
authority  is  the  subject  of  this  pamphlet. 

The  Department  of  Defense  has  issued  two  new  directives 
that  are  concerned  with  improving  our  protection  of 
unclassified,  yet  critical,  technical  data  from  uncontrolled 
public  disclosure  and  foreign  access.  It  is  essential  that  the 
new  program  be  thoroughly  understood  by  all  who  produce 
our  military  systems  or  utilize  DoD  technology.  We  are 
resolved  to  meet  the  challenge  posed  by  the  extensive  ef¬ 
forts  of  our  adversaries  to  obtain  military-related  equipment 
and  technology.  We  need  your  help.  I  ask  your  fullest 
cooperation  to  make  this  new  program  work  and  achieve 
its  intended  objective— to  protect  America's  national 
security. 


L.  Britt  Snider 
Principal  Director  for 
Counterintelligence 
and  Security  Policy 
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INTRODUCTION 


''Stopping  the  Soviets'  extensive  acquisi¬ 
tion  of  military-related  Western  technology 
in  ways  that  are  both  effective  and  ap¬ 
propriate  in  our  open  society  is  one  of  the 
most  complex  and  urgent  issues  facing  the 
Free  World  today." 

The  above  cited  statement  from  a  1982 
report  by  the  Central  Intelligence  Agency 
on  Soviet  Acquisiton  of  Western  Technology 
is  as  valid  today  as  it  was  then. 

Soviet  acquisiton  of  U.S.  technology 
significantly  shortens  their  research  and  development  cycle,  and  reduces 
the  risks  associated  with  the  design  of  new  weapons  and  defensive 
systems.  The  Department  recognizes  a  compelling  requirement  to  im¬ 
prove  control  of  unclassified  technology  with  military  or  space  applicr 
tion  in  order  to  reduce  the  loss  of  this  valuable  national  asset.  The  ob¬ 
jective  is  to  safeguard  such  technology  in  a  reasonable  and  rational  man¬ 
ner  without  adversely  affecting  business  competition,  technological  in¬ 
novation  or  economic  growth.  Indeed,  procedures  have  been  establish¬ 
ed  to  facilitate  domestic  access  because  through  such  access  competi¬ 
tion  will  be  maximized  and  procurement  costs  minimized. 

This  pamphlet  provides  background  on  the  problem  of  technology  loss, 
outlines  key  provisions  of  the  statutes'  and  directives  aimed  at  reducing 
the  loss,  and  spells  out  specific  actions  to  be  taken  by  persons  working 
with  military-related  technical  data.  It  is  intended  as  a  ready  reference 
for  all  those  who  originate,  disseminate,  or  use  DoD  technical  data.  It 
should  be  used  in  conjunction  with  DoD  Directive  5230.25,  "Withholding 
of  Unclassifed  Technical  Data  from  Public  Disclosure,"  and  DoD  Direc¬ 
tive  5230.24,  "Distribution  Statements  on  Technical  Documents." 

Questions  or  suggestions  concerning  this  pamphlet  are  invited  and 
should  be  addressed  to:  Director,  Counterintelligence  and  Security  Policy, 
Office  of  the  Deputy  Under  Secretary  of  Defense  (Policy),  the  Pentagon, 
Washington,  D.C  20301-2200. 


BACKGROUND 


Over  the  years,  the  Department  of 
Defense  has  established  programs 
designed  to  protect  and  preserve  our 
technology.  Basically,  these  programs  are; 

Information  Security,  Pre-Release  Review 
and  Clearance,  Export  Control  Licensing, 
and  Scientific  and  Technical  Document 
Distribution. 

These  programs  reflect  a  balance  be¬ 
tween  the  principles  of  openness  in 
Government  and  the  Government's 
legitimate  need  to  regulate  the  disclosure  of  certain  information  in  the 
interest  of  national  security.  Collectively,  however,  they  proved  inadequate 
to  the  challenge  p-^sed  by  extensive  efforts  of  the  Soviet  Union  to  obtain 
our  military-related  equipment  and  technology.  The  difficulty  in  achiev¬ 
ing  the  objectives  of  these  programs  was  attributed  in  part  to  conflicting 
legislative  policy.  For  example,  the  Freedom  of  Information  Act  did  not 
provide  for  withholding  unclassified  technical  data  from  requesters,  in¬ 
cluding  foreign  nationals,  even  though  export  of  the  technical  data  would 
be  otherwise  restricted  by  regulations  implementing  export  control  laws. 
Thus,  the  problem  faced  by  the  Department  of  Defense  was  that  any 
release  of  such  data  into  the  public  domain  resulted  in  uncontrolled 
foreign  access. 

PUBLIC  LAW  98-94 

The  Department  of  Defense  and  other 
Executive  Branch  agencies  presented  the 
problem  and  the  seriousness  of  its  impact 
on  national  security  to  Congress.  In 
September  1983,  Congress  included  in 
Public  Law  98-94,  the  Defense  Authorization 
Act  of  1984,  authority  for  the  Secretary  of 
Defense  to  withhold  from  public  disclosure 
certain  technical  data  with  military  or  space 
application.  The  Department  of  Defense 
may  now  withhold  from  public  disclosure 
export-controlled  technical  data  requested 
Freedom  of  Information  Act. 

The  new  legislation  and  DoD  implementing  policies  do  not  apply  to 
scientific,  educational,  or  other  data  not  directly  and  significantly  related 
to  design,  production,  or  utilization  in  industrial  processes.  Therefore, 


DoD  information 
Control  Programs 


there  is  no  impact  on  the  dissemination  of  information  related  to 
fundamental  research,  or  the  results  thereof,  that  qualify  for  a  general, 
unrestricted  license  under  the  provisions  of  the  Export  Administration 
Regulations. 

I  DEPARTMENT  OF 

DEFENSE  IMPLEMENTATION 


The  provisions  of  Section  1217  of  Public  Law 
98-94  are  implemented  in  the  Department 
of  Defense  by  a  new  directive  (DoD  Direc¬ 
tive  5230.25)  that  sets  forth  policies,  pro¬ 
cedures  and  responsibilities  for  the 
withholding  of  unclassified  technical  data 
from  public  disclosure.  The  Department 
also  has  issued  a  new  companion  directive 
(DoD  Directive  5230.24)  that  establishes  a 
new  distribution  marking  system  for 
technical  documents. 


DoD  Directive  5230,25,  "Withholding  of 
Uncldssified  Technical  Data  from  Public  Disclosure" 

Criteria  for  Withholding 

The  Directive  provides  that  data  may  be  withheld  from  public  disclosure 
when  all  of  the  following  criteria  are  met.  The  technical  data: 

—  are  in  the  possession  of  or  under  the  control  of  the  Department  of 
Defense. 

—  have  military  or  space  application. 

—  may  not  be  exported  lawfully  without  an  approval,  authorization  or 
license  under  U.S.  export  control  laws,  and 

—  disclose  critical  technology. 

Information  under  the  control  of  or  in  the  possession  of  the 
Department  of  Defense  means  data  created  or  received  by  elements  of 
the  Department  and  information  developed  and  produced  for  the  Depart¬ 
ment  under  contractual  arrangements  or  other  agreements. 

The  new  legislation  defines  technical  data  with  military  or  space  ap¬ 
plication  as  any: 

•  blueprint, 

•  drawing, 

•  plan, 

•  instruction, 

•  computer  software  and  documentation,  or 

•  other  technical  information, 

that  can  be  used,  or  adapted  for  use,  to:  ' 

•  design, 

•  engineer, 

•  produce, 

•  manufacture 

•  operate, 

•  repair, 

•  overhaul,  or 

•  reproduce 

military  or  space  equipment  or  related  technology.  However,  the 
Secretary's  authority  to  withhold  such  data  does  not  extend  to  technical 
data  authorized  for  export  under  a  general,  unrestricted  license,  or  ex¬ 
emption  under  regulations  implementing  the  export  control  laws. 

The  implementing  regulations  for  the  export  control  taws  describe  the 
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technical  data  that  may  not  be  exported  lawfully  without  approval. 
Generally,  technical  data  related  to  items  on  the  State  Department's  Muni¬ 
tions  List  and  the  Commerce  Department's  Commodities  Control  List, 
contained  in  these  regulations,  require  licensing  or  approval. 

"Critical  technology"  essentially  is  data  that  reveals  production  know¬ 
how  that  would  contribute  significantly  to  a  country's  military  potential 
and  possibly  prove  detrimental  to  the  security  of  the  United  States.  Such 
data  may  be  comprised  In  part  or  in  whole  of: 

—  Arrays  of  design  and  manufacturing  know-how. 

—  Keystone  manufacturing.  Inspection,  and  test  equipment. 

—  Keystone  materials. 

—  Goods  accompanied  by  sophisticated  operation,  application  or 
maintenance  know-how. 

The  Militarily  Critical  Technologies  List  is 
an  excellent  aid  In  identifying  "critical 
technology."  Published  In  both  classified 
and  unclassified  form  in  October  1984,  it  is 
a  detailed  and  structured  technical  state¬ 
ment  of  development,  production,  and 
utilization  technologies  which  the  Defense 
Department  has  determined  to  be  crucial 
to  our  military  capability  and  of  significant 
value  to  potential  adversaries. 

The  DoD  activity  that  sponsored  the  work 
that  generated  the  technical  data  or  received  the  technical  data  on  behalf 
of  the  Department  has  the  responsibility  for  determining  whether  the 
criteria  for  withholding  from  public  disclosure  are  met.  Such  activity  is 
referred  to  in  this  pamphlet  as  the  "controlling  DoD  office." 

FOIA  Denial  Authority 


DoD  Directive  5230.25  provides 
immediate  authority  to  deny  Freedom  of  In¬ 
formation  Act  requests  for  technical  data 
that  meet  the  above  criteria.  In  such  cases, 
the  third  exemption  of  the  Freedom  of  In¬ 
formation  Act  should  be  cited,  which 
recognizes  other  statutes  which  specifically 
authorize  withholding. 

Non-Government  Access 

The  Department  has  established  a  system  that  accommodates  transfer 
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QUALIFIED  CONTRACTOR  CERTIFICATION 
AND  DOCUMENT  REQUESTS 

Request  for  Certification: 


Request  for  Technical  Document: 


*if  request  made  direct  to  Controlling  DoD  Office,  final  determination  made  there. 


n 


of  export-controlled  DoD  technical  data  to  persons  or  enterprises  in  the 
U.S.  while  retaining  the  protections  afforded  by  national  export  control 
laws.  This  data,  however,  is  provided  under  a  binding  agreement  and, 
therefore,  is  not  a  public  disclosure.  The  system,  established  in  the  new 
Directive  (5230.25)  includes  a  process  for  certifying  those  who  need  ac¬ 
cess  and  outlines  procedures  for  obtaining  the  data  required. 

Certification  Is  accomplished  using  DD 
Form  2345,  called  an  "Export-Controlled 
DoD  Technical  Data  Agreement."  The  Form 
is  in  effect  a  self-certification  that  the  ap¬ 
plicant  will  use  the  data  only  in  ways  that 
will  maintain  the  protections  afforded  by 
U.S.  export  control  laws. 

Application  for  Eiigibrlity 


To  illustrate  the  process,  "Company  Y" 
will  identify  an  individual  who  will  -eceive  export-controlled  technical 
data  on  the  company's  behalf.  This  individual  must  be  a  U.S.  citizen  or 
person  admitted  lawfully  into  the  United  States  for  permanent  residence, 
and  now  living  in  the  United  States.  Company  Y  further  certifies  that  it 
needs  the  data  to  bid  or  perform  on  a  contract  with  the  Department  of 
Defense  or  other  government  agency  or  for  other  legitimate  business 
purposes. 

"Other  legitimate  business  purposes"  include: 

—  bidding  or  preparing  to  bid  on  a  sale  of  surplus  property; 

—  selling  or  producing  products  for  the  commercial  marketplace,  foreign 
or  domestic; 

—  engaging  in  scientific  research; 

—  acting  as  a  subcontractor  for  a  concern  that  may  be  involved  in  the 
preceding  activities;  or 

—  selling  technical  data  that  are  subject  to  the  new  legislation  in  sup¬ 
port  of  DoD  contractors  o'-  in  support  of  the  competitive  process  for 
DoD  contracts. 

The  description  of  Company  Y's  business  activity  should  be  sufficiently 
detailed  to  allow  a  determination  whether  the  export-controlled  technical 
data  subsequently  requested  are  reasonably  related  to  the  company's 
business.  For  example,  the  firm  might  explain  that  it  designs  and  con¬ 
structs  high-pressure,  high-volume  hydraulic  pumps  for  use  in  aircraft 
control  surfaces  rather  than  simply  stating  "hydraulic  pumps." 
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Company  Y  acknowledges  its  responsibilities  under  U.S.  export  con¬ 
trol  laws,  including  its  obligation,  under  certain  circumstances,  to  obtain 
an  export  license  before  releasing  technical  data  within  the  United  States. 
It  agrees  not  to  publicly  disclose  any  export-controlled  DoD  technical 
data  it  receives  under  this  agreement  and  agrees  to  disseminate  the  data 
only  to  employees,  persons  acting  on  its  behalf,  and  those  for  whom  the 
company  has  specific  authorization. 

The  Defense  Logistics  Agency  has  overall 
responsibility  for  administering  the  cer¬ 
tification  system,  and  the  Defense  Logistics 
Services  Center,  located  in  Battle  Creek, 

Michigan,  carries  out  the  operational  func¬ 
tions.  It  collects  the  certifications  and  main¬ 
tains  them  in  a  data  base.  The  Center  also 
will  disseminate  a  list  of  contractors  eligi¬ 
ble  for  access  to  export-controlled  DoD 
technical  data. 

Company  Y  submits  the  DD  Form  2345  to 


the  Commander,  Defense  Logistics  Services 
Center,  Attention:  DLSC-FBA,  Federal 
Center,  Battle  Creek,  Michigan,  49017-3084. 
The  Center  will  respond  to  questions  con¬ 
cerning  completion  of  the  Form  and  related 
matters  such  as  identifying  contractors 
which  have  been  certified  under  the 
program. 

The  Center  will  review  the  submitted  DD 


Form  2345  within  five  working  days  and: 
—  accept  the  certification; 


—  return  it  because  of  insufficient  information,  or 


—  forward  the  Form  to  Fleadquarters,  Defense  Logistics  agency,  with  a 
recommendation  to  reject  the  certification  because  the  contractor 
does  not  meet  the  eligibility  requirements. 


Companies  .hat  are  certified  M'ill  be 
assigned  a  certification  number  and  will  be 
eligible  to  receive  export-controlled  DoD 
technical  data  for  a  renewable  five  year 
period. 

The  certification  form  is  relatively  simple 
to  complete.  When  executed  by  both 
parties,  it  constitutes  an  agreement 
between  the  certifying  company  and  the 
Defense  Department.  If  a  contractor 
violates  the  provisions  of  the  agreement. 


the  Department  may  revoke  the  firm's  certification  for  access  to  export- 
controlled  data.  However,  re-certification  is  possible  in  instances  when 
the  basis  for  the  revocation  has  been  remedied  by  the  contractor.  If  a 
contractor  exports  the  data  without  benefit  of  license  or  authorization, 
it  may  be  in  violation  of  the  export  control  laws  and  subject  to  severe 
criminal  penalties. 

U.S.  contractors  become  qualified  on  the  date  DoD  accepts  their  cer¬ 
tification,  and  these  contractors  will  receive  a  renewal  notice  120  days 
before  their  certification  expires.  However,  certified  contractors  should 
submit  a  revised  DD  Form  2345  whenever  information  previously  furnish¬ 
ed  becomes  outdated— if,  for  example,  ownership,  purpose  of  business, 
or  company  name  changes. 

If  the  Department  rejects  the  certification,  it  will  send  the  company, 
by  certified  mail,  a  copy  of  the  rejection,  stating  the  reasons  for  the  re¬ 
jection,  explaining  appeal  rights,  and  notifying  the  firm  that  it  should 
appeal  within  thirty  days. 

Requests  for  Export<controlled  Technical  Data 

A  U.S.  contractor,  once  qualified,  obtains  export-controlled  technical 
data  from  the  Department  of  Defense  by  submitting  a  request,  along  with 
a  statement  of  intended  use,  to  the  appropriate  repository  or  controlling 
office.  There,  it  will  be  reviewed  to  determine  whether  the  data  requested 
are  subject  to  the  provisions  of  DoD  Directive  5230.25.  If  the  data  are  not 
subject  to  the  Directive,  the  controlling  office  will  fill  the  request  unless 
other  regulations  limit  dissemination  of  the  data. 

If  the  technical  data  is  subject  to  the  pro¬ 
visions  of  DoD  Directive  5230.25,  the  con¬ 
trolling  office  will  determine  whether  the 
requestor  is  a  qualified  U.S.  contractor  and 
that  the  intended  use  of  the  technical  data 
falls  within  the  scope  of  the  business  pur¬ 
pose  for  which  the  company  is  certified 
before  releasing  the  data.  When  export- 
controlled  technical  data  is  released  to 
qualified  U.S.  contractors,  it  will  include  a 
notice  cautioning  the  recipient  that: 

—  Export  of  DoD  technical  data  without  first  obtaining  approval  or  license 
from  the  Government  may  constitute  a  violation  of  law; 

—  Penalties  for  unlawful  export  range  from  imprisonment  of  up  to  2-10 
years  or  fines  from  $100,000  -  $1,000,000  or  combinations  of  both; 

—  Unauthorized  dissemination  of  this  information  is  prohibited  and  may 
result  in  disqualification  of  the  recipient  to  receive  further  DoD  export- 
controlled  technical  data;  and 
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—  Such  disqualification  may  be  considered  in  determining  eligibility  for 
future  contracts  with  DoD. 

If  the  request  for  data  is  denied,  the  Department  will  furnish  a  written 

explanation  and  procedures  to  appeal  the  denial. 

Exclusions/Limitations 

The  provisions  of  the  new  Directive  do  not: 

—  modify  the  regulations  that  implement 
the  Export  Control  Laws; 

—  alter  responsibilities  of  DoD  com¬ 
ponents  to  protect  proprietary  data  of  a 
private  party  in  which  the  Department 
of  Defense  has  limited  rights  or 
restricted  rights; 

—  affect  release  of  technical  data  by  DoD 
components  to  foreign  governments, 
international  organizations,  or  their  representatives  or  contractors,  pur¬ 
suant  to  official  agreements  or  U.S.  Government-licensed  transactions; 

—  apply  to  classified  technical  data  (although  after  declassification  such 
data  will  be  considered  under  the  Directive  on  the  same  basis  as 
originally  unclassified  data); 

—  provide  authority  to  deny  technical  data  to  Congress  or  to  any  Federal, 
State,  or  local  governmental  agency  that  requires  the  data  for  official 
governmental  purposes.  (Data  so  disseminated  will  include  a  state¬ 
ment  on  DoD  control  in  accordance  with  DoD  Directive  5230.25); 

»! 

—  permit  withholding  from  public  disclosure  unclassified  information 
regarding  DoD  operations,  policies,  activities,  or  programs  (but 
technical  data  subject  to  the  Directive  will  be  excised  from  the  material 
disclosed  publicly); 

—  provide  a  basis  for  release  of  information  authorized  to  be  withheld 
under  any  of  the  exemptions  of  the  Freedom  of  Information  Act. 
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DoD  Directive  5230,24, 

"Distribution  Statements  on 
Technical  Documents" 

To  identify  technical  data  covered  by  DoD 
Directive  5230.25  and  to  facilitate  dissemina¬ 
tion  of  technical  data  within  the  Defense 
community,  a  new  distribution  marking 
system  has  been  established.  The  new 
distribution  markings  have  two  basic  pur¬ 
poses:  to  identify  documents  that  contain 
information  the  dissemination  of  which  is 
controlled  by  statute  or  regulation, 
and  to  indicate  the  extent  of  secondary  distribution  that  Is  permissible 
without  further  authorjzation  or  approval  of  the  originator. 

Export-Control  Warning  Notice 

The  new  distribution  marking  system  mandates  the  use  of  the  follow¬ 
ing  warning  notice  on  all  documents  that  contain  export-controlled 
technical  data: 

"WARNING  -  This  document  contains 
technical  data  whose  export  is  restricted  by 
the  Arms  Export  Control  Act  (Title  22,  U.S.C., 

See.  2751  et  seq.)  or  Executive  Order  12470. 

Violators  of  these  export  laws  are  subject  to 
severe  criminal  penalties." 

The  controlling  office  may  affix  this  notice  in  conjunction  with  any 
distribution  marking  except  Statement  A,  which  authorizes  public  release. 
This  notice  indicates  that  DoD  Directive  5230.25  procedures  are  to  be 
followed  for  dissemination  outside  the  U.S.  Government. 

The  controlling  DoD  office  also  must  assign  a  distribution  statement 
that  specifies  the  extent  of  dissemination  without  the  need  for  additional 
authorization.  That  statement  will  be  one  of  seven  contained  in  this 
second  newly  approved  Directive. 

Marking  Requirements 

Distribution  statement  markings  are  now  mandatory  for  all  newly 
generated  technical  documents,  including  working  papers,  memoranda, 
and  preliminary  reports,  if  those  documents  are  not  already  in  the  public 
domain  and  if  they  are  likely  to  be  disseminated  outside  the  Department 
of  Defense.  DoD  managers  of  technical  programs  must  assign  distribu¬ 
tion  statements  to  all  technical  documents  generated  within  their  pro¬ 
grams  before  primary  distribution.  However,  this  requirement  does  not 
apply  to  contractors'  technical  proposals  or  similar  documents  submit¬ 
ted  in  anticipation  of  contract  awards. 


There  is  no  requirement  in  the  new  directive  for  retroactive  applica¬ 
tion  of  distribution  statements  or  other  control  markings  to  technical 
documents  in  files  or  storage  that  were  created  prior  to  the  establish¬ 
ment  of  the  new  program.  However,  when  such  documents  are  requested 
or  otherwise  activated  for  dissemination,  they  should  be  evaluated  for 
content.  If  it  is  determined  that  they:  contain  DoD  export-controlled 
technical  data;  have  not  been  placed  in  the  public  domain;  and  are  to 
be  disseminated  outside  the  Department  of  Defense  they  shall  be  marked 
appropriately  under  the  new  system. 

The  seven  authorized  distribution 
statements  provide  options  ranging  from 
unlimited  distribution  to  no  secondary 
distribution  without  specific  authority  of 
the  controlling  DoD  office.  In  selecting  and 
applying  the  appropriate  statement,  DoD 
officials  must  consider  the  information  con¬ 
tained  in  the  document  and  the  audience 
for  which  it  is  intended.  For  example, 
distribution  of  proprietary  information, 
which  is  not  owned  by  the  Department  and 
is  protected  by  a  contractor's  "limited  rights"  statement  will  be  regulated 
to  ensure  protection  of  the  contractor's  rights.  In  addition  to  proprietary 
information,  the  Department  can  apply  distribution  statements  to 
technical  documents  that  contain  or  reveal: 

—  foreign  government  information, 

—  contractor  performance  evaluations, 

—  technical  or  operational  information  used  solely  for  official  ad¬ 
ministrative  or  operational  purposes,  • 

—  critical  technology, 

—  information  not  appropriate  for  premature  dissemination  because  it 
pertains  to  systems  or  hardware  in  the  developmental  or  conceptual 
stage,  or 

—  export-controlled  technical  data. 

Distribution  statements  are  not  in  themselves  authority  to  withhold 
unclassified  technical  data  from  public  disclosure.  Such  determinations 
are  the  responsibility  of  the  controlling  DoD  office  and  will  be  made  in 
accordance  with  DoD  Directive  5400.7,  "The  DoD  Freedom  of  Informa¬ 
tion  Act  Program." 
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Distribution  Statements 

The  seven  distribution  statements  with  notes  on  their  meaning  and  use 
are  illustrated  below. 

DiSTRtBUTION  STATEMENT  A 

^Approved  for  public  release;  distribution  is 
unlimited/' 


This  statement  may  only  be  used  on  unclassified  technical  documents 
that  have  been  cleared  for  public  release  by  competent  authority  under 
public  affairs  directives.  Documents  marked  with  Distribution  Statement 
A  are  assumed  to  be  placed  in  the  public  domain;  therefore,  any  technical 
data  contained  in  or  revealed  by  such  documents  are  no  longer  subject 
to  export  controls.  ' 

DISTRIBUTION  STATEMENT  B 


"Distribution  authorized  to  U.S.  Government 
agencies  only  (fill  in  reason)  (date  of  deter¬ 
mination).  Other  requests  for  this  document 
shall  be  referred  to  (insert  controlling  DoD 
office)/' 


This  statement  may  be  used  on  unclassified  or  classified  technical 
documents.  Examples  of  information  which,  if  included  in  technical 
documents,  would  be  reason  for  assigning  Distribution  Statement  B 
include: 

—  Proprietary  information  not  owned  by  the  U.S.  Government  and  pro¬ 
tected  by  a  contractor's  "limited  rights"  statement. 

—  Foreign  Government  Information  to  be  protected  and  limited  in 
distribution  in  accordance  with  the  desires  of  the  government  that 
furnished  the  technical  information. 

—  Contractor  performance  evaluation  in  management  reviews  or  other 
advisory  documents  evaluating  programs  of  contractors. 

Other  types  of  information  that  might  be  basis  for  assigning  Distribu¬ 
tion  Statement  B  are: 

—  Test  and  Evaluation  Data; 

—  Administrative  or  Operational  Use  Publications; 

—  Software  Documentation; 
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—  Other  information  requiring  protection  in  accordance  with 
documented  authority  such  as  Executive  Orders,  classification 
guidelines,  or  DoD  Component  regulations. 

DISTRIBUTION  STATEMENT  C 


"Distribution  authorized  to  U.S.  Government 
agencies  and  their  contractors  (fiU  in  reason) 

(date  of  determination).  Other  requests  for 
this  document  shall  be  referred  to  (insert  con¬ 
trolling  DoD  office)/' 

This  statement  may  be  used  on  unclassified  or  classified  technical 
documents.  Examples  of  information  which,  if  included  in  technical 
documents,  would  be  reason  for  assigning  Distribution  Statement  C 
include: 

—  Technical  data  that  advance  current  technology  or  describe  new 
technology  in  an  area  of  potentially  significant  military  application. 

—  Technical  data  that  relate  to  a  military  deficiency  of  a  potential 
adversary. 

Other  types  of  information  that  might  be  the  basis  for  assigning 
Distribution  Statement  C  include: 

—  Administrative  or  operational  use  reports. 

—  Information  protected  by  specific  authority. 

DISTRIBUTION  STATEMENT  D 


"Distribution  authorized  to  the  Department 
of  Defense  and  DoD  contractors  only  (fill  in 
reason)  (date  of  determination).  Other  re¬ 
quests  shall  be  referred  to  (insert  controlling 
DoD  office)." 


This  statement  may  be  used  on  unclassified  or  classified  technical 
documents.  Examples  of  information  which,  if  included  in  technical 
documents,  would  be  reason  for  assigning  Distribution  Statement  D 
include: 

—  Information  on  systems  or  hardware  in  the  development  or  concept 
stage  when  premature  disclosure  must  be  prevented. 

—  Software  documentation. 

—  Information  protected  by  specific  authority. 
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DISTRIBUTION  STATEMENT  E 


"Distribution  authorized  to  DoD  Components 
only  (fill  in  reason)  (date  of  determination). 
Other  requests  shall  be  referred  to  (insert 
controlling  DoD  office)." 


This  statement  may  be  used  on  unclassified  or  classified  technical 
documents.  Examples  of  information  which,  if  included  In  technical 
documents,  would  be  reason  for  assigning  Distribution  Statement  E 
include: 

—  Export-controlled  technical  data  designated  by  competent  authority 
in  accordance  with  DoD  Directive  5230.25  to  be  of  such  military 
significance  that  release  for  purposes  other  than  direct  support  of 
DoD-approved  activities  may  jeopardize  an  important  technological 
or  operational  military  advantage  of  the  United  States. 

—  Foreign  government  Information. 

—  Information  requiring  protection  against  premature  dissemination. 

—  Software  documentation 

—  Critical  technology. 

—  Information  protected  by  specific  authority. 

DISTRIBUTION  STATEMENT  F 


"Further  dissemination  only  as  directed  by 
(insert  controlling  DoD  office)  (date  of  deter¬ 
mination)  or  higher  DoD  authority." 


This  statement  normally  is  used  only  on  classified  technical  documents, 
but  may  be  used  on  unclassified  technical  documents-  when  specific 
authority  exists.  It  is  used  only  when  the  DoD  originator  determines  the 
information  is  subject  to  special  dissemination  limitation. 

DISTRIBUTION  STATEMENT  X 


"Distribution  authorized  to  U.S.  Government 
agencies  and  private  individuals  or  enter- 
prises  eligible  to  obtain  export-controlled 
technical  data  in  accordance  with  regulations 
implementing  10  U.S.C.  140c  (date  of  deter¬ 
mination).  Other  requests  must  be  referred 
to  (insert  controlling  DoD  office)." 
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This  statement  is  used  on  unclassified  documents  when  distribution 
statements  B,  C,  D,  E  or  F  are  not  applicable  but  the  document  does  con¬ 
tain  export-controlled  technical  data  determined,  in  accordance  with  DoD 
Directive  5230.25,  to  require  restricted  dissemination. 


SPECIAL  APPLICATION 
HIGH  DENSITY  MATERIALS 

Air  Force  Materiel  Laboratory 
Wright-Patterson  Air  Force  Base 


20  April  1985 


"WARNING  -  This  document  contains 
technical  data  whose  export  is  restricted  by 
the  Arms  Export  Control  Act  (Title  22,  U.S.C, 
Sec.  2751  et  seq.)  or  Executive  Order  12470. 
Violators  of  these  export  laws  are  subject  to 
severe  criminal  penalties." 


"Distribution  authorized  to  Govern¬ 
ment  agencies  and  private  individuals 
or  enterprises  eligible  to  obtain 
export-controlled  technical  data  in  ac¬ 
cordance  with  regulations  implemen¬ 
ting  10  U.S.C.  140c.  Date  of  determina¬ 
tion:  20  April  1985.  Other  requests 
must  be  referred  to  Air  Force  Materiel 
Laboratory,  Wright-Patterson  AFB." 


"DESTRUCTION  NOTICE  -  For 

classified  documents,  follow  the  pro¬ 
cedures  in  DoD  5220.22-M  Industrial 
Security  Manual,  Section  11-19  or 
DoD  5200.1-R,  Information  Security 
Program  Regulation,  Chapter  IX.  For 
unclassified,  limited  documents, 
destroy  by  anyTnethod  that  will  pre¬ 
vent  disclosure  of  contents  or 
reconstruction  of  the  document." 


(Example  of  marking  for  a  Distribution  X 
Document  Containing  Export-Controlled 
l.'chnical  Data) 


Requests  for  documents  from  those  outside  the  community  designated 
by  Statements  B  through  F  and  X  will  be  referred  to  the  controlling  DoD 
office  for  a  release  determination. 
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The  Department  of  Defense  is  dividing 
export-controlled  data  into  two  categories. 

Most  of  the  export-controlled  data  can  be 
distributed  to  individuals  or  organizations 
outside  the  Government  who  make  ap¬ 
propriate  certifications.  A  second  and  much 
smaller  category  of  data,  the  release  of 
which  could  jeopardize  an  important 
technological  or  operational  military  advan¬ 
tage,  will  be  provided  qualified  U.S.  contrac¬ 
tors  only  when  the  data  is  for  DoD- 
approved  uses.  Perhaps  the  best  example  of  such  technology  would  be 
Naval  Nuclear  Propulsion  Information.  This  type  of  data  will  normally 
be  marked  with  Distribution  Statement  E  or  F.  A  listing  of  such  data  can 
be  obtained  from  the  Office  of  the  Under  Secretary  of  Defense  for 
Research  and  Engineering. 

Destruction  Notice 

Finally,  documents  containing  export-controlled  data  must  also  bear 
the  following  marking: 

"DESTRUCTION  NOTICE  -  For  classified 
documents,  follow  the  procedures  in  DoD 
5220.22-M,  Industrial  Security  Manual,  Section 
11-19  or  DoD  5200.1-R,  Information  Security 
Program  Regulation,  Chapter  IX.  For 
unclassified,  limited  documents,  destroy  by 
any  method  that  wjll  prevent  disclosure  of 
contents  or  reconstruction  of  the  document." 

OVERALL  EFFECT  OF  THE  SYSTEM 

The  intent  of  the  system  is  that  it  stem  the 
flow  of  military-related  technical  data  to  our 
adversaries  without  stifling  technological 
growth,  blocking  the  exchange  of  technical 
data  that  is  vital  to  progress  and  innovation, 
or  reducing  the  competitiveness  of  U.S.  in¬ 
dustry  in  world  markets.  Properly  applied, 
the  system  will  keep  critical  technology 
from  our  adversaries  but  permit  it  to  flow 
to  government  agencies  and  private  entities 
that  have  legitimate  need  for  it. 
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Department  of  Defense 

INSTRUCTION 


NUMBER  5230.27 
October  6, 1987 


USD(A) 

SUBJECT:  Presentation  of  DoD-Related  Scientific  and  Technical  Papers  at  Meetings 


References: 


(a)  DoD  Directive  3200.12.  "DoD  Scientific  and  Technical  Information 
Program,"  February  15,  1983 

(b)  DoD  Directive  5200.12,  "Policy  on  the  Conduct  of  Meetings 
Involving  Access  to  Classified  Information,"  September  24,  1984 

(c)  DoD  Directive  5230.25.  "Withholding  of  Unclassified  Technical  Data 
from  Public  Disclosure,"  November  6,  1984 

(d)  through  (h),  see  enclosure  El. 


1.  PURPOSE 

This  Instruction  amplifies  policy  set  forth  in  reference  (a),  assigns  responsibilities, 
prescribes  procedures,  and  provides  guidance  for  consideration  of  national  security 
concerns  in  the  dissemination  of  scientific  and  technical  information  in  the  possession 
or  under  the  control  of  the  Department  of  Defense  at  conferences  and  meetings.  It 
supports  current  policies  regarding  classified  meetings  and  requirements  for  review  of 
scientific  and  technical  papers;  provides  guidance  for  reviewing  and  presenting  papers 
containing  export-controlled  DoD  technical  data;  establishes  procedures  for  obtaining 
DoD  advice  on  independently-produced  scientific  and  technical  papers;  and  provides 
criteria  for  identifying  fundamental  research  activities  performed  under  contract  or 
grant  that  are  excluded  from  review  requirements. 


2.  APPLICABILITY  AND  SCOPE 


This  Instruction  applies  to  the  Office  of  the  Secretary  of  Defense  (OSD)  DoD  Field 
Activities,  the  Military  Departments,  the  Organization  of  the  Joint  Chiefs  of  Staff 
(OJCS),  the  Defense  Agencies,  and  the  Unified  and  Specified  Commands  (hereafter 
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referred  to  eollectively  as  "DoD  Components"). 


3.  DEFINITIONS 

3.1.  Contracted  Fundamental  Research.  Includes  grants  and  contracts  that  are 
(a)  funded  by  budget  Category  6.1  ("Research"),  whether  performed  by  universities  or 
industry  or  (b)  fimded  by  budget  Category  6.2  ("Exploratory  Development")  and 
performed  on-campus  at  a  university.  The  research  shall  not  be  considered 
fundamental  in  those  rare  and  exceptional  circumstances  where  the  6.2-funded  effort 
presents  a  high  likelihood  of  disclosing  performance  characteristics  of  military  systems 
or  manufacturing  technologies  that  are  unique  and  critical  to  defense,  and  where 
agreement  on  restrictions  have  been  recorded  in  the  contract  or  grant. 

3.2.  DoD  Personnel.  All  civilian  officers  and  employees,  including  special 
Government  employees,  of  all  DoD  Components,  and  all  active  duty  officers 
(commissioned  and  warrant)  and  enlisted  members  of  the  Army,  Navy,  Air  Force,  and 
Marine  Corps. 


4.  POLICY 
It  is  DoD  policy  to: 

4. 1 .  Encourage  the  presentation  of  scientific  and  technical  information  generated 
by  or  for  the  Department  of  Defense  at  technical  meetings  consistent  with  United 
States  laws  and  the  requirements  of  national  security. 

4.2.  Permit  DoD  Components  to  conduct  scientific  and  technical  conferences,  and 
to  permit  DoD  Component  personnel  to  attend  and  participate  in  scientific  and 
technical  conferences  that  are  of  demonstrable  value  to  the  Department  of  Defense, 
and  consult  with  professional  societies  and  associations  in  organizing  meetings  of  the 
societies  and  associations  that  are  mutually  beneficial. 

4.3.  Allow  the  publication  and  public  presentation  of  unclassified  contracted 
fundamental  research  results.  The  mechanism  for  control  of  information  generated  by 
DoD-fimded  contracted  fundamental  research  in  science,  technology,  and  engineering 
performed  under  contract  or  grant  at  colleges,  universities,  and  non-government 
laboratories  is  security  classification.  No  other  type  of  control  is  authorized  unless 
required  by  law. 
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4.4.  Release  information  at  meetings  in  a  manner  consistent  with  statutory  and 
regulatory  requirements  for  protecting  the  information.  Such  requirements  include, 
but  are  not  limited  to,  protection  of  classified,  unclassified  export-controlled, 
proprietary,  privacy,  and  foreign  government-provided  information. 

4.5.  Provide  timely  review  of  DoD  employee  and  contractor  papers  intended  for 
presentation  at  scientific  and  technical  conferences  and  meetings,  and  if  warranted  and 
authorized  by  contract  in  the  case  of  contractor  employees,  prescribe  limitations  on 
these  presentations.  Dissemination  restrictions  shall  be  used  only  when  appropriate 
authority  exists. 

4.6.  Assist  DoD  contractors  and,  when  practical,  others  in  determining  the 
sensitivity  of  or  the  applicability  of  export  controls  to  technical  data  proposed  for 
public  disclosure. 

4.7.  Approve  release  of  classified  or  controlled  unclassified  DoD  information  to 
foreign  representatives  when  such  release  promotes  mutual  security  or  advances  the 
interests  of  an  international  military  agreement  or  understanding  in  accordance  with 
foreign  disclosure  policies  of  the  Department  of  Defense.  Presentation  of  such 
information  at  technical  meetings  attended  by  foreign  representatives  is  appropriate 
when  the  release  is  made  under  the  terms  of  existing  security  arrangements  and  when 
the  Department  of  Defense  and  receiving  government  have  established  an 
understanding  or  agreement  in  that  specific  scientific  or  technical  area. 

4.8.  Refrain  from  interfering  with  the  planning  and  organizing  of  meetings 
sponsored  and  conducted  by  non-government  organizations.  The  type  and  level  of 
DoD  participation  in  such  meetings  will  be  determined  taking  account  of  such  factors 
as  benefit  to  the  Department  of  Defense  and  how  the  meetings  are  being  conducted. 

5.  PROCEDURES 


5.1.  General.  Conferences  organized  by  DoD  Components,  DoD  contractors, 
scientific  and  engineering  societies,  and/or  professional  associations,  among  others, 
can  enhance  the  value  of  research  and  development  sponsored  by  the  Federal 
Government,  and  in  such  cases  require  full  cooperation  of  all  involved  parties  to  obtain 
maximum  benefits.  Every  effort  should  be  made  to  develop  presentations  that  are 
appropriate  for  delivery  to  the  widest  appropriate  audience  consistent  with  the  interests 
of  national  security.  In  general,  national  security  concerns  related  to  the  disclosure  of 
DoD  scientific  and  technical  information  at  meetings  are  influenced  by  two  mutually 
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dependent  factors;  i.e.  the  sensitivity  of  the  material  to  be  presented,  and  the  identity  of 
proposed  recipients  of  the  material.  These  considerations  and  their  impact  on 
proposed  meetings  can  be  evaluated  only  through  consultation  among  authors, 
conference  organizers,  and  officials  responsible  for  authorizing  release  of  DoD 
information.  The  purpose  of  this  consultation  is  to  ascertain  which  combination  of 
factors  will  support  the  most  productive  exchange  of  information  consistent  with  U.S. 
laws  and  the  requirements  of  national  security.  Interaction  among  concerned  parties 
should  commence  at  least  six  months  before  the  meeting  date. 

5.2.  Information  to  be  Presented.  Possibilities  range  from  completely 
unclassified/unlimited  through  classified  information.  Other  considerations  having  an 
impact  on  meeting  organization  include,  but  are  not  limited  to,  proprietary  data, 
export-controlled  data.  Privacy  Act  information,  and  foreign  government-provided  data. 

5.2.1.  Classified  information  may  be  presented  only  at  meetings  organized  in 
accordance  with  DoD  Directive  5200.12  (reference  (b)). 

5.2.2.  Unclassified  export-controlled  DoD  technical  data  may  be  presented 
only  in  sessions  where  recipients  are  eligible  to  receive  such  data  as  established  by 
DoD  Directive  5230.25  (reference  (c)). 

5.2.3.  Presentation  of  proprietary  information,  privacy  data,  and  foreign 
government-provided  data  requires  approval  of  the  party  controlling  that  information. 

5.3.  Location  of  Meetings  and  Access  Controls.  To  a  large  degree  location  of 
and  access  to  meetings  are  dependent  on  the  type  of  material  to  be  presented. 

5.3.1.  Papers  which  have  been  cleared  for  public  release  may  be  presented  at 
any  location  and  before  any  audience. 

5.3.2.  Criteria  established  by  DoD  Directive  5230.25  (reference  (c))  for 
releasing  unclassified  documents  containing  unclassified  export-controlled  DoD 
technical  data  also  are  applicable  to  presentations  containing  such  data.  Unclassified 
export-controlled  DoD  technical  data  may  be  released  to: 

5.3.2.1.  United  States  and  Canadian  government  officials,  with  the 
understanding  that  the  information  is  to  be  used  for  official  government  purposes 
only.  Technical  data  that  falls  outside  the  exemptions  for  export  to  Canada  in  United 
States  export  regulations  may  not  be  transferred  under  this  and  the  following  provision. 

5.3.2.2.  United  States  and  Canadian  citizens  and  resident  aliens  when 
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disclosure  is  subject  to  the  terms  of  a  current  (DD  Form  2345)  "Militarily  Critical 
Technical  Data  Agreement." 

5.3.2.3.  Foreign  nationals  and  United  States  citizens  acting  as 
representatives  of  foreign  interests  where  disclosure  is  made  in  accordance  with  a 
license,  approval,  or  exemption  under  the  International  Traffic  in  Arms  Regulations 
(reference  (f))  or  the  Export  Administration  Regulations  (reference  (g)). 

5.3.3.  Non-government  organizations  who  organize  meetings  in  the  United 
States  at  which  unclassified  export-controlled  DoD  technical  data  is  to  be  presented 
will  be  required  to  ensure  that  physical  access  to  the  presentations  is  limited  to  those 
eligible  to  receive  such  data  (as  described  in  subparagraph  5.3.2.  above)  before  being 
permitted  to  present  such  data. 

5.3.4.  Meetings  sponsored  by  a  United  States  Government  Agency  at  which 
unclassified  export-controlled  DoD  technical  data  is  to  be  presented  may  be  held  in 
any  location  in  the  United  States  when  control  of  physical  access  to  the  sessions  is 
provided  by  a  United  States  Government  employee  or  a  contractor  specifically  tasked 
by  Department  of  Defense  for  that  duty. 

5.3.5.  Presentation  of  unclassified  export-controlled  DoD  technical  data  in 
meetings  held  outside  the  United  States  may  be  permitted  on  a  case-by-case  basis  after 
review  of  the  situation  by  officials  authorized  to  do  so  by  the  Director  of  Defense 
Research  and  Engineering,  Office  of  the  Under  Secretary  of  Defense  (Acquisition)  or 
heads  of  DoD  Components. 

5.3.6.  When  it  is  necessary  to  limit  access  to  presentations  of  DoD-related 
scientific  and  technical  papers,  and  private  or  professional  organizations  are  rmwilling 
or  imable  to  provide  required  controls,  DoD  Components  may,  at  their  discretion, 
conduct  meetings  which  correlate  in  place  and  topic  with  open  meetings  of  such 
societies  to  take  advantage  of  the  fact  that  interested  parties  are  already  gathered. 

5.3.7.  Classified  information  may  be  presented  only  at  meetings  held  in  a 
secure  Government  or  cleared  contractor  facility,  unless  a  waiver  has  been  granted  in 
accordance  with  DoD  Directive  5200.12  (reference  (b)).  Personnel  access  controls  for 
classified  meetings  also  are  specified  in  reference  (b). 

5.4.  Foreign  Representative  Access  to  Meetings 

5.4. 1 .  For  classified  meetings  sponsored  by  the  Department  of  Defense  and 
conducted  at  a  contractor  facility,  guidelines  for  foreign  participation  are  established  in 
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DoD  Directive  5230.1 1  (reference  (d)),  and  DoD  Instruction  5230.20  (reference  (e)). 
Guidelines  for  the  reporting  of  foreign  participation  in  classified  meetings  are 
contained  in  DoD  Directive  5200.12  (reference  (b)). 

5.4.2.  For  imclassified  meetings  sponsored  and  conducted  by  organizations 
other  than  the  Department  of  Defense,  the  sole  responsibility  of  determining  whether 
foreign  access  is  appropriate  rests  with  the  sponsor.  The  level  and  type  of  DoD 
participation  in  the  meeting  shall  take  into  account  the  presence  of  foreign 
representatives,  if  any. 

5.4.3.  In  order  to  advance  the  interests  of  an  international  military  agreement 
or  understanding,  the  Department  of  Defense  may  wish  to  release  to  certain  foreign 
nationals  unclassified  export-controlled  DoD  technical  data  being  presented  at 
unclassified,  restricted  access  meetings  sponsored  and  conducted  by  non-government 
societies  and  associations.  Release  in  such  cases  by  Department  of  Defense  shall  be 
pursuant  to  appropriate  exemptions  to  the  International  Traffic  in  Arms  Regulations 
(22  CFR  126)  (reference  (f)),  which  relieves  the  society  or  association  from 
responsibility  to  obtain  export  approvals  for  these  presentations.  DoD  sponsorship  is 
for  the  sole  purpose  of  granting  access  to  DoD-sponsored  technical  information. 

When  societies  or  associations  agree  to  DoD  sponsorship  of  foreign  attendance  imder 
these  circumstances,  the  visit  request  procedures  established  in  DoD  Instruction 
5230.20  (reference  (e))  shall  be  used  to  obtain  and  process  requests  from  foreign 
representatives  for  sponsorship,  and  to  inform  the  requester  and  the  meeting  sponsor  of 
the  decision  to  release  the  information  and  conditions  pertaining  to  such  release. 

5.5.  Clearance  for  Public  Release.  A  review  is  required  by  DoD  Directive 
5230.9  (reference  (h))  for  all  public  releases  by  DoD  personnel,  including  all 
presentations  Ifom  DoD  laboratories.  DoD  contractors  are  required  to  submit 
proposed  presentations  for  review  if  that  is  a  specific  contractual  requirement.  Papers 
resulting  from  unclassified  contracted  fundamental  research  are  exempt  from 
republication  controls  and  this  review  requirement. 

5.5.1.  Proposed  presentations  shall  be  reviewed  to: 

5.5. 1 . 1 .  Determine  what  information,  if  any,  in  the  submitted  paper 
and/or  abstract  is  subject  to  security  classification,  is  subject  to  withholding  from 
public  disclosure  under  DoD  Directive  5230.25  (reference  (c)),  or  is  otherwise 
restricted  by  statute,  regulation  or  DoD  policy. 

5.5. 1.2.  Recommend  specific  changes,  if  any,  to  allow  the  paper  to  be 
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presented  as  requested. 

5.5. 1 .3.  Indicate  on  the  document  its  releasability  in  original  and 
amended  versions. 

5.5. 1 .4.  Provide  information  on  appeal  procedures  to  be  followed  if 
requested  clearance  is  denied. 

5.5.2.  Reviews  shall  be  completed  as  speedily  as  possible  after  receipt  of  the 
document  by  an  appropriate  public  clearance  authority.  If  a  review  cannot  be 
completed  in  a  timely  manner,  an  explanation  shall  be  provided.  Every  effort  shall  be 
made  to  complete  the  review  in: 

5.5.2. 1 .  Ten  working  days  for  all  abstracts. 

5. 5.2.2.  Twenty  working  days  for  papers  submitted  for  presentation  at 
sessions  that  will  have  unlimited  access. 

5.5.2.3.  Thirty  working  days  for  papers  submitted  for  presentation  at 
unclassified  sessions  that  will  have  limited  access. 

5.5.2.4.  Thirty  working  days  for  papers  submitted  for  presentation  at 
sessions  that  will  be  classified. 

5.6.  Voluntary  Submissions.  Authors  or  organizations  not  subject  to  mandatory 
reviews  may  submit  their  papers  to  DoD  activities  to  obtain  advice  on  national  security 
concerns.  Resources  permitting,  DoD  public  release  activities  shall  arrange  review  of 
the  papers  and  (a)  inform  the  author  that  the  Department  of  Defense  has  no  objection 
to  public  presentation  or  (b)  inform  the  author  that  the  Department  of  Defense  advises 
that  presentation  in  a  public  forum  would  not  be  in  the  interest  of  national  security,  and 
provide  appropriate  reasons  for  the  determination.  The  clearance  for  public 
presentation,  (a)  above,  satisfies  an  exemption  from  requirements  for  Government 
review  under  the  International  Traffic  in  Arms  Regulations.  The  latter  determination, 
(b)  above,  does  not  legally  bar  presentation.  It  is  an  advisory  statement  that,  for  the 
presentation  concerned.  Department  of  Defense  is  not  providing  the  authority  for 
public  release.  Such  DoD  action  does  not  preclude  recourse  by  the  author  through 
normal  State  Department  export  license  procedures. 

5.7.  Submission  Procedures. 

5.7.1.  Authors  shall  submit  full  text  and/or  abstract  of  paper  for  review 
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before  submitting  it  to  conference  organizers.  Clearance  of  abstract  does  not  satisfy 
any  requirement  for  clearance  of  the  full  paper.  Requests  for  review  shall  identify  the 
conference  sponsor(s),  site,  and  access  restrictions  specified  by  the  session  organizers, 
and  shall  state  whether  the  paper  is  for  presentation  at  a  session  that  is  to  be 
unclassified  with  unlimited  access,  unclassified  with  limited  access,  or  classified. 

Level  of  classification  and  access  restrictions  shall  be  specified,  where  appropriate. 

5.7.2.  Papers  shall  be  submitted  for  public  and/or  foreign  disclosure 
clearance  in  sufficient  time  to  allow  adequate  review  and  possible  revision.  Authors 
should  allow  adequate  time  for  their  presentation  to  reach  the  appropriate  review 
authority  in  addition  to  the  review  targets  set  in  paragraph  5.5.2.,  above. 

5.7.3.  At  time  of  submission  of  the  full  text  of  the  presentation  to  the 
Conference  Program  Committee,  authors  should  state  that  their  papers  have  been 
approved  for  presentation  at  the  meeting  and  specify  the  security  level  of  degree  of 
access  control  required.  When  submitting  abstracts  that  have  been  cleared  for  release, 
authors  should  indicate  when  and  what  kind  of  approval  is  expected  on  the 
presentation  in  its  final  form. 

5.8.  In  accordance  with  DoD  Directive  3200.12  (reference  (a)),  copies  of 
proceedings  and/or  reprints  of  papers  sponsored  by  the  Department  of  Defense  for  all 
scientific  and  technical  meetings  will  be  provided  to  the  Defense  Technical 
Information  Center,  Defense  Logistics  Agency,  Cameron  Station,  Alexandria,  VA 
22304  for  secondary  distribution. 


6.  RESPONSIBILITIES 

6.1.  The  Under  Secretary  of  Defense  for  Acquisition  (USDtAI)  shall  be 
responsible  for  implementing  this  Instruction. 

6.2.  The  Deputy  Under  Secretary  of  Defense  for  Research  and  Advanced 
Technology  shall: 

6.2. 1 .  Administer  and  monitor  compliance  with  this  Instruction. 

6.2.2.  Provide,  when  necessary,  technical  assistance  to  DoD  Components  in 
determining  sufficiency  of  protection  of  unclassified  technical  information  that  is  to  be 
presented  at  meetings. 

6.2.3.  Provide,  upon  request,  information  and  advice  regarding  controls  on 
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unclassified  DoD  information  to  scientific  and  engineering  societies  and  professional 
associations. 

6.3.  The  Under  Secretary  of  Defense  for  Policy  (USD(P))  shall  develop  and 
promulgate,  as  required,  policy  guidance  to  DoD  Components  for  implementing  this 
Instruction. 

6.4.  The  Deputy  Under  Secretary  for  Defense  (Policyl  (DUSD(P))  shall  establish 
and  monitor  compliance  with  policies  and  procedures  for  disclosure  of  classified 
information  at  meetings. 

6.5.  The  Heads  of  DoD  Components  shall: 

6.5.1.  Promulgate  this  Instraction  within  180  days. 

6.5.2.  Designate  an  individual  who  will  be  responsible  for  reviewing  and 
approving  requests  for  export-controlled  meetings  outside  the  United  States,  and  for 
ensuring  compliance  with  this  Instruction. 


7.  EFFECTIVE  DATE  AND  IMPLEMENTATION 

This  Instruction  is  effective  immediately.  DoD  Components  may  issue  implementing 
documents  to  ensure  compliance  within  their  organizations.  Forward  two  copies  of 
any  implementing  documents  to  the  Director  of  Defense  Research  and  Engineering 
within  180  days. 


Ronald  L.  Kerber 

Deputy  Under  Secretary  of  Defense 
(Research  and  Advanced  Technology) 


Enclosures  - 1 

1.  References,  continued 
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El.  ENCLOSURE  1 
REFERENCES,  continued 


(d)  DoD  Directive  5230. 1 1 .  "Disclosure  of  Classified  Military  Information  to  Foreign 
Governments  and  International  Organizations,"  December  31,  1984 

(e)  DoD  Instruction  5230.20,  "Control  of  Foreign  Representatives,"  June  25,  1984 

(f)  International  Traffic  in  Arms  Regulations,  22  CFR  121-128 

(g)  Export  Administration  Regulations 

(h)  DoD  Directive  5230.9.  "Clearanee  of  DoD  Information  for  Public  Release,"  April 
2,  1982 
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Department  of  Defense 

DIRECTIVE 


NUMBER  5400.7 
September  29, 1997 


ASD(PA) 


SUBJECT:  DoD  Freedom  of  Information  Act  (FOIA)  Program 


References:  (a)  DoD  Directive  5400.7,  “DoD  Freedom  of  Information  Act  Program,” 
September  9, 1997  (hereby  canceled) 

(b)  Section  552  of  title  5,  United  States  Code,  as  amended,  “Freedom  of 
Information  Act” 


(c)  DoD  5025. 1-M,  “DoD  Directives  System  Procedures,”  August  1994, 
authorized  by  DoD  Directive  5025.1,  June  24,  1994 

(d)  DoD  5400.7-R,  “DoD  Freedom  of  Information  Act  Program,”  May 
22,  1997,  authorized  by  this  Directive 

(e)  through  (i),  see  enclosure  1 


1.  REISSUANCE  AND  PURPOSE 
This  Directive: 

1.1.  Reissues  reference  (a)  to  update  policies  and  responsibilities  for  the 
implementation  of  the  DoD  FOIA  Program  xmder  reference  (b). 

1.2.  Continues  to  authorize,  consistent  with  reference  (c),  the  publication  of 
reference  (d),  the  single  DoD  Regulation  on  the  FOIA  Program. 

1.3.  Continues  to  delegate  authorities  and  responsibilities  for  the  effective 
administration  of  the  FOIA  program. 


2.  APPLICABILITY  AND  SCOPE 

2.1.  This  Directive  applies  to  the  Office  of  the  Secretary  of  Defense  (OSD),  the 
Military  Departments,  the  Chairman  of  the  Joint  Chiefs  of  Staff,  the  Combatant 
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Commands,  the  Inspector  General  of  the  Department  of  Defense,  the  Defense 
Agencies,  and  the  DoD  Field  Activities  (hereafter  referred  to  collectively  as  “the  DoD 
Components”). 

2.2.  National  Security  Agency/Central  Security  Service  records  are  subject  to  this 
Directive  unless  the  records  are  exempt  under  Section  6  of  Pub.  L.  86-36  (1959), 
codified  at  Section  402  of  50  U.S.C.  note  (reference  (e)).  The  records  of  the  Defense 
Intelligence  Agency,  National  Reconnaissance  Office,  and  the  National  Imagery  and 
Mapping  Agency  are  also  subject  to  this  Directive  imless  the  records  are  exempt  under 
Section  424  of  10  U.S.C.  (reference  (f)). 


3.  POLICY 
It  is  DoD  policy  to: 

3.1.  Promote  public  trust  by  making  the  maximum  amoimt  of  information 
available  to  the  public,  in  both  hard  copy  and  electronic  formats,  on  the  operation  and 
activities  of  the  Department  of  Defense,  consistent  with  DoD  responsibility  to  ensure 
national  security. 

3.2.  Allow  a  requester  to  obtain  agency  records  from  the  Department  of  Defense 
that  are  available  through  other  public  information  services  without  invoking  the  FOIA. 

3.3.  Make  available,  under  the  procedures  established  by  DoD  5400. 7-R 
(reference  (d)),  those  agency  records  that  are  requested  by  a  member  of  the  general 
public  who  explicitly  or  implicitly  cites  the  FOIA. 

3.4.  Answer  promptly  all  other  requests  for  information,  agency  records,  objects, 
and  articles  under  established  procedures  and  practices. 

3.5.  Release  agency  records  to  the  public  unless  those  records  are  exempt  from 
mandatory  disclosure  as  outlined  in  Section  552  of  5  U.S.C.  (reference  (b)).  Make 
discretionary  disclosures  of  exempt  records  or  information  whenever  disclosure  would 
not  forseeably  harm  an  interest  protected  by  a  FOIA  exemption. 

3.6.  Process  requests  by  individuals  for  access  to  records  about  themselves 
contained  in  a  Privacy  Act  system  of  records  imder  procedures  set  forth  in  DoD 
5400.1 1-R  (reference  (g)),  and  procedures  outlined  in  this  Directive  as  amplified  by 
reference  (d). 
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4.  RESPONSIBILITIES 

4.1.  The  Assistant  Secretary  of  Defense  for  Public  Affairs  sliall: 

4.1.1.  Direct  and  administer  the  DoD  FOIA  Program  to  ensure  compliance 
with  policies  and  procedures  that  govern  the  administration  of  the  program. 

4. 1 .2.  Issue  a  DoD  FOIA  regulation  and  other  discretionary  instructions  and 
guidance  to  ensure  timely  and  reasonably  uniform  implementation  of  the  FOIA  in  the 
Department  of  Defense. 

4.1.3.  Internally  administer  the  FOIA  Program  for  OSD,  the  Chairman  of  the 
Joint  Chiefs  of  Staff  and,  as  an  exception  to  DoD  Directive  5100.3  (reference  (h)),  the 
Combatant  Commands. 

4.1.4.  As  the  designee  of  the  Secretary  of  Defense,  serve  as  the  sole  appellate 
authority  for  appeals  to  decisions  of  respective  Initial  Denial  Authorities  within  OSD, 
the  Chairman  of  the  Joint  Chiefs  of  Staff,  the  Combatant  Commands,  and  the  DoD 
Field  Activities. 

4.2.  The  General  Counsel  of  the  Department  of  Defense  shall  provide  uniformity 
in  the  legal  interpretation  of  this  Directive. 

4.3.  The  Heads  of  the  DoD  Components  shall: 

4.3.1.  Publish  in  the  “FEDERAL  REGISTER”  any  instructions  necessary  for 
the  internal  administration  of  this  Directive  within  a  DoD  Component  that  are  not 
prescribed  by  this  Directive  or  by  other  issuances  of  the  Assistant  Secretary  of  Defense 
(Public  Affairs).  For  the  guidance  of  the  public,  the  information  specified  in  Section 
552(a)(1)  of  5  U.S.C.  (reference  (b))  shall  be  published  in  accordance  with  DoD 
Directive  5400.9  (reference  (i)). 

4.3.2.  Conduct  training  on  the  provisions  of  this  Directive,  reference  (b),  and 
DoD  5400.7-R  (reference  (d))  for  officials  and  employees  who  implement  the  FOIA. 

4.3.3.  Submit  the  report  prescribed  in  Chapter  7  of  reference  (d). 

4.3.4.  Make  available  for  public  inspection  and  copying  in  an  appropriate 
facility  or  facilities,  in  accordance  with  rules  published  in  the  “FEDERAL 
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REGISTER,”  the  records  specified  in  Section  552(a)(2)  of  reference  (b),  unless  such 
records  are  published  and  copies  are  offered  for  sale.  These  records  shall  be  made 
available  to  the  public  in  hard  copy,  by  computer  telecommunications,  or  other 
electronic  means. 

4.3.5.  Maintain  and  make  available  for  public  inspection  and  copying  current 
indices  of  all  (a)(2)  records  as  required  by  section  552(a)(2)  of  reference  ^). 


5.  INFORMATION  REQUIREMENTS 

The  reporting  requirements  in  Chapter  7  of  reference  (d)  have  been  assigned  Report 
Control  Symbol  DD-PA(A)1365. 

6.  EFFECTIVE  DATE 

This  Directive  is  effective  immediately. 


Enclosures  - 1 
1.  References 
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El.  ENCLOSURE  1 
REFERENCES,  continued 


(e)  Section  6  of  Public  Law  86-36,  codified  at  Section  402  of  title  50,  United  States 
Code,  note,  “National  Security  Agency  Act  of  1959” 

(f)  Section  424  of  title  10,  United  States  Code,  “Disclosure  of  Organizational  and 

Personnel  Information:  Exemption  for  Defense  Intelligence  Agency,  National 
Reconnaissance  Office  and  National  Imagery  and  Mapping  Agency” 

(g)  DoD  5400.1 1-R,  “Department  of  Defense  Privacy  Program,”  August  31,  1983, 
authorized  by  DoD  Directive  5400.11,  “Department  of  Defense  Privacy 
Program,”  June  9,  1982 

(h)  DoD  Directive  5100.3,  “Support  of  the  Headquarters  of  Unified,  Specified  and 
Subordinate  Commands,”  November  1, 1988 

(i)  DoD  Directive  5400.9,  “Publication  of  Proposed  and  Adopted  Regulations 

Affecting  the  Public,”  December  23, 1974 
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This  Page  Intentionally  Left  Blank 


Department  of  Defense 

DIRECTIVE 


NUMBER  5535.3 
May  21, 1999 


DDR&E 


SUBJECT:  DoD  Domestic  Technology  Transfer  (T2)  Program 

References:  (a)  DoD  Directive  5535.3,  "Licensing  of  Government-Owned  Inventions 
by  the  Department  of  Defense,"  November  2,  1973  (hereby  canceled) 

(b)  Secretary  of  Defense  Memorandum,  "DoD  Domestic  Technology 
Transfer/Dual  Use  Technology  Development,"  June  2,  1995  (hereby 
canceled) 

(c)  DoD  3200.12-R-4,  "Domestic  Technology  Transfer  Program 
Regulation,"  December  1988,  authorized  by  DoD  Directive  3200.12. 
February  11,  1983  (hereby  canceled) 

(d)  Sections  3702,  3703, 3705,  3706,  3710,  3712,  3715  of  title  15, 
United  States  Code 

(e)  through  (k),  see  enclosure  1 


1.  REISSUANCE  AND  PURPOSE 
This  Directive: 

1.1.  Reissues  reference  (a)  and  supersedes  references  (b)  and  (c). 

1.2.  Implements,  establishes  policy,  and  assigns  responsibility  for  DoD  domestic 
T2  activities  under  reference  (d),  as  they  apply  to  the  Department  of  Defense,  and 
under  10  U.S.C.  (reference  (e)),  as  they  apply  to  the  T2  activities  of  the  Department  of 
Defense. 
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2.  APPLICABILITY 

This  Directive  applies  to  the  Office  of  the  Secretary  of  Defense  (OSD),  the  Military 
Departments,  the  Defense  Agencies,  and  the  DoD  Field  Activities  (hereafter  referred  to 
collectively  as  "the  DoD  Components"). 


3.  DEFINITIONS 

The  following  terms,  used  in  this  Directive,  are  defined  in  DoD  Instmction  5535.8 
(reference  (f)): 

3.1.  Cooperative  Research  and  Development  Agreement  (CRADA). 

3.2.  Laboratory  (as  broadly  defined  in  15  U.S.C.  3710a(d)(2)(A),  reference  (d), 
for  this  Directive). 

3.3.  Nonprofit  institution  (Sections  3703  and  3710(i)  of  reference  (d)  and  E.O. 
12999  (reference  (g))  for  this  Directive). 

3.3.  Technical  assistance. 

3.4.  T2. 

4.  POLICY 

It  is  DoD  policy  that: 

4.1.  Consistent  with  national  security  objectives  under  10  U.S.C.  2501  (reference 
(e)),  domestic  T2  activities  are  integral  elements  of  DoD  pursuit  of  the  DoD  national 
security  mission  and  concurrently  improve  the  economic,  environmental,  and  social 
well-being  of  U.S.  citizens  (Section  3702  of  reference  (d)).  Concurrently,  T2  supports 
a  strong  industrial  base  that  the  Department  of  Defense  may  utilize  to  supply  DoD 
needs.  Those  activities  must  have  a  high-priority  role  in  all  DoD  acquisition  programs 
and  are  recognized  as  a  key  activity  of  the  DoD  laboratories  and  all  other  DoD 
activities  (such  as  test,  logistics,  and  product  centers  and  depots  and  arsenals)  that  may 
make  use  of  or  contribute  to  domestic  T2. 

4.2.  Domestic  T2  programs,  including  spin-off,  dual  use,  and  spin-on  activities, 
make  the  best  possible  use  of  national  scientific  and  technical  capabilities  to  enhance 
the  effectiveness  of  DoD  forces  and  systems. 


2 


DODD  5535.3,  May  21, 1999 


4.3.  It  is  further  DoD  policy  to: 

4.3.1.  Promote  domestic  T2  through  a  variety  of  activities,  such  as  CRADAs, 
cooperative  agreements,  other  transactions,  education  partnerships.  State  and  local 
government  partnerships,  exchange  of  personnel,  presentation  of  technical  papers,  and 
other  ongoing  DoD  activities. 

4.3.2.  Promote  domestic  T2  through  U.S.  and  foreign  patenting,  patent 
licensing,  and  protecting  other  intellectual  property  rights.  DoD  inventions  applicable 
for  licensing  shall  be  publicized  to  accelerate  transfer  of  technology  to  the  domestic 
economy.  T2  is  of  the  greatest  benefit  when  the  patented  invention  is  commercialized 
(35  U.S.C.  200  and  207,  reference  (h)). 

4.3.3.  Allow  non-Federal  entities  to  use  independent  research  and 
development  funding  as  a  part  of  their  contributions  to  domestic  T2  activities, 
including  CRADAs,  cooperative  arrangements,  and  other  transactions  (Subpart 
3 1.205- 18(e)  of  the  FAR,  reference  (i)). 

4.3.4.  Include  domestic  T2  as  a  duty  and  responsibility  in  position 
descriptions  for  applicable  scientific,  engineering,  management,  and  executive 
positions. 

4.3.5.  Allow  CRADAs  between  a  DoD  Component  and  DoD  contractors,  in 
accordance  with  DoD  conflict  of  interest  rules  (DoD  Directive  5500.7,  reference  (j)) 
and  export  control  laws  and  regulations. 

4.3.6.  Ensure  that  domestic  transfers  of  technology  are  accomplished  without 
actual  or  apparent  personal  or  organizational  conflicts  of  interest  or  violations  of  ethics 
standards. 

4.3.7.  Allow  conduct  of  T2  activity  with  foreign  persons,  industrial 
organizations,  or  government  R&D  activities,  in  accordance  with  export  control  laws, 
regulations,  and  policies  and  laws,  regulations  and  policies  governing  foreign  military 
sales  (FMS).  Consideration  should  be  given  to  whether  or  not  the  government  of  such 
persons  or  industrial  organization  allows  similar  relationships  and  whether  such 
activities  benefit  the  U.S.  industrial  base  and  are  consistent  with  the  U.S.  export 
control  and  FMS  frameworks  (E.O.  12591,  reference  (k)). 
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4.3.8.  Encourage  domestic  T2  by  giving  preference  to  U.S.  small  business 
firms,  consortia  involving  U.S.  small  business  firms,  and  firms  located  in  the  United 
States. 


5.  RESPONSIBILITIES 

5.1.  The  Under  Secretary  of  Defense  for  Acquisition  and  Technology  shall 
ensure  that  the  Director.  Defense  Research  and  Engineering,  shall: 

5.1.1.  Implement  10  U.S.C.  2515  (reference  (e))  to  monitor  all  DoD  R&D 
activities;  identify  DoD  R&D  activities  using  technologies  and  technology 
advancements  that  have  potential  non-DoD  commercial  application;  serve  as  a 
clearinghouse  for,  coordinate,  and  otherwise  help  the  transfer  of  technology  to  the  U.S. 
private  sector;  assist  private  firms  to  resolve  policy  issues  involved  with  the  transfer  of 
technology  from  the  Department  of  Defense;  and  consult  and  coordinate  with  other 
Federal  Departments  on  matters  involving  T2. 

5.1.2.  Serve  as  oversight  authority  for  execution  of  all  domestic  T2  science 
and  technology  (S&T)  matters  and  coordination  with,  as  applicable,  other  DoD 
officials  for  matters  under  their  oversight.  As  part  of  that  oversight,  the  Director, 
Defense  Research  and  Engineering,  (DDR&E)  shall  define  core  domestic  T2  S&T 
mechanisms  and  provide  policy  guidance  for  DoD  Component  investments  in  such 
mechanisms. 

5.1.3.  Develop  policy  for  DoD  Component  participation  in,  and  support  of. 
Federal  S&T  domestic  T2  programs. 

5.1.4.  Develop  guidance  for  implementation  of  domestic  T2  policy,  to 
include  coordination  with  other  DoD  officials  for  matters  under  their  cognizance. 

5.1.5.  Coordinate  input  from  the  DoD  Components  and  prepare  reports  to  the 
Congress,  as  required  by  15  U.S.C.  (reference  (d))  and  reference  (e),  the  Office  of 
Management  and  Budget,  and  others,  as  may  be  imposed  by  higher  authority. 

5.1.6.  Ensure  that  the  DoD  Components  establish  T2  awards  programs  and 
make  applicable  T2  awards. 
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5.1.7.  Ensure  that  the  Administrator,  Defense  Technical  Information  Center 
(DTIC),  maintains  and  provides  development  support  for  T2  databases  useful  to  the 
Office  of  the  DDR&E  (ODDR&E)  and  the  DoD  Components. 

5.2.  The  Secretaries  of  the  Military  Departments  and  the  Heads  of  the  other  DoD 
Components  ,  including  the  Directors  of  the  Defense  Agencies,  under  the  OSD 
Principal  Staff  Assistants,  shall: 

5.2.1.  Ensure  that  domestic  T2  is  a  high  priority  in  their  organizations.  That 
includes  establishing  processes  to  promote  T2  and  developing  plans  for  improving  T2 
for  matters  under  their  oversight,  to  include  specific  objectives  and  milestones. 

5.2.2.  Provide  inputs  for  reports,  as  required  by  the  ODDR&E,  including  T2 
transaction  and  program  investment  data  to  DTIC. 

5.2.3.  Develop  persoimel  policies  for  R&D  executives,  managers,  laboratory 
directors,  scientists,  and  engineers  that  make  domestic  T2  a  critical  factor  for 
consideration  in  promotions,  a  critical  element  in  performance  appraisals,  and  a  duty 
and  responsibility  in  position  descriptions  where  applicable.  Those  policies  also  shall 
ensure  that  members  of  the  Office  of  Research  and  Technology  Applications  (ORTA) 
staff  are  included  in  the  overall  laboratory  and/or  Agency  and/or  DoD  Field  Activity 
management  development  programs. 

5.2.4.  Execute  a  T2  education  and  training  program  for  scientists  and 
engineers  and  other  personnel  who  may  be  involved  in  domestic  T2. 

5.2.5.  Establish  an  awards  program,  including  cash  awards,  to  recognize 
domestic  T2  accomplishments. 

5.2.6.  Institute  policies  for  protecting  inventions  and  other  intellectual 
property  arising  from  Federally  supported  R&D.  That  includes  policies  for  patenting 
inventions,  licensing  the  patented  inventions,  and  maintaining  the  patents  with 
commercial  potential.  Costs  and  expenses  to  acquire  and  maintain  those  patents  shall 
be  funded  by  the  DoD  Components.  That  shall  not  preclude  collaborating  parties 
from  paying  costs  and  expenses  associated  with  protecting  intellectual  property  rights. 

5.2.7.  Institute  policies  under  which  laboratories  may  be  authorized  to 
license,  assign,  or  waive  rights  to  intellectual  property  and  distribute  royalties  and 
other  payments,  in  accordance  with  DoD  Instruction  5535.8  (reference  (f)). 
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5.2.8.  Implement  marketing  and  outreach  programs. 

5.2.9.  Provide  support  of  mission-related  domestic  T2  activities  with  mission 
program  element  funds  and  ensure  that  domestic  T2  programs  have  adequate  staff  and 
resources,  giving  particular  attention  to  payment  of  salaries  and  travel  expenses  of 
scientific,  engineering,  legal,  and  ORTA  personnel  involved  in  T2.  That  includes 
costs  and  expenses  associated  with  initiation  and/or  negotiation  of  CRADAs  and  other 
agreements. 

5.2.10.  Ensure  implementation  of  all  T2  functions,  as  required  in  15  U.S.C. 
3710(c)  (reference  (d)),  by  the  ORTA  or  other  domestic  T2  focal  points. 

5.2. 1 1 .  Allow  use  of  partnership  intermediaries  to  obtain  domestic  T2 
support.  Approval  authority  may  be  redelegated  to  the  heads  of  the  DoD  laboratories. 

5.2.12.  Ensure  that  the  directors  and/or  the  commanders  of  laboratories  make 
domestic  T2  a  high-priority  element  of  their  S&T  programs  by  plan,  budget,  and 
execution. 

5.2.13.  Ensure  that  laboratories  and  other  activities  prepare  applications 
assessments  for  selected  R&D  projects  that  may  have  commercial  applications. 

5.2.14.  Encourage  laboratories  to  provide  technical  assistance  services, 
including  help  by  technical  volunteers,  to  State  and  local  governments,  school  systems, 
and  other  organizations,  where  applicable. 

5.3.  The  Heads  of  the  DoD  Components  (other  than  the  Secretaries  of  the 
Military  Departments! ,  including  the  Directors  of  the  Defense  Agencies,  under  the 
OSD  Principal  Staff  Assistants,  are  delegated  the  authority  of  the  Secretary  of  Defense 
to: 


5.3.1.  Loan,  lease,  or  give  research  equipment  or  educationally  useful 
Federal  equipment,  consistent  with  export  control  laws  and  regulations,  which  is 
excess  to  the  needs  of  the  laboratory  to  an  educational  institution  or  nonprofit 
institution  for  the  conduct  of  technical  and  scientific  education  and  research  activities 
(Section  3710(i)  of  reference  (d),  and  E.O.  12999  and  10  U.S.C.  2194,  references  (g) 
and  (e)).  That  authority  may  be  further  delegated. 
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5.3.2.  Enter  into  CRADAs  with  entities  other  than  foreign  governmental 
entities  (Section  3710a  of  reference  (d)).  That  authority  may  be  further  delegated. 


6.  INFORMATION  REQUIREMENTS 

The  Secretaries  of  the  Military  Departments  and  the  Heads  of  the  other  DoD 
Components  shall  provide  inputs  for  reports,  as  required  by  the  ODDR&E  in 
paragraph  5.2.2.,  above,  including  T2  transaction  and  program  investment  data  to  the 
DTIC  under  Reports  Control  Symbol  DDA&T(A)2020. 


7.  EFFECTIVE  DATE 

This  Directive  is  effective  immediately. 


Enclosures  - 1 

El.  References,  continued 
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El.  ENCLOSURE  1 
REFERENCES,  continued 

(e)  Sections  2501,  2506, 2514-2516, 2358, 2371,  2194, 2195  of  title  10,  United  States 
Code 

(f)  DoD  Instraction  5535.8,  "DoD  Technology  Transfer  Program  Procedures,"  May 

14,  1999 

(g)  Executive  Order  12999,  "Educational  Technology:  Ensuring  Opportunity  for  All 
Children  in  the  Next  Century,"  April  17, 1996 

(h)  Sections  200  and  207-209  of  title  35,  United  States  Code 

(i)  Federal  Acquisition  Regulation,  Subpart  3 1.205- 18(e),  "Independent  Research  and 

Development  and  Bid  and  Proposal  Costs,"  current  edition 

(j)  DoD  Directive  5500.7.  "Standards  of  Conduct,"  August  30,  1993 

(k)  Executive  Order  12591,  "Facilitating  Access  to  Science  and  Technology,"  April  10 

1987 
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ENCLOSURE  1 


Department  of  Defense 

INSTRUCTION 


NUMBER  5535.8 
May  14, 1999 


DDR&E 

SUBJECT:  DoD  Technology  Transfer  (T2)  Program 

References:  (a)  DoD  Directive  5535.3.  “Department  of  Defense  Technology  Transfer 
(T2)  Program,”  May  21, 1999 

(b)  DoD  5025. 1-M.  “DoD  Directives  System  Procedures,”  August  1994, 
authorized  by  DoD  Directive  5025.1.  June  24,  1994 

(c)  Sections  2501, 2506, 2514, 2516,  2358,  2371, 2194,  2195  of  title  10, 
United  States  Code 

(d)  Sections  3702 , 3703, 3705,  3706,  3710,  3712,  3715  of  title  15, 

United  States  Code 

(e)  through  (o),  see  enclosure  1 

1.  PURPOSE 
This  Instruction: 

1.1.  Implements  policy,  assigns  responsibilities,  and  prescribes  procedures  under 
reference  (a)  for  implementation  of  T2  programs. 

1.2.  Authorizes  issuance  of  DoD  5535.8-H,  in  accordance  with  reference  (b). 


2.  APPLICABILITY 

This  Instruction  applies  to  the  Office  of  the  Secretary  of  Defense  (OSD),  the  Military 
Departments,  the  Defense  Agencies,  and  the  DoD  Field  Activities  (hereafter  referred  to 
collectively  as  “the  DoD  Components”). 
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3.  DEFINITIONS 

Terms  used  in  this  Instruction  are  defined  in  enclosure  2. 


4.  POLICY 

It  is  DoD  policy  under  DoD  Directive  5535.3  (reference  (a))  that,  consistent  with  U.S. 
security  objectives  set  out  at  10  U.S.C.  2501  (reference  (c)),  T2  activities  shall  be  an 
integral  element  of  the  DoD  national  security  mission,  a  high-priority  role  in  all  DoD 
acquisition  programs,  and  recognized  as  a  key  activity  of  the  DoD  laboratories  and/or 
technical  activities  and  all  other  DoD  activities  that  may  make  use  of  or  contribute  to 
T2. 

5.  RESPONSIBILITIES 

5.1.  The  Director.  Defense  Research  and  Engineering,  under  the  Under  Secretary 
of  Defense  for  Acquisition  and  Technology,  shall  monitor  compliance  with  this 
Instruction  and  DoD  Directive  5535.3  (reference  (a)). 

5.2.  The  Deputy  Director.  Defense  Research  and  Engineering.  Technology 
Transition,  shall: 

5.2.1.  Fulfill  requirements  in  10  U.S.C.  2515  (reference  (c)),  to: 

5 .2. 1 . 1 .  Monitor  all  DoD  research  and  development  (R&D)  activities. 

5.2. 1.2.  Identify  R&D  activities  using  technologies  and  technology 
advancements  that  have  potential  non-DoD  commercial  application. 

5.2. 1.3.  Serve  as  a  clearinghouse  for,  coordinate,  and  otherwise  facilitate 
T2  to  the  private  sector. 

5.2. 1 .4.  Assist  private  firms  to  resolve  problems  involved  with  the 
transfer  of  technology  from  the  Department  of  Defense. 

5.2. 1.5.  Consult  and  coordinate  with  the  other  Federal  Departments  on 
matters  involving  T2. 

5.2.2.  Circumscribe  core  T2  science  and  technology  (S&T)  mechanisms  for 
DoD  Component  investment.  That  procedure  is  prescribed  in  section  6.,  below. 
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5.2.3.  Ensure  effective  and  consistent  application  of  U.S.  and  DoD  guidance 
impacting  the  participation  of  foreign  individuals  and  organizations  in  DoD  T2 
transactions. 

5.2.4.  Issue  DoD  5535.8-H  to  provide  common  practices,  procedures,  and 
processes  necessary  to  promote  a  uniform  DoD  approach  to  T2  between  the 
Department  of  Defense  and  its  partners. 

5.3.  The  Secretaries  of  the  Military  Departments  and  the  Heads  of  the  Other  DoD 
Components,  including  the  Directors  of  the  Defense  Agencies,  under  the  OSD 
Principal  Staff  Assistants,  shall  be  responsible  for: 

5.3.1.  Accomplishing  T2  in  their  organizations,  as  defined  in  DoD  Directive 

5535.3,  subsection  5.2.  (reference  (a)). 

5.3.2.  Ensuring  that  all  DoD  laboratories  and/or  technical  activities,  as 
defined  in  15  U.S.C.  3710a(d)(2)  (reference  (d)),  and  all  other  organizations  capable  of 
supporting  or  making  use  of  T2,  shall  make  T2  a  high  priority  in  accomplishing  their 
programs. 


6.  PROCEDURES 

6.1.  The  DoD  Components  may  participate  in,  and  shall  support.  Federal  S&T  T2 
programs.  That  includes,  but  is  not  limited  to,  the  following: 

6.1.1.  Each  DoD  Component  shall  transfer  funds  to  the  National  Institute  of 
Standards  and  Technology  to  support  the  Federal  Laboratory  Consortium  (FLC),  as 
required  in  15  U.S.C.  3710e(7)(A)-3710e(7)(C)  (reference  (d)). 

6.1.2.  Federal  resources  such  as  the  National  Technology  Transfer  Center 
and  the  Regional  Technology  Transfer  Centers  managed  through  the  National 
Aeronautics  and  Space  Administration  and  the  National  Technical  Information  Service 
may  be  used,  when  applicable. 

6.1.3.  Ongoing  programs  or  projects  supporting  U.S.  initiatives  such  as  the 
Partnership  for  a  New  Generation  Vehicle  are  encouraged. 
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6.1.4.  Laboratory  personnel  are  encouraged  to  participate  in  conferences, 
seminars,  workshops,  and  other  mission-related  technical  activities  of  interest  due  to 
the  mission  of  the  particular  laboratory. 

6.1.5.  Collaborative  efforts  between  the  DoD  laboratories  and/or  technical 
activities  or  between  DoD  laboratories  and  other  Federal  Agency  activities  are 
encouraged. 

6.2.  The  DoD  Components  are  encouraged  to  use  any  combinations  of  spin-off, 
dual-use,  and  spin-on  mechanisms  that  are  most  effective  for  accomplishment  of  T2 
objectives. 

6.2. 1 .  T2  ensures  DoD  programs  make  the  best  possible  use  of  national 
scientific  and  technical  capabilities  to  enhance  the  effectiveness  of  DoD  forces  and 
systems.  Commercial  availability  of  DoD-developed  technologies  can  be  expected  to 
lower  the  costs  of  acquiring  military  equipment  by  providing  the  opportunity  to  take 
advantage  of  economies  of  scale  and  buy  from  a  larger  commercial  industrial  base. 

The  following  mechanisms  are  core  DoD  T2  mechanisms  and  as  such  should  be  part  of 
DoD  Components'  investment  strategies.  The  list,  while  extensive,  is  not  meant  to  be 
exclusive  of  other  mechanisms. 

6.2. 1 . 1 .  Cooperative  Research  and  Development  Agreements  -  CRADAs 
should  be  used  whenever  possible  to  expand  capabilities  for  R&D  and  to  transfer 
technology  developed  jointly  or  independently  to  enhance  both  defense  capabilities 
and  the  civilian  economy.  The  cost  and  expense  of  development,  negotiation,  and 
implementation  of  CRADAs  should  be  funded  from  laboratory  resources. 

6.2. 1.2.  Other  core  T2  mechanisms  include,  alphabetically:  contracts, 
cooperative  agreements,  education  partnerships,  exchange  of  personnel,  exchange  of 
technical  data,  grants,  other  transactions,  partnerships  with  universities,  patenting, 
patent  license  agreements  and  other  intellectual  property  licensing  agreements, 
presentations  of  technical  papers,  technical  assistance,  and  technology  assessments. 

6.2.2.  That  recommendation  aligns  DoD  T2  with  other  elements  in  the  DoD 
new  acquisition  strategy,  which  gives  greater  emphasis  to  dual-use  technology 
development  and  spin-on  from  the  private  sector.  Several  considerations,  which  are 
also  relevant  for  T2,  have  prompted  that  new  strategy.  Affordability  is  a  key 
consideration  in  weapon  system  acquisition  and  sustainment,  where  the  commercial 
acquisition  of  products  provides  economies  of  scale  and  resulting  cost  savings.  The 
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Department  of  Defense  frequently  will  benefit  from  making  DoD-developed 
technologies  available  to  the  commercial  sector  so  that  subsequent  DoD  acquisitions 
may  benefit  from  such  economies  of  scale. 

6.2.3.  Dual-use  and  spin-on  also  take  advantage  of  the  strategic  advantages 
inherent  in  the  U.S.  civilian  economy  and  technology  base.  A  DoD-unique 
acquisition  strategy  may  result  in  the  fielding  of  obsolescent  systems. 

6.2.4.  The  increased  attention  being  given  to  dual-use  and  spin-on  does  not 
mean  that  there  is  no  longer  an  important  role  for  in-house  research,  development,  test, 
and  evaluation  (RDT&E)  in  the  DoD  Components.  Some  technologies  are  unique  to 
the  DoD  missions.  Some  technological  capabilities  may  be  adapted  to  make  them 
fully  suitable  for  DoD  applications.  Despite  those  considerations,  there  has  been  a 
change  in  emphasis.  The  DoD  Components  are  encouraged  to  experiment  with  new 
dual-use  and  spin-on  mechanisms  in  T2. 

6.3.  The  Heads  of  the  DoD  laboratories  and/or  technical  activities,  as  defined  in 
enclosure  2,  shall  prepare,  with  the  business  planning  processes  of  their  organizations, 
a  T2  business  plan  that  describes  how  the  responsibilities  prescribed  in  the  DoD 
Directive  5535.3,  paragraphs  5.2.1.  through  5.2.14.  (reference  (a)),  have  been 
addressed  for  the  current  year.  Those  plans  shall  identify  the  activities  for  the  year 
ahead  and  describe  efforts  to  make  improvements  in  that  program. 

6.4.  To  accomplish  its  role,  the  Director,  Defense  Research  and  Engineering 
(DDR&E),  as  the  central  authority  and  clearinghouse  for  DoD  T2,  requires  various 
reports  from  the  DoD  Components.  Those  reports  include,  but  are  not  limited  to,  the 
0MB  Circular  A-1 1  (reference  (e))  report,  the  Defense  T2  Information  System 
(DTTIS)  reports,  and  the  DoD  Component  business  plans.  Those  reports  also  help  the 
DDR&E  highlight  DoD  T2  successes  as  part  of  the  reporting  requirements  to  the 
Congress.  Details  on  the  DTTIS  and  other  reporting  requirements  are  in  section  7., 
below,  and  in  separate  DDR&E  issuances. 

6.5.  DoD  Directive  5535.3  (reference  (a))  requires  that  the  Heads  of  the  DoD 
Components  shall  develop  personnel  policies  for  R&D  executives,  managers, 
laboratory  directors,  scientists,  and  engineers  that  make  T2  a  critical  element  for 
position  descriptions,  job  performance  appraisals,  and  promotions.  They  are  also 
required  to  ensure  that  members  of  the  Office  of  Research  and  Technology 
Applications  (ORTA)  staff  are  included  in  the  overall  laboratory  and/or  Agency  and/or 
DoD  Field  Activity  management  development  programs.  Procedures  to  aecomplish 
that  include,  but  are  not  limited  to,  the  following: 
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6.5.1.  Including  statements  in  personnel  position  descriptions  similar  to  those 
found  in  enclosure  3. 

6.5.2.  Including  identification  of  critical  factors  for  consideration  in 
promotions  for  T2  personnel  in  the  T2  business  plans  of  the  DoD  Components. 

6.5.3.  Providing  incentives  for  ORTA  personnel  such  as  training  or  future 
job  assignments,  as  an  incentive  to  attract  the  best  people  to  those  positions. 

6.5.4.  Making  knowledge  of  T2  a  required  knowledge,  skill,  and  ability  for 
all  laboratory  scientific  or  engineering  job  announcements. 

6.6.  The  implementation  and  execution  of  a  viable  T2  program  requires  education 
and  training  of  personnel,  including  all  scientists  and  engineers,  and  other  personnel 
who  may  be  involved  in  T2.  All  the  DoD  Components  are  encouraged  to  institute 
applicable  organization-wide  T2  training  programs  that  provide  personnel  with  the 
requisite  knowledge  base  and  skills.  Some  sources  of  training  include  the  FLC,  the 
NTTC,  the  Technology  Transfer  Society,  the  Association  of  University  Technology 
Managers,  colleges  and  universities,  and  other  professional  organizations. 

6.7.  Under  the  authorities  of  15  U.S.C.  3710b  and  DoD  1400.25-M  (references 
(d)  and  (f)),  the  Deputy  DDR&E,  recognizes  S&T  T2  achievements  through  a  variety 
of  mechanisms,  including  monetary  rewards  to  DoD  winners  of  FLC  awards. 

6.7.1.  DoD  recipients  of  FLC  awards  may  receive  a  cash  award.  The 
amount  may  be  provided  to  one  Federal  employee  or  appropriately  divided  if  there  is 
more  than  one  Federal  employee  for  each  organization.  When  notified,  the  DoD 
Components  shall  provide  the  names  of  their  FLC  award  recipient(s)  to  the 
ODDR&E.  If  cash  awards  are  available,  they  shall  be  provided  through  persoimel  pay 
system  disbursements. 

6.7.2.  Letters  of  appreciation  and  other  forms  of  recognition  may  be  issued 
for  specific  T2  accomplishments.  Such  honorary  awards  may  be  presented  to 
individuals  and  teams,  which  may  include  Federal  employees  as  well  as  non-Federal 
employees,  who  shall  have  made  exceptional  achievements  in  T2. 

6.8.  Patents  are  one  of  the  original  instruments  of  T2  and  represent  one  of  the 
clearest  means  to  characterize  an  innovation  and  to  describe  how  it  may  be  of  benefit 
to  the  user.  Procedures  for  protecting  intellectual  property  shall  include  the  following: 
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6.8.1.  Evaluation  of  inventions  arising  from  R&D  efforts. 

6.8.2.  Filing  and  prosecuting  patent  applications  for  those  inventions  selected 
as  having  sufficient  benefit  to  justify  obtaining  patent  protection. 

6.8.3.  Determination  of  which  patents  shall  remain  enforceable  through 
payment  of  required  maintenance  fees. 

6.8.4.  Providing  for  payment  of  costs  and  expenses  to  acquire  and  maintain 
patents  and  other  intellectual  property  from  the  program  elements  funds,  overhead 
accounts,  royalties  or  other  payments,  or  other  sources,  as  applicable,  of  the  DoD 
Components.  That  does  not  preclude  collaborating  parties  from  paying  costs  and 
expenses  associated  with  intellectual  property  rights. 

6.9.  Distribution  of  royalties  and  other  payments  received  by  the  DoD 
Components. 

6.9. 1 .  Royalties  or  other  payments  received  on  account  of  any  invention 
licensed  by  a  DoD  Component  shall  be  payable  to  the  inventor  or  each  co-inventor,  as 
prescribed  in  the  remainder  of  this  paragraph.  The  DoD  Component  shall  pay  to  the 
inventor  or  each  co-inventor  each  year,  at  least  $2,000  plus  equal  shares  of  at  least  20 
percent  of  the  remainder  of  the  royalties  or  other  payments.  In  the  absence  of 
extrinsic  evidence  that  co-inventors  made  unequal  contributions  to  the  invention, 
subject  to  review  and  approval  by  the  concerned  legal  counsel  for  the  DoD 
Component,  it  shall  be  presumed  that  the  co-inventors  made  equal  contributions  to  the 
invention  and  are  entitled  to  equal  shares  of  the  20  percent  remainder  of  the  royalties 
or  other  payments.  If  the  royalties  or  other  payments  received  in  any  given  year  are 
less  than  or  equal  to  $2,000,  or  for  co-inventors,  less  than  or  equal  to  $2,000  times  the 
number  of  inventors,  the  entire  amount  is  paid  to  the  inventor,  or  for  co-inventors,  the 
entire  amount  is  divided  equally  among  the  co-inventors.  The  inventor  or 
co-inventors  shall  receive  their  prescribed  share  of  any  royalties  or  other  payments,  as 
received  by  the  Government  on  an  annualized  basis. 

6.9.2.  Royalties  or  other  payments  from  inventions  to  any  one  person  shall 
not  exceed  $150,000  for  each  year  without  Presidential  approval,  as  in  5  U.S.C.  4504 
(reference  (g)). 

6.9.3.  A  DoD  Component  or  subordinate  laboratory,  when  authority  is 
delegated,  may  provide  applicable  incentives  from  royalties  or  other  payments,  to 
laboratory  employees  who  are  not  inventors  or  co-inventors  of  such  inventions,  but 
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who  substantially  increase  the  technical  value  of  such  inventions.  When  the  incentive 
is  in  the  form  of  a  monetary  payment,  such  payments  may  be  at  any  level  subject  to  the 
authority  of  the  DoD  Component  or  activity  that  approved  the  payment,  but  such 
payments  shall  not  exceed  the  limits  established  in  paragraphs  6.9.1.  and  6.9.2., 
above.  Payments  may  be  on  a  one-time  or  annual  basis,  and  they  shall  cease  when  the 
employee  is  no  longer  employed  by  that  DoD  Component. 

6.9.4.  Inventors  shall  be  entitled  to  royalties  or  other  payments  income,  as 
discussed  in  subsection  6.1.  through  paragraph  6.9.3.,  above,  and  paragraph  6.9.4. 
through  subparagraph  6.9.5.3.,  below,  regardless  of  the  date  of  the  invention. 

6.9.5.  Assignment  and  use  of  royalties  or  other  payments  income  shall  be 
applied,  in  accordance  with  the  following  schedule: 

6.9.5 . 1 .  Royalties  or  other  payments  shall  be  used  by  the  end  of  the 
second  fiscal  year  (FY)  succeeding  the  FY  in  which  the  royalties  and  other  payments 
were  received. 

6.9. 5. 2.  After  assignment  of  royalties  and  other  payments  to  inventors 
under  paragraph  6.9. 1 .,  above,  any  remainder  may  be  used  for  the  following: 

6.9.5.2. 1.  Payment  of  expenses  incidental  to  administration  and 
licensing  of  inventions  and  other  intellectual  property. 

6.9.5. 2.2.  Other  activities  of  the  DoD  Component  that  increase  the 
licensing  potential  for  transfer  of  DoD  technology. 

6.9.5.2.3.  Scientific  R&D  consistent  with  the  R&D  mission  and 
objectives  of  activities  of  the  DoD  Component. 

6.9.5.2.4.  Reward  of  scientific,  engineering,  and  technical 
employees  of  activities  of  the  DoD  Component. 

6.9.5.2.5.  Promotion  of  scientific  exchange  among  other  activities 
in  the  DoD  Component. 

6.9.5.2.6.  Education  and  training  of  employees  consistent  with  the 
R&D  mission  and  objectives  of  the  Department  of  Defense. 
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6.9.5.3.  Each  DoD  Component  shall  prescribe  its  own  regulations  as  to 
whether  inventors  or  co-inventors,  whose  whereabouts  are  unknown  for  1  year,  or 
more,  are  entitled  to  further  royalty  payments. 

6.10.  U.S.  and  DoD  initiatives  to  stimulate  economic  competitiveness,  reform  the 
acquisition  process,  and  integrate  the  civilian  and  defense  industrial  bases,  all  stress  the 
need  for  improved  interaction  between  the  laboratories  and/or  technical  activities  and 
the  industrial  and  academic  sectors.  Laboratories  and/or  technical  activities  shall  have 
formal  programs  to  stimulate  "spin-off'  and  "spin-on"  to  eliminate  the  perception  that 
the  laboratories  and/or  technical  activities  compete  with  the  private  sector,  and  to 
develop  new  partnerships  with  broad  segments  of  industry  and  academia.  The 
implementation  and  execution  of  a  viable  T2  program  also  shall  require  applicable 
forms  of  marketing  and  outreach.  The  intent  of  marketing  and  outreach  activities  is  to 
communicate,  inform,  or  collaborate  with  stakeholders,  in  the  T2  community, 

6. 10. 1 .  The  cost  and  expenses  associated  with  establishing  and  operating  a 
T2  Office  or  an  ORTA  shall  come  from  the  program  element  fimds,  overhead 
accounts,  royalties  or  other  payments,  or  other  sources,  as  applicable,  of  the  DoD 
Components.  Subsection  37 1 0(b)  of  1 5  U.S.C.  (reference  (d)),  requires  that  the  DoD 
Components  shall  make  available  sufficient  fimding  to  support  the  T2  functions.  An 
office  (ORTA),  that  provides  coordination,  administration,  and  management  of  DoD 
T2,  shall  function  at  all  DoD  laboratories  and/or  technical  activities  with  200  or  more 
scientific,  engineering,  or  related  technical  positions  regardless  of  individual  laboratory 
and/or  technical  activity  funding  issues. 

6.10.2.  The  Heads  of  DoD  laboratories  and/or  technical  activities  shall 
develop  procedures  to  provide  support  to  mission-related  T2  activities  and  shall  ensure 
that  T2  programs  are  adequately  staffed  and  resourced.  For  example,  program 
element  funds  may  be  used  to  pay  the  costs  and  expenses  of  initiation  and  negotiation 
of  CRADAs  and  other  agreements.  Those  procedures  shall  give  particular  attention  to 
payment  of  salaries  and  travel  expenses  of  scientific,  engineering,  and  legal  personnel 
and  ORTA  personnel  involved  in  T2. 

6. 10.3.  Marketing  and  outreach  activities  are  part  of  the  fimctions  of  the 
ORTA.  The  DoD  Components  are  encouraged  to  utilize  multiple  means  to  conduct 
marketing  and  outreach  programs,  such  as  the  following: 

6.10.3.1.  Advanced  information  technologies  (including  websites,  search 
and/or  retrieval  tools,  webcasting,  and  collaboration  applications). 
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6.10.3.2.  Personal  and  professional  contacts. 

6.10.3.3.  Advertising. 

6. 1 0.3 .4.  Joint  technical  publications. 

6.10.3.5.  Requests  for  collaborations  in  the  Commerce  Business  Daily. 

6.10.3.6.  Use  of  Advanced  Planning  Briefing  for  Industry. 

6.10.3.7.  Press  releases  for  relevant  industrial  publications. 

6.10.3.8.  Use  of  the  North  American  Industrial  Classification  System  for 
targeted  mailings  to  industry. 

6.10.3.9.  Education  partnerships. 

6. 10.3. 10.  Symposia  and  conferences. 

6. 10.3. 1 1 .  Alliances  with  local,  regional,  and  U.S.  T2  networks  and 
organizations  (i.e..  State  and  local  business  development  organizations). 

6.10.4.  Some  DoD  laboratories  and/or  technical  activities  have  imique 
technical  and  other  capabilities  that  may  be  of  benefit  to  non-Federal  organizations.  It 
is  applicable  for  laboratories  and/or  technical  activities  to  advertise  and  demonstrate 
such  capabilities  to  promote  fee-for-service  use.  The  Heads  of  the  DoD  Components 
and  laboratory  managers  shall  develop  and  implement  policies  to  ensure  that  such 
advertising  and  use  of  laboratory  facilities  is  consistent  with  U.S.  and  DoD  policy  for 
such  matters.  Particular  attention  shall  be  given  to  the  objective  of  avoiding  situations 
in  which  a  DoD  laboratory  is  competing  with  or  providing  services  available  from 
other  domestic  sources.  Special  emphasis  shall  be  given  to  development  and 
implementation  of  policies  to  ensure  that  fee-for-service  use  of  DoD  facilities  does  not 
degrade  performance  of  primary  mission  activities  in  the  laboratories  and/or  technical 
activities. 

6.11.  Intermediaries  affiliated  with  State  or  local  governments  may  ease 
communication  and  understanding  between  defense  laboratories  and/or  technical 
activities  and  non-Federal  entities.  Intermediaries  normally  conduct  a  number  of 
functions  for  the  laboratory  that  a  laboratory  cannot  perform  due  to  lack  of  skills  or 
expertise.  The  goal  of  the  intermediaries  is  to  assist  the  laboratory  in  forming  and 
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maintaining  productive  technology  partnerships.  The  DoD  Components  are 
encouraged  to  delegate  authority,  to  the  maximum  extent  possible,  for  entering  into 
partnerships  with  intermediaries. 

6.11.1.  The  intermediaries  shall  provide  a  number  of  services,  including 
consulting  services,  strategic  planning,  military  and  commercial  technology 
assessments,  integration  with  Federal  core  research  and/or  focus  and/or  outreach  areas, 
and  technology  marketing.  They  also  may  provide  coordinated  media  and  legislative 
interface  and  assistance  with  DoD  conversion  activities.  One  of  their  attributes  is 
their  ability  to  interface  with  small  business  and  regional  economies  interested  in 
commercializing  Federal  technology. 

6. 1 1.2.  Intermediaries  normally  shall  provide  services  to  the  affiliated 
defense  lab  and/or  center  typically  under  a  contract,  CRADA,  educational  partnership 
agreement,  or  memorandum  of  understanding  and/or  memorandum  of  agreement. 
Intermediaries  may  be  professional  societies;  industry  and  trade  associations;  economic 
development  associations;  DoD  conversion  and/or  technology  development  Agencies; 
academic  institutions;  State,  regional,  or  local  governments;  and  for-profit  consultants 
and/or  firms  under  competed  procurement  contracts.  A  specific  type  of  intermediary, 
a  “Federal  Partnership  Intermediary,”  is  described  in  15  U.S.C.  3715(c)  (reference 
(d)).  The  DoD  Components  are  encouraged  to  delegate  authority  for  such  decisions  to 
the  maximum  extent  possible. 

6. 12.  Technology  assessment  is  an  important  part  of  the  T2  process.  Technology 
assessments  shall  be  conducted  to  determine  the  potential  commercial  value  of  a 
laboratory  and/or  the  intellectual  property  of  a  technical  activity.  Technology 
assessment  shall  be  a  continuous  process  in  DoD  laboratories  and/or  technical 
activities  to  enable  development  of  a  portfolio  of  marketable  technologies  that  may  be 
used  to  respond  to  inquiries  and  imanticipated  application  opportunities  defined  by 
potential  clients.  Assessment  includes  identifying  candidate  products  and/or  processes 
and  evaluating  potential  to  validate  feasibility,  suitability,  and  marketability. 

6.13.  Besides  intermediaries,  use  of  consultants  and  contractors  to  support  T2 
activities  by  conducting  assessments  of  marketing  opportunities,  applications,  and 
technologies  is  among  the  mechanisms  that  the  DoD  Components  may  use  to  promote 
T2.  That  may  involve  contracts  with  for-profit  or  nonprofit  organizations.  It  also 
may  involve  purchasing  commercial  products  and  services  dealing  with  markets, 
applications,  and  technologies.  Consideration  shall  be  given  to  potential 
conflict-of-interest  issues  in  making  decisions  on  the  use  of  consultants  and  contractors 
to  perform  assessments  supporting  T2. 
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6. 14.  Laboratories  and/or  technical  activities  may  provide  technical  assistance 
services,  including  help  by  technical  volunteers,  to  State  and  local  governments,  school 
systems,  and  nonprofit  organizations.  Those  services  may  include  problem  analysis, 
assistance  in  the  development  and  interpretation  of  technical  information,  hands-on 
technical  help  from  laboratory  volunteers,  and  limited  projects  in  a  laboratory  where 
that  does  not  compete  with  available  services  in  the  private  sector.  In  making 
decisions  on  such  technical  assistance  services,  mission  activities  necessarily  shall 
have  first  priority.  It  is  applicable  to  consider  U.S.  and  DoD  policies  that  promote 
educational  and  technical  activities.  It  is  also  applicable  to  give  consideration  to 
potential  payoffs  to  the  laboratory;  e.g.,  the  benefits  for  recruitment  of  technical  staff 
that  may  be  associated  with  providing  technical  assistance  services  to  educational 
institutions. 

6.15.  The  Heads  of  the  DoD  laboratories  and/or  technical  activities  (see  enclosure 
2,  definition  E2.1.3.)  may  loan,  lease,  or  give  research  equipment  that  is  excess  to  the 
needs  of  the  laboratory  to  an  educational  institution  or  nonprofit  organization  for  the 
conduct  of  technical  and  scientific  education  and  research  activities.  Title  of 
ownership  shall  transfer  to  the  recipient  when  the  excess  research  equipment  is 
transferred  as  a  gift.  Research  equipment  provided  to  a  recipient  under  15  U.S.C. 
3710(i)  (reference  (d))  is  not  subject  to  existing  Federal  property  disposal  regulations 
implementing  separate  authorities.  Federal  laboratories  and/or  technical  activities  that 
transfer  their  excess  research  equipment  directly  to  the  recipient  shall  report  the 
transfer  to  the  General  Services  Administration  (GSA).  That  is  clarification  of  15 
U.S.C.  3710(i)  (reference  (d))  and  E.O.  12999  (reference  (h))  to  allow  laboratories 
and/or  technical  activities.  Agencies,  or  Departments  to  give,  loan,  or  lease  excess 
research  equipment  to  public  and  private  schools  and  nonprofit  institutions  without  the 
administrative  burden  of  existing  Federal  property  disposal  laws.  That  is  an 
alternative  and  free-standing  method  of  distribution  of  excess  research  equipment. 
Under  this  E.O.  (reference  (h)).  Federal  laboratories  and/or  technical  activities  may 
donate  their  excess  research  equipment  directly  to  the  recipient  or  report  excess 
research  equipment  to  the  GSA  for  transfer  under  existing  Federal  property  disposal 
laws. 

6.16.  One  objective  of  DoD  T2  is  to  improve  the  domestic  U.S.  economy  and 
standard  of  living.  That  does  not  mean  that  T2  may  be  accomplished  only  by  working 
with  U.S.-owned  and  U.S.-based  companies.  There  may  be  situations  in  which 
working  with  a  foreign  organization,  individual,  or  government  R&D  facility  is  the 
best  way  to  accomplish  the  T2  goal.  The  foreign  individual,  organization,  or 
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government  R&D  facility  may  have  the  best  technology  for  a  given  application,  or  a 
foreign  company  may  provide  for  manufacture  mostly  in  the  United  States. 

6. 16. 1 .  It  is  DoD  policy  to  allow  foreign  persons  and  organizations  to  be 
involved  in  DoD  T2  transactions  when  it  is  in  the  judgment  of  the  laboratory  or  other 
DoD  Component  personnel  responsible  for  making  such  decisions,  the  best  option  for 
achieving  their  objectives,  only  if  such  foreign  participation  is  consistent  with  U.S.  and 
DoD  policy.  That  is  done  without  any  intention  of  inhibiting  such  foreign 
participation;  the  goal,  rather,  is  to  ensure  that  actions  are  consistent  with  U.S.  and 
DoD  policy. 

6.16.2.  The  Heads  of  the  DoD  Components  shall  consider  the  criteria  in 
paragraph  6.16.3.,  below,  when  developing  guidance  for  their  laboratories  and/or 
technical  activities  on  U.S.  and  DoD  policies  impacting  the  participation  of  foreign 
individuals  and  organizations  in  T2  transactions.  Such  guidance  shall  be  developed  in 
forms  that  help  decisionmaking  in  DoD  laboratories  and/or  technical  activities,  which 
are  not  anticipated  to  have  expertise  in  trade  policy.  That  guidance  shall  encompass 
all  of  the  types  of  T2  transactions  and  mechanisms  addressed  in  this  Instruction. 

6. 16.3.  It  is  expected  that  criteria  shall  include  special  consideration  such  as 
the  following: 


6. 16.3. 1 .  Whether  such  foreign  companies  or  governments  shall  permit 
and  encourage  U.S.  Agencies,  organizations,  or  persons  to  enter  into  cooperative  R&D 
agreements  and  licensing  arrangements  on  a  comparable  basis. 

6.16.3.2.  Whether  those  foreign  governments  shall  have  policies  to 
protect  U.S.  intellectual  property  rights. 

6.16.3.3.  Where  cooperative  research  shall  involve  data,  technologies,  or 
products  subject  to  U.S.  security  export  controls  under  the  laws  of  the  United  States, 
whether  those  foreign  governments  have  adopted  adequate  measures  to  prevent  the 
transfer  of  strategic  technology  to  destinations  prohibited  under  such  U.S.  security 
export  controls  or  by  international  agreements  to  which  the  United  States  and  such 
foreign  governments  are  signatories. 

6. 17.  Guidance  and  factors  to  consider  when  using  a  CRADA: 

6. 17. 1 .  CRADAs  are  agreements  that  allow  one  or  more  Federal  laboratories 
and/or  technical  activities  and  one  or  more  non-Federal  parties  to  conduct  specified 
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R&D  efforts  that  are  related  to  and  consistent  with  the  mission  of  the  DoD  laboratory. 
CRADAs  are  instruments  that  may  be  used  in  all  aspects  of  a  product  and/or  system 
life  cycle  where  RDT&E  activities  occur. 

6. 17.2.  CRADAs  are  not  subject  to  terms  for  procurement  contracts  and 
other  instruments  that  are  defined  by  31  U.S.C.  6303-6305  (reference  (i)),  but  they  are 
contracts  in  the  sense  that  are  legally  enforceable  documents.  CRADAs  shall  not  be 
viewed  as  an  alternative  to  normal  procurement  procedures. 

6. 17.3.  Special  consideration  shall  be  given  to  small  businesses  or  consortia 
involving  small  businesses. 

6.17.4.  Preference  shall  be  given  to  businesses  located  in  the  United  States  or 
those  that  agree  that  products  embodying  inventions  made  under  the  CRADA  or 
produced  through  the  use  of  such  inventions  shall  be  manufactured  substantially  in  the 
United  States  (consistent  with  subsection  6.16.,  above). 

6. 17.5.  CRADAs  shall  contain  provisions  for  a  variety  of  intellectual 
property  issues  including  data  rights,  property  ownership,  and  the  allocation  of  rights 
to  future  inventions  and/or  intellectual  property. 

6. 17.6.  DoD  laboratories  and/or  technical  activities  may  protect  from  public 
access  certain  commercially  valuable  information  resulting  from  work  under  a  CRADA 
for  a  period  of  up  to  5  years.  Doing  so  provides  the  collaborating  entity  sufficient 
time  to  capitalize  on  the  inventions  and/or  intellectual  property  created  under  the 
CRADA. 


6. 17.7.  DoD  laboratories  and/or  technical  activities  may  commit  resources 
such  as  personnel,  services,  facilities,  equipment,  intellectual  property  or  other 
resources  with  or  without  reimbursement,  but  shall  not  provide  funds  to  the 
non-Federal  partner  as  part  of  the  agreement.  Non-Federal  parties  may  commit  funds 
to  the  Federal  partner  to  the  agreement. 

6.17.8.  DoD  laboratories  and/or  technical  activities  receiving  funds  under  a 
CRADA  shall  maintain  separate  and  distinct  accounts,  records,  and  other  evidence 
supporting  expenditures  under  the  CRADA. 

6.17.9.  When  licensing  intellectual  property  under  a  CRADA,  the  DoD 
laboratory  and/or  activity  shall  retain  a  nonexclusive,  nontransferable,  irrevocable,  and 
paid-up  license  for  use  by  the  Government. 
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6. 17. 10.  The  private  non-Federal  partner  shall  be  given  the  option  to  choose 
an  exclusive  license  for  a  prenegotiated  field  of  use  for  any  invention  made  in  whole  or 
part  by  a  laboratory  employee. 

6. 17. 1 1 .  CRADAs  shall  be  accomplished  without  actual  or  apparent  personal 
or  organizational  conflicts  of  interest  or  violations  of  ethics  standards. 


7.  INFORMATION  REQUIREMENTS 

7.1.  The  Defense  Technical  Information  Center  (DTIC)  shall,  under  the  direction 
of  the  DDR&E,  develop,  maintain,  and  operate  databases  to  collect,  store,  and 
disseminate  information  about  DoD  T2  program  activities.  Elements  or  segments  of 
those  databases  shall  be  accessible  to  applicable  levels  of  DoD  and  external  users 
(non-DoD  activities)  in  a  manner  consistent  with  the  constraints  of  the  data,  as 
specified  in  DoD  Directive  5535.3,  the  Secretary  of  Defense  Memorandum,  and  15 
U.S.C.  (references  (a),  (j),  and  (d)).  The  DTIC  shall  develop,  maintain,  and  operate 
those  computer  databases  in  support  of  DoD  T2  policies  and  concepts  with  the 
coordinated  and  approved  requirements  of  the  DoD  Components  to  include  the 
following: 

7.1.1.  Preparation;  coordination  with  the  DoD  Components;  and  issuance  of 
uniform  procedures,  codes,  data  elements,  and  formats  for  submitting  records  to,  and 
obtaining  records  from,  the  computer  databases.  The  data  elements  and  codes  shall 
comply  with  DoD  8320.1-M-l  (reference  (k))  or  be  developed,  in  accordance  with 
DoD  Directive  8320. 1  (reference  (1)). 

7.1.2.  Providing  and  operating  a  system  for  database  input,  output,  access, 
and  retrieval. 

7.1.3.  Providing  to  each  of  the  DoD  Components  and  activity  focal  points,  a 
quarterly  report  that  summarizes  quantity  and  quality  of  input  from  the  activities  of 
that  DoD  Component.  A  complete  summary  of  those  reports  shall  be  provided  to  the 
ODDR&E  (Technology  Transfer  Directorate). 

7.1.4.  Incorporation  of  applicable  security  requirements,  in  accordance  with 
DoD  5200.28-M  (reference  (m)). 
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12.  Other  scientific  and  technical  information  needs  may  be  addressed  in  DoD 
Directive  3200.12  and  DoD  Instruction  5230.27  (references  (n)  and  (o)),  and  other 
policy  issuances. 


8.  EFFECTIVE  DATE 

This  Instruction  is  effective  immediately. 


fjziCU'  - 

Director,  Defense  Research  and  Engineering 


Enclosures  -  3 

El.  References,  continued 
E2.  Definitions 

E3.  Starting  Point  for  Position  Descriptions,  Work  Plans,  and  Performance 
Standards 
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El.  ENCLOSURE  1 
REFERENCES,  continued 


(e)  Office  of  Management  and  Budget,  Circular  No.  A-1 1,  "Preparation  and 
Submission  of  Budget  Estimates,"  June  23,  1997 

(f)  DoD  1400.25-M,  "DoD  Civilian  Personnel  Manual  System,"  December  1996, 

authorized  by  DoD  Directive  1400.25.  "DoD  Civilian  Personnel  Management 
System,"  November  25,  1996 

(g)  Sections  2105  and  4504  of  title  5,  United  States  Code 

(h)  Executive  Order  12999,  "Educational  Technology:  Ensuring  Opportunity  for  All 
Children  in  the  Next  Century,"  April  17,  1996 

(i)  Sections  6303-6305  of  title  31,  United  States  Code 

(j)  Secretary  of  Defense  Memorandum,  "DoD  Domestic  Technology  Transfer/Dual 

Use  Technology  Development,"  June  2, 1995 

(k)  DoD  8320.1-M-l,  "Data  Element  Standardization  Procedures,"  January  1993, 
authorized  by  DoD  Directive  8320.1,  September  26,  1991 

(l)  DoD  Directive  8320.1.  "DoD  Data  Administration,"  September  26,  1991 

(m)  DoD  5200.28-M,  "ADP  Security  Manual,"  January  1973,  authorized  by  DoD 
Directive  5200.28.  March  21,  1988 

(n)  DoD  Directive  3200.12.  "DoD  Scientific  and  Technical  Information  Program," 
February  15,  1983 

(o)  DoD  Instruction  5230.27.  "Presentation  of  DoD-Related  Scientific  and  Technical 
Papers  at  Meetings,"  October  6, 1987 
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E2.  ENCLOSURE  2 
DEFINITIONS 


E2.1.1.  Cooperative  Research  and  Development  Agreement  (CRAP A).  An 
agreement  between  one  or  more  Federal  laboratories  and/or  technical  activities  and  one 
or  more  non-Federal  parties.  Under  a  CRADA,  the  Government  laboratories  and/or 
technical  activities  shall  provide  personnel,  services,  facilities,  equipment  or  other 
resources  with  or  without  reimbursement  (but  not  funds  to  the  non-Federal  parties). 
CRADAs  are  instruments  that  may  be  used  in  all  aspects  of  a  product  and/or  system 
life  cycle  where  RDT&E  activities  occur.  The  non-Federal  parties  shall  provide 
funds,  personnel,  services,  facilities,  equipment  or  other  resources  toward  the  conduct 
of  specified  R&D  efforts  that  are  consistent  with  the  missions  of  the  laboratory.  The 
CRADA  partners  shall  share  in  the  intellectual  property  developed  under  the  effort. 

The  terms  of  a  CRADA  may  not  conform  to  a  procurement  contract  or  cooperative 
agreement  as  those  terms  are  used  in  Sections  6303-6305  of  31  U.S.C.  (reference  (i)). 
Besides  that  definition,  two  types  of  CRADAs  are,  as  follows: 

E2. 1.1.1.  Technical  Assistance  CRADA.  That  allows  a  Federal  laboratory 
and  a  non-Federal  partner  to  work  jointly  to  assist  local  businesses  by  providing 
limited  (4-day  maximum)  free  technical  consulting.  Preference  is  given  to 
non-Federal  partners  that  are  State  organizations,  universities,  non-profit  entities,  or 
business  incubators  that  shall  publicize  availability  of  Federal  assistance,  receive  and 
assess  requests  for  cooperative  research,  ensure  that  the  laboratory  and/or  technical 
activity  shall  not  compete  with  private  organizations,  and  coordinate  work  of  the 
laboratory  and/or  technical  activity  with  the  requester  companies.  The  laboratory 
and/or  technical  activity  shall  provide  the  required  assistance  and  reports  to  the 
CRADA  partner  and  the  requester  company.  The  requester  company  only  shall 
provide  a  problem  statement  and  sign  a  short  2-page  “mini-CRADA”  agreement, 
"subagreement,"  or  "CRADA  amendment." 

E2. 1.1.2.  Military-Use  CRADA .  A  CRADA  between  a  DoD  laboratory 
and/or  teehnical  activity  and  an  industrial  partner  to  utilize  existing  unique  capabilities 
and  facilities  at  the  DoD  laboratory  in  a  product  or  process  intended  primarily  for  DoD 
or  other  military  use.  Each  participant  recognizes  that  it  cannot  support  the  research 
alone  nor  duplicate  existing  research  or  facilities.  The  technology  is  incorporated  in 
new  DoD  systems  or  products  as  well  as  in  other  commercial  opportunities.  Specific 
concerns  to  be  addressed  in  each  military-use  CRADA  include  the  following: 
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E2. 1 . 1 .2. 1 .  A  CRADA  may  be  the  proper  vehicle  (work  is  not  a 

contract). 

E2. 1 . 1 .2.2.  Government  rights  are  maintained  (not  establishing  a  sole 

source). 

E2. 1 . 1 .2.3.  Equal  opportunity  shall  be  provided  to  other  qualified 

companies 

E2. 1 . 1 .2.4.  The  laboratory  shall  not  compete  with  private  sector. 

E2. 1 . 1 .2.5.  Preferably,  the  funds  for  the  laboratory  shall  not  go  through 

industry. 

E2.1.2.  Federal  Employee.  That  is  defined  in  U.S.C.  2105  (reference  (g)). 

E2. 1.3.  Laboratory  and/or  Technical  Activity.  For  the  Instruction,  that  term  is, 
as  broadly  defined,  in  15  U.S.C.  3710a(d)(2)(A)  (reference  (d)),  and  shall  include  the 
following: 

E2. 1.3.1.  “A  facility  or  group  of  facilities  owned,  leased,  or  otherwise  used 
by  a  Federal  Agency,  a  substantial  purpose  of  which  is  the  performance  of  research, 
development,  or  engineering  by  employees  of  the  Federal  Government.” 

E2. 1.3.2.  Use  of  this  broad  definition,  in  subdefinition  E2. 1.3.1.,  above,  is 
deliberate.  That  definition  is  not  confined  to  those  DoD  Components  that  are  formally 
titled  "laboratories."  The  intent  of  that  definition  is  to  encompass  the  wide  range  of 
organizations  and  arrangements  that  function  as  laboratories  and/or  technical  activities 
in  DoD  research,  development,  and  engineering  programs.  It  shall  include 
laboratories  and/or  technical  activities  and  reference  more  diverse  arrangements  that 
shall  provide  a  virtual  laboratory  capability.  For  example,  a  DoD  Component  may 
have  a  virtual  lab  involving  a  management  function  accomplished  in  a  Defense  Agency 
activity,  plus  a  dispersed  set  of  research  activities  to  be  accomplished  by  a  variety  of 
organizations  outside  of  the  sponsoring  and/or  managing  activity.  Those  capabilities 
are  included  in  test,  logistics,  and  product  centers;  depots;  arsenals;  program  offices; 
and  all  DoD  offices  providing  for  RDT&E.  That  is  consistent  with  15  U.S.C. 
3710a(d)(2)(A)  (reference  (d)),  which  uses  such  encompassing  terms  as  "facility." 

That  broad  definition  is  in  accordance  with  new  DoD  practices. 

E2.1.3.3.  While  the  definition  cited  in  Subsection  3710a(d)(2)(A)  of 
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reference  (d)  occurs  in  a  Section  of  the  U.S.C.  dealing  with  CRADAs,  the  use  of  that 
broad  definition  in  the  Instruction  (and  DoD  Directive  5535.3,  reference  (a))  shall  not 
be  limited  to  matters  involving  CRADAs,  The  broad  definition  applies  to  all  citations 
of  laboratories  and/or  technical  activities  in  the  Instmction  and  reference  (a). 

E2. 1 .4.  Nonprofit  Institution.  That  is  an  organization  owned  and  operated 
exclusively  for  scientific  or  educational  purposes,  the  net  earnings  of  which  shall  not 
benefit  any  private  shareholder  or  individual. 

E2. 1 .5.  Technical  Assistance.  Allows  a  Federal  laboratory  and  a  non-Federal 
partner  to  work  jointly  to  assist  local  businesses  by  providing  limited  (up  to  4-day 
maximum)  free  technical  consulting.  Preference  shall  be  given  to  non-Federal 
partners  that  are  State  organizations,  universities,  or  non-profit  entities,  including  the 
FLC,  which  shall  publicize  availability  of  Federal  assistance,  ensure  that  the  laboratory 
and/or  technical  activity  shall  not  compete  with  private  organizations,  and  coordinate 
the  work  of  the  laboratory  and/or  technical  activity  with  the  requester  companies.  The 
laboratory  and/or  technical  activity  shall  provide  the  required  assistance  in  the  form  of 
technical  information,  lessons,  learned,  problem  solving,  or  further  advice.  At  no  time 
are  technical  assistance  activities  or  technical  assistance  CRADAs  to  be  used  to 
accomplish  R&D, 

E2.1.6.  Technology  Transfer  tT2\  The  intentional  communication  (sharing)  of 
knowledge,  expertise,  facilities,  equipment,  and  other  resources  for  application  to 
military  and  nonmilitary  systems.  Domestic  T2  activities  shall  include  the  following: 

E2. 1 .6. 1 .  Spin-off  activities  that  shall  demonstrate  DoD  technology;  e.g., 
commercial  viability  of  technologies  already  developed  or  presently  being  developed 
for  U.S.  security  purposes.  The  primary  purpose  of  those  activities,  which  encompass 
T2,  shall  be  to  promote  and  make  available  existing  DoD-owned  or  -developed 
technologies  and  technical  infrastructure  to  a  broad  spectrum  of  non-DoD  applications. 

E2. 1 .6.2.  Dual-use  science  and  technology  and  other  activities  that  develop 
technologies  that  have  both  DoD  and  non-DoD  applications. 

E2.6.3  Spin-on  promotion  activities  that  shall  demonstrate  the  U.S.  security 
utility  of  technologies  developed  outside  of  the  Department  of  Defense.  That  goal 
shall  be  to  incorporate  the  innovative  technology  into  military  systems  to  meet  mission 
needs  at  a  lower  acquisition  cost  by  taking  advantage  of  the  economies  of  scale  by 
purchasing  from  a  larger  industrial  base. 
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E3.  ENCLOSURE  3 

STARTING  POINTS  FOR  DEVELOPMENT  OF  POSITION  DESCRIPTIONS. 
WORK  PLANS.  AND  PERFORMANCE  STANDARDS 

E3.1.  POSITION  DESCRIPTION 

E3.1.1  Duties  and  Responsibilities.  Transfers,  where  applicable,  Federally 
owned  or  originated  technology  and  technical  capabilities  to  State  and  local 
governments  and  to  the  private  sector.  Develops  technologies  having  both  DoD  and 
non-DoD  applications.  Promotes  the  use  of  technologies  developed  outside  the 
Department  of  Defense. 


E3.2.  WORK  PLAN 

E3.2.1.  Performance  Element  ICriticall  T2.  Assesses  the  availability  and 
applicability  of  technologies  and  technical  capabilities  of  their  projects  and  programs. 
Transfers  those  technologies  and  technical  capabilities  to  State  and  local  government 
and  the  private  sector  in  compliance  with  public  laws  and  applicable  DoD  Directives, 
Instructions,  and  Regulations,  and  Component  directives,  instructions,  and  regulations 
Obtains  assistance  from  the  local  ORTA.  Works  with  the  T2  partner  after  formal 
agreements  are  in  effect  (CRADAs,  cooperative  agreements,  other  transactions,  and 
patent  license  agreements,  etc.). 

E3.2.2.  Dual-Use  Technology.  That  technology  shall  identify  industrial 
technology  requirements  and  shall  take  those  requirements  into  consideration  when 
developing  in-house  technology. 

E3.2.3.  Spin-on  Technology.  When  seeking  solutions  to  DoD  requirements, 
shall  consider  technologies  developed  outside  Department  of  Defense  on  an  equal 
basis  with  those  developed  inside  the  Department  of  Defense. 


E3.3.  PERFORMANCE  STANDARD 

E3.3. 1 .  T2-  Performance  is  satisfactory  when  the  incumbent  shall  demonstrate 
an  active  knowledge  of  the  program  requirements,  take  positive  action  to  assess 
technologies  and  technical  capabilities,  and  start  actions  to  formally  transfer  those 
technologies  and  technical  capabilities  to  State  and  local  government  and  the  private 
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sector.  The  incumbent  shall  maintain  an  active  working  relationship  with  the  local 
ORTA  in  developing,  negotiating,  and  getting  approval  for  T2  instruments  (CRADAs, 
cooperative  agreements  and  other  transactions,  patent  license  agreements,  etc.).  It 
actively  shall  work  with  the  T2  partners  to  satisfy  effectively  the  Component 
obligations  in  the  T2  instruments. 

E3.3.2.  Dual-Use  Technology  and  Spin-on.  Performance  is  satisfactory  when 
the  incumbent  shall  consider  industrial  requirements  when  developing  in-house 
technologies  and  non-DoD  technologies  when  seeking  solutions  to  DoD  requirements. 
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To  register  for  DTIC  Services 


The  Registration  Guide  to  the  Defense  Technical  Information 
Center  (DTIC)  has  been  rewritten  and  is  now  located  in  an 
electronic  format  on  DTIC's  homepage.  The  route  to  the 
registration  process  is  simple: 


■  Go  to  DTIC's  homepage:  http://www.dtic.mil/ 

■  Click  on  the  "Registration"  tab 

■  This  will  give  you  an  overview  of  the  registration 
program  and  who  is  eligible  to  register  with  DTIC 


■  Click  on  "Registration  Guide"  in  the  side  bar 

■  This  will  take  you  to  the  "Registration  Guide." 
You  can  scroll  down  to  find  the  information  that 
pertains  to  you/your  organization 
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1.  SCOPE 

1.1  Purpose.  This  standard  provides  procedures  for  marking  scientific, 
technical,  engineering,  production,  and  logistics  technical  data,  to  denote 
the  extent  to  which  they  are  available  for  secondary  distribution.  It 
provides  a  system  to  facilitate  the  sharing  of  technical  data  within  the 
government,  and  with  the  defense  industrial  community  by  authorizing 
dissemination  of  technical  data  by  organizations  other  than  the  DoD 
controlling  office. 

1.2  Scope.  All  OoD  components  responsible  for  technical  data  shall  determine 

the  distribution  availability  and  arrange  to  mark  them  appropriately  before 
primary  distribution.  Distribution  statements  and  export-control  statements, 
supplemental  to  any  security  markings,  shall  be  marked  on  all  data  to  denote 
the  intended  audience  to  authorize  secondary  distribution  without  additional 
specific  approval  of  the  controlling  office.  This  standard  establishes  the 
procedures  for  marking  technical  data.  ^ 

1.2.1  Appl icabil ity.  This  standard  applies  to  all  technical  data  generated 
by  or  for  the  Department  of  Defense.  This  standard  usually  does  not  apply  to 
financial  and  management  data  unless  such  data  contains  critical  technology 
information. 


1 


MIL-STD-1806 


2.  APPLICABLE  DOCUMENTS 


2.1  GoverniBent  documents. 


2.1.1  Standards. 
STANDARDS 


MILITARY 


MIL-STD-100 

MIL-STD-961 

MIL-STO-962 


Engineering  Drawing  Practices 

Military  Specifications  and  Associated 
Documents,  Preparation  of 

Military  Standards,  Handbooks,  and 
Bulletins,  Preparation  of 


2.1.2  Other  Government  documents. 


DOO  Directive  5230.24  -  Distribution  Statements  on  Technical 

Documents. 

OOD  Directive  5230.25  -  Withholding  of  Unclassified  Technical  Data 

from  Public  Disclosure. 


DOD  Regulation  5200. 1-R 


Information  Security  Progam  Regulation. 


Copies  of  federal  and  military  specifications,  standards,  and  handbooks  are 
available  from  the  Naval  Publications  and  Forms  Center,  (ATTN:  NPODS),  5801 
Tabor  Avenue,  Philadelphia  PA  19120-5099.) 


Contractors  should  contact  the  contracting  officer  for  these  documents. 

2.2  Non-government  publications. 

AMERICAN  NATIONAL  STANDARDS  INSTITUTE  (ANSI) 

ANSI  PH5. 9,  Specification  for 
Microfiche  Input 

(Application  for  copies  should  be  addressed  to  the  American  National  Standards 
Institute,  1430  Broadway,  New  York,  NY  10018.) 
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3.  DEFINITIONS 

3.1  Acronyms  used  in  this  Standard.  The  acronyms  used  in  this  standard  are 
defined  as  follows: 


a. 

AECA 

- 

Arms  Export-Control  Act 

b. 

CCL 

- 

Commodity  Control  List 

c. 

DoD 

- 

Department  of  Defense 

d. 

EAA 

- 

Export  Administration  Act 

e. 

EAR 

- 

Export  Administration  Regulations 

f. 

ECCN 

- 

Export  Commodity  Control  Number 

g. 

EO 

- 

Executive  Order 

h. 

FOIA 

- 

Freedom  of  Information  Act 

i . 

lEP 

- 

International  Exchange  Program 

j. 

ITAR 

- 

International  Traffic  in  Arms  Regulations 

k. 

MCTL 

- 

Military  Critical  Technology  List 

1. 

ML 

- 

Munitions  List 

m. 

STINFO 

_ 

Scientific  and  Technical  Information 

3.2  Arms  Export-Control  Act  (AECA).  The  law  set  out  in  22  U.S.C.  2751-2794. 
This  requires  obtaining  an  approval  from  the  Department  of  State  for  exporting 
defense  articles  and  services,  including  technical  data  related  to  munitions 
and  military  equipment.  It  is  implemented  by  the  International  Traffic  in 
Anns  Regulations  (ITAR)  set  out  in  22  CFR  121-130. 

3.3  Commodity  Control  List  (CCD.  The  list  of  items  in  the  Export  Adminis- 
tration  Regulafibns  at  15  C^R  399.  Licenses  from  the  Department  of  Commerce 
are  required  to  export  such  items  and  the  technical  data  relating  to  them. 

3.4  Computer  Software.  Computer  programs  and  computer  data  bases. 

3.5  Controlling  DoD  Office.  The  DoD  activity  sponsoring  the  work  that 
generates  technical  data,  or  receives  technical  data  on  behalf  of  the  DoD  and 
therefore  has  the  responsibility  for  determining  the  distribution  of  a 
document  containing  such  technical  data. 
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Cry^ical  Technology.  Technologies  that  consist  of  (a)  arrays  of  design 
iKinufactunng  know-how  (including  technical  data);  (b)  keystone  manufac¬ 
turing,  inspection,  and  test  equipment;  (c)  keystone  materials;  (d)  goods 
accompanied  by  sophisticated  operation,  application,  or  maintenance  know-how 
that  would  make  a  significant  contribution  to  the  military  potential  of  any 
country  or  combination  of  countries  and  that  may  prove  detrimental  to  the 
security  of  the  US.  Also  referred  to  as  militarily  critical  technology. 

Distribution  Statement.  A  statement  used  in  marking  a  technical  document 
to  denote  the  extent  of  its  availability  for  distribution,  release,  and 
disclosure  without  need  for  additional  approvals  and  authorizations  from  the 
controlling  DoD  office. 

3*8  Export  Administration  Act  (EAA).  Any  of  the  laws  which  have  been 
codified  at  50  U.S.C.  Appendix  2401-2420.  These  laws  were  the  original  basis 
for  the  Export  Administration  Regulations  (EAR)  (15  CFR  368-399)  which  require 
obtaining  a  license  from  the  Department  of  Commerce  for  exporting  certain 
items  and  related  technical  data. 

^•5  Export  Control  Laws.  Any  law  which  regulates  exports  from  the  US,  or 
requires  obtaining  a  license  to  make  such  exports. 

General  License.  An  unrestricted  license  or  exemption  authorized  in 
export-control  regulations  to  export  particular  technical  data,  or  other 
items,  without  obtaining  a  specific  written  authority  from  the  Government. 

3-11  International  Traffic  in  Arms  Regulations  (ITAR).  The  regulations 
issued  by  the  Department  of  State  under  the  AECA  and  printed  at  22  CFR 


Limited  Rights.  Rights  to  use,  duplicate,  or  disclose  technical  data, 
in  whole  or  in  part,  by  or  for  the  Government,  with  the  express  limitation 
that  such  technical  data  shall  not,  without  the  written  permission  of  the 
party  asserting  limited  rights,  be:  released  or  disclosed  outside  the 
Government;  used  by  the  Government  for  manufacture,  or  in  the  case  of  computer 
software  documentation,  for  preparing  the  same  or  similar  computer  software; 
or  used  by  a  party  other  than  the  Government,  except  that  the  Government  may 
release  or  disclose  technical  data  to  persons  outside  the  Government,  or 
permit  the  use  of  technical  data  by  such  persons. 

3-13  Munitions  List  (ML).  The  list  contained  in  the  ITAR  at  22  CFR  121.01. 

3-14  Militarily  Critical  Technology  List  (MCTL).  The  list  issued  by  DOD 
under  the  authority  of  the  EAA  of  1979.  The  MCTL  identifies  technologies 
which,  if  exported,  would  permit  a  significant  advance  in  a  military  system  of 
another  country. 

Primary  Distribution.  The  distribution  of  scientific  or  technical  data 
to  recipients  as  determined  by  the  controlling  DoD  office. 
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3.16  Public  Disclosure.  Making  technical  data  available  outside  the  US 

■  , nment  without  restricting  its  dissemination  or  use. 

3.17  Scientific  and  Technical  Information  (STINFO).  Information  relating  to 
rijsc'arch,  development,  engineering,  testing,  evaluation,  production, 
operation,  use,  and  maintenance  for  military  products,  services,  and  equipment 
for  military  systems.  This  includes  all  production,  engineering,  and 
logistics  information. 

3.18  Secondary  Distribution.  Distribution  of  or  access  to  a  document, 
usually  based  on  a  request  to  a  document  repository  or  information  center, 
performed  by  other  than  the  controlling  office. 

3.19  Technical  Data.  Recorded  information,  regardless  of  the  form  or  method 
of  the  recording,  of  a  scientific  or  technical  nature.  The  term  includes 
computer  software  or  data  Incidental  to  contractual  administration,  and 
usually  does  not  include  financial  and/or  management  information. 

3.20  US  DoD  Contractor.  Those  US  contractors  currently  holding  grants  or 
contracts  with  the  bepartment  of  Defense,  or  those  contractors  declared 
eligible  for  DOD  information  services  by  a  sponsoring  DOD  activity  on  the 
basis  of  participation  in  a  DOD  Potential  Contractor  Program. 

3.21  Unlimited  Rights.  Rights  to  use,  duplicate,  release,  or  disclose, 
technical  data  or  computer  software  in  whole  or  in  part,  in  any  manner  and  for 
any  purpose  whatsoever,  and  to  have  or  permit  others  to  do  so. 
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4.  GENERAL  REQUIREMENTS 

4.1  Purpose  of  distribution  statements.  A  distribution  statement  is  required 
on  all  technical  data.  The  distribution  statements  defined  in  Chapter  5  are 
used  to  mark  technical  data  to  denote  the  extent  of  its  availability  for 
distribution.  These  distribution  statements  are  distinct  from  security 
classification  markings,  and  shall  be  used  on  classified  and  unclassified  data 
to  restrict  dissemination  beyond  the  limits  provided  by  applying  security 
clearance  and  need-to-know  controls,  and  to  control  dissemination  of  the  data 
following  declassification. 


4.2  Purpose  of  export  control  warning  statement.  An  export-control  marking 
identifies  technical  documents  that  contain  technical  data  subject  to 
withholding  from  public  release  under  DoD  Directive  5230.25.  All  technical 
data  subject  to  export-control  laws  must  be  marked  with  the  export-control 
warning  statement  (see  Appendix  A),  and  an  appropriate  distribution  statement. 
(See  4.1) 

4.3  Release  of  technical  data.  Distribution  of  the  technical  data  shall  be 
in  compliance  with  the  affixed  marking(s)  unless  specific  approval  from  the 
DoD  controlling  office  is  granted  for  the  release.  Unmarked  technical  data 
which  is  requested  shall  be  reviewed  and  marked  appropriately  prior  to 
release.  (See  4. 4. 1.1) 

4.4  Marking  technical  data. 

a.  All  new  or  requested  unmarked  production,  engineering,  logistics,  and 
scientific  and  technical  information,  regardless  of  its  medium,  physical  form, 
or  characteristics,  including  preliminary  drafts  and  working  papers,  shall  be 
marked  with  a  distribution  statement.  This  includes  technical  reports, 
blueprints,  drawings,  technical  orders,  technical  manuals,  plans, 
instructions,  computer  software,  viewgraphs,  film,  technical  papers, 
photographs,  etc.  If  the  document  contains  export-controlled  technical  data, 
it  also  must  be  marked  with  an  export  control  warning  statement. 

b.  Technical  data  categorized  as  cryptographic/communications  security, 
communications/electronic  intelligence,  and  similar  categories  as  may  be 
designated  by  the  Director,  National  Security  Agency,  whose  distribution  is 
limited  through  alternate  methods,  are  exempt  from  these  marking  provisions. 

c.  Distribution  statements  should  be  selected  to  denote  the  audience  for 
which  the  data  is  intended.  The  statement  selected  shall  not  restrict  the 
data  any  further  than  is  actually  required  to  protect  the  interests  of  the 
Government.  See  Table  1. 
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J.  An  technical  data,  classified  and  unclassified/limited,  must  be 
marked  with  an  export-control  notice  if  they  contain  export-controlled  data. 
Determining  whether  or  not  technical  data  is  export-controlled  is  an  integral 
r  the  document-marking  process,  and  generally  should  be  accomplished 
before  selecting  a  distribution  statement.  Only  distribution  statements  B 
through  F  and  X  are  permitted  on  export-controlled  documents. 

e.  For  technical  data  prepared  in  alternate  media  format  and  not  having 
a  cover  or  title  page  (such  as  forms  and  charts),  the  applicable  distributior 
statement  and  export-control  warning  statement  shall  be  stamped,  printed, 
written,  or  affixed  by  other  means  in  a  fully  visible  position  (see 
subparagraphs  5.3.2  through  5.3.6). 

f.  Export-controlled  documents  will  be  marked.  Material  should  be 
accompanied  by  Notice  to  Accompany  the  Dissemination  of  Export-Controlled 
Technical .Data  (Appendix).  Use  the  second  Appendix  in  this  Standard  to 
determine  whether  technical  data  is  export-controlled. 

Responsibility  for  marking  data.  The  controlling  DoO  office  generating 
the  technical  data,  or  responsible  for  the  generation  of  the  data  is 
responsible  for  determining  the  appropriate  distribution  statement  and 
ensuring  that  the  data  is  appropriately  marked.  Export-control  warning 
statements  will  be  marked  when  determined  necessary. 

A. A. 1.1  Marking  existing  technical  data.  If  a  document  is  requested  and  it 
does  not  have  distribution  statements  or  export  control  warnings,  that  data 
must  be  reviewed  and  marked  appropriately.  Data  created  prior  to 
20  November  198A  that  is  never  requested  or  called  out  of  storage  need  not  be 
marked. 

^•A.2  Revised  and  updated  technical  data.  Each  revision  shall  be  considered 
a  new  document  to  be  reviewed  and  marked  appropriately.  Whether  or  not 
previous  versions  of  technical  data  have  been  publicly  released  shall  not  be 
the  determining  factor  in  the  dissemination  determination. 

A. A. 3  Changes  to  distribution  markings.  Distribution  statements  shall  remain 
in  effect  until  changed  or  removed  by  the  controlling  DoD  office. 
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5.  DETAILED  REQUIREMENTS 

5.1  Distribution  statements.  There  are  seven  different  distribution 
statements  provided  in  DoD  Directive  5230.24  that  may  be  used  to  control 
dissemination  of  DoD  technical  documents,  ranging  from  complete  public  release 
to  only  specific  release  on  a  case-by-case  basis  by  the  controlling  DoD 
office.  Certain  types  of  technical  data  preclude  placing  the  entire  notice  on 
the  document.  To  accommodate  this  problem,  each  distribution  statement 
contains  an  authorized  abbreviated  form.  Abbreviated  distribution  statements 
are  to  be  used  only  when  space  precludes  placing  the  entire  notice  on  the 
document.  The  use  and  wording  of  these  statements  are  described  in  the 
following  paragraphs. 

5.1.1  Use  of  Distribution  Statement  A.  Distribution  Statement  A  shall  be 
used  only  on  unclassified  technical  documents  that  do  not  contain 
export-control  led  data,  and  have  been  approved  for  public  release  after  a 
security  and  policy  review  determination  by  authorized  public  release 
authori ty. 

5. 1.1.1  Wording  of  Statement  A.  Distribution  Statement  A  shall  be  worded: 

Distribution  Statement  A.  Approved  for  public  release;  distribution  is 
unlimited. 

The  abbreviated  form  is  "Statement  A,  unlimited." 

5.1.2  Use  of  Distribution  Statement  B.  Distribution  Statement  B  shall  be 
used  to  authorize  release  of  a  document  to  US  Government  agencies. 

5.1.2.!  Wording  of  Statement  B.  Distribution  Statement  B  shall  be  worded: 

Distribution  Statement  B.  Distribution  authorized  to  US  Government  agencies 
only;  (fill  in  reason);  (date  of  determination).  Other  requests  for  this 
document  shall  be  referred  to  (insert  name  of  controlling  DoD  office). 

The  abbreviated  form  is  "Statement  B,  US  Government,  (controlling  DoD 
office) ." 

5. 1.2. 2  Reasons  for  selecting  Distribution  Statement  B. 

a.  Foreign  Government  Information  -  limits  distribution  according  to  the 
desires  of  the  foreign  government  that  furnished  the  technical  information. 

b.  Proprietary  Information  -  protects  information  not  owned  by  the  US 
Government  and  protected  by  a  contractor's  "limited  rights"  statement,  or 
received  with  the  understanding  that  it  not  be  routinely  transmitted  outside 
the  US  Government. 
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c.  Test  and  Evaluation  -  protects  results  of  test  and  evaluation  of 
;'';n'^rcial  products  or  military  hardware  when  such  disclosure  may  cause  unfair 

..vantage  or  disadvantage  to  the  manufacturer  of  the  product. 

d.  Contractor  Performance  Evaluation  -  protects  information  in  management 
reviews,  records  of  contract  performance  evaluation,  or  other  advisory 
documents  evaluating  programs  of  contractors. 

e.  Critical  Technology  -  protects  information  and  technical  data  the 
advanced  current  technology  or  describe  new  technology  in  an  area  of 
significant,  or  potentially  significant  military  application,  or  that  relate 
to  a  specific  military  deficiency  of  a  potential  adversary. 

f.  Premature  Dissemination  -  protects  information  on  systems  or  hardware 
in  the  developmental  or  conceptual  stage  to  prevent  premature  disclosure  that 
might  jeopardize  the  inventor's  right  to  obtain  a  patent. 

g.  Software  Documentation  -  protects  software  documentation  and  data 
releasable  only  under  specific  regulations. 

h.  Administrative  or  Operational  Use  -  protects  technical  or  operational 
data  or  information  from  automatic  dissemination  under  the  International 
Exchange  Program  (lEP)  or  by  other  means.  This  protection  covers  publications 
required  solely  for  official  use  or  strictly  for  administrative  or  operational 
purposes. 

i.  Specific  Authority  -  protects  information  not  specifically  included  in 
the  above  reasons,  but  which  requires  protection  according  to  valid  documented 
authority  such  as  Executive  Orders  (EOs),  classification  guidelines,  or 
regulatory  documents. 

5.1.3  Use  of  Distribution  Statement  C.  Distribution  Statement  C  shall  be 
used  to  authorize  distribution  to  US  Government  agencies  and  their  authorized 
contractors. 

5. 1.3.1  Wording  of  Distribution  Statement  C.  Distribution  Statement  C  shall 
be  worded: 

Distribution  Statement  C.  Distribution  authorized  to  US  Government  agencies 
and  their  contractors;  (fill  in  reason);  (date  of  determination).  Other 
requests  for  this  document  shall  be  referred  to  (insert  name  of  controlling 
DoD  office). 

The  abbreviated  form  is  "Statement  C,  Gov't  and  contractors,  (controlling  DoD 
office)." 


5. 1.3, 2  Reasons  for  assigning  Distribution  Statement  C. 

a.  Foreign  Government  Information  -  limits  distribution  according  to  the 
^  desires  of  the  foreign  government  that  furnished  the  technical  information. 
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b.  Software  Docimentatlon  -  protects  software  documentation  and  data 
releasable  only  under  specific  regulations. 

c.  Critical  Technology  -  protects  information  and  technical  data  that 
advance  current  technology  or  describe  new  technology  in  an  area  of  signifi¬ 
cant,  or  potentially  significant  military  application,  or  that  relate  to  a 
specific  military  deficiency  of  a  potential  adversary. 

d.  Administrative  or  Operational  Use  -  protects  technical  data  or  infor¬ 
mation  from  automatic  dissemination  under  the  International  Exchange  Program 
(lEP)  or  by  other  means.  This  protection  covers  information  required  solely 
for  administrative  or  operational  purposes. 

e.  Specific  Authority  -  protects  information  not  specifically  included  in 
the  above  reasons,  but  that  requires  protection  according  to  valid  documented 
authority  such  as  EOs,  classification  guidelines,  or  regulatory  directives. 

5.1.  A  Use  of  Distribution  Statement  D.  Distribution  Statement  D  shall  be 
used  to  authorize  distribution  of  technical  documents  toDoD  components  and 
their  contractors. 

5.1. A.1  Wording  of  Distribution  Statement  D.  Distribution  Statement  D  shall 
be  worded: 

Distribution  Statement  D.  Distribution  authorized  to  the  DoD  and  U.S.  DoD 
contractors  only;  (fill  in  reason);  (date  of  determination).  Other  requests 
shall  be  referred  to  (insert  name  of  controlling  DoD  office). 

The  abbreviated  form  is  "Statement  D,  DoD  &  U.S.  DoD  Contractors,  (controlling 
DoD  office)." 

Statement  D  documents  are  provided  to  foreign  contractors  to  DoD  through  the 
technical  office  sponsoring  the  contract. 

5. 1.4. 2  Reasons  for  selecting  Distribution  Statement  D. 

a.  Foreign  Government  Information  -  limits  distribution  according  to  the 
desires  of  the  foreign  government  that  furnished  the  technical  information. 

b.  Software  Documentation  -  Protects  software  documentation  and  data 
releasable  only  under  specific  regulations. 

c.  Critical  Technology  -  protects  information  and  technical  data  that 
advance  current  technology  or  describe  new  technology  in  an  area  of  signifi¬ 
cant,  or  potentially  significant  military  application,  or  that  relate  to  a 
specific  military  deficiency  of  a  potential  adversary. 

d.  Administrative  or  Operational  Use  -  protects  technical  or  operational 
data  or  information  from  automatic  dissemination  under  the  lEP  or  by  other 
means.  This  protection  covers  information  required  solely  for  administrative 
or  operational  purposes. 
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e.  Specific  Authority  -  protects  InforMtlon  not  speclficilly  Included  in 
the  above  reasons,  but  which  requires  protection  according  to  valid  documented 
authority  such  as  EOs,  classification  guidelines,  or  regulatory  directives. 

5.1.5  Use  of  Distribution  Statement  E.  Distribution  Statement  E  shall  be 
used  to  authorize  distribution  of  technical  documents  to  DoD  components  only. 

5. 1.5.1  Wording  of  Distribution  Statement  E.  Distribution  Statement  E  shall 
be  worded: 

Distribution  Statement  E.  Distribution  authorized  to  DoO  Components  only; 

(fill  in  reason);  (date  of  determination).  Other  requests  for  this  document 
shall  be  referred  to  (insert  name  of  controlling  DoD  office). 

The  abbreviated  form  is  "Statement  E,  DOD  Only,  (controlling  DoD  office)." 

5. 1.5. 2  Reasons  for  selecting  Distribution  Statement  E. 

a.  Direct  Military  Support  -  The  document  contains  export-controlled 
technical  data  of  such  milHary  significance  that  release  for  purposes  other 
than  direct  support  of  DoD-approved  activities  may  jeopardize  an  important 
technological  or  operational  military  advantage  for  the  United  States. 
Designation  of  such  data  is  made  by  competent  authority  in  accordance  with  DoD 
Directive  5230.25. 

b.  Premature  Dissemination  -  protects  information  in  the  developmental  or 
conceptual  stage  to  prevent  premature  disclosure  that  might  jeopardize  the 
inventor's  right  to  obtain  a  patent. 

c.  Critical  Technology  -  protects  information  and  technical  data  that 
advance  current  technology,  or  describe  new  technology  in  an  area  of 
significant,  or  potentially  significant,  military  application  or  that  relate 
to  a  specific  military  deficiency  of  a  potential  adversary. 

d.  Foreign  Government  Information  -  limits  distribution  according  to  the 
desires  of  a  foreign  government  that  furnished  the  information. 

e.  Proprietary  Information  -  protects  information  not  owned  by  the  US 
Government  and  protected  by  a  contractor's  "limited  rights"  statement,  or 
received  with  the  understanding  that  it  not  be  routinely  transmitted  outside 
the  DOD. 

f.  Test  and  Evaluation  -  protects  results  of  test  and  evaluation  of 
coirenercial  products  or  military  hardware  when  such  disclosure  may  cause  unfair 
advantage  or  disadvantage  to  the  manufacturer  of  the  product. 

g.  Contractor  Performance  Evaluation  -  protects  information  in  management 
reviews,  records  of  contract  performance  evaluation,  or  other  advisory 
documents  evaluating  programs  of  contractors. 


U 


MIL-STD-1806 


h.  Software  Documentation  -  protects  software  documentation  and  data 
releasable  only  under  specific  regulations. 

i.  Specific  Authority  -  protects  information  not  specifically  included  in 
the  above  reasons,  but  which  requires  protection  according  to  valid  documented 
duciiority  such  as  EOs,  classification  guidelines,  or  regulatory  directives. 

j.  Administrative  or  Operational  Use  -  protects  technical  or  operational 
data  or  information  from  automatic  dissemination  under  the  lEP  or  by  other 
means.  This  protection  covers  information  required  solely  for  administrative 
or  operational  purposes. 

5.1.6  Use  of  Distribution  Statement  F.  Distribution  Statement  F  shall  be 
used  to  signify  that  all  distribution  of  a  technical  document  is  to  be 
determined  by  the  controlling  DOD  office. 

5. 1.6.1  Wording  of  Distribution  Statement  F.  Distribution  Statement  F  shall 
be  worded; 

Distribution  Statement  F.  Further  distribution  only  as  directed  by  (insert 
name  of  control  1 ing  DoD  office)  or  higher  DoD  authority;  (date  of 
determi nation) . 

The  abbreviated  form  is  "Statement  F,  Request  approval  of  (controlling  DoO 
office) ." 

5. 1.6. 2  Reasons  for  selecting  Distribution  Statement  F. 

a.  Direct  Military  Support  -  The  document  contains  export-controlled 
technical  data  of  such  military  significance  that  release  for  purposes  other 
than  direct  support  of  DoD-approved  activities  may  jeopardize  an  important 
technological  or  operational  military  advantage  for  the  United  States. 
Hnsignation  of  such  data  is  made  by  competent  authority  in  accordance  with  DoD 
Directive  5230.24  (reference  (c)). 

b.  Special  Dissemination  and  Reproduction  -  protects  information  subject 
to  special  dissemination  limitation  specified  by  paragraph  4-505,  DoD 
Regulation  5200, 1-R. 

5.1.7  Use  of  Distribution  Statement  X.  Distribution  Statement  X  shall  be 
placed  on  technical  data  that  are  subject  to  export  controls,  and  which  is 
intended  for  audiences  broader  than  provided  in  Distribution  Statements  B,  C, 
D,  E,  or  F. 

5. 1.7.1  Wording  of  Distribution  Statement  X.  Distribution  Statement  X  shall 
be  worded: 

Distribution  Statement  X.  Distribution  authorized  to  US  Government  agencies 
and  private  individuals  or  enterprises  eligible  to  obtain  export-controlled 
technical  data  in  accordance  with  controlling  DoD  office  is  (DODD  5230.25  or 
implementing  service  regulations) ;  (date  of  determination). 
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The  abbreviated  form  is  "Statement  X,  Certified  Contractors,  (controlling  DoO 

rice)." 

5.2  Export  control  warning  notice.  Technical  data  that  are  export-control  led 
must  be  marked  with  an  export  control  warning  notice.  This  statement 
identifies  technical  data  which  the  DoD  will  withhold  from  public  release 
using  authority  in  10  U.S.C.  130.  It  may  be  used  in  conjunction  with  any 
distribution  statement  except  Statement  A. 

5.2.1  Wording  of  the  export  control  warning  notice.  The  export  control 
warning  notice  shall  be  worded  "WARNING  -  This  document  contains  technical 
data  whose  export  is  restricted  by  the  Arms  Export  Control  Act  (Title  22, 
U.S.C.  SEC  2751,  et  seq.)  or  the  Export  Administration  Act  of  1979,  as 
amended.  Title  50,  U.S.C.,  App  2401  et  seq.  Violations  of  these  export  laws 
are  subject  to  severe  criminal  penalties.  Disseminate  in  accordance  with 
provisions  of  DoO  Directive  5230.25."  When  it  is  technically  infeasible  to 
use  the  entire  statement,  an  abbreviated  marking  may  be  used,  and  a  copy  of 
the  full  statement  added  to  the  "Notice  to  Accompany  Release  of  Export 
Controlled  Data"  required  by  DoD  Directive  5230.25  (reference  (c)).  The 
abbreviated  form  is  "Warning:  Export-Controlled." 

5.3  Location  of  Distribution  Statements.  The  distribution  statement  shall  be 
marked  in  a  conspicuous  location  on  the  cover,  title  page,  or  for  those 
documents  not  having  a  cover  or  title  page,  on  the  front  page.  Military  spec¬ 
ifications,  standards  and  handbooks  shall  be  marked  as  specified  in  MIL-STD- 
961,  MIL-STD-962.  Markings  on  special  categories  of  material  shall  be  in 
accordance  with  paragraphs  5.3.2  through  5.3.7. 

5.3.1  General  Provisions.  Distribution  statements  and  export  control  warning 
notices  shall  be  legibly  stamped,  printed,  written,  painted,  or  affixed  by 
means  of  a  tag,  sticker,  decal,  or  similar  device,  on  material  other  than 
paper  copies  of  documents,  and  on  containers  of  such  material.  The  following 
procedures  for  marking  various  kinds  of  material  are  not  all  inclusive  and  may 
be  varied  to  accommodate  the  physical  characteristics  of  the  material  and  to 
accommodate  organizational  and  operational  requirements.  Variations,  if  used, 
should  plainly  indicate  the  intended  audience,  the  DoD  controlling  office, 
and,  when  appropriate,  the  fact  that  the  data  is  export-controlled. 

5.3.2  Marking  Charts.  Maps,  and  Drawings.  Charts,  maps,  and  drawings  shall 
bear  the  appropriate  marking(s)  at  the  bottom  of  each  document  or  set  of 
documents.  When  folding  or  rolling  charts,  maps,  or  drawings  would  cover  the 
markings,  additional  markings  shall  be  applied  that  are  clearly  visible  when 
the  documpit  is  folded  or  rolled.  Markings  on  Engineering  Drawings  shall  be 
on  all  single  sheet  drawings  and  associated  lists  and  sheet  one  of  such 
multi-sheet  documents,  per  Military  Standard:  Engineering  Drawing  Practices 
MIL-STD-100.  Export  limitations,  method  of  application,  size  and  color  of 
lettering,  and  location  on  drawings  are  also  addressed  in  MIL-STD-100. 

Figure  1  illustrates  how  to  mark  a  chart,  map,  or  drawing.  Figure  2 
illustrates  how  to  mark  the  outside  of  a  folded  or  rolled  chart  or  map. 
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5.3.3  Marking  Photographs.  Films,  and  Recordings.  Photographs,  films, 

(if'cl  iding  negatives),  recordings,  and  their  containers  shall  be  marked  to 
assure  that  a  recipient  or  viewer  will  know  that  disseminatio'’  was  directed  to 
a  specific  audience  and  whether  it  contains  export-controlled  data.  Figure  3 
('’uStrates  how  to  mark  (at  the  beginning  and  end)  roll  negatives  or  positive: 
and  their  containers. 

5. 3. 3.1  Marking  Photographs.  Negatives  and  positives  shall  be  marked, 
whenever  practicable.  Roll  negatives  or  positives  may  be  so  marked  at  the 
beginning  and  end  of  each  strip.  Negatives  and  positives  shall  be  kept  in 
containers  bearing  conspicuous  markings.  All  prints  and  reproductions  shall 
be  conspicuously  marked  on  the  face  side  of  the  print  if  possible.  When  such 
markings  cannot  be  applied  to  the  face  side,  they  may  be  stamped  on  the 
reverse  side  or  affixed  by  pressure  tape  label,  stapled  strip,  or  other 
comparable  means.  Figure  4  illustrates  how  to  mark  prints  and  reproductions 
of  photographs. 

5. 3. 3. 2  Marking  Transparencies  and  Slides.  A  cover  slide  with  the  export- 
control  warning  notice  and  distribution  statement  shall  be  the  first  slide. 

In  the  case  of  a  35mm  or  a  similar  size  transparency  or  slide  where  the 
markings  are  not  conspicuous  unless  projected  on  a  screen,  for  example,  the 
markings  also  shall  be  marked  on  its  border,  holder,  or  frame.  Duplicate 
markings  in  image  areas  and  on  borders,  holders,  or  frames  are  required  if 
there  is  any  doubt  that  the  image  area  markings  are  not  conspicuous  enough  to 
be  seen  when  the  transparencies  or  slides  are  not  being  projected.  Mark  any 
transparency  or  slide  permanently  removed  from  the  set  as  a  separate 
document.  Figure  5  illustrates  how  to  mark  a  transparency  or  slide,  including 
any  transparency  or  slide  permanently  removed  from  a  set.  In  the  case  of 
sets,  the  border,  holder,  or  frame  is  also  marked  with  the  distribution 
authorized  for  the  set  as  a  whole.  The  highest  distribution  statement  used  on 
any  constituent  part  of  the  set  that  identifies  the  narrowest  intend  will  be 
marked  on  the  cover  of  the  set. 

5. 3. 3. 3  Marking  Motion  Picture  Films  and  Video  Tapes.  Motion  picture  films 
and  video  tapes  shall  be  marked  at  the  beginning  and  end  by  titles  bearing  the 
appropriate  markings.  All  such  markings  shall  be  visible  when  projected. 

Reels  and  cassettes  shall  be  marked  with  the  appropriate  marking  and  kept  in 
containers  bearing  appropriate  markings.  Figure  6  illustrates  how  to  mark  (at 
the  beginning  and  end)  a  motion  picture  film.  The  container  for  a  motion 
picture  film  also  shows  distribution  and  export  control  warning  statements. 

5. 3. 3. 4  Marking  Recordings.  Sound,  magnetic,  electronic  or  other  forms  of 
recordings  of  technical  data,  hereaHer  referred  to  as  recordings,  shall 
contain  at  the  beginning  and  end  a  clear  statement  of  the  assigned  marking 
that  will  provide  adequate  assurance  that  any  listener  or  viewer  will  know 
that  dissemination  was  directed  to  a  specific  audience  and  that  the  data  is 
export-controlled.  Recordings  shall  be  kept  in  containers  or  on  reels  that 
bear  conspicuous  applicable  markings.  Figure  7  illustrates  how  to  mark 
recordings  so  that  any  listener/viewer  will  know  the  authorized  distribution. 
The  container  for  a  recording  should  also  show  appropriate  markings. 
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5. 3. 3. 5  Marking  Microforms.  Microforms  are  images,  usually  produced 

t'.graphical ly  in  sizes  too  small  to  be  read  by  the  unaided  eye.  Location 
of  markings  on  microforms  shall  be  in  accordance  with  ANSI  PH5.9.  These 
markings  shall  also  be  included  on  the  image  so  that  when  the  image  is 
'  :'ged  and  displayed  or  printed,  the  markings  will  be  conspicuous  and 
readable.  Such  marking  will  be  accomplished  as  appropriate  for  the  particular 
microform  involved.  For  example,  roll  film  microforms  (or  roll  microfilm 
employing  16,  35,  70,  or  105mm  films)  may  generally  be  marked  as  provided  for 
roll  motion  picture  film  in  paragraph  5. 3. 3. 3  and  decks  of  "aperture  cards" 
may  be  marked  as  provided  in  paragraph  5.3.4  for  decks  of  automatic  data 
processing  punched  cards.  Whenever  possible,  microfiche,  microfilm  strips, 
and  microform  chips  shall  be  marked  in  accordance  with  this 
paragraph.  Figure  8  illustrates  how  to  mark  a  microfiche  medium,  and  its 
container,  so  it  can  be  read  by  the  unaided  eye.  Figure  9  illustrates  how  to 
mark  the  image  of  a  microfiche  so  that  when  it  is  enlarged,  displayed,  or 
printed,  these  markings  will  be  readable. 

5.3.4  Marking  Decks  of  AOP  Punched  Cards.  When  a  deck  of  unclassified  ADP 
punched  cards  is  handled  and  controlled  as  a  single  document,  only  the  first 
require  markings.  An  additional  card  shall  be  added  (or  the  job  control  card 
modified)  to  identify  the  contents  of  the  deck  and  the  markings  therein. 

Figure  10  illustrates  how  to  mark  a  deck  of  ADP  punched  cards  that  are  handled 
and  controlled  as  a  single  document. 

5.3.5  Marking  removable  ADP  and  word  processing  storage  media. 

a.  External.  Removable  information  storage  media  and  devices,  used  with 
ADP  systems  and  typewriters  or  word  processing  systems,  shall  bear  markings 
whenever  such  media  are  to  be  disseminated  outside  the  DoD  controlling  office. 
Examples  include  magnetic  tape  reels,  cartridges,  and  cassettes;  removable 
discs,  disc  cartridges,  disc  packs  and  diskettes;  paper  tape  reels;  and 
magnetic  cards.  Figure  11  illustrates  how  to  mark  a  word  processing 
information  storage  medium.  Examples  of  other  types  of  removable  storage 
media  are  magnetic  drums,  disc  packs,  and  magnetic  cards. 

b.  Internal.  ADP  systems  or  word  processing  systems  employing  such  media 
shall  provide  for  internal  markings  to  assure  that  information  contained 
therein  that  is  reproduced  or  generated  will  bear  applicable  markings. 

5.3.6  Marking  documents  produced  by  ADP  equipment.  The  first  page  of 
documents  produced  by  ADP  equipment  shall  be  marked.  If  individual  pages  of  a 
document  produced  by  ADP  equipment  are  removed  or  reproduced  for  distribution 
to  other  uses,  they  shall  be  treated  as  a  new  document  and  marked  with 
appropriate  distribution  statements  and  export-control  warning  notice. 

Figure  12  shows  how  the  user  of  the  ADP  output  would  apply  a  distribution 
marking  on  the  first  page  of  an  affected  document. 

5. 3. 6.1  Marking  Computer  Printouts  Produced  by  ADP  Equipment.  If  computer 
documents  have  either  front  or  back  covers,  the  cover  and  first  page  shal 
marked. 
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6.  NOTES 

(This  section  contains  information  of  a  general  or  explanatory  nature  which 
I',  :  helpful,  but  is  not  mandatory.) 

6.1  Intended  Use.  This  standard  contains  requirements  for  the  marking  of 
technical  data  prepared  by  or  for  the  OoO.  The  purpose  of  this  standard  is  to 
facilitate  sharing  of  technical  data  within  the  defense  community  by 
standardizing  the  procedure  for  marking  scientific,  technical,  engineering, 
production,  and  logistics  information  to  denote  distribution  availability, 
release  and  dissemination.  Statements  must  be  placed  on  paper  documents, 
charts,  maps,  drawings,  photographs,  films  (including  negatives),  recordings, 
transparencies,  slides,  motion  picture  films,  recordings,  microforms,  ADP 
punch  cards,  removable  ADP  and  word  processing  storage  media,  computer 
printouts  and  miscellaneous  material. 

6.2  Tailoring  guidance  for  contractual  application.  To  ensure  proper 
application  of  this  standard,  all  technical  data  addressed  shall  have  markings 
tailored  to  the  requirements  in  sections  4  and  5  and  Appendix  A  of  this  stand¬ 
ard  to  exclude  any  unnecessary  task  requirements. 

6.3  Subject  terms  (key  word)  listing. 

Arms  Export  Control  Act 

Blueprints 

Charts 

Critical  Technology 
Di ssemi nation 
Distribution  Statements 
Drawings,  Engineering 
Export  Control 
Limitations 
Maps 

Microforms 
Military  Standard 
Photographs 
Public  Release 
Publication,  Technical 
Restricted  Rights 

Scientific  and  Technical  Information 
Secondary  Distribution 
Technical  Data 
Techni:al  Reports 
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DISTRIBUTION  STATEMENTS 
appropriate  for  USE 

REASONS  FOR  DESIGNATING 

A  SPECIFIC  AUDIENCE- 

■ 

B 

C 

D 

E 

F 

X 

APPROVED  FOR  PUBLIC  RELEASE 

YES 

NO 

NO 

NO 

NO 

NO 

NO 

FOREIGN  GOVERNMENT  INFORMATION 

NO 

YES 

YES 

YES 

YES 

YES 

NO 

PROPRIETARY  INFORMATION 

NO 

YES 

NO 

NO 

YES 

YES 

NO 

TEST  AND  EVALUATION 

NO 

YES 

NO' 

NO 

YES 

YES 

NO 

CONTRACTOR  PERFORMANCE  EVALUATION 

NO 

YES 

NO 

NO 

YES 

YES 

NO 

CRITICAL  TECHNOLOGY 

NO 

YES 

B 

YES 

YES 

^'ES 

YES 

PREMATURE  dissemination 

NO 

YES 

NO 

NO 

YES 

YES 

NO 

SOFTWARE  DOCUMENTATION 

NO 

YES 

YES 

YES 

YES 

YES 

NO 

ADMINISTRATIVE  OR  OPERATIONAL  USE 

NO 

YES 

YES 

YES 

YES 

YES 

YES 

SPECIFIC  AUTHORITY 

NO 

YES 

YES 

YES 

YES 

YES 

YES 

DIRECT  MILITARY  SUPPORT 

NO 

NO 

NO 

NO 

,YES 

YES 

NO 

TABLE  I.  Synopsis  of  reasons  for  assigning  proper  distribution  statements 
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UNCLASSlflfO  -  Distribution  authorized  to  U.S.  Govern¬ 
ment  agencies  oniy  (fill  in  reason)  (date  of  determination). 
Other  requests  for  this  document  shall  be  referred  to  (in¬ 
sert  controlling  DOD  ofiice). 


WARNING  -  This  document  contains  technical  data 
whose  export  is  restricted  b\  the  Arms  Export  Control  Act 
(Title  22.  U.S.C..  Sec.  2751  et  .'ec.l.  VioLitors  of  these  ex¬ 
port  laws  are  subject  to  severe  criminal  penalties. 


This  example  uses  Distribution  Statement  B. 

FIGURE  1.  Marking  charts,  maps  or  drawings. 


This  example  uses  Distribution  Statement  C. 

FIGURE  2.  Marking  folded  or  roiled  charts,  maps,  or  drawings. 
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UNCLASSIFIED  -  Distnijution  .tuthonzeri  to  tne 
ment  ot  Deiense  and  L  .S  DOD  Contractor^  oni'.  ti.. 
reason!  (dale  oi  determination  Oilier  requ* -ts  tor  I'v' 
document  ■•h.ill  lie  |l•ll••:;■d  to  ini-rrl  contrriiiiriL;  Ch  )p 
^  oiticei. 


WARNING  •  This  docoment  contains  techmca:  data 
whose  export  is  restricted  by  the  Arms  Export  Contrci'  -ac: 
(Title  22.  U.S.C..  Sec.  2751  pi  sec;  ).  V'lolators  ot  tnese  ex¬ 
port  laws  are  subject  to  severe  criminal  penalties. 


DISTRIBUTION 

STATE.MENT, 

I  D 


This  example  uses  Distribution  Statement  D. 

FIGURE  3.  Marking  film  roll  and  its  container. 
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(BACK  OF  PHOTOGRAPH) 


(FROM  OF  PHOTOGRAPH) 


UNCLASSIFIED  -  Distribution  authorized  to  the  Depart-  / 
nent  or  Defense  and  U.S.  DOD  contractors  only  (fill  in  ^ 
reason)  (cate  of  determinationj.  Other  requests  for  this 
document  shall  be  referred  to  (insert  controlling  DOD 
office). 


WARNING  -  This  document  contains  technical  data 
whose  export  is  restricted  by  the  Arms  Export  Control  Act 
(Title  22,  U. 5. C.,  Sec.  2751  et  seq  ).  Violators  of  these  ex¬ 
port  laws  are  subject  to  severe  criminal  penalties. 


This  example  uses  Distribution  Statement  D. 

FIGURE  4.  Marking  a  photograph 
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(IMAGE  OF  TRANSPARENCY) 


WARN'ING:  EXPORT  CONTROLLED 


iCAN  BE 

PUT  ANYWHERE 
ON  SLIDE) 


T 


UN'CLASSIFIED  -  Distribution  authorized  to  U.S.  Co\ern- 
.'"•“nt  dgencies  and  their  contractors  (fill  in  reason)  (datc- 
ot  ^etermir^ation).  Other  requests  for  this  document  shall 
be  referred  to  (insen  controlling  DOO  office). 


f 


WARNING  -  This  document  contains  tecmicai  cata 
whose  exDort  is  restricted  by  the  .Arms  Expon  Control  Act 
(Title  22,  U.S.C.,  Sec.  2751  etseq.).  Violators  of  these  ex¬ 
port  laws  are  subject  to  severe  criminal  penalties. 


This  example  uses  Distribution  Statement  C. 

FIGURE  5.  Marking  a  transparency  or  slide. 
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UNCLASSIFIED  -  DiSUibuiion  authon2('fi  Uj  L.b.  Gfnt*rn- 
ment  agencies  onK'  (iill  in  reasom  (dale  oi  determination.' 
Other  requests  tor  this  document  shall  be  reierred  to  (in- 


(Titie  22,  U.S.C.,  Sec.  2751  et  seq.)  or  Executive  Order 
1 2470.  Violators  of  these  export  laws  are  subject  to  severe 
criminal  penalties. 


This  example  uses  Distribution  Statement  B. 

FIGURE  6.  Marking  motion  picture  film. 
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UNCLASSIFIED  -  Distribution  authorized  to  U.S.  Govern¬ 
ment  agencies  only  (till  in  reason)  (date  oi  determination). 
Other  requests  for  this  document  shall  be  referred  to  (in¬ 
sert  controlling  DOD  office). 


WARNING  -  This  document  contains  technical  data 
whose  export  is  restricted  by  the  Arms  Export  Control  Act 
(Titie  22,  U.S.C.,  Sec.  2751  et  seq.).  Violators  of  these  ex¬ 
port  laws  are  subject  to  severe  criminal  penalties. 


This  example  uses  Distribution  Statement  B. 

FIGURE  7.  Marking  sound  recording. 


This  example  uses  Distribution  Statement  C. 

FIGURE  8.  Marking  microfiche  and  its  container 

and  marking  the  image  of  a  microfiche. 


This  example  uses  Distribution  Statement  C 
and  an  Export  Control  Warning. 

FIGURE  9.  Marking  a  deck  of  ADP  punched  cards. 


WARNING  -  This  document  contains  technical  data 
whose  export  is  restricted  b\'  the  Arms  Export  Control  Act 
(Title  22,  U.S.C.,  Sec.  2751  et  seq.j.  Violators  oi  these  ex¬ 
port  laws  are  subject  to  severe  criminal  penalties. 


UNCLASSIFIED  -  Distribution  authorized  to  U.S.  Govern¬ 
ment  agencies  only  (till  in  reason)  icaie  o:  determination). 
Other  requests  lor  this  document  shall  be  reterred  to  (in¬ 
sert  controlling  DOD  office). 


This  example  uses  Distribution  Statement  B 
and  an  Export  Control  Warning. 

FIGURE  10.  Marking  a  removable  worid  processing  storage  meidium. 


H. 
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WARNING  -  This  document  contains  technical  data 
whose  export  is  restricted  by  the  Arms  Expon  Control  Act 
(Title  22,  U.S.C.,  Sec.  2751  etseq.).  Violators  of  these  ex¬ 
port  laws  are  subject  to  severe  criminal  penalties. 


ment  agencies  and  their  contractors  (fill  in  reason'  idate 
Of  determination).  Other  requests  tor  this  docj.ment  shall 
be  referred  to  (insert  controlling  DOD  office). 


This  example  uses  Distribution  Statement  C 
and  an  Export  Control  Warning. 

FIGURE  n.  Marking  a  document  produced  by  ADP  equipment. 
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10.  GENERAL 

10  i  Scope.  This  notice  assigns  responsibilities  for  the  dissemination  of 
export-controlled  technical  data.  This  Appendix  is  a  mandatory  part  of  the 
standard.  The  information  contained  herein  is  intended  for  compliance. 

20.  APPLICABLE  DOCUMENTS.  This  section  is  not  applicable  to  this  appendix. 

30.  WORDING  OF  NOTICE 

30.1  Notice.  The  wording  and  underlining  of  the  title  shill  be  duplicated 
exactly, 

NOTICE  TO  ACCOMPANY  THE  DISSEMINATION  OF  EXPORT-CONTROLLED  TECHNICAL  DATA. 


1.  Export  of  information  contained  herein,  which  includes,  in  some 
circumstances,  release  to  foreign  nationals  within  the  United  States,  without 
first  obtaining  approval  or  license  from  the  Department  of  State  for  items 
controlled  by  the  International  Traffic  in  Arms  Regulations  (ITAR),  or  the 
Department  of  Commerce  for  items  controlled  by  the  Export  Administration 
Regulations  (EAR),  may  constitute  a  violation  of  law. 

2.  Under  22  U.S.C.  2778  the  penalty  for  unlawful  export  of  items  or 
information  controlled  under  the  ITAR  is  up  to  2  years  imprisonment,  or  a  fine 
of  $100,000,  or  both.  Under  50  U.S.C. ,  Appendix  2410,  the  penalty  for 
unlawful  export  of  items  or  information  controlled  under  the  EAR  is  a  fine  of 
up  to  $1,000,000,  or  five  times  the  value  of  the  exports,  whichever  is 
greater;  or  for  an  individual,  imprisonment  of  up  to  10  years,  or  a  fine  of  up 
to  $250,000,  or  both. 

3.  In  accordance  with  your  certification  that  establishes  you  as  a 
"certified  US  contractor,"  unauthorized  dissemination  of  this  information  is 
prohibited  and  may  result  in  disqualification  as  a  certified  US  contractor, 
and  may  be  considered  in  determining  your  eligibility  for  future  contracts 
with  the  Department  of  Defense. 

4.  The  US  Government  assumes  no  liability  for  direct  patent  infringement, 
or  contributory  patent  infringement  or  misuse  of  technical  data. 

5.  The  US  Government  does  not  warrant  the  adequacy,  accuracy,  currency, 
or  completeness  of  the  technical  data. 

6.  The  US  Government  assumes  no  liability  for  loss,  damage,  or  injury 
resulting  from  manufacture  or  use  for  any  purpose  of  any  product,  article, 
system,  or  material  involving  reliance  upon  any  or  all  technical  data 
furnished  in  response  to  the  request  for  technical  data. 
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7.  If  the  technical  data  furnished  by  the  Government  will  be  used  for 
cotninepcial  Manufacturing  or  other  profit  potential,  a  I’cense  for  such  use  may 
be  necessary.  Any  payments  made  in  support  of  the  request  for  data  do  no: 
include  or  involve  any  license  rights. 

8.  A  copy  of  this  notice  shall  be  provided  with  any  partial  or  complete 
reproduction  of  these  data  that  are  provided  to  qualified  US  contractors. 
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GUIDE  TO  DETERMINE  WHETHER  TECHNICAL  DATA  ARE  EXPORT-CONTROLLED 


10.  GENERAL 

10.1  Scope.  This  Appendix  is  a  guide  to  help  determine  whether  the  technical 
data  contained  in  a  document  are  subject  to  export  restrictions.  This 
determination  is  a  government  responsibility.  This  Appen.ix  is  rot  a 
mandatory  part  of  the  Standard.  The  information  contained  herein  is  intended 
for  guidance  only. 

20.  APPLICABLE  DOCUMENTS.  This  section  is  not  applicable  to  this  appendix. 

30.  DETERMINATION  OF  TECHNICAL  DATA  CONTENT. 

30.1  Do  export  controls  apply? 

DoD  controlling  offices  will  use  the  following  guidance  in  determining 
whether  data  are  export  controlled. 

a.  The  MCTL  is  an  excellent  reference  for  use  in  making  this 
determination. 

b.  Technical  data  that  relate  directly  to  articles  controlled  by  the 
International  Traffic  in  Arms  Regulations  or  its  US  Munitions  List  (ML),  or 
the  Export  Administration  Regulations  or  its  Commodity  Control  List  (CCL), 
also  are  controlled  for  export. 

30.2  Is  the  technology  controlled? 

a.  Generally  speaking,  if  the  document  discusses  unclassified  cutting 
edge  science  with  no  identified  appl ications--fundamental  research— it  is  not 
controlled,  and  may  be  distributed  without  restriction.  Distribution 
Statement  A  will  be  applied  to  such  a  document.  Similarly,  if  the  document 
discusses  well-known  technology  that  we  know  is  widely  available  in  the  public 
domain.  Distribution  Statement  A  is  appropriate. 

b.  If  a  document  discusses  technology  that  -- 

(1)  contains  critical  elements  that  are  classified,  or 

(2)  is  unique  to  a  specific,  well-defined  military  application,  then 
the  document  probably  contains  information  that  should  be  controlled. 

30.3  Procedures  for  determining  when  to  make  technical  data  subject  to  export 
controls  with  an  export  control  warning  statement. 
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subject  to  export  restrictions  for  national  security 

are  exemot  from  warning  statement  to  indicate  that  they 

releasHf  It  hx?  ^  ntf  ‘^^ta  may  be  withheld  from  pub! ; : 

"ilitary  or  space  application,  cannot  be  exoorted  without 

(1)  Data  Type: 

technical  data  of  the  type  that  can  be  used  or  be  adapted  for  IlSF  in 
DEFENSE  ARTICLE?’  MANUFACTURE,  OPERATE,  REPAIR,  OR  REPRODUCE  SOME  ^ 

Factors  to  consider  in  answering  this  question  include: 

<»nninoo»>i««  technical  data  in  question:  technical  reports, 

technical  *1)*^  '"a^ntenance  manuals  (sometimes  simply 

Iela?l5  L  n^rtCnar  “I  Specifications  and  standards 

SfrtiruU?  of  equipment,  and  training  manuals  related  to 

tn  ^vnnrJ  ^ave  the  greatest  probability  of  being  subject 

to  export  control  Scientific  papers  and  other  data  that  do  not  relate  t^ 
products  are  less  likely  to  be  controlled. 

reports  are  export-controlled.  They  meet  the 
weapons  svstim^^whlTw  ’^'‘’vidual  components  can  be  used  within  a  larger 
t^Ss^  ml  particular  purposes;  or  show  how 

thirst;,nHari  P®opl «  ^0  “56  particular  weapons.  They  do  not  meet 

this  standard  if  they  simply  show  the  operating  characteristics  of  a  weaoon 
and  this  information  would  not  affect  the  decision  to  use  the  weapon.  In  ?he 

woulrnormppr^  information  might  qualify  for  security  classification,  but  it 
would  not  meet  export-control  standards. 

IF  THE  ANSWER  TO  (1)  IS  POSITIVE,  PROCEED  TO  (2). 

UNDErEOTRT^CMTROL  UWs!*  "EGATIVE,  THE  OATA  IS  NOT  SUBJECT  TO  WITHHOLDING 
(2)  General  License  Exemption: 

AVMLaLe?^^^  technical  data  been  publicly  RELEASED,  AND  IS  IT  GENERALLY 


>3 
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The  DoD  controlling  office  must  determine  whether  the  technical  data  has  ever 
been  cleared  for  public  release,  or  whether  it  knows  of  any  unauthorized 
release  that  has  led  to  wide  circulation  of  the  technical  data.  Points  to 
consider  in  this  evaluation  are-- 

(a)  The  data  released  publicly  must  be  the  exact  data  for  the 
general  license  to  be  applicable.  Frequently  the  information  publicly 
released  omits  key  features,  such  as  the  manufacturing  tolerances  for  the 
dimensions  of  particular  parts.  This  type  information  is  key  to  the  work¬ 
ability  of  much  equipment. 

(b)  If  similar  data  have  been  pubicly  released,  the  portion  of 
the  document  containing  that  information  is  not  subject  to  exemptions  in  the 
export-control  laws.  Documents  in  which  non-released  data  is  blanked  out,  and 
a  copy  made  by  some  technique  which  does  not  permit  the  blanked  out  portions 
to  be  determined,  may  be  released. 

(c)  Release  to  perform  a  particular  task  with  a  constraint  on 
further  dissemination  is  not  a  public  release.  Release  under  DoD  Directive 
5230.25  is  not  a  public  release. 

(d)  Scientific  and  educational  information  not  directly  and 
significantly  related  to  design,  production,  or  use  in  industrial  processes, 
or  instruction  in  academic  institutions  and  academic  laboratories,  excluding 
information  that  involves  research  under  contract  related  directly  and 
significantly  to  design,  production,  or  use  in  industrial  processes,  is  not 
subject  to  export  control  exemptions. 

IF  THE  ANSWER  TO  (2)  IS  POSITIVE,  THE  DATA  IS  NOT  SUBJECT  TO  WITHHOLDING  UNDER 
EXPORT-CONTROL  LAWS. 

If  THE  ANSWER  TO  (2)  IS  NEGATIVE,  PROCEED  TO  (3). 

(3)  Militarily  Critical  Technology  List  fHCTL): 

DOES  THE  TECHNICAL  DATA  DISCLOSE  INFORMATION  RECOMMENDED  FOR  CONTROL  IN  THE 
MCTL? 

A  more  exact  method  to  determine  if  a  document  reveals  controlled  tech¬ 
nology  employs  the  MCTL  and  its  appendices.  Although  the  MCTL  is  not  a 
control  list,  the  things  it  lists  are  controlled  or  will  probably  be 
controlled  for  reasons  of  national  security.  One  of  its  important  potentials 
is  its  ability  to  track  emerging  technologies,  militarily  critical 
technologies  that  are  so  new  that  they  have  not  yet  been  listed  on  control 
lists.  Its  legislated  charter  is  to  provide  information  in  sufficient  enough 
detail  to  help  an  official  decide  if  an  item  or  information  is  controlled 
against  export. 
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Note  that  this  question  is  not  "is  the  subject  area  mentioned  or  listed  in  the 
MCTL?"  It  is  not  enough  to  simply  find  a  key  word  in  the  MCTL  and  assume  that 
control  is  intended  for  a  specific  application  of  the  general  area 
listed.  For  example,  although  the  general  area  of  LASER  is  listed  many  tim-.-s 
in  the  MCTL,  this  does  not  mean  that  all  LASER-speci fic  applications  and  sub¬ 
components  should  be  controlled;  LASER  technology  for  eye  surgery  would  not  be 
controlled.  To  properly  use  the  MCTL  you  must  understand  whether  control  is 
recommended  by  the  MCTL  for  your  specific  area  of  interest.  MCTL  Appendix  C 
is  helpful  in  this  regard. 

Points  to  consider  in  this  evaluation: 

(a)  The  MCTL  is  sufficiently  specific  to  guide  the  determination 
of  whether  to  control  the  export  of  -- 

i.  Arrays  of  Know-How  -  design  and  manufacturing  know-how 
and  related  technical  information  required  to  achieve  a  significant  develop¬ 
ment,  production,  or  use.  Such  know-how  includes  services,  processes, 
procedures,  specifications,  design  data  and  criteria,  and  testing  techniques. 

Z.  Keystone  Equipment  -  manufacturing,  inspection,  test,  or 
any  other  equipment  specifically  necessary  for  effectively  applying  a  signifi¬ 
cant  array  of  technical  Information  and  know-how. 

Keystone  Materials  -  materials  specifically  necessary 
for  effectively  applying  a  significant  array  of  technical  information  and 
know-how. 


4.  Goods  Accompanied  by  Sophisticated  Know-How  -  goods,  the 
use  of  which  requires  the  provision  (disclosure)  of  a  significant  array  of 
technical  information  and  know-how  (including  operation,  application,  or 
maintenance  know-how)  and  for  which  embedded  know-how  is  inherently  derivable 
by  reverse  engineering,  or  is  revealed  by  use  of  the  goods. 

Items  of  Intrinsic  Military  Utility.  Items  other  than 
those  identified  a?  "Keystone  Manufacturing,  Inspection  and  Test  Equipment," 
"Keystone  Materials,"  and  "Goods  Accompanied  by  Sophisticated  Know-How"  whose 
transfer  to  potential  adversaries  shall  be  controlled  for  the  following 
reasons: 


The  end  product  in  question  could  significantly 
enhance  the  recipient's  military  or  warmaking 
capability  either  because  of  its  technology  content 
or  because  of  the  quantity  sold. 
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The  product  could  be  analyzed  to  reveal  US  system 
characteristics  and  thereby  contribute  to  the 
development  of  countermeasures  to  equivalent  US 
equipment. 

(b)  The  technologies  identified  in  the  MCTL  primarily  contribute 
to  the  development,  production,  or  use  of  items  being  controlled  for  national 
security  purposes  on  the  current  Commodity  Control  List  (CCL)  and  the  US 
Munitions  List  (ML)  of  the  Inter  ational  Traffic  in  Arms  Regulations  (ITAR). 
Tne  commodi  ies  described  in  thi .  list  are  limited  to  equipment  and  materials 
identified  as  critical  to  the  development,  production,  or  use  of  end-items  of 
concern,  or  goods  that  convey  information  concerning  these  activities. 

(c)  The  MCTL  does  address  end-items  of  intrinsic  military 
utility.  Items  identified  on  the  MCTL  are  not  possessed  by  the  Warsaw  Pact 
nations. 


(d)  The  MCTL  includes  a  brief  description  of  the  critical 
technology  under  consideration,  rationale  statement  for  inclusion  on  the  list, 
and  the  explicit  critical  elements  of  that  technology. 

(e)  The  MCTL  is  itself  not  Intended  as  a  control  list,  nor  is  it 
intended  as  a  substitute  for,  nor  an  addition  to,  the  current  export  control 
lists.  The  MCTL  is  a  detailed  and  structured  technical  statement  of  develop¬ 
ment,  production,  and  use  technologies  which  the  DOO  determines  to  be  crucial 
to  given  military  capabilities,  and  of  significant  value  to  potential 
adversaries.  As  such,  it  is  a  technical  reference  and  source  document  to 
Support  export-control  decisions. 

(f)  The  lists  of  keystone  equipment,  keystone  materials,  and 
goods  accompanied  by  sophisticated  know-how  contain  both  those  items 
explicitly  listed  in  the  CCL  and  the  ML,  and  items  implicitly  covered  by 
controls  currently  in  effect  or  under  review  for  possible  control.  Where 
items  identified  as  militarily  critical  are  explicitly  covered  in  the  CCL, 
only  the  Export  Commodity  Control  Number  (ECCN)  reference  is  provided.  In 
other  cases  where  the  ECCN  statement  is  more  general  that  the  coverage  in  the 
MCTL,  the  amplifying  detail  is  provided. 

(g)  Appendices  have  been  included  in  the  MCTL  to  assist  the  user 
when  making  a  determination  to  control  data: 

X.  Appendix  A  provides  a  glossary  and  definitions  of  the 
most  freqently  used  words,  and  of  certain  more  technical  words  contained  in 
the  MCTL. 

Appendix  C  is  a  cross-reference  list  of  the  current  and 
proposed  MCTL,  CCL,  and  ML  items. 
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3.  Appendix  D  is  a  list  of  the  MCTL  section  titles  and 
descriptive  phrases  listed  by  numerical  MCTL  entries. 

£.  Appendix  E  is  a  keyword-in-context  list  versus  numer-, cal 
MCTL  entry;  it  is  I  rotation  of  Appendix  0. 

5.  Appendix  F  is  a  cross-reference  list  of  the  CCL  and  ML 
items  to  MCTL  goods  accompanied  by  sophisticated  know-how. 

6.  Appendix  G  is  a  cross-reference  of  CCL  items  to  MCTL 
keystone  equipment  and  keystone  materials  items. 

(h)  It  is  recommended  you  check  the  MCTL  before  the  ML  and  CCL; 
the  determination  can  then  be  made  more  easily.  Pertinent  portions  of  the 
MCTL  are  more  closely  related  to  the  mission  of  a  DOD  program  office  involved, 
and  there  is  a  cross-reference  to  the  ML  and  CCL. 

STEP-BY-STEP 

The  first  step  toward  deciding  if  a  document  contains  export-controlled 
information  is  to  find  the  MCTL  section  in  which  the  technology  resides. 

GO  TO  APPENDIX  E.  Appendix  E  of  The  Military  Critical  Technologies  List  (U) 
Appendices  A-L  lists  keywords  in  context.  The  center  column  of  the  appendix 
is  the  keyword.  The  left  column  provides  additional  information  and  the  right 
column  is  the  MCTL  reference  number.  First,  find  a  keyword  that  most  clearly 
matches  the  technology  in  question.  Try  several  keywords  until  you  find  a 
listing.  Write  down  the  MCTL  reference  number  for  the  keyword. 

GO  TO  APPENDIX  F.  Appendix  F  tells  users  on  which  export  control  list  a 
technology  resides,  if  the  technology  is  controlled.  The  far  left  column  is 
the  MCTL  section  number  for  the  technology.  Scan  this  column  until  you  find 
the  MCTL  reference  number  previously  established. 

If  there  is  a  listing  in  any  one  of  the  far  right  three  columns  following 
the  MCTL  section  number,  then  the  technology  is  controlled  to  at  least  one 
destination  (not  all  controlled  technologies  are  controlled  to  all 
destinations).  For  the  task  at  hand,  reviewers  need  not  be  concerned  with  the 
details  of  licensing  technologies  for  export.  This  is  the  responsibility  of 
the  contractor.  Therefore,  merely  establishing  if  a  technology  is  controlled 
for  export  is  sufficient. 

A  listing  such  as  "EAR  Sec  379"  means  that  the  technology  is  controlled  by 
a  specific  regulation  in  the  Export  Administration  Regulations.  If  "Suppl  3" 
follows  this  listing,  then  the  controlling  mechanism  is  in  supplement  three  of 
the  EAR. 
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A  listing  such  as  "ECCN  nSSA"  means  the  technology  is  specifically  listed 
on  the  CCL. 

A  listing  such  as  "ITAR  CAT  XU"  means  the  technology  is  on  the  US 
Munitions  List. 

If  you  have  not  yet  decided  if  the  technology  in  question  is  controlled, 
then  a  review  of  the  ITAR  or  EAR  listing  is  necessary.  This  can  be 
accomplished  by  taking  the  appropriate  reference  and  looking  up  the  tech¬ 
nology.  Within  the  EAR  there  are  extensive  discussions  of  ECCNs.  The  ITAR 
provides  briefer  descriptions  because  its  ML  is  a  listing  of  military  use  only 
items  and  technologies.  Some  confusion  arises  over  the  dual  use  nature  of  EAR 
listed  items.  If  there  remains  some  question  of  whether  the  technology  in 
question  involves  a  military  system,  it  is  probably  more  correct  to  assume  it 
does  because  the  technology  is  the  produc-t  of  the  armed  services. 

IF  THE  ANSWERS  (1)  AND  (3)  ARE  POSITIVE.  THE  TECHNICAL  DATA  IS  SUBJECT  TO 
WITHHOLDING  UNDER  EXPORT-CONTROL  LAWS. 

IF  THE  ANSWER  TO  (3)  IS  NEGATIVE,  PROCEED  TO  (4). 

(4)  Muni tions  List  (ML) : 

DO  THE  TECHNICAL  DATA  DIRECTLY  RELATE  TO  A  WEAPON  LISTED  IN  CATEGORIES  I 
THROUGH  XVI  OF  THE  ML,  ITAR  SECTION  22  CFR  121.01? 

Points  to  consider  when  using  the  ML  in  this  evaluation: 

(a)  The  ITAR  prohibits  the  export  of  technical  data  relating  to 
arms,  ammunition,  and  implements  of  war  without  approval  of  the  Department  of 
State.  The  ML  is  a  listing  in  the  ITAR  which  enumerates  articles  designed  as 
arms,  ammunition,  and  implements  of  war  which  are  subject  to  export  control. 

(b)  The  term  "article"  is  defined  as  any  of  the  arms, 
ammunition,  implements  of  war,  and  technical  data  relating  thereto  enumerated 
in  the  ML. 


(c)  Generally,  the  articles  listed  arc  end-items  or  components, 
and  do  not  describe  specific  materials  (except  chemical)  agents  or 
propellants). 


(d)  Technical  data  is  any  unclassified  information  that  can  be 
used,  or  be  adapted  for  use  to  design,  produce,  manufacture,  repair,  overhaul, 
process,  engineer,  develop,  operate,  maintain,  or  reconstruct  arms, 
ammunition,  and  implements  of  war  on  the  ML,  or  any  technology  which  advances 
the  state-of-the-art  or  establishes  a  new  art  in  an  area  of  significant 
military  applicability  in  the  US. 
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IF  THE  ANSWER  TO  BOTH  (1)  AND  (4)  IS  POSITIVE,  THE  TECHNICAL  DATA  IS  SUBJECT 
TO  WITHHOLDING  UNDER  EXPORT  CONTROL  LAWS. 

IF  THE  ANSWER  TO  (4)  IS  NEGATIVE,  PROCEED  TO  (5). 

Check  the  munitions  list  before  checking  the  CCL.  Less  technical  information 
and  knowledge  is  needed  to  determine  munitions  list  applicability. 

(5)  Commodity  Control  List  (CCLl. 

DOES  THE  TECHNICAL  DATA  DIRECTLY  PERTAIN  TO  AN  ITEM  LISTED  ON  THE  CCL? 

Points  to  consider  when  using  the  CCL  in  this  evaluation: 

(a)  The  CCL  is  a  listing  prepared  by  the  Department  of  Commerce 
to  control  the  export  of  goods  or  technologies  which  may  significantly 
contribute  to  the  military  potential  of  foreign  countries,  thereby  adversely 
affecting  the  national  security  of  the  US. 

(b)  Only  technical  data  relating  to  commodities  on  the  CCL  are 
prohibited  from  export  without  a  license. 

(c)  Technical  data  is  defined  as  information  of  any  kind  that 
can  be  used,  or  adapted  for  use,  to  design,  produce,  manufacture,  use,  or 
reconstruct  articles  or  materials.  The  data  may  take  a  tangible  form,  such  as 
a  model,  prototype,  blueprint,  or  an  operating  manual,  or  may  take  an 
intangible  form  such  as  technical  service. 

IF  THE  ANSWERS  TO  (1)  AND  (5)  ARE  POSITIVE,  THE  TECHNICAL  DATA  IS  SUBJECT  TO 
WITHHOLDING  UNDER  EXPORT  CONTROL  LAWS. 

IF  THE  ANSWER  TO  (5)  IS  NEGATIVE,  THE  DATA  ARE  NOT  SUBJECT  TO  WITHHOLDING 
UNDER  EXPORT  CONTROL  LAWS. 

IF  DETERMINATION  STILL  CANNOT  BE  MADE,  CALL  FOR  HELP  FROM  THE  JUDGE  ADVOCATE 
OFFICE  OR  FOREIGN  DISCLOSURE  POLICY  OFFICE. 
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MANAGEMENT  OF  SCIENTIFIC  AND  TECHNICAL  INFORMATION 


I 


1.1.  The  process  of  exchanging  information  is  an  essential  element  of  research,  development,  test,  and 
evaluation  (RDT&E)  and  studies  and  analysis  (SA).  Air  Force  participation  in  this  process  conserves 
diminishing  resources  and  promotes  progress  by  enabling  those  involved  in  RDT&E  to  take  advantage 
of  the  efforts  of  others.  This  directive  provides  policy  to  ensure  that  the  Air  Force  complies  with 
Department  of  Defense  (DoD)  directions,  instructions,  and  policies  when  it  publishes,  disseminates, 
retrieves,  exchanges,  and  stores  Scientific  and  Technical  Information  (STINFO). 

1.2.  Management  of  STINFO  within  the  Air  Force  involves  the  production  of  information  in  various 
media,  the  protection  of  that  information  by  proper  classification  and  distribution  controls,  and  effective 
dissemination  by  publishing  and  depositing  it  in  central  information  repositories  so  that  it  is  available 
to  all  who  need  the  information. 

1.3.  The  Air  Force  will  produce,  protect,  and  disseminate  STINFO  as  an  integral  part  of  its  RDT&E  and 
SA  efforts.  See  attachment  1  for  measures  used  to  comply  with  this  policy. 

1.3.1.  The  Air  Force  will  establish  and  support  adequate  information  and  communications  services 
relating  to  STINFO  in  support  of  its  RDT&E  and  SA  efforts.  This  involves  all  aspects  of  collecting, 
producing,  disseminating,  controlling,  protecting,  and  applying  STINFO. 

1.3.2.  The  Air  Force  will  exchange  STINFO  with  the  public  and  private  sectors,  including  academia,  to 
share  Air  Force  technologies  and  exploit  technologies  developed  elsewhere. 

1.3.3.  The  Air  Force  will  provide  releasable  defense  technical,  planning,  requirements,  budget,  and 
acquisition  information  to  industrial  or  other  organizations  capable  of  engaging  in  defense  research, 
development,  and  acquisition  programs. 

1.3.4.  The  Air  Force  will  ensure  that  all  scientific  and  technical  data  concerning  Air  Force  RDT&E  and 
SA  efforts  are  reviewed  from  the  standpoint  of  controlling  distribution.  Data  will  be  expeditiously  made 
available  to  the  research,  development,  and  engineering  communities  throughout  DoD,  other  Federal 
agencies,  state  and  local  governments,  academia,  industry,  and  other  private  individuals,  consistent 
with  appropriate  distribution  controls. 

1.4.  The  following  responsibilities  and  authorities  are  established: 


1.4. 1.  SAF/AQT  is  designated  the  Department  of  the  Air  Force  office  of  primary  responsibility  for  the 
Air  Force  STINFO  program  and  will  appoint  an  Air  Force  STINFO  Program  Manager  who  is  the  single 
focal  point  for  STINFO  as  required  by  DoD  Directive  3200.12,  DoD  Scientific  and  Technical  Information 
Program,  February  15, 1983. 


1.4.2.  Commanders  and  directors  of  the  activities  at  attachment  2  will  appoint  a  local  STINFO  Officer 
whose  full-time  duty  assignment  will  be  to  represent  the  commander  or  director  and  to  serve  as  the 
single,  authoritative  point  of  contact  for  STINFO  matters  within  the  command  or  activity.  The  local 
STINFO  Officer  will  establish,  manage,  and  monitor  the  program  and  perform  the  duties  described  in 
AFI  Gl-201,  Responsibilities  of  the  Local  STINFO  Officer  (formerly  AFR  83-1). 


OPR:  SAF/AQT  (Dr  C.J.ChaUynne) 

Approved  by:  SAF/AQT  (Mr  Donald  J.  Campbell) 


Please 

Recycle 


Printed  on 
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Editor:  SAF/AAIP  (Ms  Catherine  H.  Leason) 
Pages:  9/Distribution:  F 


FPD61-2 


7  APRIL  1993 


I 


1.5.  Terms  Explained: 

1.5.1.  Air  Force  Program  Manager.  Individual  appointed  at  SAF/AQT  to  provide  Air  Force-wide 
programmatic  guidance  for  the  program. 

1.5.2.  Defense  Technical  Information  Center  (DTIC).  Under  the  operational  control  of  the  Office  of  the 
Director  of  Defense  Research  and  Engineering,  DTIC  provides  for  the  acquisition,  storage,  announcement, 
retrieval,  and  secondary  distribution  of  technical  documents. 

1.5.3.  Local  Scientific  and  Technical  Information  Officer.  Individual  appointed  by  the  local 
commander  to  carry  out  and  enforce  compliance  with  the  various  elements  of  the  US  Air  Force  STINFO 
Program. 

1.5.4.  Technical  Document.  Any  recorded  information  or  data,  regardless  of  its  physical  form  or 
characteristics,  that  contains  scientific  and  technical  information  or  technical  data  including  production, 
engineering,  and  logistics  information.  Excluded  are  official  Air  Force  publications,  which  are  not 
distributed  through  the  Defense  Technical  Information  Center. 

1.5.5.  Work-Unit  Information  Summary.  The  set  of  data  elements  that  describe,  for  separate  research, 
development,  test,  and  evaluation  efforts,  what  is  being  accomplished,  the  performer,  location,  sponsor, 
cost,  and  progress  to  date.  Submitted  to  the  Defense  Technical  Information  Center  for  inclusion  in  the 
Work-Unit  Information  System,  a  database  that  makes  available  information  on  current  work  in  progress. 

1.6.  See  attachment  3  for  DoD  publications  implemented  by  this  policy  directive  and  for  other  Air  Force 
directives  and  instructions  with  which  it  interfaces. 


JOHN  E.  JAQUISH,  Lt  General,  USAF 

Principal  Deputy,  Assistant  Secretary  of  the  Air  Force  for  Acquisition 


3  Attachments 

1.  Measures  and  Display  of  Compliance  With  Policy 

2.  Activities  That  Require  Full-Time  STINFO  Officers 

3.  Publications  With  Related  Policies  and  Instructions 
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MEASURES  AND  DISPLAY  OF  COMPLIANCE  WITH  POLICY 

ALL  SAF/AQT  will  evaluate  compliance  with  Air  Force  STINFO  policy  by  reviewing  data  submitted  by 
the  locally  appointed  STINFO  Officers  and  Office  of  Secretary  of  Defense-directed  feedback  reports  from 
the  DTIC.  SAF/AQT  will  equate  success  with  positive  trends,  which  equate  to  continual  process 
improvements.  Air  Force  instructions  subordinate  to  this  policy  directive  will  contain  reporting 
requirements,  which  will  be  based  upon  approved  Air  Force  reporting  systems  consisting  of  various  report 
control  symbols  (RCS)  inputs.  Reporting  will  include: 

ALLL  Number  of  technical  reports  generated  by  in-house  and  extramural  efforts  and  submitted  to  DTIC 
(including  completeness  and  timeliness  of  reporting  [figure  Al.l]).  Timeliness  is  reflected  by  how  long  it 
takes  to  publish  the  final  report  (and  submit  it  to  DTIC)  after  the  work  has  been  completed.  The  desired 
trend  is  for  the  total  number  of  technical  reports  submitted  to  DTIC  to  increase.  A  second  trend  is  to 
decrease  the  number  of  reports  that  take  more  than  120  days  to  submit. 

A  1.1.2.  Timeliness  of  work-unit  information  summaries  and  the  percentage  of  up-to-date  summaries  in 
the  DTIC  database  (figure  A1.2).  The  desired  trend  is  the  increasing  number  of  summaries  in  the 
database  over  time  along  with  a  decreasing  percentage  over  12  months  old. 

ALLS.  New  starts  and  major  modifications  for  which  literature  searches  are  completed  and  documented 
(figure  A1.3).  The  objective  is  to  have  at  least  one  literature  search  performed  for  every  new  start  and 
major  modification.  The  desired  trend  is  the  decreasing  difference  between  the  numbers  of  new  starts  and 
major  modifications  on  one  hand  and  the  number  of  literature  searches  on  the  other. 

AL2.  SAF/AQT  will  tabulate  the  results  of  quarterly  reporting  in  an  annual  report  to  be  published  and 
distributed.  This  will  allow  deficiencies  (i.e.,  failures  to  improve)  to  be  identified  and  activities  to  compare 
their  efforts  with  others. 


V _ ^ _ J 
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AFPD61-2 
ATTACHMENT  1 
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YEAR 

FY92 

LEGEND 

<30  DAYS 

in 

>30,  <120  DAYS 

^.120  DAYS 

Figure  Al.l.  Sample  Metric  of  Timely  Submission  of  Technical  Reports  to  DTIC. 


Work-Unit  Information  Summaries 


NUMBERS 


Data 

Notional 

QUARTER 


YEAR 


LEGEND 


TOTAL 


FY92 


I  LESS  THAN  12  MONTHS  OLD 


3  4 


MORE  THAN  12  MONTHS  OLD 


Figure  A1.2.  Sample  Metric  of  Work-Unit  Information  Summaries. 
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ACTIVITIES  THAT  REQUIRE  FULL-TIME  STINFO  OFFICERS 
Air  Force  Materiel  Command. 

Aeronautical  Systems  Center. 

Electronic  Systems  Center. 

Human  Systems  Center. 

Space  and  Missiles  Systems  Center. 

Armstrong  Laboratory. 

Phillips  Laboratory. 

Rome  Laboratory. 

Wright  Laboratory. 

Ogden  Air  Logistics  Center. 

Oklahoma  Air  Logistics  Center. 

Sacramento  Air  Logistics  Center. 

San  Antonio  Air  Logistics  Center. 

Warner  Robins  Air  Logistics  Center  Air  Force  Flight  Test  Center. 

Arnold  Engineering  Development  Test  Center. 

Civil  Engineering  Support  Agency. 

Air  Force  Space  Command. 

Air  Training  Command. 

Air  Combat  Command. 

Air  Mobility  Command. 

Air  Force  Communications  Command. 

Air  Force  Communications  Agency. 


V. 
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Air  Force  Center  for  Environmental  Excellence. 


PUBLICATIONS  WITH  RELATED  POLICIES  AND  INSTRUCTIONS 
A2.1.  This  directive  implements  the  following  DoD  publications: 


Publication 

Designation 

Title 

Former 

Publication  or  Date 

DoD  Directive  3200.12 

DoD  Scientific  and  Technical  Information 
Program 

February  15, 1983 

DoD  3200.12-R-l 

Research  and  Technology  Work  Unit 
Information  System  Regulation 

August  1983 

DoD  3200.12-R-2 

Centers  for  Analysis  of  Scientific  and  Technical 
Information  Regulation 

January  1985 

DoD  Directive  5200.12 

Conduct  of  Classified  Meetings 

July  27,1992 

DoD  Instruction  5200.21 

Dissemination  of  DoD  Technical  Information 

September  27, 1979 

DoD  Directive  5230.24 

Distribution  Statements  on  Technical 
Documents 

March  18, 1987 

DoD  Directive  5230.25 

Withholding  of  U nclassified  Technical  Data 
From  Public  Disclosure 

November  6, 1984 

DoD  Directive  5230.27 

Presentation  ofDoD-Related  Scientific  and 
Technical  Papers  at  Meetings 

October  6, 1987 

A2.2.  This  directive  interfaces  with  the  following  Air  Force  policy  directives  and  instructions: 

Publication 

Designation 

Title 

Former 

Publication  or  Date 

AFPD61-1 

Management  of  Air  Force  Science  and 
Technology 

AFR  80-3 

AFI 61-201 

Responsibilities  of  the  Local  STINFO 

Officer 

AFR  83-1 

AFI 61-202 

AF  Technical  Publications  Program 

AFR  83-2 

AFI  61-203 

R  &  T  Work-Unit  Information  System 

AFR  80-12 

AFI  61-204 

Controlling  the  Distribution  of  Classified 
and  U nclassified  STINFO 

AFRs  80-30,  80-34,  and 
83-3 

AFI  61-205 

Sponsoring  or  Cosponsoring,  Conducting, 
and  Presenting  DoD -Related  Scientific 
and  Technical  Papers  at  U nclassified 
and  Classified  Conferences,  Symposia, 
and  Other  Similar  Meetings 

AFR  80-43 
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AFPD61-2 

ATTACHMENTS 


7  APRIL  1993 


/ - 

Publication 

Designation 

AFI  61-207 

AFI  61-208 

AFI  61-209 

AFR  80-39  (Joint 
Departmental 
Publication) 


Former 

Title  Publication  or  Date 

Air  Force  Information  for  Industry  Offices  AFR  80-11 

Air  Force  Potential  Contractor  Program  No  Former  Publication 

Advance  Planning  Briefings  for  Industry  No  Former  Publication 

Certification  and  Registration  for  Access 

to  Scientific  and  Technical  Information  May  5, 1977 


J 
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AIR  FORCE  INSTRUCTION  61-201 
16  JUNE  1995 


Scientijic/Research  and  Development 

THE  LOCAL  SCIENTIFIC  AND  TECHNICAL  INFORMATION  PROCESS 


This  instruction  implements  AFPD  61-2,  Management  of  Scientific  and  Technical  Information,  and  DoD  Directive  3200.12, 
DoD  Scientific  and  Technical  Information,  February  15,  1983.  It  establishes  the  procedures,  processes,  and  management 
guidelines  for  local  Scientific  and  Technical  Information  (STINFO)  officers.  STfNFO  officers  help  their  commanders  and 
directors  produce,  protect,  and  control  dissemination  of  technical  data  and  provide  for  the  information  needs  of  individuals  in 
the  organization. 

SUMMARY  OF  REVISIONS 

This  instruction  updates,  clarifies,  and  streamlines  previous  guidelines  for  local  STINFO  officers.  A  ★  indicates  revisions 
from  the  previous  edition. 

1.  The  Local  STINFO  Officer: 

1.1.  Identifies  subordinate  activities  at  separate  geographic  locations  that  require  STINFO  officers  and  determine  if  the 
position  should  be  full-  or  part-time. 

1.2.  Is  the  office  of  primary  responsibility  for: 

•  Disseminating  STINFO,  including  technical  reports,  technical,  and  professional  publications. 

•  Reporting  work-in-progress  to  the  Defense  Technical  Information  Center  (DTIC)  Work-Unit  Information  System. 

1.3.  Develops  methods  to  improve  STfNFO  procedures. 

1 .4.  Keeps  up-to-date  on  emerging  technologies  that  might  benefit  STfNFO  activities. 

1.5.  Schedules  and  joins  in  meetings  to  discuss  STfNFO  concerns  and  opportunities. 

1.6.  Submits  plans  or  reports  to  improve  STfNFO  services,  including  internal  changes  that  benefit  other  Air  Force 
organizations. 

1 .7.  Coordinates  all  elements  of  the  STINFO  program  with  appropriate  offices,  including  the  Office  of  Research  and 
Technical  Application  (ORTA)  to  support  the  Domestic  Technology  Transfer  Program,  the  technical  library,  and  foreign 
technology  specialists. 

1.8.  Monitors  Information  Analysis  Centers  (lAC)  that  the  organization  supports. 

1 .9.  Publishes  and  disseminates  technical  material  that  documents  the  observations,  results,  findings,  and  recommendations 
of  all  efforts,  particularly  to  DTIC,  lACs,  and  major  technical  libraries. 

★  1.10.  Reviews  all  STINFO  produced  in  the  organization  and  marks  materials  with  appropriate  distribution  statements  to 
control  secondary  distribution. 

1.11.  Is  the  principal  contact  with  DTIC.  {NOTE:  This  does  not  preclude  others  from  dealing  with  DTIC,  particularly  if  the 
local  program  is  decentralized.) 

1.12.  Updates  data  into  databases  at  DTIC  to  keep  them  current  and  complete.  {NOTE:  You  must  keep  all  work-in-progress 
data  up  to  date  and  send  all  technical  reports  to  DTIC.) 

1.13.  Documents  and  validates  that  personnel  search  the  DTIC  and  other  applicable  databases  and  literature  no  later  than  6 
months  before  beginning  new  efforts  or  making  significant  changes  to  ongoing  efforts.  Project-approval  requires  principal 
investigators  or  program  managers  to  search  DTIC  databases  and  use  the  search  results  in  program  planning.  Principal 
investigators  and  program  managers  should  keep  the  search  results  during  the  life  of  the  project  (but  not  less  than  3  years)  to 
help  the  DoD  Inspector  General  oversee  and  inspect  the  project. 

1.14.  Conducts  programs  for  scientists,  engineers,  technicians,  analysts,  managers,  and  administrators  based  on  training 
materials,  procedures,  and  policies  developed  by  HQ  SAF/AQT. 
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1.15.  Prepares  standing  operating  procedures,  local 
regulations,  local  policy  documents,  or  supplement  to  Air 
Force  instruction  to  assign  responsibility  for  various  parts 
of  the  STINFO  program  to  appropriate  offices  and  identify 
the  information  shared  among  program  participants. 

1.16.  Withholds  unclassified  technical  data  from  public 
disclosure. 

1.17.  Sponsors,  cosponsors,  and  conducts  unclassified  and 
classified  conferences  and  symposia. 

1.18.  Provides  appropriate  support  to  the  local  ORTA. 

1.19.  Collects,  analyzes,  and  interprets  data  on  the 
effectiveness  of  the  program.  You  must  have  meaningful 
data  to  measure  STINFO  performance. 

1.20.  Attends  HQ  SAF/AQT  STINFO  training  sessions 
and  conferences,  DTIC  user  meetings,  and  related 
professional-development  courses,  seminars,  workshops, 
and  conferences. 

1.21.  Use  AF  Form  2519,  All  Purpose  Checklist, 
illustrated  in  attachment  1  to  help  you  comply  with  this 
section. 

2.  Commanders  and  Directors.  Appoint  a  member  of 
the  headquarters  staff  to  be  the  activity's  STINFO  officer, 
reporting  directly  on  STINFO  program  status.  NOTE: 
STINFO  officers  should  have  appropriate  grade  and 
adequate  authority  to  make  sure  that  their  activities 
participate,  including  identifying  and  appointing  points  of 
contact  in  the  organization  to  carry  out  portions  of  the 
program.  Use  AF  Form  2519,  illustrated  in  attachment  2, 
to  assist  you  in  complying  with  this  section. 


3.  Terms  Explained: 

3.1.  Defense  Technical  Information  Center  (DTIC). 
Acquires,  stores,  announces,  and  retrieves  technical 
documents  under  the  operational  control  of  the  Office  of 
the  Director  of  Defense  Research  and  Engineering. 
Provides  secondary  distribution  for  documents  and 
maintains  three  automated  databases  accessible  by  DoD 
personnel  and  two  of  which  are  accessible  by  current  and 
registered  potential  defense  contractors.  The  databases 
cover  DTIC's  Technical  Report  collection  as  well  as  work- 
in-progress  (the  Work-Unit  Information  System)  and 
Independent  Research  and  Development  (IR&D)  efforts. 
The  IR&D  database  is  limited  to  DoD  personnel. 

3.2.  Local  STINFO  Officers.  Carry  out  and  enforce 
compliance  with  the  various  elements  of  the  Air  Force 
STINFO  Program.  Appointed  by  the  local  commander. 

3.3.  Office  of  Research  and  Technology  Application 
(ORTA).  Oversees  the  Domestic  Technology  Transfer 
Program  as  required  by  the  Federal  Technology  Transfer 
Act  of  1986  (Public  Law  99-502). 

3.4.  Potential  Defense  Contractor.  Individual  or 
organization  outside  of  DoD  that  is  certified  as  eligible  to 
receive  STINFO  based  on  registration  and  confirmation  of 
need-to-know  by  an  appointed  Army,  Navy,  or  Air  Force 
Potential  Defense  Contractor  Program  coordinator. 

3.5.  Technical  Document.  Any  recorded  information, 
regardless  of  its  physical  form  or  characteristics,  that 
contains  scientific  and  technical  information,  or  technical 
data  including  production,  engineering,  and  logistics 
information.  Official  Air  Force  publications,  which  are 
not  distributed  through  DTIC  are  excluded. 


★DARLEEN  A.  DRUYUN 
Deputy  Assistant  Secretary  of  the  Air  Force 
for  Acquisition 


2  Attachments 

1.  Sample  AF  Form  2519,  All  Purpose  Checklist,  for  Local  STINFO  Officers 

2.  Sample  AF  Form  2519,  All  Purpose  Checklist,  for  Commanders  and  Directors 
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SAMPLE  AF  FORM  2519,  ALL  PURPOSE  CHECKLIST,  FOR  LOCAL  STINFO  OFFICERS 


ALL  PURPOSE  CHECKLIST 


PAGE  1  OF  1  PAGES 


EVALUATION  CHECK  LIST— For  Local  STINFO  Officers 


ITEM 

(Assign  a  paragnph  numbrto  Mcft  Ham  Omwa  horizotvaHina  batwaan  aach  major pamgmph.) 


1.  Attended  STINFO  training. 


2.  Identiied  STINFO  needs  within  your  organization. 


3.  Identified  sutsordinate  activities  that  require  full-  or  part-time  suturdinate  STINFO  managers. 


4.  Procedures  established  to  obtain  STINFO  services  and  support  from  the  Defense  Technical  Information  Center 
(DTIC). 


5.  Controls  in  place  to  ensure  searching  of  DTIC  data  bases  before  all  new  starts  or  significant  changes  to 
ongoing  programs. 


6.  Technical  publications  program  in  place  and  tracking  system  established. 


7.  Procedures  in  place  for  submission  of  information  to  DTIC  with  controls  to  ensure  complete  and  timely 
submission. 


8.  Procedures  and  controls  in  place  for  marking  technical  documents. 


9.  Conducting  indoctrination  of  local  scientists,  engineers,  and  others. 


10.  In  the  coordinab'on  cycle  of  others  who  are  establishing  and  planning  meetings. 


11.  Publish  proceedings  of  meetings  held  in  your  organization. 


12.  Coordinate  with  other  offices. 

a.  Security. 

b.  Public  Affairs. 

c.  Data  Management  (STINFO  data  items  are  included  in  contracts.) 

d.  Local  technical  library. 


AF  FORM  2519,  NOV  91  (EF) 
Figure  ALL  Sample  AF  Form  2519. 


PREVIOUS  EDITION  WILL  BE  USED. 
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SAMPLE  AF  FORM  2519,  ALL  PURPOSE  CHECKLIST  FOR  COMMANDERS  AND  DIRECTORS 


ALL  PURPOSE  CHECKLIST 


OF  1  PAGES 
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EVALUATION  CHECK  LIST— For  Commanders  and  Directors 


ITEM 

(Assign  a  paragraph  numbara  saeh  Itam.  Draw  a  hatiiontai  tins  bswssn  saeh  mafor paragraph.) 


1.  STINFO  Officer  appointed  in  writing  to  manage  the  STINFO  program. 


2.  Copy  of  appointment  sent  to  SAF/AQT. 


3.  Management  of  the  STINFO  program  is  the  full-time  duty  assignment  of  the  STINFO  officer. 


4.  STINFO  program  officer  is  organizationally  aligned  to  provide  direct  reporting  to  the  commander  on  STINFO 
program  status. 


5.  STINFO  officer  has  appropriate  grade  and  delegated  authority  to  enforce  program  pariidpab'on. 


6.  STINFO  officer  has  adequate  authority  to  have  points  of  contact  appointed  (i.e.,  in  other  branches  or  divisions)  to 
perform  parts  of  the  program. 


7.  Adequate  personnel  resources  and  office  facilities  provided  to  accommodate  the  STINFO  function. 


AF  FORM  2519.  NOV  91  (EF) 

Figure  A2.1.  Sample  AF  Form  2519. 


PREVIOUS  EDITION  WILL  BE  USED. 
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AIR  FORCE  INSTRUCTION  61-202 
25  JULY  1994 


Scientific/Research  and  Dvelopment 

UNITED  STATES  AIR  FORCE  TECHNICAL  PUBLICATIONS  PROGRAM 


This  instruction  establishes  policies  and  procedures  for  processing,  distributing,  and  publishing  technical  documents 
generated  in-house  or  by  contract,  subcontract,  or  grant  (including  reports  published  by  federally  funded  research  and 
development  centers  (FFRDC).  It  applies  to  all  Air  Force  organizations  generating  scientific  and  technical  information 
(STINFO).  It  does  not  apply  to  intelligence  documents  produced  by  the  National  Air  Intelligence  Center.  It  implements 
AFPD  61-2,  Management  of  Scientific  and  Technical  Information,  and  Department  of  Defense  (DoD)  Directive  3200.12, 
DoD  Scientific  and  Technical  Information  Program,  February  15,  1983,  and  DoD  Instruction  5200.21,  Dissemination  of 
DoD  Technical  Information,  September  27,  1979.  Reports  referenced  in  this  instruction  are  exempt  from  licensing  in 
accordance  with  AFI  37-124,  The  Information  Collections  and  Reports  (ICR)  Program. 

SUMMARY  OF  CHANGES 


This  instruction  updates,  clarifies,  and  streamlines  previous  guidelines. 


1.  Air  Force  STINFO  Program: 

1.1.  The  STINFO  program  facilitates  communication  of 
information  and  data  for  use  in  planning  and  conducting 
Air  Force  research,  development,  test,  and  evaluation 
(RDT&E);  engineering;  production;  logistics;  and  studies 
and  analysis  efforts. 

1.1.1.  These  efforts  are  not  complete  until  you  document 
and  distribute  the  results  to  the  appropriate  activities. 
Documentation  consists  of  any  medium  that  transfers 
information,  including  paper,  microform,  electronic 
storage,  and  video  recordings. 

1.1.2.  Formal  documentation  is  the  permanent  record  of 
the  effort  and  is  the  basis  for  a  tangible  end  product.  The 
documentation  enhances  activities'  ability  to  review, 
reference,  and  transfer  technology.  It  maximizes  the  flow 
of  technical  information  and  minimizes  the  uncoordinated 
duplication  of  effort. 

1.2.  Program  managers,  principal  investigators,  and 
researchers  record  as  technical  publications  all  significant 
scientific  or  technological  observations,  findings, 
recommendations,  and  results  derived  from: 

•  Air  Force  RDT&E 

•  Engineering 


•  Production 

•  Logistics 

•  Studies  and  Analysis  Efforts 

•  Contracted  Advisory  and  Assistance  Services 

•  Cooperative  Research  and  Development 
Agreements 

•  These  publications  contribute  to  the  national 
scientific  and  technical  information  knowledge 
base.  This  requirement  excludes  these  items: 

•  Preliminary  informal  results  of  studies  that 
you  must  disseminate  for  immediate  action. 

•  Reports  conveying  fiscal,  administrative,  or 
other  nontechnical  information. 

•  Progress  or  letter  reports  by  contractors  or 
grantees  that  give,  for  administrative 
purposes,  the  status  of  R&D  efforts. 

•  Technical  reports  that  satisfy  requests  from 
organizations  outside  DoD  and  that 
essentially  duplicate  the  primary  official 
government  document. 

1.3.  The  Air  Force  sends  technical  publications  to  the 
research,  engineering,  and  studies  and  analysis 
community,  including  supporting  technical  libraries,  the 
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Defense  Technical  Information  Center  (DTIC),  and 
appropriate  information  analysis  centers  (lAC),  consistent 
with  established  security  controls  and  distribution 
limitations. 

1 .4.  The  Air  Force  prepares  technical  publications  using 
standard  formats. 

1.5.  The  Air  Force  finalizes  and  distributes  technical 
publications  within  180  days  after  completing  or 
terminating  the  work. 

2.  Local  STINFO  Officers; 

2. 1 .  Oversee  the  technical  publications  program  for  their 
organizations  in  compliance  with  AFPD  61-2;  AFI  61- 
201,  The  Local  Scientific  and  Technical  Information 
Program-,  and  this  instruction. 

2.2.  Carry  out  or  confirm  that  other  offices  in  their 
organization  are  carrying  out  these  functions  by  preparing 
or  reviewing  supplements,  policy  letters,  operating 
instructions,  internal  controls,  and  standing  operating 
procedures,  and  by  making  site  visits  and  performing 
independent  audits. 

2.2.1.  Prepare,  submit,  publish,  and  distribute  technical 
reports  documenting  the  scientific  and  technical  results  of 
research,  engineering,  and  studies  and  analysis  efforts, 
whether  or  not  the  results  are  conclusive  and  regardless  of 
whether  the  work  is  done  in-house,  by  grant,  or  by 
contract. 

NOTE:  When  an  effort  terminates  before  completion 
without  a  final  report,  the  principal  investigator  or 
equivalent  prepares  a  technical  note  or  technical 
memorandum,  unless  the  STINFO  officer  issues  a  waiver. 
Normally,  each  effort  yields  at  least  one  technical 
publication. 

2.2.2.  Ensure  all  RDT&E  contracts  (including  contracts 
with  FFRDCs)  specify  the  technical  data  and  other 
documentation  of  results  that  contractors  must  deliver  in 
accordance  with  the  Air  Force  supplement  to  DoD 
Directive  5000.1,  Defense  Acquisition.  (Contracting 
officers  list  appropriate  data  item  descriptors  on  the  DD 
Form  1423,  Contract  Data  Requirements  List  (CDRL). 
Except  for  data  that  standard  federal  acquisition 
regulation  (FAR)  clauses  specifically  require,  the  CDRL 
is  the  sole  list  of  required  data  for  delivery  under  a 
particular  contract.) 

2.2.3.  Encourage  publication  in  professional  journals  for 
reporting  the  results  of  research  efforts. 

2.2.4.  Make  sure  that  contractors  apply  proper 
distribution  and  export  control  statements  to  all 
deliverable  technical  data  according  to  Military  Standard 
1806,  Marking  Technical  Data  Prepared  by  or  for  the 
Department  of  Defense. 

2.2.5.  Make  sure  that  Air  Force  contract  monitors  do  not 
sign  the  DD  Form  250,  Material  Inspection  and 
Receiving  Report,  until  they  receive  acceptable  camera- 
ready  copies  of  technical  reports. 


2.2.6.  Maximize  the  quality  of  technical  publications. 
Review  and  edit  all  technical  reports  and  similar 
documents  (including  Journal  articles)  before  publishing 
or  submitting  them  to  journals. 

2.2.7.  Track  and  record  the  progress  of  expected 
technical  publications  from  before  the  due  date  of  the 
original  draft  through  printing.  You  can  use  the  work-in- 
progress  database  at  DTIC  to  help  identify  efforts  nearing 
completion  for  which  a  report  will  be  published. 

2.2.8.  Inform  DTIC  of  changes  occurring  in  technical 
publications,  including  changes  of  classification, 
distribution  control,  and  revisions  or  substitutions  in 
technical  documents.  Review  your  organization's 
technical  publications  at  least  yearly  to  identify  such 
changes.  The  DTIC  technical  reports'  database  can  help 
you  in  this  effort. 

2.2.9.  Use  the  following  guidelines  to  handle  patentable 
subject  matter  and  invention  disclosures: 

2.2.9. 1.  Immediately  refer  in-house  unclassified  reports 
that  contain  patentable  subject  matter  to  patent  personnel 
and  to  the  Office  of  Research  and  Technology 
Application  (ORTA).  Patent  personnel  (Staff  Judge 
Advocate  and  the  Air  Force  Legal  Support  Agency) 
evaluate  these  reports  to  decide  if  the  author  should 
immediately  file  a  patent  application.  Do  not  distribute 
unclassified  reports  outside  the  government  that  contain 
information  on  patentable  subject  matter.  Mark  such 
documents  with  the  appropriate  distribution  statement 
(see  AFI  61-204,  Controlling  the  Dissemination  of 
Scientific  and  Technical  Information)  restricting  their 
distribution  to  the  US  Government  (not  Statement  A, 
Approved  For  Public  Release).  Only  after  filing  a  patent 
application  covering  the  subject  matter  with  the  Patent 
and  Trademark  Office,  can  you  use  Distribution 
Statement  A  (Approved  for  Public  Release).  You  can 
then  inform  prior  recipients  of  any  changes  in 
distribution. 

2.2.9.2.  Handle  contractor  invention  disclosures 
according  to  the  contract  clauses  prescribed  by  FAR 
section  27.303. 

2.2.10.  Confirm  that  the  public  affairs  office  is  clearing 
documents  for  public  release. 

2.2.11.  Do  not  include  material  that  implies  that  the 
Government  endorses  or  favors  a  product  or  service 
manufactured  or  supplied  by  a  specific  supplier  in 
technical  reports.  If  you  must  use  a  trade  or  product 
name  for  clarity,  state  that  this  does  not  constitute  an  Air 
Force  endorsement. 

3.  Technical  Report  Formats: 

3.1.  Responsible  Air  Force  organizations,  contractors, 
and  grantees  should  prepare  reports  using  a  professional 
format.  You  can  use  the  American  National  Standards 
Institute  (ANSI)  Standard  Z39.18,  Scientific  and 
Technical  Reports:  Organization,  Preparation  and 
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Production,  as  a  guide.  ANSI  standard  is  not  required  for 
journal  articles. 

3.2.  Use  these  rules  as  written  without  any  changes: 

3.2.1.  Report  Documentation  Page.  Insert  the  Standard 
Form  (SF)  298,  Report  Documentation  Page,  in  all 
publications.  SF  298  gives  you  guidelines  for 
bibliographies  and  dissemination  controls.  You  can  put 
the  form  in  front  of  the  document  immediately  following 
the  cover  (preferred  location)  or  at  the  end  of  the 
document  as  the  last  page  of  the  publication.  If  you 
insert  it  at  the  front  of  the  publication,  you  can  use  it  as 


the  title  page  or  include  a  formal  title  page,  too.  When 
you  send  a  Journal  article  to  DTIC,  just  attach  SF  298. 

3.2.2.  Report  Numbers.  Assign  a  number  to  all 
technical  publications  as  a  unique  identifier.  Base  this 
number  on  ANSI  Z39.23-1990,  Standard  Technical 
Report  Number  Format  and  Creation. 

3.2.3.  Putting  Special  Notices  on  Technical 
Publications; 

3.2.3. 1.  Put  a  review  and  approval  statement  on  the 
inside  front  cover,  or  in  the  document  preface.  Use  the 
following  version  as  a  guide: 


THIS  REPORT  HAS  BEEN  APPROVED  FOR  PUBLICATION. 

Project  Engineer  or  Scientist 

Supervisor 

Signature 

Signature 

Name  and  Rank 

Name  and  Rank 

FOR  THE  COMMANDER 

3.2.3.2.  Include  on  the  inside  or  outside  front  cover,  one 
or  more  of  these  statements: 

"Do  not  return  copies  of  this  report  unless 
contractual  obligations  or  notice  on  a  specific 
document  requires  its  return. 

"This  report  is  published  in  the  interest  of 
scientific  and  technical  information  exchange 
and  does  not  constitute  approval  or  disapproval 
of  its  ideas  or  findings. 

"Using  Government  drawings,  specifications, 
or  other  data  included  in  this  document  for  any 
purpose  other  than  Government  procurement 
does  not  in  any  way  obligate  the  US 
Government.  The  fact  that  the  Government 
formulated  or  supplied  the  drawings, 
specifications,  or  other  data  does  not  license 
the  holder  or  any  other  person  or  corporation; 
or  convey  any  rights  or  permission  to 
manufacture,  use,  or  sell  any  patented 
invention  that  may  relate  to  them. 

"If  you  change  your  address,  wish  to  be 
removed  from  this  mailing  list,  or  your 
organization  no  longer  employs  the  addressee, 
please  notify  (insert  the  appropriate 
organization  and  address)." 

3.2.4.  If  you  include  copyrighted  material  in  the 
document,  follow  the  procedures  in  AFI  51-303,  Patents. 

4.  Technical  Publications  Types: 

4.1.  In  conjunction  with  the  local  STINFO  officer,  the 
author  usually  decides  how  to  publish  a  document.  The 
decision  should  be  based  on  the  nature  of  the  information 


and  its  need  by  the  Air  Force  and  other  DoD 
organizations  and  their  contractors.  Technical 
publications  include: 

4.1.1.  Technical  reports  that  formally  present  results  after 
completing  an  effort  or  major  phase  of  an  effort. 

4.1.2.  Conference  proceedings  that  compile 
presentations,  lectures,  or  papers  from  meetings, 
symposia,  conferences,  or  conventions. 

4.1.3.  Journal  articles  that  use  formats  set  by  publishers. 
Periodical  or  journal  articles  are  technical  papers  and 
sometimes  satisfy  final-report  requirements  for  a  work 
effort  (for  example  results  of  basic  research).  A  journal 
article  may  not  be  adequate,  however,  because  it  does  not 
allow  publishing  all  the  results.  In  this  case,  a  technical 
report  would  also  be  required. 

4.1.4.  Technical  memoranda,  technical  notes,  progress 
reports,  or  interim  reports  that  record  interim  or  partial 
results.  These  reports  are  highly  useful  for  efforts  that 
terminate  before  completion  where  no  final  report  will 
result. 

5.  Classifying  and  Restricting  Distribution  of 
Technical  Publications: 

5.1.  Do  not  classify  basic  scientific  research  or  its  results, 
except  in  rare  cases  when  the  information  shows  an 
especially  significant  scientific  breakthrough  and  you 
have  reason  to  believe  that  it  is  not  known  or  in  the  state- 
of-the-art  of  other  nations  and  classifying  the  material 
gives  the  United  States  a  national  security  advantage. 
When  you  must  classify  a  document,  follow  DoD  5200.1- 
R,  Information  Security  Program  Regulation,  January 
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1987,  with  change  1,  and  AFPD  31-4,  Information 
Security. 

5.2.  Do  not  reference  classified  documents  in 
unclassified  reports  that  are  approved  for  public  release. 

5.3.  Include  information  that  increases  the  distribution 
limitation  of  a  report  only  when  such  information  is 
necessary  to  understand  the  report. 

5.4.  Assign  an  unclassified,  unlimited  distribution 
statement  only  if  the  document  contains  no  sensitive 
information.  If  any  restriction  exists,  place  the  applicable 
distribution  statement  fi’om  AFI  61-204  on  the  outside 
front  cover.  The  public  affairs  office  approves  all 
unlimited  distributions  (Distribution  Statement  A, 
Approved  for  Public  Release)  after  coordinating  the 
documents  through  appropriate  internal  staff  offices  (for 
example  legal,  security,  and  foreign  disclosure). 

5.5.  The  organization  that  ordered  the  work  is  the 
controlling  DoD  office  of  primary  responsibility  (OPR) 
and  controls  the  distribution  statement.  When  the 
performing  organization  is  also  a  DoD  activity,  however, 
the  controlling  office  does  not  change  the  performing 
organization's  recommended  distribution  statement 
without  agreement  from  the  performing  organization. 

5.6.  Include  the  responsible  Air  Force  organization's 
short  title  and  OPR's  functional  address  symbol  (FAS)  for 
distribution  statements  B,  C,  D,  E,  F,  or  X.  (See  AFI  61- 
204  for  a  list  of  the  distribution  statements  and 
instructions  for  their  application.) 

5.7.  For  reports  containing  export  control  data,  put  this 
notice  on  the  outside  front  cover  immediately  below  the 
distribution  statement: 

"fT/fR/V/WC—Thls  document  contains  techni¬ 
cal  data  whose  export  is  restricted  by  the  Arms 
Export  Control  Act  (22  U.S.C.  2751,  et  seq.)  or 
the  Export  Administration  Act  of  1979,  as 
amended  (50  U.S.C.  2401,  et  seq.).  Violating 
these  export  laws  subject  you  to  severe 
criminal  penalties.  Disseminate  in  accordance 
with  the  provisions  of  DoDD  5230.25." 

6.  Handling  Contractors'  Distribution  Restrictions 
(Limited  Rights  Legends).  Show  limited  rights  legends 
to  the  contracting  officer  or  designee  to  decide  if  the 
contract  authorizes  using  such  legends.  Even  when  a 
legend  appears  to  be  totally  unauthorized,  respect  it  until 
the  contracting  officer  makes  a  final  determination. 

6.1.  If  a  publication  will  be  distributed  outside  the 
Government  and  if  the  legend  has  not  been  justified 
according  to  the  Defense  Federal  Acquisition  Regulation 
Supplement  (DFARS),  ask  the  contracting  officer  to 
require  a  justification. 

6.2.  If  the  publication  will  not  be  distributed  outside  the 
Government  or  if  the  Government  lacks  the  resources  to 
investigate  the  contractor's  claim  that  the  legend  is 
justified,  the  Government  may  honor  the  legend  without 


investigation.  In  this  case,  ask  the  contracting  officer  to 
advise  the  contractor  as  follows: 

"The  Government  notes  your  legend  limiting 
our  rights  to  use  (the  name  of  the  technical 
publication).  We  will  observe  these 
restrictions  for  the  present,  even  though  we 
have  not  investigated  the  propriety  of  the 
legend.  This  action  does  not  prejudice  the 
Government's  rights  to  later  question  the 
legend." 

7.  Preparing  Technical  Publications  Involving  Other 
Organizations.  When  multiple  organizations  cooperate 
in  technical  efforts,  the  tasking  document  specifies  who 
prepares  and  publishes  the  technical  document.  You  may 
use  the  collaborating  organization's  identifying 
publication  number  with  your  own. 

8.  Distributing  Technical  Publications.  Distribute 
technical  publications  as  widely  as  possible,  consistent 
with  security  controls  and  distribution  limitations: 

8.1.  Distribute  documents  to  the  following  organizations: 

•  Air  Force,  DoD,  other  Federal  organizations,  and 
contractors  who  need  the  information  to  continue 
with  an  Air  Force  project 

•  DTIC  (see  section  9) 

•  Air  University  Library  (HQ  AUL/LSE), 
Maxwell  AFB  AL  36112-5564  (AFI  36-2303, 
Documents  and  Publications  for  the  A  U  Library) 

•  Director,  National  Security  Agency  (P2213),  Ft 
George  G.  Meade  MD  22705-5000,  if  the  report 
contains  communications  intelligence 
(COMINT),  electronic  intelligence  (ELINT),  or 
communications  security  (COMSEC) 
information. 

8.2.  Do  not  distribute  classified  STINFO  reports  to 

recipients  who  simply  say  they  have  an  "interest"  in  the 
general  subject  matter  without  first  evaluating  their 

clearance  and  access  authorizations,  need-to-know,  and 
ability  to  properly  store  classified  material. 

8.3.  Distribute  reports  containing  export-controlled  data 
only  to  qualified  contractors  certified  and  registered  with 
the  Defense  Logistics  Services  Center  (DLSC)  (AFI  61- 
204). 

8.4.  Review  and  verify  classified  distribution  lists  (for 
example  lists  of  those  qualified  to  receive  classified 
documents)  at  least  once  a  year  (DoD  5200. 1-R  and 
AFPD  31-4). 

8.5.  Refer  DoD  and  other  Federal  Government  agency 
requests  for  copies  of  publications  to  DTIC.  Refer  public 
requests  for  unclassified,  unlimited  publications  to  the 
National  Technical  Information  Service  (NTIS). 

9.  Distributing  Technical  Publications  to  DTIC: 
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9.1.  Send  technical  publications  to  DTIC  within  180  days 
after  completing  the  work  or  within  10  days  of  receiving 
the  final  printed  report  except: 

•  Encrypted  TOP  SECRET  reports  that  contain 
designated  categories  of  intelligence  or 
information  from  a  foreign  government  that 
forbid  the  report's  dissemination 

•  Management  reports  containing  nontechnical 
information  about  a  project  and  administrative 
details 

•  Technical  documents  for  use  by  the  originating 
activity  only,  such  as  working  reports 

9.2.  Send  two  high-quality  paper  copies  of  each 
publication  and  one  digital  copy  (in  an  established  digital 
format)  to  DTIC  with  DTIC  Form  50,  Accession  Notice. 
The  better  the  quality  of  the  report  you  send  to  DTIC,  the 
better  their  reproductions  will  be.  You  can  get  DTIC 
Form  50  from  DTIC,  Cameron  Station,  Alexandria  VA 
22304-6145.  NOTE:  Even  if  you  don't  have  high-quality 
copies,  you  must  still  submit  the  report  to  DTIC. 

9.3.  DTIC: 

•  Provides  secondary  distribution. 

•  Announces  and  distributes  all  classified  and 
unclassified  reports  (including  confidential  and 
secret  reports  that  do  not  have  special-access 
requirements). 

•  Sends  all  unclassified,  unlimited  reports  to  NTIS 
for  distribution  to  the  general  public. 

10.  Publication  and  Reprints  of  Articles  in  Technical 
Journals: 

10.1.  Air  Force  policy  encourages  its  scientific  and 
technical  personnel  to  publish  research  results  in 
recognized  journals.  Journal  publication  is  important  to 
the  Air  Force's  R&D  program. 

10.2.  Publishing  technical  accomplishments  in 
professional  journals  may  satisfy  technical  reporting 
requirements  if  the  work  was  sponsored  by  program  6.1 
or  6.2  funds.  Authors  select  the  journal  and  comply  with 
the  journal's  publication  procedures  and  schedules.  Prefer 
to  publish  in  refereed  journals.  This  does  not  apply  to 
limited-distribution,  classified,  and  export-controlled 
information.  If  publishing  a  journal  article  requires 
omitting  important  information  that  is  limited,  classified, 
or  export  controlled,  publish  a  technical  report  also  to 
fully  disseminate  the  information. 

10.3.  Air  Force  personnel  may  acquire  reprints  of  their 
own  articles  for  distribution. 

10.4.  The  cost  of  publishing  scientific  results  in 
professional  journals  is  a  necessary  part  of  research.  The 
Air  Force  repays  these  costs  according  to  paragraph  10.7. 

10.5.  Before  submitting  an  article  for  publication  in  a 
professional  journal,  the  author's  supervisor  must  identify 
the  material  as  official  or  unofficial.  The  technical 
management  of  the  author's  activity  reviews  and  validates 


the  technical  content  of  the  article,  approves  the  article  for 
publication,  and  verifies  that: 

•  The  article's  dissemination  enhances  Air  Force- 
related  R&D  programs. 

•  Defense  security  requirements  are  satisfied. 

•  The  publisher  knows  that  official  material  is  not 
subject  to  copyright  law. 

10.6.  For  official  material,  the  local  STfNFO  manager 
submits  two  copies  of  the  article  to  DTIC  with  a 
completed  SF  298.  For  unofficial  material  for  publication 
in  a  copyrighted  journal,  the  STfNFO  manager  sends  the 
completed  SF  298  to  DTIC.  The  form  simply  cites  the 
issue  and  page  numbers. 

10.7.  If  the  journal  has  page  charges,  authors  may  use 
project  or  other  funds  when  all  the  following  conditions 
exist: 

•  The  journal's  charges  apply  to  all  contributors 
and  do  not  discriminate  against  the  Government. 

•  The  Government  does  not  bear  the  entire  cost  of 
the  publication  and  the  publication  is  not 
exclusively  for  the  Government. 

•  The  article  is  concise  and  will  be  published  in  a 
reasonable  page  space  according  to  accepted 
journalistic  practice.  (AFI  37-160,  Air  Force 
Publications  and  Forms  Management  Programs, 
and  the  Government  Printing  Office  Style 
Manual  provide  guidelines  on  style  and  usage.) 

•  Any  illustrations,  figures,  graphs,  or  tables  in  the 

article  are  simple.  (Use  ANSI  Z39.18  for 

guidelines.) 

•  The  author  submits  the  article  to  the  publisher 

through  official  Air  Force  channels  that  meet  all 
requirements  for  releasing  technical 

information. 

•  Billing  charges  from  journals  for  published 
articles  contain  a  statement  similar  to: 

•  "For  services  performed  in  the  review, 
editing,  and  publication  of  information  on 
results  of  research  performed  by  Department 
of  Air  Force  personnel."  {NOTE:  Authors 
should  inform  journals  of  this  requirement 
before  billing  takes  place.) 

10.8.  When  possible,  provide  a  camera-ready  manuscript 
instead  of  paying  page  charges.  Many  professional  and 
technical  journals  accept  or  require  camera-ready 
manuscripts  in  lieu  of  assessing  page  charges.  Not  only  is 
this  approach  less  expensive  for  the  author,  but  it  allows 
the  author  to  directly  control  the  quality  of  the  article. 

10.9.  Reprints  of  official  material  may  be  acquired  from 
the  original  publisher  using  RDT&E  funds. 

10.10.  Submit  one  copy  of  each  paper  to  the  project 
officer  or  program  manager  at  the  same  time  that  you 
submit  it  for  publication. 

10.11.  After  publication,  submit  copies  of  published 
papers  to  the  project  officer  or  program  manager 
designated  by  the  sponsor. 
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10.12.  Print  this  warning  on  all  journal  articles: 

"Opinions,  interpretations,  conclusions,  and 
recommendations  are  those  of  the  author  and 
are  not  necessarily  endorsed  by  the  United 
States  Air  Force." 

10.13.  Before  publishing  a  journal  article  based  on  R&D 
sponsored  by  other  than  program  6.1  or  6.2  funds,  you 
must  have  the  article  reviewed  and  get  approval  from  the 
Air  Force  sponsor  according  to  Air  Force  information- 
release  policies  and  procedures.  You  may  withhold 
certain  unclassified,  technical  information  from  public 
disclosure  if  it  might  jeopardize  an  important  US 
technological  or  operational  advantage  per  DoDD 
5230.25,  Withholding  of  Unclassified  Technical  Data 
from  Public  Disclosure. 

10.14.  You  must  Include  the  following  acknowledgment 
with  all  journal  articles  based  on  work  funded  or 


supported  by  the  Air  Force  if  you  are  an  Air  Force 
employee,  member,  contractor,  or  grantee: 

"This  research  was  sponsored  by  (name  of 
sponsoring  organization).  Department  of  the 
Air  Force  grant  or  contract  number  (  )." 

10.15.  The  Air  Force  allows  the  publication  and  public 
presentation  of  unclassified  contracted  fundamental 
research  results.  Security  classification  controls 
information  generated  by  Air  Force-funded  fundamental 
research  in  science,  technology,  and  engineering 
performed  under  contract  or  grant  at  colleges, 
universities,  and  non-government  laboratories.  The  Air 
Force  does  not  authorize  any  other  type  of  control  unless 
required  by  law. 


Forms  Prescribed 

SF  298,  Report  Documentation  Page,  and  DTIC  Form  50,  Accession  Notice. 


CLARK  G.  FIBSTER 
The  Assistant  Secretary  of 
the  Air  Force  for  Acquisition 
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AIR  FORCE  INSTRUCTION  61-203 
25  JULY  1994 


Scientific/Research  and  Development 

THE  WORK  UNIT  INFORMATION  SYSTEM 


This  instruction  implements  Air  Force  Policy  Directive  (AFPD)  61-2,  Management  of  Scientific  and  Technical  Information, 
Department  of  Defense  Directive  (DoDD)  3200.12,  DoD  Scientific  and  Technical  Information  Program,  15  February  1983, 
and  DoD  3200.12-R-l,  Research  and  Technology  Work  Unit  Information  System  Regulation,  5  August  1983.  It  establishes 
procedures  for  compiling  and  submitting  information  to,  and  searching,  the  Work  Unit  Information  System  (WUIS),  and 
specifies  the  frequency  and  timeliness  of  preparation  and  input.  The  report  control  symbol  (RCS)  for  WUIS  is  DD-A&T 
(AR)-636. 

SUMMARY  OF  CHANGES: 

This  instruction  updates,  clarifies,  and  streamlines  previous  guidelines  relating  to  the  WUIS. 


1.  Background.  The  Defense  Technical  Information 
Center  (DTIC)  maintains  WUIS,  a  work-in-progress 
database  that  stores  separate  records  (Work  Unit 
Information  Summaries)  on  distinct,  individual  in-house 
and  extramural  efforts  (i.e.,  contracts,  grants.  Cooperative 
Research  and  Development  Agreements).  A  Work  Unit 
Information  Summary  is  a  set  of  data  elements  that 
describes,  for  distinct  Research,  Development,  Test,  and 
Evaluation  (RDT&E)  efforts,  what  is  being  accomplished, 
the  performer,  location,  sponsor,  cost,  and  progress-to- 
date.  Government  and  industry  investigators  search  the 
WUIS  to  identify  others  working  in  similar  areas,  to 
exchange  information  rapidly,  to  coordinate  efforts  with 
colleagues,  and  to  keep  up  to  date  on  research  in  their 
fields. 

2.  Responsibilities. 

2.1.  SAF/AQT  is  the  Air  Force  office  of  primary 
responsibility  (OPR)  for  WUIS.  It  determines  reporting 
requirements  and  exceptions  and,  together  with  DTIC, 
approves  submission  methods. 

2.2.  The  local  Scientific  and  Technical  Information 
(STINFO)  officers  (or  WUIS  focal  points)  develop 


internal  controls  for  preparing  and  submitting  Work  Unit 
Information  Summaries  and  for  conducting  literature 
searches. 

2.3.  Air  Force  personnel  (primarily  principal 
investigators,  program  managers,  and  contracting  officer's 
technical  representatives): 

2.3.1.  Prepare  Work  Unit  Information  Summaries  of  their 
separate  and  distinct  works-in-progress. 

2.3.2.  Forward  their  summaries  to  the  local  office 
identified  by  the  commander  as  responsible  for  sending 
them  to  DTIC  or  entering  the  data  electronically.  NOTE: 
Activities  can  extract  the  required  information  from  local 
management  information  systems,  eliminating  the  need  to 
compile  the  information  separately. 

2.3.3.  Conduct  literature  searches  and  maintain  copies  of 
literature  search  statistical  pages  and  keyword  strategies 
in  the  project  file  or  R&D  case  file  for  documentation  and 
future  reference.  Include  the  search  control  numbers  and 
dates,  and  the  rationale  for  searching  additional  sources. 


Supersedes  AFR  80-12, 21  March  1986 
OPR:  SAF/AQT  (Dr  C.J.  Chatlynne) 
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3.  Literature  Search  Requirements.  Local  STINFO 
officers  make  sure  that  Air  Force  personnel  in  their 
organizations  search  the  DoD  RDT&E  On-Line  System 
(DROLS,  which  comprises  WUIS,  technical  reports,  and 
Independent  Research  and  Development),  commercial 
databases,  and  the  open  literature  prior  to  (but  within  one 
year  of): 

•  Initiating  any  in-house  effort. 

•  Arranging  for  work  to  be  performed  by  other 
Government  agencies. 

•  Requesting  contractual  services. 

EXCEPTION:  In  the  case  of  a  Broad 
Agency  Announcement  (BAA),  you  only 
need  to  search  the  literature  to  support  the 
decision  to  award  a  contract  resulting  from 
proposals  that  you  receive  in  response  to  the 
BAA. 

•  Making  significant  changes  to  on-going  efforts. 

•  Confirming  the  uniqueness  of  subject  matter  and 
innovations  of  unsolicited  proposals. 

4.  Reporting  Requirements. 

4.1.  Air  Force  RDT&E  activities  (laboratories,  product 
centers,  logistics  centers,  and  test  centers)  prepare  Work 
Unit  Information  Summaries  of  each  technically  distinct 
in-house  and  extramural  RDT&E,  engineering,  and 
logistics  effort  regardless  of  program,  program  category, 
or  appropriation.  These  efforts  include: 

•  Contracts  (including  Small  Business  Innovation 

Research  (SBIR)  and  Small  Business 

Technology  Transfer  (STTR)  contracts). 

•  Grants  awarded  for  R&D. 

•  Cooperative  Research  and  Development 

Agreements  (CRD As). 

•  Studies  and  analysis  efforts  and  Contracted 
Advisory  and  Assistance  Services  (CAAS). 

•  Technically  distinct  tasks  under  task-order 

contracts. 

•  Cooperative  agreements  and  other  transactions. 

4.2.  Responsibilities  When  Transferring  Funds  To, 

and  Receiving  Funds  From,  Other  Government 

Agencies. 

4.2.1.  When  an  Air  Force  activity  transfers  funds  to  a 
non-DoD  Government  agency,  or  otherwise  sponsors 
non-DoD  Government-agency  work,  the  Air  Force 
activity  prepares  the  summa. 

4.2.2.  When  an  Air  Force  activity  transfers  funds  to  a 
DoD  agency  (for  example  through  a  procurement 


directive,  purchase  order,  or  Military  Interdepartmental 
Purchase  Request),  or  otherwise  sponsors  DoD  agency 
work,  the  performing  DoD  agency  prepares  the  summary 
when  the  sponsoring  Air  Force  activity  requests. 
Otherwise  the  sponsoring  Air  Force  activity  prepares  the 
summary. 

4.2.3.  When  an  Air  Force  activity  receives  funds  from,  or 
does  work  for,  another  DoD  agency,  the  Air  Force 
activity  prepares  the  summary  when  the  sponsoring  DoD 
agency  requests. 

4.3.  Maximizing  Access  To,  and  Use  By,  the  Dod 
Contractor  Community.  Because  planned  expenditures 
or  levels  of  planned  obligations  cannot  be  released 
outside  DoD,  keep  summaries  releasable  by  leaving  this 
information  out  whenever  possible.  Also,  describe 
classified  efforts  in  unclassified  terms  whenever  possible 
to  maximize  dissemination  of  the  information. 

4.4.  Updating  Work  Unit  Information  Summaries. 
Air  Force  personnel  update  summaries  annually,  when  a 
significant  change  occurs,  or  when  completing  or 
terminating  an  effort.  They  document  technical  progress 
and  major  milestones  in  the  updated  summary. 

4.5.  Closing  Out.  Air  Force  personnel  prepare  a  final 
summary  and  a  final  technical  report  after  completing  an 
effort.  Include  the  abstract  from  the  final  report  and  the 
technical  report  number.  If  there  is  no  technical  report, 
explain  why. 

5.  Exceptions  to  Reporting  and  Literature  Searches. 
Air  Force  personnel  do  not  need  to  submit  summaries  nor 
perform  literature  searches  for: 

•  Procurement  of  supplies  or  equipment,  except 
when  provided  to  an  academic  institution.  (This 
satisfies  the  requirement  for  DoD  to  submit 
information  to  the  Committee  on  Academic 
Science  and  Engineering  (CASE)  reporting 
system.) 

•  Ongoing,  repetitive  data  collection  and  analyses. 

•  Equipment  installations.  NOTE:  Other  guidance 
may  require  literature  searches  for  computer 
equipment  in  connection  with  a  Computer 
System  Requirements  Document. 

•  Programming  or  computational  support. 

•  Maintenance  and  support  services. 

•  Routine  engineering  (including  engineering, 
mathematical,  or  design  calculations,  or  routine, 
repetitive  (non-original  or  non-innovative)  or 
supporting  analyses). 

•  Efforts  involving  strategic  Intelligence  data 
analysis,  where  the  sharing  of  such  information 
could  compromise  the  national  security. 
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•  Conducting  conferences  and  symposia. 

•  Training. 

6.  Procedures. 

6.1.  When  to  Submit  Work  Unit  Information 

Summaries. 

6.1.1.  Submit  a  summary  within  30  working  days  of: 

•  Getting  approval  to  initiate,  change,  complete,  or 
terminate  an  in-house  effort. 

•  Awarding  a  contract  or  grant,  or  changing  or 
supplementing  an  existing  contract  or  grant  that 
affects  the  description  of  work,  level  of  funding, 
identity  of  a  principal  investigator,  or  duration  of 
the  effort. 

•  Transferring  funds  to  a  Government  agency. 

•  Making  changes  to,  completing,  or  terminating 
an  effort. 


NOTE:  Review,  revise,  or  update  the  information  in  each 
summary  at  least  once  a  year  to  report  progress. 

6.2.  How  to  submit  Work  Unit  Information 
Summaries. 

6.2.1.  Unclassified  summaries:  Enter  these  summaries  in 
the  system  by  using  any  method  acceptable  to  DTIC  and 
SAF/AQT. 

6.2.2.  Classified  summaries:  Enter  classified  summaries 
via  a  dedicated  classified  terminal  in  accordance  with 
DTIC  guidance.  NOTE:  Personnel  who  do  not  have 
access  to  dedicated  classified  terminals  mail  hard  copies 
of  classified  summaries  to:  The  Defense  Technical 
Information  Center,  ATTN:  DTIC-HDR,  Cameron 
Station,  Alexandria,  VA  22314-6145. 


RICHARD  E.  HAWLEY,  LtGeneral,  USAF 

Principal  Deputy,  Assistant  Secretary  of  the  Air  Force  for 

Acquisition 
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GLOSSARY  OF  REFERENCES,  ABBREVIATIONS,  ACRONYMS,  AND  TERMS 
Section  A— References 

AFPD  61-2,  Management  of  Scientific  and  Technical  Information 


DoDD  3200. 12,  DoD  Scientific  and  Technical  Information  Program 

DoD  3200. 12-R-l,  Research  and  Technology  Work  Unit  Information  System  Regulation 


Section  B~Abbreviations  and  Acronyms 


Abbreviations 

and  Acronyms  Defnitions 


BAA 

CAAS 

CASE 

CRDA 

DROLS 

DTIC 

RDT&E 

SBIR 

STINFO 

STTR 

WUIS 


Broad  Agency  Announcement 

Contracted  Advisory  and  Assistance  Services 

Committee  on  Academic  Science  and  Engineering 

Cooperative  Research  and  Development  Agreement 

DoD  RDT&E  On-Line  System 

Defense  Technical  Information  System 

Research,  Development,  Test,  and  Evaluation 

Small  Business  Innovation  Research 

Scientific  and  Technical  Information 

Small  Business  Technology  Transfer 

Work  Unit  Information  System 


Section  C—Terms 

DROLS--A  master  database  maintained  by  the  De¬ 
fense  Technical  Information  Center  that  comprises  the 
Work  Unit  Information  System  and  the  technical 
report  and  Independent  Research  and  Development 
databases. 


Work  Unit— The  smallest  segment  into  which  RDT&E 
efforts  are  divided  for  local  administration  or  control. 
Each  work  unit  has  a  specific  objective,  definite  duration, 
and  results  in  an  end  product.  It  is  technically  distinct  in 
scope,  objective,  and  duration  from  other  RDT&E  efforts 
with  which  it  may  be  aggregated  for  either  financial, 
administrative,  or  contracting  purposes. 
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Scientific/Research  and  Development 

DISSEMINATING  SCIENTIFIC  AND  TECHNICAL  INFORMATION 


This  instruction  implements  AFPD  61-2,  Management  of  Scientific  and  Technical  Information',  Department  of  Defense 
(DoD)  Directive  5230.24,  Distribution  Statements  on  Technical  Documents,  18  March  1987;  and  DoD  Directive  5230.25, 
Withholding  Unclassified  Technical  Data  from  Public  Disclosure,  6  November  1984.  It  tells  how  to  mark  scientific, 
technical,  engineering,  production,  and  logistics  data  to  show  the  extent  to  which  personnel  may  disseminate  the  data.  It 
describes  the  contractor  certification  process  for  access  to  unclassified,  militarily-critical  technical  data  and  establishes 
procedures  for  withholding  or  disseminating  such  data.  It  applies  to  all  technical  publications  and  documents  generated  by 
all  Air  Force-funded  research,  development,  test,  and  evaluation  (RDT&E)  programs,  including  working  papers,  memoranda, 
and  preliminary  reports,  if  those  documents  are  not  in  the  public  domain,  but  are  likely  to  be  disseminated  outside  DoD.  It 
also  applies  to  engineering  drawings,  standards,  specifications,  technical  manuals,  blueprints,  drawings,  plans,  instructions, 
computer  software  and  documentation,  photographs,  technical  orders,  databases,  and  any  information  that  can  be  used  or 
adapted  for  use  to  design,  engineer,  produce,  manufacture,  operate,  repair,  overhaul,  or  reproduce  any  military  or  space 
equipment  or  technology  concerning  that  equipment.  It  applies  to  any  medium  that  transfers  information,  including  paper, 
microform,  electronic  storage,  and  video  recordings.  It  does  not  apply  to  cryptographic  and  communications  security 
documents,  communications  and  electronic  intelligence,  and  other  categories  that  the  Director,  National  Security  Agency,  or 
the  Chief,  Central  Intelligence  Agency,  designates.  It  does  not  apply  to  classified  technical  documents  containing  "restricted 
data"  and  "formerly  restricted  data"  defined  in  the  Atomic  Energy  Act  of  1954,  as  amended.  (See  joint  Department  of 
Energy  and  DoD  directives  for  distribution,  control,  and  marking  requirements.) 

SUMMAR  Y  OF  CHANGES 


This  instruction  updates,  clarifies,  and  streamlines  previous  guidance. 


1.  Responsibilities: 

1.1.  All  Air  Force  components  that  originate  or  are 
responsible  for  technical  documents  must  determine  the 
documents'  distribution  availability  and  mark  them 
appropriately  before  disseminating  the  documents. 

1.2.  Commanders  and  directors  of  Air  Force  activities 
appoint  local  coordinators  of  export-controlled  technical 
data. 

1.3.  The  coordinator  (usually  the  local  scientific  and 
technical  information  officer)  coordinates  release  of 
export-controlled  technical  data  to  certified  contractors. 

1.4.  Air  Force  personnel  who  originate  or  are  responsible 
for  technical  documents; 

•  Mark  documents  with  proper  distribution 
statements  before  disseminating  documents. 


•  Send  requests  for  documents  to  established 
document  repositories,  such  as  the  Defense 
Technical  Information  Center  (DTIC). 

•  When  documents  are  not  at  repositories,  release 
documents  only  to  requestors  who  have  the 
appropriate  need-to-know  and  are  certified  with 
the  Defense  Logistics  Support  Center  (DLSC). 

•  Mail  documents  containing  export-controlled 
data  only  to  the  document  custodian  listed  in 
block  3  of  DD  Form  2345,  Militarily  Critical 
Technical  Data  Agreement.  NOTE:  There  is 
no  requirement  that  the  company  official  who 
certifies  the  form  in  block  6  must  sign  document 
requests. 

•  When  data  packages  contain  export-controlled 
data,  include  with  announcements  for  the  data 
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(for  example,  requests  for  proposal), 
explanations  that  requestors  must  be  certified 
with  Defense  Logistics  Support  Center  (DLSC) 
and  include  information  on  the  certification 
process. 

1.5.  The  public  affairs  office  must  review  documents  that 
originators  recommended  for  public  release  in  accordance 
with  AFPD  35-1,  Public  Affairs  Management. 

2.  Marking  Technical  Documents  with  Distribution- 
Limitation  and  Export-Control  Statements: 


2.1.  Mark  all  technical  documents  that  may  be 
disseminated  outside  the  DoD  with  one  of  the  seven 
distribution  statements  listed  in  attachment  2,  and  the 
following  export  control  notice  if  the  document  contains 
export-controlled  technical  data.  NOTE:  Distribution 
statements  provide  options  ranging  from  unlimited 
distribution  to  no  secondary  distribution  without  specific 
approval  of  the  originator.  Review  the  data  categories 
before  assigning  a  distribution  statement,  and  use  only  the 
statements  in  attachment  2.  Fill  in  the  reason,  the  date  of 
determination,  and  the  controlling  DoD  office. 


WARNING— This  document  contains  technical  data  whose  export  is  restricted  by  the  Arms  Export 
Control  Act  (Title  22,  U.S.C.  2571  et  seq.)  or  Executive  Order  12470.  Violation  of  these  export-control 
laws  is  subject  to  severe  criminal  penalties.  Dissemination  of  this  document  is  controlled 
under  DoD  Directive  5230.25  and  AFI  61-204. 


2.2.  When  providing  technical  documents  to  personnel 
from  another  DoD  activity,  mark  documents  to  minimize 
the  chance  that  DoD  personnel  might  inadvertently  give 
documents  to  inappropriate  recipients. 


2.3.  Mark  unclassified  limited  documents  (i.e.  documents 
not  approved  for  public  release)  and  classified  documents 
with  the  following: 


DESTRUCTION  NOTICE-For  classified  documents,  follow  the  procedures  in  DoD  5220.22-M, 
Industrial  Security  Manual,  section  1 1-19,  or  DoD  5200. 1-R,  Information  Security  Program  Regulation, 
chapter  IX.  For  unclassified,  limited  documents,  destroy  by  any  method  that  will  prevent  disclosure  of 
contents  or  reconstruction  of  the  document. 


2.4.  You  do  not  have  to  put  a  distribution  statement  on 
contractor-technical  proposals  or  documents  submitted  in 
anticipation  of  award  of  contracts.  Follow  the  guidelines 
in  paragraphs  2.5.3  and  6.3  when  working  with  contractor 
technical  proposals  that  contain  contractor  limited  rights 
data. 

2.5.  Guidance  on  release  of  software  is  in  AFI  33-114, 
Command,  Control,  Communications,  and  Computer  (C4) 
Software  Management.  NOTE:  Only  the  software 
developer  or  office  of  primary  responsibility  may  release 
source  code;  secondary  distribution  is  limited  to  the 
application  software  (the  object  code). 

2.6.  The  following  is  specific  guidance  for  assigning 
distribution  statements: 

2.6.1.  Distribution  statements  A-X  may  be  applied  to 
unclassified  Air  Force  technical  documents,  while  only 
distribution  statements  B-F  may  be  applied  to  classified 
documents. 

2.6.2.  When  a  classified  document  is  declassified,  retain 
the  original  distribution  statement  until  the  controlling 
office  either  removes  or  changes  the  statement.  When  a 
classified  document  is  declassified  and  has  no  distribution 
statement,  handle  the  document  as  distribution  F  until  the 
controlling  office  assigns  a  distribution  statement. 


2.6.3.  Mark  and  control  scientific  and  technical 
documents  that  include  contractor-imposed  limited-rights 
legends  and  computer  software  that  includes  contractor- 
imposed  restricted-rights  legends  according  to  subpart 
27.4  of  the  Defense  Federal  Acquisition  Regulation 
Supplement. 

2.6.4.  Do  not  disseminate  technical  documents  in  draft  or 
preliminary  form  without  assigning  distribution 
statements. 

2.7.  Distribution  statements  remain  in  effect  until  the 
controlling  DoD  office  changes  or  removes  them.  Each 
controlling  DoD  office  must  establish  a  procedure  for 
reviewing  its  documents  periodically  or  when  they 
receive  a  request  for  the  document  for  possible  changes  or 
removal  of  distribution  statements.  For  unclassified 
documents,  the  controlling  DoD  office  must  obtain  public 
release  determination  according  to  AFPD  35-1  before 
assigning  distribution  statement  A. 

2.8.  Controlling  DoD  offices  must  notify  DTIC  and  other 
concerned  document-dissemination  activities  when: 

•  Program  management  responsibility  is 
transferred,  addresses  of  designated  controlling 
DoD  offices  are  changed,  or  controlling  DoD 
offices  are  redesignated. 
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•  Classification  markings,  distribution  statements, 
or  export  control  statements  are  changed  or 
removed. 

2.9.  For  technical  publications,  place  the  distribution 
statement  on  the  front  cover,  title  page,  and  SF  298, 
Report  Documentation  Page.  If  the  technical  document 
is  not  intended  for  publication  and  does  not  have  a  cover 
or  title  page,  stamp,  print,  or  write  the  distribution 
statement  on  the  front  page  of  the  document. 

2.10.  When  possible,  put  the  portions  of  the  document 
that  contain  information  requiring  distribution  limitation 
in  an  appendix  or  separate  volume  to  permit  broader 
distribution  of  the  basic  document.  Write  the  abstract  on 
the  SF  298  so  that  the  information  in  the  abstract  will  not 
have  a  limited  distribution  (l.e.  that  it  is  approved  for 
public  release). 

2.11.  You  must  include  distribution  statements  and 
export-control  notices  on  newly  created  documents. 

2.11.1.  You  do  not  need  to  apply  markings  to  technical 
documents  that  were  created  before  the  implementation  of 
this  instruction  until  someone  asks  for  them.  Mark  and 
control  them  properly  before  disseminating  them. 

2.11.2.  When  older  documents  contain  superseded 
distribution  statements,  convert  the  statements  as  follows: 

2.11.2.1.  Assign  distribution  statements  C,  B,  E,  and  F  to 
technical  documents  bearing  distribution  statements  2,  3, 
4,  and  5  of  superseded  DoD  Directive  5200.20, 
Distribution  Statements  (Other  than  Security)  on 
Technical  Documents,  29  March  1965,  respectively. 

2.11.2.2.  Do  not  reevaluate  technical  documents  with 
distribution  statements  A  and  B  of  cancelled  DoD 
Directive  5200.20,  Distribution  Statements  on  Technical 
Documents,  24  September  1970  or  documents  with 
distribution  statements  A-F  contained  in  Secretary  of 
Defense  Memorandum  "Control  of  Unclassified 
Technology  with  Military  Applications,"  18  October 
1983. 

3.  Confirming  the  Certification  of  US  Contractors: 

3.1.  In  order  to  receive  export-controlled  technical  data 
contractors  must  be  certified  by  the  DLSC.  Air  Force 
activities  may  confirm  a  firm’s  status  by  reviewing  the 
certified  contractor  access  list  (CCAL),  which  DLSC 
maintains  on  an  electronic  bulletin  board  system 
accessible  on  a  personal  computer  by  modem  or  the 
Defense  Data  Network  (DDN).  Call  DLSC  at  1-800-352- 
3572  for  information  on  how  to  access  the  CCAL. 
(Certification  process  is  described  in  attachment  3.) 

3.2.  When  you  receive  a  request  for  export-controlled 
technical  data  from  someone  who  is  not  certified,  tell  the 
requestor  in  writing  why  his  or  her  request  was  denied. 
See  attachment  4  for  a  sample  letter,  which  you  may 
tailor  to  fit  local  needs.  Include  a  copy  of  the  Information 
sheet  on  the  certified  contractor  program  (attachment  5). 


4.  Handling  Certified  Contractor  Requests  for 
Export-Controlled  Technical  Data: 

4.1.  A  controlling  Air  Force  activity,  or  a  repository 
responsible  for  secondary  distribution  of  technical  data, 
may  release  export-controlled  technical  data  to  a  currently 
certified  US  contractor,  unless: 

4.1.1.  The  requested  information  is  not  related  to  the 
contractor’s  certification. 

•  Use  the  sample  letter  of  denial  at  attachment  6, 
example  1  (tailored  for  local  needs)  to  tell  the 
requestor  why  his  or  her  request  is  denied. 

•  Tell  the  requester  that  he  or  she  can  provide 
additional  information  or  apply  to  DLSC  for 
certification  in  that  area. 

4. 1 .2.  The  firm  will  not  be  using  the  information  to  bid  or 
perform  on  an  Air  Force  or  other  Government  agency 
contract  and  release  of  the  information  might  jeopardize 
US  technical  or  operational  military  advantages. 

•  Use  the  sample  letter  of  denial  at  attachment  6, 
example  2  (tailored  for  local  needs)  to  tell  the 
requestor  why  his  or  her  request  is  denied. 
Coordinate  the  letter  with  the  legal  office. 

•  Tell  the  requester  that  he  or  she  can  appeal  the 
decision. 

4.1.3.  The  validity  of  the  contractor's  qualifications  is  in 
doubt.  Coordinate  with  the  legal  office  or  with  DLSC. 

4. 1 .4.  The  requestor  is  a  debarred  contractor. 

NOTE:  Cite  10  U.S.C.  130  as  implemented  by  DoD 
Directive  5230.25  and  this  instruction  when  denying 
requests  for  export-controlled  technical  data. 

4.2.  An  Air  Force  activity  sends  requests  from  foreign 
governments  to  its  foreign  disclosure  office  (FDD).  If  the 
foreign  government  is  not  bidding  on  or  supporting  an 
Air  Force  or  other  Government  contract,  tell  the 
contractor  to  submit  the  request  through  its  embassy.  The 
embassy  may  submit  the  request  to  the  Deputy 
Undersecretary  of  the  Air  Force  for  International  Affairs 
(SAF/IA),  Country  Director.  (See  AFPD  16-2,  Foreign 
Disclosure  of  Classified  and  Unclassified  Military 
Information  to  Foreign  Governments  and  International 
Organizations,  and  AFI  16-201,  Foreign  Disclosure  of 
Classified  and  Unclassified  Military  Information  to 
Foreign  Governments  and  International  Organizations.) 

5,  Handling  Freedom  of  Information  Act  (FOIA) 
Requests  for  Export-Controlled  Technical  Data. 
Follow  the  instructions  in  AFI  37-131,  Air  Force 
Freedom  of  Information  Act  Program,  when  you  get  a 
request  for  export-controlled,  technical  data  under  FOIA 
from  someone  other  than  a  certified  US  contractor. 

•  Use  the  third  exemption  of  5  U.S.C.  552(b)(3)  to 
deny  those  requests. 

•  Use  the  sample  letter  of  denial  at  attachment  7 
(tailored  for  local  needs)  to  tell  the  requestor 
why  his  or  her  request  is  denied. 
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•  Tell  the  requester  that  he  or  she  can  appeal  the 
decision. 

•  Follow  the  instructions  in  AFI  37-131  when 
someone  appeals  your  decision. 

•  Direct  FOIA  requests  from  the  public  to  the 
FOIA  manager. 

NOTE:  Process  FOIA  requests  for  export-controlled 
technical  data  from  a  certified  US  contractor  according  to 
section  4  of  this  instruction  and  inform  the  requestor  of 
this  action. 

6.  Sending  Technical  Data  to  Certified  Contractors: 

6.1.  You  may  charge  for  copying,  certifying,  and 
searching  records.  (See  AFPAM  37-145,  Schedule  for 
Fees  for  Copying,  Certifying,  and  Searching  Records  and 
Other  Material.)  Tell  people  asking  for  information  in 
the  Defense  Technical  Information  Center  (DTIC) 
collection  to  contact  DTIC  for  the  data. 

6.2.  Do  not  release  documents  marked  with  distribution 
statement  F  without  getting  the  originator’s  approval  first. 
Tell  the  requestor  that  you  are  asking  for  authority  to 
release  the  data.  The  controlling  activity  must  ensure  the 
requestor  is  a  current,  certified,  US  contractor  before 
approving  release  of  the  information. 

6.3.  Coordinate  with  the  legal  office  that  services  the 
contracting  activity  that  issued  the  contract  before 
releasing  proprietary  material. 

6.4.  Include  the  notice  at  attachment  8  with  any  release 
of  export-controlled  technical  data.  Use  one  copy  of  the 
notice  regardless  of  the  number  of  documents  included  in 
the  release. 

7.  Secondary  Dissemination  of  Export-Controlled 
Technical  Data: 

7.1.  Certified  contractors  do  not  need  Air  Force 
permission  to  disseminate  export  controlled  technical  data 
when  it  is  used  for  purposes  consistent  with  the 
certification  unless  the  Air  Force  has  told  them  that  they 
can’t.  The  contractor  must  include  a  copy  of  the  export- 
control  notice  (attachment  8).  They  may  disseminate  the 
data; 

•  To  any  foreign  recipient  approved,  authorized,  or 
licensed  under  Executive  Order  12470  or  the 
Arms  Export  Control  Act. 

•  To  another  currently  certified  US  contractor 
when  that  contractor  is  using  the  information 
under  the  guidelines  in  this  AFI. 

•  To  the  Departments  of  State  and  Commerce  so 
that  the  company  can  apply  for  approvals. 


authorizations,  or  licenses  for  export  under  the 
Arms  Export  Control  Act  or  Executive  Order 
12470. 

•  To  Congress  or  any  Federal,  state,  or  local 
governmental  agency  so  the  company  can  meet 
regulatory,  legal,  or  court-order  requirements. 

7.2.  A  certified  US  contractor  must  get  the  controlling 
Air  Force  activity’s  permission  before  disseminating 
export-controlled  technical  data  not  specifically 
authorized  by  this  instruction.  Give  contractors  a  written 
statement  giving  them  permission  or  telling  them  why 
they  may  not  disseminate  the  data.  The  statement  must  be 
delivered  within  45  days  of  the  denial  and  must  tell  them 
that  they  may  appeal  the  decision  to  the  major  command 
(MAJCOM)  scientific  and  technical  information 
(STINFO)  officer. 

NOTE:  Unauthorized  redissemination  of  export- 

controlled  technical  data  can  occur  by  publishing  articles 
in  open  literature,  in  advertising  or  in  promotional 
materials,  in  conducting  educational  and  training  courses, 
and  by  similar  means  whereby  persons  or  entities  not 
authorized  by  this  instruction  to  have  access  can  obtain 
access  to  the  data. 

8.  Dealing  with  Violations  of  US  Export  Control  Law: 

8.1.  Air  Force  activities  must  report  to  their  MAJCOM 
STINFO  Officer  when  a  certified  US  contractor: 

•  Violates  US  export  control  law. 

•  Makes  certifications  in  bad  faith. 

•  Omits  or  misstates  material  facts. 

8.2.  Report  violations  involving  a  foreign  contractor  or 
other  representative  of  a  foreign  nation  to  the  MAJCOM 
STINFO  officer,  the  FDO  (in  accordance  with  AFI  16- 
201  and  to  the  Air  Force  Office  of  Special  Investigations. 

8.3.  After  coordinating  with  the  MAJCOM  staff  judge 
advocate  (SJA),  the  MAJCOM  STINFO  officer 
temporarily  revokes  the  contractor's  qualification. 
{NOTE:  If  further  legal  coordination  is  required,  the 
MAJCOM  SJA  coordinates  with  the  Air  Force  Office  of 
the  Judge  Advocate  General  and  the  Office  of  the  General 
Counsel  of  the  Air  Force.) 

8.3.1.  The  STINFO  officer: 

•  Immediately  notifies  the  contractor  and  DLSC 
that  the  contractor's  certification  has  been 
revoked. 

•  Gives  the  contractor  an  opportunity  to  respond  in 
writing  to  the  information  on  which  the 
temporary  revocation  is  based. 
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8.3.2.  Based  on  the  contractor  response,  the  STINFO 
officer  does  one  of  the  following: 

•  Reinstates  the  contractor  when  he  or  she  presents 
sufficient  information  to  show  that  the  basis  for 
the  revocation  was  in  error  or  has  been  remedied. 


CLARK  G.  FIBSTER 
The  Assistant  Secretary  of  the  Air  Force 
for  Acquisition 


•  Recommends  DLSC  disqualify  the  contractor 
when  he  or  she  does  not  provide  enough 
information  within  60  days  to  remove  the 
revocation. 
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GLOSSARY  OF  REFERENCES,  ABBREVIATIONS  AND  ACRONYMS,  AND  TERMS 
Section  A~References 

DoD  5200. 1-R,  Information  Security  Program  Regulation 
DoD  5220.22-M,  Industrial  Security  Manual 

DoDD  5230. 1 1 ,  Disclosure  of  Classified  Military  Information  to  Foreign  Governments  and  International  Organizations 

DoDD  5230.20,  Visits  and  Assignments  of  Foreign  Representatives 

DoDD  5230.24,  Distribution  Statements  on  Technical  Documents 

DoDD  5230.25,  Withholding  of  Unclassified  Technical  Data  from  Public  Disclosure 

AFPD  16-2,  Foreign  Disclosure  of  Classified  and  Unclassified  Military  Information  to  Foreign  Governments  and 
International  Organizations 

AFI  16-201,  Foreign  Disclosure  of  Classified  and  Unclassified  Disclosure  of  Military  Information  to  Foreign  Governments 
and  International  Organizations 

AFPD  31-4,  Information  Security 

AFI  31-401,  Information  Security  Program  Management 

AFI  33.114,  Command,  Control,  Communications,  and  Computer  (C4)Software  Management 

AFPD  35-1,  Public  Affairs  Management 

AFI  37-131,  Air  Force  Freedom  of  Information  Act  Program 

AFPAM  37-145,  Schedule  of  Fees  for  Copying,  Certifying,  and  Searching  Records  and  Other  Material 
Title  5,  United  States  Code  552,  Freedom  of  Information  Act 

Title  10,  United  States  Code  130,  Authority  to  Withhold from  Public  Disclosure  Certain  Technical  Data 

Title  22,  United  States  Code  2571  et  seq..  Arms  Export  Control  Act 
Section  B—Abbreviations  and  Acronyms 


Abbreviations 
and  Acronyms 

Definitions 

CCAL 

Certified  Contractor  Access  List 

DDN 

Defense  Data  Network 

DLSC 

Defense  Logistics  Support  Center 

DTIC 

Defense  Technical  Information  Center 

FDO 

Foreign  Disclosure  Office 

FOIA 

Freedom  of  Information  Act 

ITAR 

International  Traffic  in  Arms  Regulations 

JCO 

Joint  Certification  Office 

MAJCOM 

Major  Command 
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(Research  and  Engineering) 


OUSDRE  Office  of  the  Under  Secretary  of  Defense 

STfNFO  Scientific  and  Technical  Information 

Section  C~Terms 

Certified  Con/rac/or— Private  individual  or  enterprise 
located  in  the  United  States  or  Canada  who  is  certified 
and  registered  with  the  Defense  Logistics  Service  Center 
for  access  to  export-controlled  technical  data. 

Certified  Contractor  Access  List  CCC/H,)— Listing  of  US 
contractors  who  are  registered  and  certified  to  receive 
export-controlled  technical  information.  The  Defense 
Logistics  Support  Center  (DLSC)  maintains  the  CCAL  on 
an  electronic  bulletin  board  system.  Contact  DLSC  on 
DSN  369-6814  or  toll-free  commercial  1-800-352-3572 
for  information. 

Controlling  DoD  Ofjfice—DoD  activity  that  sponsored  the 
work  that  generated  the  technical  data  or  the  office  that 
receives  the  data  on  behalf  of  a  Government  agency  and 
has  the  responsibility  for  distributing  the  data  to  eligible 
recipients. 

Data  Custodian~?crson  designated  at  a  certified 
contractor  facility  to  receive  and  disseminate  controlled 
technical  data. 

Export  Administration  Act~Aay  of  the  laws  that  have 
been  codified  at  50  U.S.C.  Appendix  2401-2420. 

Export-Controlled  Technical  Data—DdXz.  that  cannot  be 
lawfully  exported  without  the  approval,  authorization,  or 
license  under  US  export  control  laws.  The  controlling 
regulations  and  documents  are  the  International  Traffic  in 
Arms  Regulation  (ITAR),  the  US  munitions  list,  and  the 
militarily  critical  technologies  list  (MCTL). 

Export  Administration  Regulations  (E4/?)~Controls 
export  of  dual-use  items  (materials  with  both  civilian  and 
military  uses)  specified  on  the  commodity  control  list. 
The  EAR  is  administered  by  the  Bureau  of  Export 
Administration,  US  Department  of  Commerce,  and 
implements  the  Export  Administration  Act  of  1979. 

Intending  US  Citizen— An  alien  who  falls  into  one  of  the 
following  categories: 

•  Permanent  residents 

•  Temporary  residents  (individuals  who  have  gone 
through  or  are  in  the  process  of  going  through 
the  amnesty  legalization  program) 

•  Individuals  admitted  as  refugees 

•  Individuals  granted  asylum 

International  Traffic  in  Arms  Regulation  (ITAR)— 
Controls  the  export  of  defense  articles  specified  in  the  US 
Munitions  List  and  technical  data  directly  related  to  them. 


ITAR  is  administered  by  the  Office  of  Defense  Trade 
Controls,  US  Department  of  State,  and  implements  the 
US  Arms  Export  Control  Act.  It  has  jurisdiction  over: 

•  Information  (Including  classified)  relating  to 
defense  articles  and  defense  services. 

•  Information  covered  by  an  invention  secrecy 
order. 

•  Information  directly  related  to  designing, 
engineering,  developing,  producing,  processing, 
manufacturing,  using,  operating,  overhauling, 
repairing,  maintaining,  modifying,  or 
reconstructing  defense  articles.  It  also  includes 
information  that  advances  the  state-of-the-art  of 
articles  in  the  US  Munitions  List,  including  the 
technology  used  to  procure  or  maintain  these 
components.  It  does  not  include  information 
concerning  general  scientific,  mathematical,  or 
engineering  principles  or  theory. 

Limited  Document— Any  document  that  is  not  approved 
for  public  release. 

Militarily  Critical  Technologies  List  (MC7X)— The  list 
issued  by  DoD  under  authority  of  the  Export 
Administration  Act.  The  MCTL  lists  technologies  not 
possessed  by  countries  to  which  the  United  States 
controls  exports,  and  which,  if  exported,  would  permit  a 
significant  advance  in  a  military  system  of  any  such 
country. 

Militarily  Critical  Technology— TzchnologxQS  that  consist 
of: 

•  Arrays  of  design  and  manufacturing  know-how 
(including  technical  data). 

•  Keystone  manufacturing,  inspection,  and  test 
equipment. 

•  Keystone  materials. 

•  Goods  accompanied  by  sophisticated  operation, 
application,  or  maintenance  know-how  that 
would  make  a  significant  contribution  to  the 
military  potential  of  any  country  or  combination 
of  countries  and  that  may  prove  detrimental  to 
the  security  of  the  security  of  the  United  States 
or  Canada  (also  referred  to  as  critical 
technology). 

US  Munitions  List— (22  CFR  121).  This  list  designates 
defense  articles  and  defense  services  that  are  subject  to 
ITAR,  where: 

•  Defense  articles  are  those  items  designated  in  the 
US  Munitions  List  that  must  be  export 
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controlled,  and  includes  models,  mock-ups,  and 
any  other  devices  that  reveal  technical  data 
related  directly  to  those  articles. 

•  Defense  services  means: 

•  Furnishing  assistance,  including  training  to 
foreign  persons,  in  the  design,  engineering 
development,  production,  processing. 


manufacture,  use,  operation,  overhaul,  repair, 
maintenance,  modification,  or  reconstruction  of 
defense  articles,  whether  in  the  United  States  or 
abroad. 

•  Furnishing  any  technical  data  to  foreign  persons, 
whether  in  the  United  States  or  abroad. 
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DISTRIBUTION  STATEMENTS  AND  THEIR  CORRESPONDING  REASONS  FOR  USE 


DISTRIBUTION  A.  Approved  for  public  release;  distribution  unlimited. 

DISTRIBUTION  B.  Distribution  authorized  to  US  Government  agencies  only  (reason)  (date  of  determination).  Other 
requests  for  this  document  shall  be  referred  to  (controlling  DoD  office). 

DISTRIBUTION  C.  Distribution  authorized  to  US  Government  agencies  and  their  contractors  (reason)  (date  of 
determination).  Other  requests  for  this  document  shall  be  referred  to  (controlling  DoD  office). 

DISTRIBUTION  D.  Distribution  authorized  to  DoD  and  US  DoD  contractors  only  (reason)  (date  of  determination). 
Other  requests  for  this  document  shall  be  referred  to  (controlling  DoD  office). 

DISTRIBUTION  E.  Distribution  authorized  to  DoD  components  only  (reason)  (date  of  determination).  Other  requests 
for  this  document  shall  be  referred  to  (controlling  DoD  office). 

DISTRIBUTION  F.  Further  dissemination  only  as  directed  by  (controlling  office)  (date  of  determination)  or  DoD 

higher  authority. _ 

DISTRIBUTION  X.  Distribution  authorized  to  US  Government  agencies  and  private  individuals  or  enterprises  eligible 
to  obtain  export-controlled  technical  data  in  accordance  with  DoDD  5230.25  (date  of  determination).  Controlling  DoD 
office  is  (insert). 


"REASON" 

STATEMENT  || 

li 

a 

Q 

li 

111 

X 

ADMINISTRATIVE  OR  OPERATIONAL  USE.  To  protect  technical  or  operational  data 
or  information  from  automatic  dissemination  under  the  international  exchange  program  or 
by  other  means.  This  protection  covers  publications  required  solely  for  official  use  or 
strictly  for  administrative  or  operational  purposes.  This  statement  may  be  applied  to 
manuals,  pamphlets,  technical  orders,  technical  reports,  and  other  publications  containing 
valuable  technical  or  operational  data. 

X 

X 

X 

X 

CONTRACTOR  PERFORMANCE  EVALUATION.  To  protect  information  in  manage¬ 
ment  reviews,  records  of  contractor  performance  evaluation,  or  other  advisory  documents 
evaluating  programs  of  contractors. 

X 

1 

1 

X 

CRITICAL  TECHNOLOGY.  To  protect  information  and  technical  data  that  advance 
current  technology  or  describe  new  technology  in  an  area  of  significant  or  potentially 
significant  military  application  or  that  relate  to  a  specific  military  deficiency  of  a  potential 
adversary.  Information  of  this  type  may  be  classified.  When  unclassified,  technology  is 
export  controlled. 

X 

X 

X 

X 

DIRECT  MILITARY  SUPPORT.  The  document  contains  export-controlled  technical  data 
of  such  military  significance  that  release  for  purposes  other  than  direct  support  may 
jeopardize  an  important  technological  or  operational  US  military  advantage.  Designation 
of  such  data  is  made  by  competent  authority  in  accordance  with  DoDD  5230.25. 

1 

1 

X 

FOREIGN  GOVERNMENT  INFORMATION.  To  protect  and  limit  distribution  in 
accordance  with  the  desires  of  the  foreign  government  that  furnished  the  technical 
information.  Information  of  this  type  normally  is  classified  at  CONFIDENTIAL  or  higher 
in  accordance  with  DoD  5200. 1-R 

X 

X 

X 

X 

PREMATURE  DISSEMINATION.  To  protect  patentable  information  on  systems  or 
processes  in  the  developmental  or  concept  stage  from  premature  dissemination. 

X 

■ 

■ 

X 

PROPRIETARY  INFORMATION.  To  protect  information  not  owned  by  the  US 
Government  and  protected  by  a  contractor's  "limited  rights"  statement,  or  received  with  the 
understanding  that  it  not  be  routinely  transmitted  outside  the  US  Government. 

X 

1 

1 

X 

SOFTWARE  DOCUMENTATION.  Releasable  only  in  accordance  with  DoDI  7930.2. 

H 

a 

m 

TEST  AND  EVALUATION.  To  protect  results  of  test  and  evaluation  of  commercial 
products  or  military  hardware  when  such  disclosure  may  cause  unfair  advantage  or 
disadvantage  to  the  manufacturer  of  the  product. 

X 

1 

1 

X 

1 

1 
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SPECIFIC  AUTHORITY.  To  protect  information  not  specifically  included  in  the  above 
reasons  and  discussions  but  which  requires  protection  in  accordance  with  valid 
documented  authority  such  as  Executive  Orders,  classification  guidelines,  DoD  or  DoD- 
component  regulatory  documents.  When  filling  in  the  reason,  cite  "specific  authority 
(identification  of  valid  documented  authority)." _ 


X 


X 


X 


X 
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CONTRACTOR  CERTIFICATION  PROCESS  FOR  ACCESS 
TO  EXPORT-CONTROLLED  TECHNICAL  DATA 


Contractor  Certification  Process  for  Access  to  Export- 
Controlled  Technical  Data.  To  get  certification,  US  and 
Canadian  contractors  submit  a  completed  DD  Form  2345, 
Militarily  Critical  Technical  Data  Agreement,  to  the 
US  and  Canadian  Joint  Certification  Office  (ICO).  The 
JCO  confirms  the  contractor's  information,  signs  the 
form,  and  returns  it  to  the  contractor. 

A3.1.  Because  DoD  activities  mail  technical  data  to  the 
location  shown  on  the  form,  each  corporate  subsidiary  or 
division  requesting  technical  data  must  submit  its  own 
form  to  the  JCO. 

A3.2.  Contractors  designate  a  data  custodian  for  the 
facility,  either  by  name  or  by  position.  This  person 
receives  and  disseminates  controlled  (militarily  critical) 
technical  data.  NOTE:  The  data  custodian  at  a  US 
contractor  facility  must  be  a  US  citizen  or  an  intending 
US  citizen.  The  data  custodian  at  a  Canadian  contractor 
facility  must  be  a  Canadian  or  US  citizen  or  a  person 
admitted  lawfully  for  permanent  residence  into  Canada. 

A3. 3.  The  contractor  must  agree  to  use  the  data  to  bid  or 
perform  on  a  contract  with  a  US  or  Canadian  agency  or 
for  other  legitimate  business  purposes  such  as: 

•  Providing  or  seeking  to  provide  equipment  or 
technology  to  a  foreign  government.  NOTE: 
US  or  Canadian  Government  must  approve  sale 
or  transfer  before  the  contractor  receives  the 
information. 

•  Bidding  or  preparing  to  bid  on  surplus 
Government  property. 

•  Selling  or  producing  products  for  the  US  or 
Canadian  commercial  domestic  marketplace. 

•  Selling  or  producing  products  for  the 

commercial  foreign  marketplace.  NOTE:  The 
contractor  must  have  an  export  license  from  the 
appropriate  US  or  Canadian  licensing  authority. 

•  Engaging  in  scientific  research  in  a  professional 
capacity  for  either  the  DoD  or  the  Canadian 
Department  of  National  Defense. 

•  Acting  as  a  subcontractor  for  any  of  the  above 
efforts. 

A3 .4.  Contractors  agree  not  to  publicly  disclose  any 
controlled  unclassified  data,  unless  the  controlling  office 
authorizes  it,  and  to  limit  access  to  their  employees  who 
meet  the  following  citizenship  requirements: 


•  US  citizens  or  intending  citizens  if  the  facility  is 
located  in  the  United  States. 

•  Canadian  or  US  Citizens  or  persons  admitted 
lawfully  for  permanent  residence  in  Canada  if 
the  facility  is  located  in  Canada. 

A3 .5.  Certified  contractors  may: 

•  Ask  for  controlled  unclassified  technical  data. 

•  Respond  to  defense-related  solicitations  and 
enter  into  defense-related  contracts  that  include  a 
requirement  for  controlled  unclassified  technical 
data. 

•  Attend  restricted  gatherings  where  controlled 
unclassified  technical  data  are  presented  (for 
example:  symposia,  conferences,  meetings  that 
publicize  advance  requirements,  pre-bid,  pre¬ 
solicitation,  and  pre-award  conferences). 

•  Visit  and  exchange  controlled  unclassified 
technical  data  with  other  certified  US  and 
Canadian  contractors  or  US  and  Canadian 
military  facilities. 

NOTE:  The  contractor  must  send  a  copy  of  the  JCO- 
approved  DD  Form  2345  along  with  the  requests  for  any 
of  the  above. 

A3.6.  Form  2345  Review  Process.  The  JCO  reviews  a 
DD  Form  2345  within  5  working  days  and  takes  one  of 
the  following  actions  based  on  its  interpretation  and 
confirmation  of  the  information  that  the  contractor 
provides: 

A3.6.1.  Certifies  the  contractor.  The  JCO: 

•  Enters  a  7-digit  certification  number  in  section  7. 

•  Signs  the  form  in  sections  8  and  9. 

•  Mails  the  original  to  the  contractor's  data 
custodian. 

•  Sends  the  certified  contractor  a  renewal  notice 
120  days  before  the  certification  expires. 
NOTE:  Certified  contractors  must  submit  a 
revised  DD  Form  2345  when  the  previous 
information  becomes  outdated  (for  example: 
changes  in  company  ownership,  company  name, 
or  data  custodian).  When  the  JCO  approves  the 
revised  agreement,  it  initiates  a  new  5-year 
eligibility  period. 
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A3 .6.2  Returns  the  form  for  more  information. 
A3.6.3.  Does  not  certify  the  contractor.  TheJCO: 


•  Sends  a  registered  letter  to  the  contractor, 
explaining  why  the  certification  was  rejected. 

•  Tells  the  contractor  how  to  appeal  the  decision. 
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SAMPLE  DENIAL  LETTER 

TO  PEOPLE  WHO  ARE  NOT  CERTIFIED  US  CONTRACTORS 


Dear  Mr  Jones: 

The  information  that  you  requested  on  (date)  is  subject  to  control  under  Executive  Order  and  export-control  laws. 
We  must  deny  your  request  under  5  U.S.C.  552(b)(3)  and  10  U.S.C.  130  as  implemented  by  Department  of  Defense 
Directive  5230.25  and  Air  Force  Instruction  61-204. 

If  you  decide  to  appeal  this  decision,  write  to  us  within  60  calendar  days  from  the  date  of  this  letter.  Include  in  the 
appeal  your  reasons  for  reconsideration,  and  attach  a  copy  of  this  letter.  Address  your  letter  as  follows: 

(address  of  STINFO  Officer) 

Private  individuals  or  enterprises  must  be  Department  of  Defense  certified  US  contractors  before  they  can  receive 
controlled  technical  data.  Additionally,  the  information  requested  must  relate  directly  to  a  legitimate  business  purpose  for 
which  the  certification  is  granted.  I  have  attached  an  information  sheet  describing  the  process  you  must  follow  to  become  a 
certified  US  contractor. 

Please  call  (name,  organization,  phone  number)  if  you  have  questions. 


Sincerely, 
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INFORMATION  SHEET  ON  THE  CERTIFIED  US  CONTRACTOR  PROGRAM 


A5.1.  DoDD  5230.25  instituted  a  program  to  allow  a 
private  individual  or  business,  called  a  certified  US 
contractor,^  to  receive  export-controlled  technical  data 
under  certain  conditions.  One  of  the  conditions  is  that  the 
contractor  must  be  certified  in  accordance  with 
established  DoD  procedures.  The  US  contractor  must 
guarantee  that: 

A5.1.1.  The  individual  who  will  act  as  recipient  of  the 
export-controlled  technical  data  on  behalf  of  the  US 
contractor  is  a  US  citizen  or  a  person  admitted  lawfully 
into  the  United  States  for  permanent  residence  and  is 
located  in  the  United  States. 

A5.1.2.  The  data  are  needed  to  bid  or  perform  on  a 
contract  with  the  Department  of  Defense  or  other  US 
Government  agency,  or  other  legitimate  business 
purposes^  in  which  the  US  contractor  is  engaged,  or  plans 
to  engage.  The  US  contractor  must  describe  sufficiently 
the  purpose  for  which  the  data  are  needed  to  determine  if 
subsequent  requests  for  data  are  properly  related  to  the 
business  purpose. 

A5.1.3.  The  US  contractor  acknowledges  its 
responsibilities  under  US  export-control  laws  and 
regulations  (including  the  obligation,  under  certain 
conditions,  to  obtain  an  export  license  prior  to  the  release 
of  technical  data  within  the  United  States)  and  agrees  that 
it  will  not  disseminate  any  export-controlled  technical 
data  in  a  manner  that  would  violate  applicable  export- 
control  laws  and  regulations. 

A5.1.4.  The  US  contractor  agrees  not  to  provide  access 
to  export-controlled  technical  data  to  people  other  than  its 
employees  or  people  acting  on  its  behalf,  without  the 


permission  of  the  DoD  component  that  provided  the 
technical  data. 

A5.1.5.  To  the  best  of  its  knowledge  and  belief,  the  US 
contractor  knows  of  no  person  whom  it  employs  who  is 
acting  on  its  behalf,  who  will  have  access  to  such  data, 
who  is  debarred,  suspended,  or  otherwise  ineligible  from 
performing  on  US  Government  contracts;  or  has  violated 
US  export-control  laws  or  certification  previously  made 
to  the  DoD. 

A5.1.6.  The  US  contractor  itself  is  not  debarred, 
suspended,  or  otherwise  determined  ineligible  by  any 
agency  of  the  US  Government  to  perform  on  US 
Government  contracts,  has  not  been  convicted  of  export- 
control  law  violations,  and  has  not  been  disqualified 
under  the  provisions  of  this  directive. 

A5.2.  The  Defense  Logistics  Services  Center  (DLSC)  in 
Battle  Creek  MI  49016-3412,  certifies  certified  US 
Contractors.  Those  desiring  certification  should  submit  a 
DD  Form  2345,  Export-Controlled  DoD  Technical 
Data  Agreement,  to  DLSC.  You  may  obtain  forms  from 
the  Navy  Publications  and  Forms  Center,  5801  Tabor 
Avenue,  Philadelphia  PA  19120-5099.  Refer  questions  to 
DLSC  at  1-800-352-3572. 


•Canadian  contractors  may  be  certified  in  accordance 
with  this  directive  for  technical  data  that  does  not  require 
a  license  for  export  to  Canada  under  section  1225.12  of 
the  International  Traffic  in  Arms  Regulation  and  sections 
379.4(d)  and  379.5(e)  of  the  Export  Administration 
regulations  by  submitting  an  equialent  certification  to  the 
DoD. 

^This  does  not  require  a  contract  with  or  a  grant  from  the 
US  Government. 
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SAMPLE  DENIAL  LETTERS  TO  CERTIFIED  US  CONTRACTORS 
A6.1.  EXAMPLE  1.  When  the  requested  data  are  not  related  to  the  contractor's  certification: 

Dear  Mr.  Jones: 

Your  request  of  (date)  for  controlled,  unclassified  technical  data  is  denied  pursuant  to  TitleS  U.S.C.  552(b)(3) 
and  Title  10  U.S.C.  130  as  implemented  by  Department  of  Defense  Directive  5230.25  and  Air  Force  Instruction  61- 
204.  We  reviewed  your  request  as  a  certified  US  contractor  carefully  and  find  that  the  data  that  you  requested  are 
not  related  to  the  purpose  for  which  you  are  certified. 

You  may  ask  to  be  recertified  by  the  Defense  Logistics  Services  Center,  Federal  Center,  Battle  Creek,  MI 
49016-3412.  If  you  decide  to  appeal  this  decision,  write  to  us  within  60  calendar  days  from  the  date  of  this  letter. 
Include  in  the  appeal  your  reasons  for  reconsideration,  and  attach  a  copy  of  this  letter.  Address  your  letter  as 
follows: 


(address  of  local  STINFO  Officer) 

Please  call  (name,  organization,  phone)  if  you  have  questions. 

Sincerely, 

A6.2.  EXAMPLE  2.  When  releasing  the  data  for  other  than  direct  support  of  the  Air  Force  and  the  release  might  jeopardize 
US  technical  or  operational  military  advantages: 

Dear  Mr.  Certified: 

Your  request  of  (date)  for  controlled,  unclassified  technical  data  is  denied  pursuant  to  5  U.S.C.  552(b)(3)  and 
10  U.S.C.  130  as  implemented  by  Department  of  Defense  Directive  5230.25  and  Air  Force  Instruction  61-204.  We 
have  reviewed  your  request  carefully  and  have  determined  that  releasing  the  data  for  other  than  direct  support  of  the 
Air  Force  might  Jeopardize  US  technical  or  operational  military  advantages. 

If  you  decide  to  appeal  this  decision,  write  us  within  60  calendar  days  from  the  date  of  this  letter.  Include  in  the 
appeal  your  reasons  for  reconsideration,  and  attach  a  copy  of  this  letter.  Address  your  letter  as  follows: 

(address  of  local  STINFO  Officer) 

Please  call  (name,  organization,  phone )  if  you  have  any  questions. 


Sincerely, 
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SAMPLE  FREEDOM  OF  INFORMATION  ACT  (FOIA)  DENIAL  LETTER 

(For  requests  for  export-controlled  technical  data  under  FOIA 
from  someone  other  than  a  certified  US  contractor.) 


Dear  Requestor: 

This  is  in  response  to  your  Freedom  of  Information  request  of  (date).  The  records  that  you  request  are  exempt  from 
disclosure  because  they  contain  unclassified  data  with  military  or  space  application  for  which  an  approval,  authorization,  or 
license  would  be  required  for  its  lawful  export  under  Executive  Order  or  export  control  law.  Such  data  may  be  released  in 
certain  cases,  however,  to  individuals  or  companies  certified  by  the  Department  of  Defense  (DoD)  as  Certified  US 
Contractors.  Attached  for  your  information  is  a  description  of  this  program. 

The  authority  for  this  denial  is  in  5  U.S.C.  552(b)(3),  10  U.S.C.  130,  and  Air  Force  Instruction  61-204.  The  release 
of  this  information  would  jeopardize  governmental  interests  in  protecting  technical  information. 

Should  you  decide  to  appeal  to  this  decision,  you  must  write  to  the  Secretary  of  the  Air  Force  within  60  calendar 
days  from  the  date  of  this  letter.  Include  in  the  appeal  your  reasons  for  reconsideration,  and  attach  a  copy  of  this  letter. 
Address  your  letter  as  follows: 


Secretary  of  the  Air  Force 
THRU:  (address  of  local  FOIA  office) 


NOTE:  If  this  is  a  partial  denial,  add  the  following  in  a  new  paragraph  if  you  are  sending  or  will  send  copies  of  releasable 
records:  We  are  attaching  the  releasable  portion  of  these  records,  [or]  We  shall  send  the  releasable  portion  of  these  records 
by  separate  letter. 


Sincerely, 


NOTE:  Prepare  an  original  letter  rather  than  a  form  letter  or  a  form.  Send  by  first  class  mail. 
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NOTICE  TO  ACCOMPANY  THE  DISSEMINATION 
OF  EXPORT-CONTROLLED  TECHNICAL  DATA 


Export  of  information  contained  herein,  which  includes, 
in  some  circumstances,  release  to  foreign  nationals  within 
the  United  States,  without  first  obtaining  approval  or 
license  from  the  Department  of  State  for  items  controlled 
by  the  International  Traffic  in  Arms  Regulation  (ITAR), 
or  the  Department  of  Commerce  for  items  controlled  by 
the  Export  Administration  Regulation  (EAR),  may 
constitute  a  violation  of  law. 

Under  22  U.S.C.  2778,  the  penalty  for  unlawful  export  of 
items  or  information  controlled  under  the  ITAR  is  up  to  2 
years  imprisonment,  or  a  fine  of  $100,000,  or  both. 
Under  50  U.S.C.,  appendix  2410,  the  penalty  for  unlawful 
export  of  items  or  information  controlled  under  the  EAR 
is  a  fine  of  up  to  $1,000,000,  or  five  times  the  value  of  the 
exports,  whichever  is  greater;  or  for  an  Individual, 
imprisonment  of  up  to  10  years,  or  a  fine  of  up  to 
$250,000,  or  both. 

In  accordance  with  your  certification  that  establishes  you 
as  a  "certified  US  contractor,"  unauthorized  dissemination 
of  this  information  is  prohibited  and  may  result  in 
disqualification  as  a  certified  US  contractor,  and  may  be 
used  in  determining  your  eligibility  for  future  contracts 
with  the  Department  of  Defense. 


The  US  Government  assumes  no  liability  for  direct  patent 
infringement,  contributory  patent  infringement,  or  misuse 
of  technical  data. 

The  US  Government  does  not  warrant  the  adequacy, 
accuracy,  currency,  or  completeness  of  the  technical  data. 

The  US  Government  assumes  no  liability  for  loss, 
damage,  or  injury  resulting  from  manufacture  or  use  for 
any  purpose  of  any  product,  article,  system,  or  material 
involving  reliance  upon  any  or  all  technical  data 
furnished  in  response  to  the  request  for  technical  data. 

If  the  technical  data  furnished  by  the  Government  will  be 
used  for  commercial  manufacturing  or  other  profit 
potential,  a  license  for  such  use  may  be  necessary.  Any 
payments  made  in  support  of  the  request  for  data  do  not 
include  or  involve  any  license  rights. 

Include  a  copy  of  this  notice  with  any  partial  or  complete 
reproduction  of  these  data  that  are  provided  to  certified 
US  contractors 
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BY  ORDER  OF  THE 
SECRETARY  OF  THE  AIR  FORCE 


AIR  FORCE  INSTRUCTION  61-205 
25  JULY  1994 


Scientiflc/Research  and  Development 

SPONSORING  OR  CO-SPONSORING,  CONDUCTING,  AND  PRESENTING 
DOD-RELATED  SCIENTIFIC  PAPERS  AT  UNCLASSIFIED  AND  CLASSIFIED 
CONFERENCES,  SYMPOSIA,  AND  OTHER  SIMILAR  MEETINGS 


This  instruction  establishes  Air  Force  procedures  for  sponsoring  or  co-sponsoring  conferences  and  symposia  involving 
unclassified,  classified  or  militarily  critical  unclassified  Department  of  Defense  (DoD)  information.  It  includes  procedures 
for  Air  Force  participation  in  conferences  and  symposia  sponsored  by  others.  It  implements  DoD  Directive  (DoDD) 
3200.12,  DoD  Scientific  and  Technical  Information  Program,  and  DoDD  200.12,  Conduct  of  Classified  Meetings,  DoD 
Instruction  (DoDI)  5230.27,  Presentation  of  DoD-Related  Scientific  and  Technical  Papers  at  Meetings,  and  AFPD  61-2, 
Management  of  Scientific  and  Technical  Information.  This  instruction  does  not  apply  to  in-house  gatherings,  to  routine 
gatherings  of  US  Government  officials,  to  classes  conducted  by  DoD  schools,  or  to  gatherings  between  Air  Force  personnel 
and  foreign  government  representatives  or  to  US  or  foreign  government  representatives  on  a  matter  related  to  a  specific 
government  contract,  program,  or  project. 

SUMMARY  OF  CHANGES 


This  instruction  updates,  clarifies,  and  streamlines  previous  guidelines. 


1.  Responsibilities: 

1.1.  Commanders  and  directors  of  Air  Force  activities,  or 
their  designees: 

1.1.1.  Sponsor  or  co-sponsor  conferences  or  symposia 
when: 

•  The  activity  has  a  significant  interest  in  the 
subject  matter. 

•  It  is  essential  to  the  Air  Force  mission. 

•  It  does  not  duplicate  the  efforts  of  other 
Government  or  non-Govemment  agencies. 

•  The  conference  is  in  the  best  interest  of  national 
security. 

•  Established  channels  of  disseminating  classified 
information  (for  example  technical  reports)  will 
not  accomplish  the  purposes  of  the  conference  or 
symposium. 

•  The  Air  Force  conference  security  manager  has 
developed  and  implemented  adequate  security 
measures  and  access  controls. 

•  And  the  purpose  is: 

•  To  disseminate  essential  research, 
development,  test,  and  evaluation  (RDT&E) 
and  advance  planning  information  promptly 
and  widely. 


•  To  exploit  critical  discoveries,  innovations, 
and  inventions. 

1.1.2.  Appoint  conference  or  symposium  managers  to 
oversee  the  administrative  and  technical  details  and  a 
conference  or  symposium  security  managers  to  oversee 
security  details. 

1.2.  The  Office  of  the  Administrative  Assistant  to  the 
Secretary  of  the  Air  Force  (SAF/AA)  approves  Air  Force 
sponsorship  of  all  conferences  or  symposia  that  are  not 
open  to  the  public.  This  authority  may  not  be  delegated. 

2.  Approval  and  Notification  Requirements  for 
Classified  Conferences  and  Symposia: 

2.1.  Get  approval  by  sending  a  request  to  SAF/AA 
through  the  Disclosure  Division,  Office  of  the  Deputy 
Under  Secretary  of  the  Air  Force  for  International  Affairs 
(SAF/IADV,  1010  Air  Force  Pentagon,  Washington,  DC 
20330-1010),  at  least  six  months  before  the  conference  or 
symposium. 

2.2.  The  request  must  contain: 

•  Justification  for  Air  Force  sponsorship 

•  Subject  of  the  meeting  and  scope  of  classified 
topics,  including  the  maximum  authorized 
classification  level 

•  Expected  dates  and  location 


Supersedes  AFR  80-43,  9  September  1985. 
OPR:  SAF/AQT  (Dr  C.  J.  Chatlynne) 
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•  Identity  of  the  Air  Force  sponsor 

•  Names  and  telephone  numbers  of  the  Air  Force 
meeting  and  security  managers 

•  Draft  of  the  proposed  announcement  or 
invitation  to  be  sent  to  prospective  attendees  or 
participants 

•  Identity  of  any  non-government  organizations 
involved  and  a  full  description  of  the  type  of 
support  they  are  to  provide 

•  Justification  for  specific  exclusion  of  foreign 
nationals,  with  a  description  of  the  sensitive 
information  to  be  presented  upon  which  the 
exclusion  is  based 

2.3.  When  sponsoring  classified  meetings  conducted  by  a 
non-government  organization  (a  firm  or  association), 
include  the  names  and  telephone  numbers  of  the  non¬ 
government  meeting  manager  and  the  Air  Force  security 
point  of  contact. 

2.4.  If  foreign  representatives  will  participate  in  the 
conference  or  symposium,  send  copies  of  the  request  for 
approval  to: 

•  Director,  Defense  Security  and  Programs,  Office 
of  the  Assistant  Secretary  of  Defense 
(Command,  Control,  Communications,  and 
Intelligence) 

•  Office  of  Information  Security  (HQ  USAF/SPI) 

•  Director  of  the  National  Security  Agency,  Chief 
of  Central  Security  Services,  if  the  conference  or 
symposium  Involves  special  intelligence  in 
accordance  with  DoDD  C-5230.23,  Intelligence 
Disclosure  Policy  (U). 

NOTE:  Approval  is  not  needed  to  conduct  unclassified 
events  that  are  open  to  the  public;  however,  all 
presentations  must  be  cleared  with  the  local  public  affairs 
office  (AFPD  35-1,  Public  Affairs  Management). 

3.  Conference  or  Symposium  Manager: 

3.1.  Gets  approval  for  classified  Air  Force-sponsored 
conferences  from  SAF/AA  (through  SAF/IADV). 
NOTE:  Do  not  publish  formal  notices  or  invitations  to 
conferences  or  symposia  until  receiving  approval. 
However,  give  advance  announcement  to  solicit  proposed 
presentations  and  establish  administrative  arrangements. 

3.2.  Decides  what  classified  information  may  be 
presented  and  determines  the  security  level  of  the 
meeting.  NOTE:  The  classification  level  of  the  meeting 
is  based  not  only  on  the  level  of  the  individual 
presentations  but  on  the  classification  level  of  the 
presentations  as  a  group. 

3.3.  Gets  help  from  appropriate  staff  offices,  such  as 
protocol,  security,  foreign  disclosure,  procurement, 
scientific  and  technical  Information  (STINFO),  the  Air 
Force  Information  for  Industry  Office  (AFIFIO),  and 
public  affairs. 

3.4.  Distributes  the  announcement  of  a  conference  or 
symposium  widely  and  early  enough  to  maximize  the 


desired  participation.  Announcements  of  classified 
conferences  shall: 

•  Be  unclassified,  limited  to  a  general  description 
of  the  topics  expected  to  be  presented,  and 
include  names  of  speakers. 

•  Include  administrative  instructions  for  requesting 
invitations  or  participation. 

•  Include  security  clearance  and  need-to-know 
requirements  and  the  address  to  where  attendees 
are  to  send  them. 

•  Indicate  the  level  of  foreign  participation 
permitted. 

NOTE:  For  procurement-related  conferences  or 

symposia,  particularly  where  individuals  intend  to  present 
advance  planning  information,  announce  the  conference 
or  symposium  in  the  Commerce  Business  Daily  (CBD). 

3.5.  Gives  other  DoD  and  Air  Force  organizations 
participating  in  any  similar  or  related  RDT&E  effort  an 
opportunity  to  participate. 

3.6.  Notifies  SAF/AA  immediately  in  writing  when 
cancelling  or  changing  the  date  or  location  of  a  proposed 
conference  or  symposium. 

3.7.  Maintains  records  on  attendance  and  total  costs. 

3.8.  Gives  appropriate  representatives  of  allied  countries 
an  opportunity  to  participate  in  classified  conferences  or 
symposia,  consistent  with  this  regulation  and  national 
disclosure  policy. 

3.9.  Prepares  and  distributes  proceedings  according  to 
paragraph  1 1 .  NOTE:  Inform  the  attendees  how  they  can 
obtain  proceedings  from  DTIC.  If  possible,  obtain  in 
advance  from  DTIC  an  accession  number  for  the 
proceedings  and  pass  it  on  to  the  attendees  to  assist  them 
in  ordering  the  proceedings. 

3.10.  Collects  appropriate  registration  fees: 

3.10.1.  When  a  conference  or  symposium  is  conducted 
by  the  Air  Force,  charge  fees  only  to  cover  the  expenses 
for  the  personal  benefit  and  subsistence  of  attendees  (such 
as  breakfasts,  coffee  breaks,  lunches,  and  banquets). 

3.10.2.  When  an  Air  Force  activity  uses  the  services  of  a 
contractor  or  association  to  conduct  a  conference  or 
symposium,  the  company  or  association  may  recover  its 
costs  and  a  reasonable  profit  from  fees  paid  by  the 
attendees. 

3.1 1.  Coordinates  with  cognizant  contracting  officers  or 
their  appointed  representatives  to  prevent  the  release  of 
proprietary  or  source-selection  information  and  maintain 
the  integrity  of  the  procurement  process. 

3.12.  Complies  with  DoD  5500.7-R,  Joint  Ethics 
Regulation. 

3.13.  Complies  with  AFI  37-132,  Air  Force  Privacy  Act 
Program,  when  collecting  personal  information,  access 
lists,  or  any  other  data  that  will  be  incorporated  into  a 
system  of  records. 

NOTE:  Attachment  2  gives  a  typical  sequence  of  actions 
for  arranging  a  conference  or  symposium  and  may  be 
tailored  for  particular  situations. 
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4.  Security  Manager; 

4.1.  Enforces  requirements  of  AFPD  16-2/ API  16-201, 
Foreign  Disclosure  of  Classified  and  Unclassified 
Military  Information  to  Foreign  Governments  and 
International  Organizations,  API  61-204,  Disseminating 
Scientific  and  Technical  Information,  DoD  5200.1- 
R/APPD  3 1-4/ API  31-401,  Information  Security  Program 
Regulation/Information  Security  Program/Information 
Security  Program  Management,  DoDD  5200.12,  DoD 
5220.22-M,  Industrial  Security  Manual  for  Safeguarding 
Classified  Information,  DoD  5220.22-R/APPD  31-6/API 
31-601,  Industrial  Security  Regulation/Industrial 
Security/Industrial  Security  Program  Management, 
International  Traffic  in  Arms  Regulation  (22  CPR  120- 
130),  The  Arms  Exports  Control  Act  (22  U.S.C.  2778), 
and  this  instruction. 

4.2.  Makes  sure  that  the  location  or  facility  selected  for 
classified  sessions  can  provide  the  proper  physical 
control,  storage,  protection,  and  dissemination  of 
classified  information.  This  normally  means  a  facility 
under  the  security  control  of  a  US  Government  agency  or 
a  contractor  having  an  appropriate  facility  security 
clearance.  Do  not  use  post  or  base  theaters  and  other 
facilities  that  are  normally  open  to  uncontrolled  access  for 
classified  meetings  unless: 

•  There  is  no  secure  facility  available. 

•  Unauthorized  personnel  do  not  have  physical 
access  and  can  be  prevented  from  hearing  or 
seeing  the  proceedings  of  the  meeting. 

4.3.  Confirms  the  clearance  levels  and  need-to-know  of 
attendees. 

4.4.  Prohibits  note-taking  and  electronic  recording  during 
classified  sessions  and  the  distribution  of  classified 
documents  during  the  conference.  (See  paragraphs  3.11 
and  1 1  regarding  proceedings.) 

5.  Co-Sponsorship.  An  Air  Force  organization  may  co¬ 
sponsor  a  conference  or  symposium  with  a  non-federal 
organization  when  all  the  following  criteria  apply; 

•  The  subject  matter  of  the  conference  (or  the  co¬ 
sponsored  portion)  is  scientific,  technical,  or 
involves  professional  issues  that  are  relevant  to 
the  Air  Force  organization's  mission. 

•  The  purpose  of  the  co-sponsorship  will  transfer 
federally-developed  technology  to  the  private 
sector  or  stimulate  wider  interest  and  inquiry  into 
the  relevant  scientific,  technical,  or  professional 
issues. 

•  The  co-sponsoring  non-federal  organization 
is  a  recognized  scientific,  technical,  or 
professional  organization  and  co¬ 
sponsorship  is  approved  by  SAF/GC. 

•  The  Air  Force  organization  accomplishes  the 
co-sponsorship  through  a  contract,  grant,  or 
cooperative  agreement  as  identified  in  31 
U.S.C.  6303-6306,  a  cooperative  research 


and  development  agreement  (CRDA)  as 
defined  in  15  U.S.C.  3710a,  or  a  cooperative 
agreement  or  other  transaction  as  identified 
in  10  U.S.C.  2371. 

NOTE:  When  an  Air  Force  organization  co-sponsors  a 
classified  meeting  with  a  non-federal  organization  or 
obtains  administrative  support  from  a  non-federal  firm  or 
association,  the  Air  Force  organization  is  responsible  for 
all  security  aspects  of  the  classified  meeting. 

6.  Administrative  Support  for  Meetings: 

6.1.  When  a  sponsoring  Air  Force  organization  needs 
help  in  making  conference  arrangements,  it  may  get 
support  from  a  non-federal  firm  or  association  through  a 
formal  memorandum  of  agreement  or  contract.  If  the 
event  is  open  to  persons  outside  of  the  Federal 
Government,  the  sponsor  may  not  limit  attendance  to 
members  of  the  supporting  non-federal  firm  or 
association. 

6.2.  The  sponsor  may  allow  the  supporting  non-federal 
firm  or  association  to  mention  its  support  in  conference 
materials  but  not  in  terms  that  imply  that  the  firm  or 
association  is  sponsoring  or  co-sponsoring  the  event.  (For 
guidelines  on  co-sponsorship  with  a  non-federal  entity, 
see  paragraph  5.) 

6.3.  In  the  case  of  a  classified  event,  the  Air  Force 
sponsor  is  responsible  for  all  security  aspects  and  may  not 
delegate  the  responsibility  to  the  supporting  non-Federal 
firm  or  association. 

7.  Participation  in  Classified  Conferences  or 
Symposia.  Air  Force  personnel  may  participate  in 
classified  conferences  or  symposia  only  if  they  are 
sponsored  by  an  Air  Force  organization  or  other  DoD 
component.  Participation  means  being  on  the  formal 
program.  This  does  not  restrict  attendance  at  such 
conferences. 

8.  International  Competition.  The  DoD  has  reciprocal 
procurement  memoranda  of  understanding  and  offset 
arrangements  with  many  countries.  Air  Force 
organizations  hosting  conferences  or  symposia  related  to 
contract  opportunities  must  allow  representatives  from 
these  countries  to  participate,  subject  to  established 
foreign-disclosure  and  national  security  policies. 

8.1.  The  sponsor  may  not  exclude  nations  with  which 
DoD  has  cooperative  agreements  from  classified 
conferences  or  symposia  unless  there  are  national  security 
grounds.  The  exclusion  must  be  approved  by  SAF/IADV 
at  the  request  of  the  MAJCOM. 

8.2.  Because  each  foreign  government's  eligibility  varies, 
the  sponsor  must  ensure  that  no  classified  information 
disclosed  at  sessions  attended  by  foreign  representatives  is 
above  the  lowest  level  of  eligibility  of  the  foreign 
attend^ees. 
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8.3.  When  foreign  representatives  cannot  have  full  access 
to  classified  or  sensitive  technical  information  under 
existing  policies,  one  option  is  to  remove  the  non- 
releasable  information  and  present  it  at  US-only  sessions. 

9.  Foreign  Attendance  at  Classified  Conferences  or 
Symposia.  An  Air  Force  organization  sponsoring  or 
providing  security  sponsorship  for  a  conference  or 
symposium  where  classified  material  will  be  disclosed  to 
foreign  nationals  or  representatives  of  foreign 
governments  must  comply  with  the  following: 

9.1.  When  attendance  at  classified  sessions  is  consistent 
with  foreign  disclosure  policy,  follow  procedures  in 
AFPD  16-2  and  AFI  16-201  to  get  disclosure 
authorization  for  foreign  nationals  or  their  government 
representatives.  Use  the  same  procedures  for  unclassified 
sessions  involving  unclassified  data  with  distribution 
statements  B,  C,  D,  E,  F,  or  X  of  AFI  61-204  or  for 
unclassified  data,  not  covered  by  AFPD  10-11, 
Operations  Security,  and  AFI  10-1101,  Operations 
Security  Program. 

9.2.  Foreign  nationals  or  representatives  of  foreign 
governments  may  attend  unclassified  sessions  where  the 
information  has  been  previously  cleared  for  public  release 
according  to  AFPD  35-1. 

10,  Releasing  Information  at  an  Air  Force  Conference 
or  Symposia: 

10.1.  For  .contractor  presentations,  the  originating  Air 
Force  activity's  contracting  officer  must  authorize  release 
in  advance,  usually  in  cooperation  with  the  program 
manager.  If  foreign  representatives  will  attend  the 
conference  or  symposium,  SAF/IAD  or  the  cognizant 
DoD  component's  foreign  disclosure  office  must  also 
authorize  all  releases. 

10.2.  The  local  foreign  disclosure  office  must  review 
projected  briefings  to  determine  if  there  is  any  reason  to 
prevent  full  allied  participation.  If  national  disclosure 
policy  prohibits  release  of  specific  information,  the  local 
foreign  disclosure  office  must  determine  whether  the 
information  can  be  deleted  from  the  presentation  entirely 
or  whether  it  must  be  presented  in  a  separate,  closed 
session  at  the  conference. 


10.3.  Military  and  contractor  personnel  making 
presentations  must  control  technical  information  listed  on 
the  State  Department's  munitions  list  and  the  Commerce 
Department's  commodity  control  list.  You  may  only 
disclose  such  information  to  foreign  persons  under  State 
Department  or  Commerce  Department  export  license  or  to 
foreign  persons  who  have  been  granted  prior  approval  by 
a  US  government  department  or  agency.  Descriptions  of 
such  technologies  are  in  the  military  critical  technologies 
list  (MCTL). 

11.  Publishing  Proceedings: 

11.1.  The  sponsor  normally  publishes  proceedings  of  an 
Air  Force-sponsored  technical  or  advance-planning 
conference  or  symposium  as  a  technical  report. 

11.2.  The  sponsor  may  publish  proceedings  in  any 
convenient  format  (for  example,  a  single  volume, 
individual  volumes  by  technical  discipline,  or  individual 
papers). 

1 1 .2. 1 .  If  the  proceedings  consist  primarily  of  copies  of 
vu-graphs,  presenters  must  provide  explanatory  notes  for 
publication.  This  is  particularly  important  for  proceedings 
for  recipients  who  did  not  attend  the  conference  or 
symposium. 

11.3.  In  addition  to  primary  distribution  (direct 
distribution  to  attendees  and  others),  the  sponsor  will  send 
copies  of  the  proceedings  to  the  Defense  Technical 
Information  Center  (DTIC),  Cameron  Station,  Alexandria 
VA  22304-6145. 

1 1 .4.  Process  unclassified  proceedings  according  to  AFI 
37-131,  The  Air  Force  Freedom  of  Information  Act 
Program,  AFPD  10-11,  AFI  10-1101,  AFI  61-204,  and 
AFPD  35-1. 

11.5.  When  possible  and  meaningful,  publish  all 
classified  information  in  a  document  separate  from  the 
general  proceedings.  Before  publication  and  release,  the 
sponsor  must: 

•  Review  all  the  text  to  make  sure  it  is  releasable 
and  bears  appropriate  security  markings. 

•  Check  that  recipients  have  proper  clearances  and 
storage  capability. 

•  Get  foreign-disclosure  approval  and  instructions 
on  releasing  the  proceedings  to  foreign  nationals. 

CLARK  G.  FIBSTER 
The  Assistant  Secretary  of  the  Air  Force 
for  Acquisition 
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GLOSSARY  OF  REFERENCES,  ABBREVIATIONS  AND  ACRONYMS,  AND  TERMS 
Section  A— References 

DoDD  3200.12,  DoD  Scientific  and  Technical  Information  Program 
DoD  5200. 1-R,  Information  Security  Program  Regulation 
DoDD  5200.12,  Conduct  of  Classified  Meetings 
DoD  5200. 2-R,  DoD  Personnel  Security  Program 

DoD  5220. 22-M,  Industrial  Security  Manual  for  Safeguarding  Classified  Information 
DoD  5220. 22-R,  Industrial  Security  Regulation 
DoDD  5230.23,  Intelligence  Disclosure  Policy  (U) 

DoDI  5230.27,  Presentation  of  DoD-Related  Scientific  and  Technical  Papers  at  Meetings 

DoD  5500.7-R,  Joint  Ethics  Regulation 

AFPD  10-11,  Operations  Security 

AFI  10-1101,  Operations  Security  Program 

AFPD  16-2,  Foreign  Disclosure  of  Classified  and  Unclassified  Military  Information  to  Foreign  Governments  and 
International  Organizations 

AFI  16-201,  Foreign  Disclosure  of  Classified  and  Unclassified  Military  Information  to  Foreign  Governments  and 
International  Organizations 

AFPD  31-4,  Information  Security  Program 

AFI  31-401,  Information  Security  Program  Management 

AFPD  31-6,  Industrial  Security 

AFI  31-601,  Industrial  Security  Program  Management 

AFPD  35-1,  Public  Affairs  Management 

AFI  37- 131,  The  Air  Force  Freedom  of  Information  Act  Program 
AFI  37-132,  Air  Force  Privacy  Act  Program 
AFPD  61-2,  Management  of  Scientific  and  Technical  Information 
AFI  61-204,  Dissemination  of  Scientific  and  Technical  Information 
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Air  Force  Information  for  Industry  Office 
Commerce  Business  Daily 

Cooperative  Research  and  Development  Agreement 
Defense  Technical  Information  Center 
Militarily  Critical  Technologies  List 
Research,  Development,  Test,  and  Evaluation 
Scientific  and  Technical  Information 


Section  B— Abbreviations  and  Acronyms 
Abbreviations 

and  Acronyms  Definitions 

AFIFIO 
CBD 
CRDA 
DTIC 
MCTL 
RDT&E 
STINFO 

Section  C— Terms 

Conference  or  Symposium— Conkrtnct,  seminar, 
symposium,  exhibit,  convention,  or  other  similar 
gathering,  conducted  by  a  DoD  component,  a  DoD 
contractor,  or  an  association,  institute,  or  society  whose 
membership  includes  DoD  or  contractor  personnel,  at 
which  participants  disclose  unclassified  or  classified  DoD 
information  or  information  of  interest  to  the  DoD. 

Conference  or  Symposium  Manager— Representative 
designated  to  plan,  manage,  and  administer  a  conference 
or  symposium  that  is  sponsored  or  co-sponsored  by  an  Air 
Force  or  DoD  organization. 

Contractor-Cleared  Facility-A  commercial  or  private 
operating  organization  that  the  Defense  Investigative 
Service  (DIS)  finds  eligible  for  access  to  classified 
information. 

Co-Sponsor-The  Air  Force  organization  that  endorses, 
participates,  or  provides  support  to  other  Federal  or  DoD 
agencies  in  conducting  a  conference  or  symposium.  Air 
Force  activities  may  provide  security  sponsorship  for 
conferences  or  symposia  of  private  associations,  but  may 
not  co-sponsor  conferences  or  symposia  with  private 
associations,  unless  the  Air  Force  organization  satisfies 
the  requirements  of  paragraph  5. 

Facility  Security  C/earance-Administrative  finding  that 
from  a  security  stand  point  a  facility  is  eligible  for  access 
to  classified  information  of  a  certain  classification  and 
below.  This  does  not  include  or  imply  any  authorization 
to  store  classified  information. 


Foreign  National-Any  person  who  is  not  a  citizen  or 
national  of,  or  immigrant  alien  to,  the  United  States. 

Foreign  Representative-Either  a  foreign  national  or  a 
representative  of  a  foreign  interest. 

Government  Installation— MS  Government  facility  in  a 
fixed  location  where  personnel  can  enforce  adequate 
safeguards  for  classified  information. 

Memorandum  of  Understanding  fMOIT)— Bilateral 
cooperative  agreement  with  allies  and  other  friendly 
nations  on  reciprocal  defense  procurement.  This 
agreement  includes  exchanging  information  in  specified 
areas  of  mutual  interest  for  their  participation  in 
contractual  opportunities. 

Representative  of  a  Foreign  Interest-A  citizen  or 
national  of  the  United  States  or  an  immigrant  alien  acting 
as  a  representative,  official,  agent,  or  employee  of  a 
foreign  government,  firm,  corporation,  international 
organization  (such  as  NATO),  or  another  foreign  person. 
Air  Force  personnel  assigned  to  NATO-only  positions  are 
considered  representatives  of  a  foreign  interest. 
EXCEPTION:  A  US  citizen  or  national  appointed  by  his 
or  her  US  employer  to  manage  a  foreign  subsidiary  (for 
example,  a  foreign  firm  in  which  the  US  firm  has 
ownership  of  at  least  5 1  percent  of  the  voting  stock)  is  not 
a  representative  of  a  foreign  interest  solely  because  of  this 
employment.  The  appointing  employer  of  the  US  citizen 
or  national  must  be  the  principal  employer  and  must 
possess  or  be  in  the  process  of  obtaining  a  facility  security 
clearance. 

Sponsor— A\r  Force  organization  that  conducts  a 
conference  or  symposium  and  is  responsible  for 
complying  with  this  instruction. 
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CHECKLIST  FOR  ARRANGING  AN  AIR  FORCE  CONFERENCE  OR  SYMPOSIUM 

Steps  1,  2,  7,  8,  and  9  tell  how  to  perform  the  security  review  and  clearance  of  papers  to  be  presented  at  conferences, 
symposia,  and  seminars  with  DoD  or  Air  Force  sponsorship  or  participation,  including  those  hosted  by  industry  and 
professional  and  technical  associations  and  attended  by  foreign  representatives.  These  procedures  pertain  primarily  to 
classified  information,  unclassified  information  related  to  classified  programs  or  projects,  or  controlled  unclassified 
information.  At  the  outset,  the  meeting  sponsor  assigns  responsibilities  by  placing  checks  opposite  the  duty  or  action  in  one 
of  the  two  squares  in  the  right-hand  columns. 


DUTY  OR  ACTION 


PERFORMED  BY 


6  months  before  the  meeting,  submit  request  for  approval  through 
SAF/IADV  to  SAF/AA. 


5  months  before  the  meeting,  establish  the  responsibilities  of  the  host 
facility,  the  meeting  manager,  and  the  security  manager.  Obtain  written 
statement  from  the  host  facility  allowing  use  of  the  facility. 


Develop  agenda. 


Select  speakers  and  session  chairpersons. 


Contact  speakers  and  session  chairpersons. 


Confirm  in  writing  with  speakers  and  session  chairpersons. 


4  months  before  the  meeting,  make  invitations  for  papers.  Include  disclosure 
guidelines,  information  on  anticipated  foreign  attendance,  and  instructions 
on  obtaining  disclosure  authorization. 


3  months  before  the  meeting,  get  foreign  disclosure  approval. 


Establish  milestones. 


Select  classification  level. 


Prepare  information  for  brochure,  including  a  description  of  the  briefing  and 
the  agenda,  registration  and  lodging  information,  and  addresses/phone 
numbers  where  more  information  may  be  obtained. 


Prepare  and  distribute  press  release. 


Prepare  and  publish  Commerce  Business  Daily  announcement. 


Select  and  arrange  exhibits. 


Identify  special  invitees. 


Provide _ copies  of  the  brochure  to  the  host. 


Print  and  mail  brochure  to  mailing  list  and  to  requesters. 


Receive  mail  requests  for  brochure. 


Set  up  and  operate  a  phone  hot  line. 


Make  arrangements  for  the  auditorium,  including  audio-visual  requirements. 


Arrange  protocol  support  if  attendees  will  include  distinguished  personnel. 


Arrange  meals,  coffee  breaks,  receptions. 


Receive  registration  forms  from  registrants,  maintain  up-to-date  roster, 
provide  weekly  copy  of  roster  to  the  host. 


Review  and  approve  need-to-know  levels  of  attendees. 


MEETING 

SPONSOR 


/ 


SUPPORT 

PROVIDER 
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NO. 

DUTY  OR  ACTION 

PERFORMED  BY 

MEETING 

SPONSOR 

SUPPORT 

PROVIDER 

27 

Arrange  transportation  from  hotel  to  briefing  site. 

28 

Verify  security  clearances. 

29 

Conduct  rehearsals. 

30 

Collect  copies  of  briefing  material  and  hand-outs,  make  sufficient  copies  for 
attendees. 

31 

Collect  material  from  speakers  for  inclusion  in  proceedings. 

32 

Check  out  audio-visual  equipment. 

33 

Arrange  for  tables,  chairs,  signs  for  registration. 

34 

Set  up  furniture  12  hours  before  briefing. 

35 

Obtain  on-site  computer  for  registration. 

36 

Arrange  for  phones  for  use  by  attendees. 

37 

Arrange  for  message  board  at  the  briefing. 

38 

Provide  conies  of  registration  lists  at  registration. 

39 

Arrange  for  guards  (classified  briefings). 

40 

Provide  supplies  for  registration: 

Pens 

UV  inkpad  and  stamp 

UV  light 

Message  pads 

41 

Provide  persons  to  assist  with  registration: 

Sponsor 

Supnort  Provider 

Ho.st 

42 

Arrange  for  escorts  for  distinguished  guests. 

43 

Arrange  for  flags  (American,  Air  Force,  and  General  Officer). 

44 

Arrange  for  parking. 

45 

Prepare  name  signs  for  panel  discussions. 

46 

Print  and  duplicate  up-to-date  roster  for  and  including  all  attendees. 

47 

Provide  cards  for  audience  questions. 

48 

Prepare  after-action  report. 

49 

Prepare  proceedings;  send  to  DTIC. 

*-U.S.  G.P.O.  :1994-300-536:174 
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HeadqaartBTS  *  Anny  Regulation  70-45 

Depurtmcnt  of  the  Anny 

Washington,  DC  Effective  DD  Month  YYYY 

DD  Month  YYYY 

SCIENTIFIC  AND  TECHNICAL  INFORMATION 

RESEARCH,  DEVELOPMENT  AND  ACQUISITION 


By  Order  of  the  Secrcttty  of  the  Attny: 

DENNISJ.REIMER 
Gaurtd,  VmudStausArmy 
Od^ofSu^ 

Official: 


JOEL  B.  HUDSON 
AdmlnisuatiueAssiaaiittatkt 
Secretary  of  Ou  Amy 


SuiBiiMry-  Has  icgulatioii  establishes  the  Depattment  of  the 
Aimy  Scientific  and  Tedinical  Infiimiation  (SUNFO) 
Program,  iinpkinenting  DOD  Oireenve  3200.12,  pertinent 
proviaians  of  Public  Law  94-282  (42  USC  6602),  and  Pubhe 
Law  96-480  (15  USC  3710).  These  provisioiu  govern  the 
handling  and  utilization  of  icsulls  derived  from  scacntific 
leseacchu  development,  test,  evaluation  and  mannAcnning 
teehnology. 


information  published  on  Compact  Disk  -  Read  Only 
Memory  (CD-ROM)  medium. 
b.  This  regulation  does  not  ^ply  lo¬ 
ci)  Acquisition,  documentation  and  testing  of  infonnation 
resonrees  governed  by  the  AR  25  Series  Regnlations. 

(2)  Comnuniication  and  display  of  information  relating  to 

techuic&I  pfOgfailtt  Or 

(3)  Ekcbonic  inicreibange  of  mfaTmatinn  which  is 
considered  to  be  administrative  Gonespoiidence  [o.g.:  e-mail]. 

ProponmiandExeeptlMi  AnQiotity.  The  proponent  of  this 
pubEcaiion  is  the  Assistant  Seoetaiy  of  the  Army  (Research, 
Devriopment  and  Acquisition)  (ASA(ROA).  The 
ASa(RDa)  has  the  anthoiity  to  approve  mco^tions  to  ibis 
publication  that  are  consistent  wifii  oontrolling  law  and 
regulation.  The  ASAfRDA)  may  delegate  fids  approval 
authoiity.  in  wilting,  to  a  division  chief  within  the  proponent 
agency  in  the  grade  of  colonel  or  the  dttilian  cqnivalenL 

SupplementaitioiL  SnpplemenCation  of  this  Tcgulation  is 
prohibited  unless  prior  approval  is  obtamed  finm  HQ  AMC 
(AMCRD-IT),  Alexandria,  Va  22333.  An  example  of  local 
supplementation  which  would  be  approved  ate  file  locally- 


Army  Mmuiginiiisnt  Contml  l^nicisew.  This  regulalioii  docK 
not  oontain  management  oontiol  provisions. 

Applicability. 

a.  This  Kgulatiou  applies  to  all  active  Army,  Army 
Nationd  Guard  and  the  Axmy  Reserve  organizatioas, 
including  the  <nvi1  work  clcincr'~  of  the  Corps  of  Enpneczs, 
that  do  the  following; 

(1)  Direct,  administer,  perform,  and  support  Non-Civfl 
Works  Program  research,  development,  manoficturing.  test, 
and  evaluation  programs. 

(2)  Originalc,  collect,  stoic,  issue,  and  lend  documented 
icsontces  of  scientific  and  technical  mfonnation.  Examples 
include  technical  Kbraries,  medical  research  hbraiies, 
teehnical  information  centers,  and  technical  information 
analysis  centcis  in  support  of  research,  devetopment,  test,  and 
evaluation  programs.  It  does  cover  scieotific  and  technical 


Suggested  Improvements.  The  proponent  of  fitis  regul^ition 
is  the  Assistant  Secretary  of  the  Army  (Research, 
Development  and  Acquisilion).  Uacas  ttc  invited  to  send 
comments  and  suggested  inqnoveinents  on  DA  Form  2028 
(Recommended  Changes  to  Piiblication.s  and  Blaiik  Forms) 
directly  to 

DEPARTMENT  OF  THE  ARMY 

OFFICE  OF  THE  ASSISTANT  SECRETARY 

RESEARCH  DEVELOPMENT  AND  ACQUISraON 

ATTN:  SARD-TS 

103  ARMY  PENTAGON 

WASHINGTON  DC  2C01O-O1O3 

with  copies  to  U.  S.  Atmy  Matcrid  Camnumd.  ATTN: 
AMCLD-TL  SOOl  Eisenhower  Avenue.  Alexandria.  VA 
22333-0001. 


*This£egulation  supersedes  aR  70-9. 1  Juim  1981;  AR  70-11. 10  April  1986;  AR  70-14,  ISNoveadber  1985;  AR  70-22, 15  March 
1971;  AR  70-26.  IS  July  1975;  AR  70-31. 10  Match  1986;  AR  70-35. 17  June  1988;  and  AR  70-45. 1  Fehraaiy  1984  which  are 
hoeby  icsrindcd.  The  fonns  associated  with  those  leguladons  wifi  be  retained 
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CHAPTERl 

INIROBUCnON 

1-1  PURPOSE 

Hds  icgalafion  est^lisbes  policies  and  assigns 
le^nsibilities  fbi  the  Aony's  Sdcntific  and  Technical 
Infbmation  (STINFO)  Program  and  the  Army  hifonnation 
for  Indnstry  (AIFD  Ftogram.  Ineinded  are  policies  and 
principles  for- 

a.  Rqxnting  rcscarcfa  and  development  (R&D), 
technobgy.  Army  Studies,  R&D  Unlimded  Studies, 
Cooperaiive  R&D  Agreementt  (CRDAs),  Acmy  Potential 
Contractor  Piogxam  (APCP),  Advanced  Planning  Briefing  for 
Indusby  (aPBI).  Technical  Objective  Document  CTOD),  and 
Contracted  Advisory  and  Assistance  Services  (CAAS)  at  the 
work-unit  level  via  the  Work-Unit  Tnfnrmnrion  Stunmary.  DD 
Form  1498. 

b.  Originating,  preparing,  reviewing,  miirlriTu;.  and 
dissemiitating  technical  docomentation  and  information. 

c.  Use  of  appropriated  funds  to  pay  page  charges  and 
teptint  costs  for  publishing  open-literatiue  material  on  DA- 
conducted  or  sponsored  research  in  sciaifific  and  technical 
journals. 

d.  Army  support  and  use  of  the  fadHties  and  services  of  the 
Defense  Technical  lofomiatian  Center  (DTIC}. 

e.  Marking  of  technical  documents,  tneinding  production 
cngincctmg.  logistics  infotmatioa  materiel  leqniteinents 
documents,  and  hriefings.  These  maddngs  denote  the  extent 
to  wiiich  documents  are  available  for  (fiscribution.  release, 
and  dissemiaation  without  futdier  aj^iroval  or  anthoiization. 

/  Operating,  using,  and  establishing  and  disestablishing 
Centers  for  Analysis  of  Scientific  and  Technical  Infonnation 
(heieiDafter  lefoned  to  as  ''information  analysis  centers"- 
lAO). 

g.  Sponsoring  or  oosponsoring  meetings  involving  eitiicr 
unclassified  cir  classified  DOD  information.  For  sneh 
meetings,  it  gives  the  policy  for  Army  participation  In 
meetings,  states  who  may  authorize  attendance,  and  explains 
policy  on  publishing  and  distributing  meeting  proceedings.  It 
does  not  ^ply  to  meetings  attended  only  by  Government  or 
military  petsonneL  meetings  on  a  specific  contract  or  ptcqect 
conducted  by  a  DOD  activity,  or  meetings  conducted  by  a 
cleared  contractor  and  attended  only  by  cleared  contractor 
personnel  directly  involved  in  the  performance  of  a  contract 
or  project. 

h.  Industry  support  and  use  of  the  Technical  and  Industrial 
Liaison  Office  (TIIX3). 

1-2  REFERENCES 

Requried  and  related  publications  and  pcesciihcd  and 
rcicicnccd  famis  ate  listed  in  ^>peadix  A. 

1-3  ESPLANAHON  OF  ABBREVIATIONS  AND 
TERMS 

Abbieviruions  and  terms  used  in  this  legnlation  ate  erqdaiued 
inAppendixB. 


1-i  POLICIES 

<2.  A  cootdinated  and  comprebeBsive  STINFO  program 
will- 

(1)  Promote  the  advancement  of  science  and  technology. 

(2)  Fadlitate  conduct  and  nunagamoit  of  raseaicb, 
engiBeeiing.  study,  and  management  support  programs. 

(3)  Control  unwarranted  duplication  of  research, 
development,  studies,  and  analyses. 

b.  The  STINFO  Program  wQl  provide  for  the  interchange 
of  STINFO  within,  among,  and  through  the  arganizations 
listed  below. 

(1)  DA  components  and  their  cuuent  and  potential 
contractors. 

(2)  Federal  agetuaes  and  their  cocrent  and  future 
contnclors. 

(3)  The  national  and  international  university,  not-for-profit 
and  non-profit  institntions.  professional  societies,  business, 
industry,  and  the  scientific  community. 

c.  All  completed  Research,  Development  Test  and 
Evaluation  (RDT&E)  effints  will  be  documented.  All  will 
be  made  avaHablc  to  approved  recipients  tbtough  D17C.  (For 
jontnal  articles,  see  Patagrafii  4-lg). 

d.  Uncompleted  RDT&E  efforts  may  be  docameoted  in 
technical  reports,  review  articles  in  professional  joumal.s,  or 
as  monogr^hs  in  order  to  enhance  the  dissemination  of 
information  prior  to  the  publishing  of  a  final  report.  Such 
intennediate  documents  may  be  entered  into  the  DTIC 
repository.  particohcLy  when  they  coutaiu  information  whose 
timely  diNseminatioo  is  deniable. 

1-5  OBJECTIVES 

Objectives  of  the  STINFO  Program  are  to  increase  the 
effectiveness  of— 

CL.  Scientific  and  engineering  documentation. 

b.  Identification,  evaluation,  and  adoption  of  better  ways 
of  processing,  communicating,  and  transfoiiiDg  technical 
information.  This  inclndes  increasing  the  eSeefiveness  of  the 
foUowing- 

(1)  Information  scdence,  computer  srience,  and 
cnmmmrications  science.  (Computet  science  and 
communications  scieDce  as  used  here  ate  limited  to  the 
development  of  display,  documentation,  storage,  letiicva], 
and  delivery  aspects  of  technical  infonnation.) 

(2)  Storage  media.  Examples  include  paper  copy, 
microfilm,  CD-ROM,  hybrid  forms  (such  as  video),  as  well 
as  digital  and  analog  electronic  media. 

(3)  Infonnation  processing  and  accessing  information  from 
both  direct  and  remote  sonicc,<t. 

(4)  PubHcaticms.  syiiqrosia,  confoiences.  and  meetings,  as 
well  as  the  doenmentatiou  and  commnnication  of  the  results 
of  such  activities  as  proceedings,  papers,  iqtorts.  and 
monogn^hs. 

(5)  Technical  infozmatioD  needed  for.  or  resulting  fiom, 
research,  development,  studies,  and  analysis. 

c.  InciBBSc  the  exchange  of  RDT&E  and  management  data 
among  numagent,  scieatists,  and  en^meecs. 
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1-6  CONCEPT 

Tbe  Aaay  STINFO  Jhogtano.  is  aocomplishcd  by 
decentralized  Axmy  activities  as  they  execate  the  Annys 
RBT&EiprogngD. 

1-7  BACKGROUND 

a.  The  Army  STINFO  ptognm  lecognizes  tbe  unpaa  of 
sharing  releasable  iufonnaiion  widm  and  between  agencies 
and  activities  of  the  Dcpaitmetit  of  Defense  (DOD)  and  non- 
DOD  odities.  These  entitieB  include  otbex  Federal,  state, 
academic,  not-for-profit,  non-profit,  and  commercial 
arganizstions. 

b.  Additionally,  the  Anny  STINFO  program  suppoiis  ihc 
Domestic  Tedmology  Transfer  IVogtam. 

!•«  APFUCABIUTY 

This  regulation  establishes  the  policy  (or  the  preparation  and 
pablisfaing  of  technical  reports,  piepatation  and  suhmissioD  of 
woric-unlt  infbnnarion  somaraties.  It  also  inelndes  pobheadon 
in  (Qd  professional  journals,  technical  meetings, 

and  centers  for  analysis  of  scientific  and  tocfaincBl 
infdimation.  It  does  not  apply  to  the  following: 

a.  TOP  SECRET  documcntii  or  nuittxiul. 

b.  Cryptogti^hk  and  commonicadons  security. 

c.  Commonicadons  and  electronic  intelligence  and  other 
caicgories  of  a  sunilar  nature  that  may  be  designated  by  the 
Defense  Intelligence  Agency. 

d.  Atlministrudve  papeas,  inemaranda,  and  reports,  and 
oontract  at  grant  proposals. 

e.  Information  fomished  to  the  United  States  by  foFcdgD 
governments  when  the  release  of  such  information  is 
restricted  or  otherwise  controlled  by  intcmadonal  agrecmenL 

f.  Bettered  docuineuts  or  publications. 

1-9  RESPONSIBILmES 

a.  Assistant  Secretary  of  the  Amy  (Rcscaicb, 
Development  and  Acqtnsirion).  The  ASA  (RDA)  has 
Dcpaitmcnt  of  the  Amy  rcspon-sibility  for  the  Anny  STINFO 
program  and  delegates  Amy-wide  managemeot 
responsibility  for  the  Program  (except  for  the  Amy  Qvil 
Wodcs  program)  to  the  Commanding  JcucnL  U.S.  Army 
Materiel  Command  (aMC).  The  ASA  (RDA)  has  Amy  slafi 
responsibility  for  RDA  fofotmanon  fee  industry  programs 
and  establishes  policy  and  guidelines  for  ndBasc  of  RDA 
plamung  and  budget  documents  that  originate  in  (he 
0ASA(RDA). 

b.  Assistant  Seoelary  of  the  Amy  (Civil  Works) 
(ASA(CW).  The  ASA  (CW)  has  Department  of  the  Amy 
responsihiliiy  lor  the  Army  Qvil  Works  program  and 
delegates  Amy-wide  management  responsibility  for  the 
Aimy  Civil  Works  Program  to  the  Chief  of  Engineers. 

L-.  Deputy  Chief  of  Staff  for  Operations  and  Plans 
(DCSOPS).  The  DCSOPS  establishes  policy  and  guidelines 
for  releases  of  materiel  requirements  documcnb  (bat  originate 
in  foe  oSice  of  the  DCSOPS. 


d.  Deputy  Chief  of  Stall  for  TnicIHgenee  (DCSINT).  The 
DCSINT  serves  as  foe  final  nufoority  for  detamining  foe 
releasabiUly  of  U.S.  Classified  information  to  foreign  owned 
contractors.  The  DCSINT  resolves  conflicts  in  release 
detenmnarions.  As  foe  Amy  Senior  InlaUigence  Officer,  foe 
DCSD<]T  provides  guidance  cm.  and  is  foe  final  ^proval 
aufooriiy  for,  release  of  intelligence  information  to  contractor. 

e.  The  Chief  of  Engmccra  has  foe  Amy  responsibility  for 
the  Amy  Civil  Woks  program  and  delegates  Qvil  Works 
science  and  technology  management  responsihiliiy  for  the 
Program  to  foe  Dircclar,  Research  and  Dcvdopmcni,  in  his 
office. 

f.  Commanding  General,  U.  S.  Army  Training  and 
Doctrine  Commind  (03.  TRADOQ.  The  CG.  TRADOC 
establishes  policy  md  guidelines  fu  release  of  materiel 
loquirementii  documents  foal  originate  in  TRADOC. 

g.  Conunanding  General.  UJ5.  Amy  Materiel  Command 
(CG,  AMC).  The  CO,  AMC  ddegates  management 
responsibility  for  the  Amy  STINFO  Program  lo  foe  Di^uiy 
Qaef  of  Staff  for  Research.  Development  and  Engineering. 
AMC  and  foe  Army  Information  for  Industry  Program  to  foe 
Deputy  Chief  of  Staff  for  Acquiiiilion,  AMC. 

h.  Deputy  Chief  of  Staff  for  Research.  Development  and 
Engineering  (DCSRDE),  U.S.  Amy  Materiel  Command. 
The  DCSRDE,  AMC,  win  designate  an  Amy  STINFO 
manager  who  will  be  foe  DA  Executive  Agent  for  foe 
STENFO  program.  The  STINPO  manager  will  develop 
policy  and  procedures  and  provide  implementation  guidance 
for  all  aspects  of  foe  STINFO  program  including 
management  of  foe  Army's  parridpation  in  foe  DOD  Work- 
Unit  hofoimation  System  (WUIS),  The  latter  includes- 

(1)  Establishing  Amy  policy  on  matters  pertaining  to  foe 
WUIS  in  accordance  with  applicable  I30D  and  Army 
reguladoDS. 

(Z)  Providing  contractor  support  for  foe  input  of  DD 
Foms  1498. 

(3)  Serving  os  the  ^my  n^msscniaiive  lo  foe  Defense 
Technical  Infomiiilitm  Ceniec  (DTIC). 

(4)  Chairing  Army  WUIS  committees. 

i.  Deputy  Cfajcf  of  Staff  for  Acquisilion,  U.S.  Army 
Materiel  Command  The  DCSAQ,  AMC.  designates  an 
Army  Infotmalion  for  Industry  Manager  (AlFiM)  who  will— 

(1)  Provide  staff  managcaicDl  for  foe  Technical  and 
Industrial  Liaison  Offices  (TlLOs). 

(2)  Provide  staff  management  for  operation  of  foe  Amy 
Potential  Contractor  Program  (APCF). 

(3)  Provide  staff  management  for  research  and 
development  (R&D)  unfunded  studies. 

(4)  Coordinaie  scheduling  of  Advanced  Planning 
Briefings  for  Industry  (AFBIs). 

(5)  Provide  supplemental  instructions  legatdmg  these 
pfcgrsms. 

(7)  Act  as  haison  with  TRADOC  regarfong  foe  draft  and 
approved  requiiements  documents  for  indusby. 

j.  The  Amy  Simulation  Modeling  Agency  (ASMA), 
Office  of  foe  Deputy  Under  Secretary  of  foe  Amy  for 
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Opraations  Reseaidi  (ODUSA(OR).  Tbe  ASMA  set 
Army  policy  on  the  rqiorting  of  Army  stndieii  and  analyses 
and  will  monitoi  Axmy  compliance  wiJfa  icpoiting 
nsqunctnMts. 

k.  Heads  of  materiel  devdoping  agencies.  The  heads  of 
materid  developing  agencies  (Tnsteriel  developen)  issue 
supplements  to  dris  regulation,  thus  establishing  policy  and 
guidelines  for  impletnentaiion  of  this  legulaiioa  by  their 
agencies.  The  agenctes  will  submit  copies  of  die  supplements 
to  HQUA  (SARD-TS)  for  approval  and  to  CG,  AMC 
(AMCAQ)  for  infonnulion.  The  head  of  each  agency  will 
establish  an  Infonnation  for  Industiy  Program  (IFIP) 
structured  to  meet  the  requirements  of  the  agency  as  well  as 
foe  policies  and  guididmes  of  this  legulaibn. 

l.  Coinnundets  of  rntyor  Anny  commands.  Commandeis 
of  major.  Army  commands  not  covered  by  paragraph  g  above 
may  establish  an  IFIP  if  deshed:  however.  IFlPs  so 
establidied  will  follow  the  provisions  of  this  regulation. 

m.  Army  commandets  and  directors.  >timy  commanders 
and  directors  of  laboratoiies,  centers,  and  studies  and  analysis 
acdviiies  will  appoint  local  STINFO  inanageis  and  WUIS 
focal  points  at  separate  geographic  locations.  Appointments 
will  be  in  writing  and  submitinl  to  the  DA  Executive  Agent 

n.  Local  STINFO  Managers.  The  focal  STINFO 
tnanagos  aieiesponnblefor— 

(1)  Overseeing  the  STINFO  program  and  ensuring  foil  all 
aspects  of  foe  program  are  properly  iatpkmeoted. 

(2)  Issuing  focal  written  guidance,  such  as  pamphlets  wd 
handouts. 


(10)  Infotming  DTIC  of  changes  in  statns  of  security  or 
disiiibutian  of  rqtorts. 

(11)  Refonring  all  reipiescs  for  technical  information  in 
document  form  that  are  received  directly  fiom.  or  on  behalf 
of,  foreign  narionals/govemments/conttactors  (other  thau 
those  that  arc  processed  forough  contractingofficcr  channel.^) 
to  HQDA  (DAMI'POC)  foiough  command  foieign> 
disdosme  ehamwic  endosing  copies  of  foe  documents 
requested  and  induding  a  suitable  detailed  recommendation 
for  aifoor  releasing  m  witbholding  foe  documents.  If  the 
documents  in  question  ate  clasgfied.  recommendations  must 
be  consistent  wjib  polieies  in  AR  380-10  gov^ing  such 
disclosures. 

(12)  R^orting  on  STlNFO  program  when  necessary. 

c.  Local  WUIS  Focal  Points.  Tbe  focal  points  wiU  ensure 
that  foe  folfowing  are  acoamplished; 

(1)  Escablisfaing  and  maiiitaining  np-to-daie  SOPs  for  foe 
{reparation  and  submission  ofDD  Forms  1498. 

(2)  EesriTing  accurate,  compfote.  and  timely  submission  of 
DD  Fonns  1498  describing  ongoing  wodr  arxnrding  to  the 
standards  set  by  ihi.s  legulalion. 

(3)  ReviewiDg  and  approving  all  exceptions  to  literature 
searches  and  DD  Fonn  1498  submissions. 

(4)  Ensuring  complete  rqtorting.  Included  will  be 
ongoing  audits  and  inspectious  as  appropriate, 

CHAPTER  2 

Work-Uiiit  InfociBation  Summaoies 


(3)  Providing  training  and  indocnination  to  program 
paitidpants. 

(4)  Developing  standing  operating  procedures  (SOPs)  and 
ountrols  to  ensure  that  DTIC  databases  (WUIS,  Technical 
Reports,  and  Independent  Rcseamb  and  Development— 
IR&D)  ate  searched  prior  to  irutiating  or  making  significani 
changes  to  R&D  and  technology  efforts,  and  Army  studies 
and  analyses.  Other  sources  of  information  concerning 
ougoiugiiesearch,  such  as  appropriate  commercial  databases, 
should  be  used  as  wclL 

(5)  EstabBsfaing  SOPs  for  tbe  efficient  ptimaiy  distribution 
of  technical  rqnris  generated  by  activities  under  their 
control  including  coninctois  and  grantees. 

(6)  Establishing  SOPs  to  ensuie  foat  all  reports  ate  marked 
for  distribniioa  to  prevent  unauthorized  disclosure. 
(Distribution  statements  are  described  in  Chapter  6.) 
Destruction  instructions  should  also  be  marked  on  the  report 
so  that  when  (he  report  is  no  longer  needed,  it  can  be  properly 
destroyed. 

(7)  Cooperating  with  DTIC  for  DTIC  secondary 

ttiaritiiiTinn 

(8)  Ensttring  foal  two  copics  of  each  technical  report  (or 
journal  article)  ate  forwarded  by  foe  sponsoring  Anny 
activity  to  DTIC  concocrently  with  primary  fostribution 
(Paragr^  3 -dd).  (For  journal  articles,  see  Paragr^  4-lg). 

(9)  Establishing  lespcrnsihiKly  for  controlling  security  and 
disodbotion  staionenK  in  cases  of  jointly  sponsored  efiorts. 


2-1.  POLICY 

a,  LiteiaUitc  Search  for  foe  Woik-Unil  Infotmaiion 
Summaries. 

(1)  To  minimivi*  uncoordinated  duplication  of  effort  and 
identify  relevant  supporting  inlbnnaiion  for  the  Wotic-Unil 
Tnfermiirion  Summaries.  ^  responsible  organization  will 
ensure  foat  a  literature  search  of  the  DTIC  databases  (cf.. 
Paragraph  2-2u),  appropriate  coiiuneicial  databases,  and  the 
open  litaatore  will  be  conducted  prior  to  (bnt  within  one  year 
of)— 

(aj  Tnitiaring  any  in-bousc  effort. 

(b)  Arranging  for  work  to  be  performed  by  other 
goveramem  agencies  (OGA). 

(c)  Requesting  contractual  services  in  foe  case  of  a 

Broad  Agency  Announcement  (BAA),  whoe  Hterature 
searches  will  be  performed  to  support  tbe  decision  to  award 
an  Army  contract  lesultiug  fiom  a  pcoposal  submitted  in 
response  to  focBAA)- 

(d)  Making  significant  changes  to  on-going  efforts. 

(e)  Submitting  topics  for  the  Small  Business  Innovation 
Research  (SB1R)/Small  Business  Technology  Transfer 
(STIR)  Pilot  Program  solicitations. 

ff)  Conftmting  the  unique  and  iimovative  nature  of 
unsolicited  proposals. 

(2)  One  Jitoatuic  search  may  be  conducted  for  a  woric-unit 
effort  (including  a  woric-unit  effort  that  oompeises  more  than 
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one  peifbtnumce  method)  provided  the  search  items  (Le.,  key 
words,  key  phrases)  are  comprehensive  and  qsplicable. 

(3)  Liteiiduic  Scai^  Exceptions.  Alitcntmcscarchisnot 
required  for  work-unit  efforts  involving-- 

(a)  Supplies  or  equrpoaent 

(b)  Routine  dam  coUection. 

fiej  Data  analysis. 

(d)  Equipment  instaQaiion. 

(e)  Programming  or  computational  suppon. 

(fi  Maintenance  Se.  support  services. 

(g)  ElTorte  involving  routine  engineeting. 

(h)  Conferences  and  symposia. 

(i)  Siraiegic  intelligenoe  data  analysis. 

0  IVaiiiing. 

b.  Definilion  of  what  is  to  be  reported.  The  size  and  depth 
of  the  effort  repotted  on  a  mgle  DD  Foon  1498  will  be 
deiermined  by  technical  considerations,  not  by  funding  level 
or  personnel  reqiiiranents.  A  DD  Form  1498  will  be 
prorated  for— 

(1)  Each  technically  distinct  in-house  and  extramural 
rcscaich  and  technology  effort  This  is  regardless  of  program, 
program  category,  or  ^propiiation,  that  is  perform^  by  an 
Army  activliy.  These  inclnde  uniquely  nntifocted  oonttacts- 
incloding  Stnall  Business  Innovation  Research  {SBIR))/Small 
Business  Technology  Transfer  (s' I  Ik)  Pilot  Program— or 
grants  awarded  for  foe  performance  of  R&D  and  technology, 
UFSs.  and  CKDAs.  Some  large  contracts  and  grants  may 
need  to  be  subdivided  among  several  Wodt-llnii  Information 
Smmnanes  when  foe  tasks  arc  techiucally  distinct 

(2)  Atmy  studies  and  analyses. 

C3)  AH  cooccaccs,  grants,  cooperative  agreements,  or  “ofoer 
nansactions"— including  those  for  services,  svpplics.  or 
equipment— for  U.S,  academic  institutions,  to  satisfy  the 
reqnireinent  for  the  Dqtartment  of  Defense  to  input  to  the 
CommiUee  on  Academic  Science  and  Engineering  (CASE) 
reporting  system. 

(4)  'When  an  effort  comprises  more  foan  one  pedbimancc 
method,  (in-house,  contract,  grant  or  other  government 
agency),  a  separate  DD  Form  1498  must  be  pr^taied  for 
each. 

c.  ADD  Form  1498  is  not  required  fbr- 

(1)  Supplies  or  equipment  used  in  R&D  work  (except  in 
the  case  of  an  academic  institution). 

(2)  Routine  date  collection. 

(3)  Data  analysis. 

(4)  Equipment  inirlallatinn. 

(5)  Programming  or  compatational  suppon. 

(6)  Maintenance  and  support  services. 

(7)  Routine  engincedng. 

(8)  Efforts  involving  strategic  intelligence  data  analysis, 
wherein  foe  sharing  of  sodi  information  conld  compromise 
foe  national  defense. 

(9)  Conferences  and  symposia. 

(10)  Tioiiiing. 

d.  Security  level  and  disttiboDon  anthoiization.  In  order 
to  maTtmw.  the  sharing  of  infotmation  about  on-going 


Anny-suppoited  wods,  DD  Fomts  1498  will  be  prepared  to 
permit  access  and  use  by  the  DOD  contractor  community  as 
much  as  possible.  To  accomplish  this  objective,  distnbntion 
statements  C  and  D  (see  section  6-3)  will  be  used  to  the 
mavimntn  extent  possible  and  every  attempt  will  be  made  to 
ke^  foe  infatmation  contained  in  a  record  rmrinasified 
Records  that  contain  planned  eiqiendimtes  or  levels  of 
planned  obbgations  will  not  be  idcascd  outside  DOD. 

e.  Updating.  Submit  updates  to  DD  Forms  1498  when  a 
significant  change  occurs,  or  tpon  oonqtletion  or  termination 
of  foe  watk-tunt  effort  Document  teehnimi  progress  and 
major  milestone  events. 

/.  Closing  Out  Subinil  a  DD  Fomn  1498  upon  completion 
of  a  wodt-unil  effort  Upon  completion  of  every  work-unit 
effort  e  final  report  will  be  prepared  in  accordance  wifo 
Chapter  3  of  fok  regnlation.  If  a  technical  report  is  not 
wriuen  for  foe  work  accon^lished.  explain  why  on  foe  DD 
Form  1498. 

Z-Z  RESPONSIBILITIES 

a.  The  need  and  extent  of  the  literamre  search  for  foe  DD 
Form  1498  is  the  retponsibiliiy  of  ctirectoi  of  foe  laboratory, 
center,  or  siody  and  analysis  activity.  The  research  leader 
must  exercise  good  scientific  and  technical  judgment  of  foe 
need  for  and  extent  of  foe  hteraniic  search.  The  Contracting 
Officer's  Technical  Representative  (or  pdadpal  investigator) 
normally  is  responsible  for  subtniiting  foe  DD  Form  1498. 
The  following  are  exertions  to  this  general  rule: 

(1)  DOD  agcndcs  who  transfer  funds  to  a  non-DOD 
govemmeDt  agency,  or  otherwise  sponsor  non-DOD 
government  agency  work  are  responsible  for  filing  all  DD 
Forms  1498  associated  with  the  work. 

(2)  DOD  agencies  who  receive  funds  fiom  another  DOD 
agency  or  who  efoerwise  conduct  work  for  another  DOD 
agency  are  responsible  for  filing  all  DD  Forms  1498 
associated  with  the  work. 

b.  literature  searches  for  the  DD  Form  1498  can  be 
conducted  via  DTIC’s  Defense  RDT&E  On-line  System 
(DROLS).  DROLS  comprises  foe  WUIS,  bcchtucal-rcpoit, 
and  IR&D  databases.  Projects  involving  the  technical  areas 
of  manpower  and  peisonneL  education  and  training, 
rimnlatinn  and  traiiuDg  devices,  and  human  fectois 
cngineeiing  should  have  foe  specialized  DTIC  database 
MaTRIS  searched.  The  con^lete  litetatnee  search  and 
analysis  will  be  retained  in  the  active  work  nnit  file  for  foe 
life  of  foe  project,  and  afiix  completion,  in  foe  historical  file. 
The  historical  file  should  be  retired  and/or  destroyed  in 
accordance  with  AR  2S-400-2,  foe  Modem  Army 
Recordkeeping  System  (MARKS). 

c.  Repeating  policy. 

(1)  Efforts  will  be  reported  wifoin  30  wodemg  days  after 
foe  local  action  has  occurred.  Local  actions  inchido— 

(a)  Acceptance  of  ^tproval  to  iniliate,  change,  complete, 
or  terminnte  an  in-boose  effort 

(b)  Award  of  a  contract  or  grant  or  a  change  or 
supplement  to  an  existing  contract  or  grant  that  affects  foe 
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descdpdon  of  weak,  level  of  finding,  identily  of  a  principal 
invcstigaloi.  or  duration  of  die  effort. 

(c)  Ttans&r  of  fimds  to  a  DOD  or  non-DOD  govemmcni 
•ficQcjr  (ie.,  MHitaiy  Inierdepanmental  Purchase  Request 
(MIPR). 

(d)  Changes  to,  completion  of,  or  teaninalion  of  any 

e£^ 

(2)  The  information  in  each  DD  Farm  1498  will  be 
reviewed,  revised,  and  updated  for  submission  at  least  once  a 
yata  to  report  progress  until  completion  of  the  prqjecL 

(3)  For  Army  studies  and  analyses  efforts,  a  DD  Form 
1498  will  be  entered  into  die  system  wifo  ell  known 
infarmation  prior  to  the  awiinl  of  a  contract 

d.  Reporting  the  DD  Form  1498. 

(1)  Unclassified  efforts  can  he  entend  into  the  DTIC 
DROLS.  Those  orgaruzations  that  do  not  have  access  to 
DIIC  DPsOLS  will  man  their  work  units  to  the  Defense 
Technical  Tnfannation  Center,  ATIN:  DTTC-OCP.  872S 
John  Kingman  Rd.  STE  0944,  Ft.  Belvoir.  VA  22060-6218 
in  hardcopy  formfor  input  by  DTIC  personneL. 

(2)  Classified  efforts  (confidential  and  secret)  can  be 
entered  into  die  DTIC  DROLS  via  a  classified/dedicated 
lorminaliBt  the  iciteuf  the  originator.  Those  organizalioas  that 
do  not  have  access  to  classificd/dedicalcd  tartiiTiBls  will  mail 
then  classified  work  units  directly  to  the  Defense  Technical 
Infomuinon  Center,  ATTN:  DTIC-OCP.  8725  John 
Kingman  Rd,  STE  0944,  Fl  Belvoir,  VA  22060-6218  in 
hardcopy  form  for  input  by  DTIC  pcnonnel. 

(3)  Ijogistics  effons:  If  the  stndy  topic  is  logistics,  copies 
of  the  DD  Form  1498  will  be  mailod  to  the  Defense  Logistics 
Snidies  Information  Exchange  (OLSlE),  U.S.  Army  Logistics 
ManagcnKmi  Center,  Fort  Lee,  VA  23801.  This  it  in 
addition  to  the  submission  to  DTIC. 

(4)  Rnol  Reports;  A  final  report  will  be  prepared  for  each 
WQik  effort. 

e.  For  those  efforts  determined  to  be  exempt  fiomiepoiting 
requbemenis,  a  nonapplicability  statement  will  be 
documented  and  retained  in  the  file  for  the  effort. 


CHAFEEK3. 

TECHNICAL  REPORTS 

3-1  SCOPE 

This  regnlation  covers  ftrrmal  documentation  of  the 
objectives,  approach,  and  results  (bodi  intermediate  and  final) 
of  Anny-sponsored  RDTE.  Formal  documentation  is  the 
pennanenc  record  of  a  technical  effort;  it  forms  the  basis  for  a 
tangible  end  product.  Specifically  excluded  ace  the 
following: 

a.  Prehminary  informal  results  of  studies  tiiat  require 
dissemmation  for  iminediaic  action. 

b.  Repmts  prepared  to  convey  fiscal,  administnifive,  or 
other  nontechnical  information. 


c.  Progress  or  letter  reports  prqiaied  by  contractors  or 
grantees  prinuiiily  to  indinate,  for  administrative  purposes, 
the  stanis  of  R&D  effons. 

d.  Ttcfanical  reports  prepared  pthruajly  to  satisfy  icqueshi 
£com  Qtganizalions  outside  the  Dqiartment  of  Defense 
(DOD)  and  that  essentiaUy  duphcaie  the  pdnuty  official 
Government  document. 

3-2  OBJECTIVES 

The  objectives  of  this  chapter  ate  to— 

a.  Amin  and  maintain  quality  and  effectiveness  of  the 
resuUs  of  Army  RDTB  by  est^liahing  and  maintaining 
standards  fiir  technical  reporting. 

b.  Provide  a  medium  for  con^leting  the  efforts  of  RDTE 
to“ 

(1)  Enable  review  of  technofogy,  reference  to  technology, 
and  transfer  of  technology. 

(2)  Maximize  the  flow  of  technical  infonnation  and 
minimize  uncoordmaied  duplication  of  effort. 

3-3  POLICY 

a.  All  completed  RDT&E  effortt  sponsored  by  DA  will  be 
pfcanptly  documented.  This  documentation  is  the 
responsfoility  of  director  of  the  laboratory,  center,  or  study 
and  analysis  activity.  The  rechniml  i«poit  is  die  principal 
document  produced  as  a  result  of  a  complclcd  scientific  or 
technical  effort 

b.  Proceedings  of  Anny-sponsoied  technical  meetings, 
conferences,  symposia,  and  monographs  wntteo  undea  DA 
^onsorship  will  be  considered  technical  reports  for  the 
purposes  of  this  legulatioa  All  must  be  subntined  to  DTIC 
within  10  work  days  fiom  the  date  of  publication  (or  date 
received  from  the  printer). 

c.  The  laboratory  notebook  is  die  pennanent  record  of  the 
status,  progress,  and  results  of  the  professfonal  work  of  the 
laboratory  employee.  The  technical  hbraiy  of  the  laboratory, 
ccnlrr.  or  .study  and  walyKis  activity  will  set  up  requisition, 
issuance,  and  storage  procedures  for  all  laboratory  notebooks. 
AR  27-60,  InteUectual  Property,  legulaies  laboratory 
notebooks  mainlenance  and  AR  2S-400-2,  The  Modern  Army 
Recordkeeping  System  (MARES),  defines  disposition 
procedures. 

d.  Distribution  statements  will  be  placed  on  all  technical 
reports  published  by  Army  activities,  other  govemment 
agencies  for  woik  .sponsored  by  the  Army,  and  Army 
contractoiS"See  Quptci  6. 

e.  DA  encourages  and  endorses  publishing  in  recognized 
professional  journals.  Publication  in  the  professional 
journals  will  satisfy  the  Army  repotting  icqurtcmenis  set  forth 
in  this  chapter  if  the  additional  teqmiements  described  in 
Chapter  4  ore  also  satisfied. 

/.  The  technical  r^ort  for  any  Anny-sponsored  R&D 
effort  must  be  submitted  to  DTIC  wifoin  6  monfos  of  the 
completion  of  any  work  that  can  be  reported  as  a  tccbnicol 
adnevement  Technical  reports  may  encompass  one  or  more 
work  units.  In  file  interest  of  lefening  to  related  material,  the 
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waHc'Unit  infamution  sominaiies  associated  with  this  repot 
should  be  annotated  on  the  Report  Docurnencmion  Page  (sec 
paragr^  3-4<i}  ladber  than  in  the  lepon  itsdf. 

3-4RESPONSIBILrnES 

0.  The  badcgionnd.  objectives,  methodology,  and  results  of 
lechnica]  efforts  having  valid  sdentilic  merit  will  be 
documented  as  soon  as  practicable;  these  doemnents  must 
adequately  represent  the  subject  at  the  time  of  publication; 
md  rntenial  and/or  external  reviews  are  to  be  mstituted  for 
Mfb  repaxT.  (These  responsibilities  apply  despite  the 
presence  or  absence  of  approval  signatures  in  the  rqMit.) 
Release  authority  will  be  verified  firr  sensilive  doemnents. 
The  release  authority  Is  die  respoisibllify  of  director  of  ifae 
laboratory,  center,  or  study  and  analysis  activiiy.  A  Standard 
Form  298,  Reporc  Documentation  Page,  will  be  completed 
and  included  in  technical  reports  prepared  by  or  for  DA 

b.  The  performing  organization  will  develop  ptunary 
distribation  lists  foi  appropriate  subject  categories  and  i^date 
these  lists  at  least  yasly.  Qrganizatioiis  will  maintain  records 
ctf  their  primary  disoibntion  in  order  to  advise  direct 
recipients  in  cases  whoe  report  classificatioas  are  changed. 

c.  Techzncalreports  will  be  cbstribuicd  within  security  ud 
legal  constraints  to— 

(1)  Fulfill  die  DA  policy  of  making  (be  maxiinum  amount 
of  information  available  to  the  public. 

(2)  Promote  domestic  technology  transfer. 

d.  Primary  distribution  will  be  made  to  the  sponsoring 
office,  to  DTIC,  and  to  othen  on  the  formal  distribation  Ust 
Technical  information  reports  classified  higher  (ban  Seontt, 
and  those  dealing  widi  electronic  communication,  telemetry. 
inteUigence.  and  commonicatians  security,  w^  be  sent 
ditccUy  lu  (he  hpcnsuiing  uffioB  and  lu  (he  Nolianul  Security 
Agency  Reference  Center  for  Scientific  and  Tcchincal 

Tnfnrmatirm. 

e.  DTTC  will  perform  the  following; 

(1)  Provide  secondary  distribution. 

(2)  Announce  and  distribute  all  classified  and  unclassified 
reports  (Confidential  and  Secret,  not  associated  with  special 
access  requirements). 

(3)  Forward  all  unclassified  unlimited  rqioits  to  the 
National  Technical  Information  Service  (NTIS)  for 
distribation  to  the  geuetal  public. 

f.  Coutmeting  officers  will  take  the  necessary  actions  to 
have  (cchirical  reporting  requirements  incorporated  in  foe 
contract  by  means  of  DD  Form  1423  (Conttacl  Data 
Requirements  List). 

g.  Security  lequiieffleais.  DA  policy  for  safeguarding 
defense  information,  including  informatron  exempt  from 
release  under  foe  Freedom  of  Information  Act,  will  apply  to 
foe  preparation,  classificarioo.  disseminanan.  and  ptotecdon 
of  tocfardcal  reports.  (See  AR  2S-5S  and  AR  380-S  for 
guidance.) 

h.  Disposiiion  instmerions.  All  terfonical  reports,  training 
manuals,  and  new  oquipincnl  producCi!  must  oonurin 


disseminatioD  and  destruction  instructions.  (Chapter  6  and 
AR  2.S-400-2.) 

(1)  Unclassified  unlimited  reports.  These  reports  wiU 
contain  foe  statement 

'Destroy  this  when  no  longer  needed.  Do  not  letam  it  to 
foe  ariginatof.’ 

(2)  Classified  iqiorts.  When  a  classified  technical  report 
is  no  longer  needed,  destroy  (be  report  according  to  AR 
380-5.  Army  contractors  ^  destroy  foe  report  per  the 
Industrial  Security  Mannal,  DOD  5200.2Z-M:  National 
Hidustrial  Security  Program  Operations  Manual  (NI^OM), 
Section  5-705.  All  ofoert  wiD  reium  foe  report  to  foe  Army 
sponsoring  agency. 

i.  Copyright  material  A  copyright  is  an  exclnsive 
property  right  granted  by  foe  Govenunent  to  aufooxs  or 
propdeton  bz  protection  of  tbedr  literary  and  ofoer 
intellecnial  product.  Copyii^ted  material  may  be 
incarpoiated  into  a  publication  prepared  by  or  for  DA  only 
with  the  written  consent  of  foe  copyright  owner  or  upon 
approval  of  foe  Secretary  of  foe  Army.  The  Judge  Advocate 
Gcniral  (TIAG),  or  the  TTAG  designee.  (Sec  AR  25-30  for 
guidance.) 

J.  Rights  in  wiehnieal  data,  naimt  by  a  coatractor  to 
limitod  rights  in  i«^hnieal  data  (on  items,  con^onenls,  or 
processes  developed  at  private  expense)  in  a  technical  report 
will  be  governed  by  foe  of  the  contract 
k  Patents.  In-honse  uiKlassified  reports  foat  contain 
patentable  subject  matter  will  be  lefmed  iminediaiely  to 
patent  personnel.  Patent  pmsoimd  will  evaluate  these  reports 
to  detetmine  whether  prompt  filing  of  a  patent  application  is 
warraated.  These  uodassified  reports  wDl  not  be  disnibuied 
outside  foe  U.S.  Government.  They  will  be  marked  with  a 
distribution  statement  per  Paragraph  6'3;  Distribution 
Statement  A  will  not  be  used. 

(1)  When  a  patent  application  coveting  foe  subject  matter 
in  foe  report  has  been  Qcd  with  foe  Patent  and  Tiadcmaik 
Office,  Distribation  Statement  A  may  be  used  if  appropriate. 
Recipients  of  foe  report  will  be  informed  of  any  changes  to 
the  distribution  statement 

(2)  Contractor  invention  disclosures  should  be  bandied 
according  to  foe  Contract  Clanses  prescribed  by  FAR  27303. 

l.  Tra^  names  and  manufacturers.  Technical  reports  will 
not  rrmtaiTi  material  foat  implies  foat  foe  Govemment 
endorses  or  favors  a  project  or  service  manufaemted  or 
provided  by  a  spedfic  suptfoi?.  The  use  of  a  trade  name  or 
prodnet  name  rnay  be  necessary  for  better  understanding;  for 
example,  foe  technical  i^oit  invdees  foe  evaluation  of  a 
oomuicrcially  available  product  If  so,  foe  report  should 
contain  a  staterrasnt  saying  that  foe  citation  of  trade  or 
manufacUuets'  names  does  not  constitnte  an  endorsement  by 
DA 

m.  Dtsdaimei  statements  are  not  to  be  placed  in  a 
tedudcal  lepon  foat  relates  to  foe  reports  technical  content 
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n.  Caveaij.  Caveats  that  may  be  reqmred  to  qualify  the 
contents  of  a  tnchnical  tepoit  will  identify; 

(1 )  Ilie  namre  of  the  caveat 

(2)  The  specific  portions  qualified. 

(3}  The  degree  of  qualification. 

(4)  The  reasons. 

0.  Djstribntion  of  technical  rqxtrts. 

(1)  Policy  for  distribution.  The  Amy  sponsoring  agency 
win  detemiine  ifae  primary  distribution  Kst  and  any 
Kmitaiions  on  subsequent  distribution  of  tadmical  report 
prepared  by  or  for  dut  agency.  The  ^nsoiing  agency  will 
make  pdinaiy  distribution  or  may  require  contiactan  to  do 
so. 

(2)  Re«poDs£bi]itie«  for  disttibatian.  When  technical 
iqxirts  are  sent  to  DTIC,  the  sponsoring  agency  will  be 
responsible  for  executing  the  DIIC  fa™  SO  (DTIC 
AccessiQn  Notice)  and  SF  298.  and  forwarding  ii  wim  2 
copies  of  esdi  TcpoTt,  incliufing  classilicatiun  and  distribulioa 
instructions,  to  DTIC.  Subsequently,  DTIC  forwards 
undassiLed  and  nnlirmied  disttibntion  w-chnieat  reports  to 
the  NTIS  for  sale  to  the  gencial  public.  DTIC  distributes 
Hmited  distribution  reports  according  to  the  limitations 
imposed  by  the  sponsoring  agency.  When  liontatioos  on 
release  to  the  general  public  arc  no  longer  required,  the 
sponsoring  agency  will  mfom  DTIC  and  other  recipients  on 
the  primary  di.stribntion  Kst 

р.  Reports  fiom  foreign  sources.  Any  Army  agency  that 
has  ag  ‘«mcnts  (u  receive  technica]  lepoits  tiom 
govcnimcDtal  compoDcnts  of  the  United  Kingdom,  Canada, 
or  Australia  will  ensure  tfaet  copies  of  the  technical  reports 
are  tent  to  DTIC  with  clear  statements  on  limitations  of 
distribution,  if  any.  imposed  by  the  originating  country. 

CHAPTER 4 

PDRUCATION  AND  REPRINTS  OF  ARTICLES  IN 
SCIENTIFIC  AND  TECHNICAL  JOURNALS 

4-1.  POLICIES. 

o-  It  is  Army  policy  to  encourage  Anny  scientific  and 
technical  personnel  to  putxlisb '  'eatch  results  in  recognized 
journals.  Snch  pnblication  is  an  important  part  of  the  Amy's 
R&D  program. 

b.  Publication  of  scientific  and  technical  accomplishments 
in  professional  journals  may  be  used  to  satisfy  the 
requirements  for  scientific  and  technical  reporting  in  Qraprer 
3  if  the  work  reported  was  sponsored  by  6.1  or  6.2  funds. 
Authots  select  the  journal  and  comply  with  the  journal's 
pubhcaiion  procedures  and  schedules. 

с.  Anny  personnel  may  acquire  rqirints  of  their  own 
scientific  and  technical  artidcs  for  distiibatioD. 

d.  Costs  incurred  in  publishing  scientific  results  in 
professional  joumats  arc  oonsidcicd  a  necessary  pan  of 
research.  Payment  of  these  costs,  mdndm£  early  payment 
which  is  requiied  by  some  journals,  is  subject  to  the 
conditions  in  Faiagraife  4-2. 


e.  Before  an  article  is  submitled  for  pnbKcation  in  a 
professional  JonmaL  it  must  be  identified  as  official  or 
unofficial.  The  technical  management  of  the  amhor'sacxiviiy 
will  review  and  validate  the  technical  content  of  the  article, 
approve  the  article  for  publication,  and  verify  that-. 

(1)  The  article's  dissemination  will  enhance  Army-related 
rad  programs. 

(2)  Defense  security  requirements  includnig  the  provisions 
of  AR  530-1  are  satisfied. 

(3)  The  release  is  in  accordance  with  AR  360-5,  Chapter  4. 

(4)  The  publisher  is  informed  that  official  material  is  "Not 
subject  to  copyright  law." 

/.  Authors  may  accept  payment  for  articles  that  are 
determined  to  be  unofficial,  but  may  not  aeeepL  payment  for 
official  maieriaL 

g.  In  tile  case  of  official  maletiid.  authors  will  sohinit  two 
copies  of  the  article  to  DTIC  along  with  a  conqileted  SF  298. 
When  the  material  is  nnnffidal  and  pifelisfaed  in  a 
copyrighted  joumeL  authors  will  simply  forward  the 
completed  SF  298  to  DTIC.  The  fonn  will  refer  interested 
parties  to  the  journal  by  citing  the  issue  and  page  numbers. 

4-2.  PAGE  CHARGES. 

If  page  diargcs  arc  incurred,  project  or  other  fuud  sources 
may  be  used  if  all  the  following  conditions  are  met 

a.  The  charge  made  by  the  jonmal  meets  estabhsbed 
policy  applied  to  all  contributors  and  does  not  discriminate 
against  the  Government 

b.  The  cost  of  pubKcation  is  not  entirely  borne  by  the 
Government  and  publication  is  not  cxclnsively  for  the 
Govemment 

c.  The  article  is  concise  and  must  be  publisbcd  in  a 
reasonable  page  space  according  to  accepted  journalism 
practice.  (DA  Pam  310-20  and  die  Government  Printing 
Office  Style  Manual  provide  valuable  guidance  on  style 
practice  and  current  nsage.) 

d.  Any  iUusoarioDS.  figures,  graphs,  or  tables  featured  in 
the  article  are  simple.  (ANSI/NISO  Z39.1 8-1995  may  be 
use  for  guidance.) 

e.  The  article  is  snbmitted  to  the  publisher  through  official 
Army  channels  and  meets  lequhcmcnts  for  the  release  of 

torhniml  infhrmarirm 

f.  Bilhng  diarges  from  journals  for  published  articles  mnst 
contain  a  statement  siinilar  to  the  following: 

For  services  performed  in  the  review,  editing,  and 
publication  of  information  on  lesulis  of  research 
pcrfoimod  by  Department  of  Army  pczsonncL 

4-3.  ACQUISITION  OF  REPRINTS. 

Rqirinis  of  officii  material  may  be  acquired  from  the 
original  publisher  on  a  reimbursable  basis  using  tbeir 
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4-4.  additional  REQUIREMENTS  a.  Active  and  cosiinumg  acquisitioD  of  all  technical  lepoits 

a.  One  copy  of  each  papei  planned  fill  publication  will  be  pertinent  to  the  RDT&E  efforts  of  DOD. 

submitted  to  the  pxcject  ofHcer  oi  progpmt  manager  h.  Prompt  and  propcaly*indcxed  announcements  of  newly 

simultaneously  with  its  submission  for  publication.  acquired  technical  reports. 

b.  After  publication,  copies  of  published  papers  will  be  c.  Timely  responses  to  requests  for  technical  iqxnts  and 

submitted  to  the  project  officer  or  program  manager  other  documentation  services. 

designated  by  the  ^nsor,  and  ±  Rapid  notification  of  the  avajlabiliiy  of  technical  reports 

c  The  following  caveat  will  ippeer  on  all  journal  literature  to  Information  Analysis  Centers, 

laleasesof  themanuscadpt:  c.  Increased  effiectiveness  of  infoimation  flow  with  other 

U.S.  Govenunent  agencies  through  cooperatively  developed 

Opmions,  iniapteialioiu.  condusioDs,  and  standards  and  improved  methods  for  report  dissemination. 

iBcommendations  are  tiiose  of  the  author  and  are  /.  TTigh  standards  for  processing  and  disttibnting  technical 

not  necessarily  endorsed  by  the  U.S.Azmy.  reports. 


d.  Before  pubiicatiao  in  a  joumaL  reports 

generated  fiom  R&D  sponsored  by  otiier  than  Program  6.1  or 
6.2  funds  will  be  reviewed  and  approved  by  the  Arnty 
sponsor  according  to  Army  informarinn-telease  policies  and 
pneedmes.  (Soc  AR  360-S  for  policies  and  procedures  on 
review,  clearance,  and  rdease  of  public  information.) 
Rmber.  certain  unclassified  technirai  infoonatian  may  be 
withheld  fiom  public  dudusme  if  it  may  jeopardee:  on 
important  U..S.  technological  or  operational  advantage.  The 
provisions  of  this  restriction  ate  mandated  by  DOD  Diiective 
5230.25. 

e.  All  manuscripts  fonded  or  supported  by  DA  that  arc  to 
be  submitted  by  Anny  en^loyees.  military  personneL 
contractors,  or  grantees  for  pnblicoiion  in  sdentific  journals 
must  carry  an  adGoowledgmcnl  such  as; 

The  research  described  herein  was  sponsored  by  (name  of 
sponsoring  organization).  Department  of  the  Army  Grant 
or  Contract  No.  ( ). 

/.  Army  policy  allows  the  publication  and  public 
presentation  of  unclassified  contracted  fundamental  research 
results.  The  mechanism  for  control  of  infoimation  generaied 
by  Army-funded  coutiactad  fundamental  research  in  sdence, 
technology,  and  engineeting  performed  under  contract  or 
grant  at  colleges,  umvetsities,  and  non-govonmeni 
laboiatones  is  security  classification.  No  other  type  of 
control  is  authorized  unless  required  by  law. 

CHAPTERS. 

dissemination  of  sciENnnc  and 
technical  information 

5-1  objectives. 

Azmy  RDTdtE  activities  arc  to  ooopoaic  with  and  suppott 
DIIC  to  the  maximum  extent  possible.  DIIC's  mission  is  to 
provide  timely,  efiective,  and  efficient  bibliognipbic 
processing,  announcement,  and  secondary  distribution  of 
DO  D-gen crated  or  -sponsored  technical  reports  and 
doemnents  as  pennitted  by  secunly  and  other  recognized 
coDitolfing  statements.  DHCs  objectives  ate- 


M.  DISTRIBUTION  STATEMENTS,  OTHER 
MARKINGS,  AND  SPECIAL  HANDLING. 

a.  Chapter  6  pnsedbes  the  use  of  distribntion  statements 

and  other  moddngs  on  all  documentsAcpoits  containing 
technical  infonnation,  to  include  those  beating  a  security 
classificatitm  per  AR  380-5.  Secondary  distribution  by  DTIC 
is  governed  exclusively  by  such  statemcotsAnaildngs.  diher 
singly  or  in  tandem.  Except  for  reports  fitr  special 

access.  DTIC  recognizes  only  those  distnbntion  statements 
authorized  in  Chapter  6. 

b.  Technical  raports  mailced  for  special  handling  arc 
excluded  from  routine  provisions  for  distrihution  statements. 
Such  documents  may  be  supplied  to  DTIC  if  disseminaiion  is 
not  fofbidden;  however,  their  processing,  annooncement,  and 
all  distribution  will  be  controlled  by  separate  and  special 
acrangeinents  made  between  DTIC  and  the  controlling  DA 
office  acting  undi9  auihoiily  of  applicable  Anny  regulations. 

CHAPTER  6. 

OICTRIBITTION  CTATEMENTS  AND  OTHER 
MARKINGS 

6-1  AFPLICABILny  AND  SCOPE. 

a.  This  ch^tei  applies  to— 

(1)  All  newly  created  technical  documents  generated  by  or 
related  to  Anny  RDT&E  programs.  It  also  implies  to 
engineering  drawings,  standards,  specifications,  technical 
manuals,  blueprints,  drawings,  plans,  insttuctions,  con^utei 
software  and  documentation,  briefings,  maieriel  requirements 
documents,  and  otha  infonnati.on  that  can  be  used  or  adapted 
for  use  to  design,  engineer,  produce,  manufacture,  operate, 
repair,  overiiauL  or  reproduce  any  Anny  equipment  or 
udmology  conoetniag  sudi  equipment. 

(2)  Unclassified  technical  doU  and  infoimation.  under 
Army  control  that  may  have  miliiaiy  application  and  that  may 
not  be  exported  lawfcdly  witiiout  an  approval  antborization. 

(3)  Budget  and  planning  mfannation. 

h.  This  ch^ter  does  not  apply  to  technical  documents 
categorized  as  ayptograpbic  and  cammunicatioiis  security, 
comnumications  and  electioiuc  inteliigence.  aud  other 
categories  that  may  be  designated  by  the  Direcior.  National 
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Secuniy  Ageacy/Chiet  Centtal  Secmiiy  Sovice.  Nor  does  it 
apply  to  RESTRICTED  DATA  and  FORMERLY 
RESIRICIEDDATA. 

64  RESPONSIBILITIES. 

a  All  Army  activities  generating  or  otherwise  responsible 
far  technical  documents  have  the  lesponsihillty  to  determme 
their  distribution  availability  and  mark  them  ^ipropiutely 
before  pdmary  distribution,  whether  formal  or  informal. 

b.  Distribadon  statements  are  mandatary  for  all  teehnieiil 
documents,  including  wotiaag  papers,  memoranda,  and 
prdiininBry  reports  if  those  documents  arc  not  already  in  the 
public  domain  and  if  they  are  likely  to  be 

outside  the  Army. 

c.  Managers  of  technical  programs  ate  lesponsibk  for 
assigning  an  ipptoiiiaie  distiibation  statement  to  ear^ 
document  generated  within  their  programs. 

d.  All  unclassified  Army  tnrhnirai  documents  will  be 
issigDad  distdbutioD  stalemenls  A  B.  C.  D,  E.  F.  or  X  (see 
Paragraph  6*3  for  a  list  of  the  distribation  statements). 

e.  All  classified  Army  teehnieai  documents  will  be 
assigned  distribution  statements  B,  C,  D,  E,  or  F  when  (here 
is  need  lo  icaliicL  diseeznination  beyond  the  Kmits  provided 
by  application  of  security  dearance  and  'need-to-know“ 
controls.  The  distribution  statement  which  ate  assigned  to  a 
classified  document  will  be  retained  on  (he  document  after  its 
declassification.  Qassificx]  documeuts  (hat  are  declassified 
and  (hat  have  no  disttibation  statement  assigned  will  be 
handled  as  disoibiitiou  F  until  changed  by  the  controlling 
Army  office. 

/.  Scientific  and  technical  documents  that  include 
conttaetDr-imposed  limited  nghis  will  be  marked  and 
controlled  in  acooidimce  with  the  procedure.')  in  DOD  FAR 
Supplements  227.71  and  227.72- 

g.  For  each  newly  generated  technical  document 
managers  of  technical  programs  will  be  responsible  for 
deteiminiiig  whether  the  ^cument  contains  ocpoit-conirolled 
technical  data.  Documents  that  contain  such  data  will  be 
marked  ivith  the  following  surement  in  addition  to  one  of  the 
distiibation  statements  listed  in  Paragraph  6>3: 

WARNING— This  (iocmnent  contains  technical  data 
whose  er^ort  is  restricted  by  the  Aims  Esport 
Control  Act  (Title  22,  U.S.C,  Sec  2751,  et  seq.)  or 
tbcExpoit  Administrative  Ad  of  1979,  as  amended, 

(Title  SO,  U.S.C.  App.  2401,  et  seq.).  Vlolatois  of 
these  export  laws  are  sub)ect  to  severe  oimir  1 
penalties.  Dissenunale  in  accordance  with 
provisions  of  DOD  Directive  5230.25. 

A  Tedmical  ducuments  in  prefiminaiy  or  woriring-draft 
form  will  not  be  disseminated  wiftiout  proper  security 
classification  review  and  assignment  of  a  Astiibntion 
statement. 

i.  Distribution  statements  will  nanain  in  effect  until 
changed  or  removed  by  the  controlling  Army  office.  Each 


coaiTollmg  Anny  office  is  responsible  for  esublishiag  and 
maintmning  a  fbnnal  procedure  for  reviewing  technical 
documents  for  which  it  is  responsible  in  order  to  increase 
their  availability  when  conditions  permit. 

J.  It  is  Army  policy  to  maximize  the  exdiange  of  sckntific 
and  technical  information  with  the  industrial  community. 
Accordingly,  when  disttibntion  statements  B,  E,  and  F  are 
used,  the  author  or  sponsor  is  responsible  for  preparing  a 
wtiiien  justification  for  the  report  not  being  accessible  by  the 
industrul  ccunmuiiity. 

6- 3  POLICY  ON  DISTRlBUnON  STATEMENTS. 

The  ftklbwing  is  a  summary  of  foe  policy  on  distribution 
statements.  Compdete  jnformation  may  be  found  in  DOD 
Directive  5230.24. 

A  Approved  for  public  inleesc;  distribution  unlimited. 

B  Distribution  authorized  to  U.S.  Govemment  ageada; 
oulyC»asonXdate  of  detezm.’ ration).  Other  requests  for 
(his  documoit  shall  be  lefoned  to  (controlling  Army  office). 

C  Distribation  authorized  to  U.S.  Government  agcncict! 
and  their  contractors  (reason)  (date  of  determination).  Other 
lequesL'i  for  fois  document  shall  be  icfoied  to  (controlling 
Army  office), 

D  Distribution  aufooih  ed  to  foe  Department  of  Defense 
and  U.S.  DOD  contractors  only  (reason)  (date  of 
detennination).  Other  requests  for  this  document  shall  be 
icfcncd  to  (oontrolling  Army  ofiSce). 

E  Distribution  onfoorized  to  DOD  components  only 
(Tea.sonXdBie  of  detamsDation)-  Other  requests  for  tbi.s 
document  shall  be  refened  to  (oondollmg  Army  office). 

F  Furfoer  dissemination  only  as  directed  by  (controlling 
Army  office)  only  (date  of  determination)  «nr  higher  DOD 
authority. 

X  Distribution  authorized  to  U.S.  Government  a'"-.ucies 
and  privaie  individuals  or  enierprises  eligible  to  obtain 
expon-controlled  technical  data  in  accordance  with  DOD 
Directive  5230.25.  (date  of  determination).  Army  office  is 
(inseit). 

CHAPTER?. 

CENTERS  FOR  ANALYSIS  OF  SCEENIIFTC  AND 
TECHNICAL  INFORMATION 

7- 1  SCOPE 

B.  Tnfhrmstirvn  analyses  Centers  (lACs)  induded  within 
fois  regulation  may  be  located  at- 
(1)  Department  of  foe  Army  inttallntit>ns,  laboratories,  or 
activities. 
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(2)  CoatracKn  inmllaTiom. 

(3)  IMversities  or  colleges. 

(4)  Nonprofit  iastiiuiions. 

(5)  OUier  Government  installations. 

b.  Subject  matter  covcRd  by  an  IaC&Us  into  either  of  the 
following  two  categories: 

(1)  Disciplinc-oiicnlcd.  Ibe  subject  area  win  be  aQ  or  a 
dearly  defined  pan  of  a  recognized  sdendfic  or  engmeering 
dudpline  that  has  its  own  literature  or  profesidoniil  tradidons. 

(2)  bfission-oziented.  Tbe  subject  area  will  be  a  spcdfic 
we^iu  system  or  military  activiiy  of  special  interest  to  foe 
Department  of  the  Anny  and  tbcrcfoic  an  area  foal  xcquirei: 
aninterdisc^rliiiaiy  approadi. 

c.  No  ipBciiic  siae  is  requned  in  unkr  to  quality  us  an 
lAC  Units  perfuoning  foe  csscntul  fundiona  of  an  lAC  may 
range  fiom  the  part-time  service  of  a  single  individual  up  to 
the  fun-  and  part-time  services  of  several  hundred 
individuals. 

7-2  FUNCTION 

a.  The  itqHU  to  foe  lACs  comprises  the  world's  scientiiic 
and  technical  results  drawn  fiom  published  btaatorc, 
nnpoblisfaed  documents,  meetings  at  symposia,  personal 
visits,  or  fiom  any  ofoer  sources  or  media  available,  both 
fordgn  and  domestic.  An  aggressive  infomiation  acquisition 
prognun  is  e  necessaty  prerequisite  for  foe  establishment  of 
an  IaC.  IaCs  do  not  seek  to  replicate  existing  collections; 
ratter  lACs  establish  linVs  to  access  and  use  infotmatton 
lelevanc  id  their  misrion  and  scope.  Data  are  forms  of 
informatian  in  this  context. 

b.  The  lACs  analyze  technical  information  using  staff 
experts.  In  addition  to  a  staff  that  is  technically  trained  in  foe 
fidd  of  specialization  and  in  inibiination  processing,  a 
distinguishing  characteristic  of  an  IAC  is  in  foe  use  of 
labotuory  personnel  working  in  tbe  area  of  specialization  as 
cousultmts.  This  requires  day-to-day  coutact  between  these 
lAC  specialists  and  signtficant  R&D  activities  in  foetr  field. 

c.  The  IACi!  evuluutc  and  condense  Ischnical  infoimalion. 
The  critical  process  of  evaluation  involves  expert  judgement 
of  new  infomation  thcongh  analysis,  oomparison,  and 
apprai.sBl  Tclativc  to  infrrrmation  pr<‘"'oilKly  aaquired. 
Infannation  is  condensed,  summarized,  and  ictaincd. 
Information  is  stored  so  that  it  can  be  presented  in  a  form  to 
meet  user  requirements  ranging  from  highly  oondensed 
infotmation  fci  management  to  detailed  infazmation  for 
bench  scientists  and  engineers.  This  entails  a  continuous 
telinemeni  of  indexing  and  retrievol  methods. 

d.  The  lACs  provide  individual  user  services.  Foremost, 
the  IaC  answers  questions.  Commimications  can  consist  of 
specific  items  of  evaluated  data  or  information,  cnoeni 
summaries  of  tecbnical  trends,  oomprchciudve  sUle-of-foe-ait 
analysis,  and  specialized  advisory  services.  The  IAC  also 
provides  services  relating  to  identification  and  filling  of  gaps 
in  infomiation  and  to  preparation  of  vocabulariss  for  foeir 
area  of  specialization. 


7-3  POUCY 

a.  DOD  policies  for  lACs  are  described  in  DOD  3200.12- 
R-2.  The  Depattment  of  foe  Army  endorses  foe  conc^t  of 
lACs. 

b.  IACs  si^ported  by  the  Department  of  the  Azmy  provide 
sendee  to  foe  entire  DOD  community,  whoe  ^piopiiBic. 
Further,  some  Department  of  foe  Army  lACs  provide  services 
to  other  Federal  agencies  and  their  contractors. 

c.  lACs  axe  usually  assodaled  with  tischnical  organizations 
engaged  in  RDT&E  efforts. 

d.  riatrifiwt  infinmation  will  be  dissenunated  and 
safeguarded  in  accordance  with  AR  360-S  and  AR  380-10, 
Limitations  for  release  of  documents,  as  set  fbtfo  in  this 
regulation,  will  be  similarly  observed  wifo  respect  to  release 
of  infoiination  cxiiacicd  fiom  all  documents  bearing  a  release 
limitation. 

7-4  RESFONSIBlLmES 

n.  Each  IAC  rs.  as  a  iniiiiTnuin  requirement,  responsible 
fbr- 

(1)  Acquiring  and  staring,  under  bibliogiiphical  oonuol, 
foe  available  world's  litcnhlic  in  its  subject  area  of  technical 

cpiOTatizfltifm 

(2)  Acquiring  and  storing,  under  bibliographical  controL 
the  -■w.-iilnhle  unpublished  reports,  memoranda,  and 
miscenaoeous  documents  related  to  technical  aspects  of  its 
subject  area  of  specializalion. 

(3)  Developing  and  maintaining  reasonable  and  periodic 
contact,  tisough  personal  visits  or  ooncspondcncc.  with 
senior  investigators  or  practitioners  engaged  in  technical 
wo±  related  to  its  specialized  subject  areas. 

(4)  Paiticapating  in  and/or  planning  migor  technical 
conferences  or  symposia  in  foe  lAC's  subject  area  of  technical 
spedaiization. 

b.  Eacfo  lAC  is  lesponstble  fin  perfinmiiig  foe  following 
operations: 

(1)  Identify,  collect,  and  retain  foose  doentnents  and  other 
source  material  that  provide  useful  additions  to  the 
knowledge  or  undcntan&g  of  foe  center's  subject  area  of 

tMThnical  eppgializatinn. 

(2)  Abstract  and/or  extract  from  each  document  retained  or 
each  source  of  loiowledgp  (leiicr,  phone  call)  whitfo  provides 
information  concerning  a  significant  tecbnical  event  relating 
to  tile  center's  subject  area. 

(3)  Prepare  qritical  reviews  of  monogrqihs,  or  equivalent 
pobUcations  on  tbe  state-of-the-art  in  selected  segments  of  tbe 
center's  su^eci  area. 

c.  Each  IAC  is,  as  a  minimum  Tequirement  and  within  the 
limitt  of  security  and  foe  need  to  Imow.  responsible  for— 

(1)  Distributing,  periodically,  a  list  of  new  and  significant 
publications  in  its  sntject  area,  complete  with  abstract  or 
extract,  and  reflecting  an  evaluation  of  foe  published  work- 

(2)  Answering  inquiries  for  infinmation  fiom  rjualified 
persons  in  the  Army  or.  in  some  instances  of  wider 
assignment,  from  any  qualified  person. 
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(3)  Providing  for  visits  to  the  center  by  qualified  persons 
teddnginfonnation. 

(4)  Ptepanng  aud/or  distnbuting  state^-fhe-tct  lepoiis, 
oonogt^hs,  or  equivaleu  publicatioDS  on  selected  segments 
of  (tie  center’s  subject  aica. 

d.  Each  lAC  is  responsible  for  the  distiibution  to  the 
DnC  of  all  Rtnnally  issued  doenmentt,  other  than 
canespondence  in  response  to  inqubdes. 

e.  Each  lAC  is  responsible  for  observing  prescribed 
security  policy  for  the  handling  of  dasafied  documents.  No 
lestiictians  are  placed  upon  receipt  of  maiciial  of  any 
classification  or  designated  special  categories,  provided  foat 
the  center  has  pereonnel  qualified  to  receive  the  material  and 
has  cstabUshod  impropriate  security  stfcguards. 

/  Infonruttion  analysis  centers  will  not  provide  secondary 
(fistribtiljon  of  Army  generated  reports;  this  is  a  mission  of 

one. 

7<5  ESTABLISHMENT  AND  DISESTABLISHMENT 
OF  INFORMATION  ANALYSIS  CENTERS 
As  mission  priorities  are  changed,  the  need  for  lACs  also 
change.  Momution  analysis  centers  may  be  eieaied  or 
eliminated.  DOD  policies  for  establishment  or 
^estabbshment  ore  described  in  DOD  3200.1 2-R-2. 

a.  The  Army  activity  responsible  for  sponsoring  foe  lAC 
will  notify  the  Deputy  Assistant  Secretary  of  the  Army  for 
Research  and  Technology  of  foe  intent  to  establish  or 
fosescabbsh  foe  infonnafion  analysis  center  at  least  six 
months  before  the  proposed  date  of  establishment  or 
disestablisbmenL 

b.  The  Deputy  Assistant  Scoctery  of  the  Aimy  for 
Research  and  Technology  most  appnive  the  establishment  or 
disestablistancDi  of  an  Anny-spemsored  information  analysis 
canter  at  least  four  months  before  foe  proposed  date  of 
establishment  or  disestablishment. 

c.  In  a  disestabbshment  concurrent  wifo  foe  above 
information,  the  Chief  of  the  center  will  be  notified  to 
inventory  foe  IaC's  doenment  collection  indnding  those 

by  foe  lAC.  This  includes,  in  partial,  all 
holdings  not  subject  to  accessioning  by  DUC  and  those  not 
yet  accessioned  by  DIIC. 

d.  At  least  90  days  prior  to  discKUbbshment,  the  Deputy 
Assistant  Secretary  of  foe  Army  for  Research  and  Tcchnobgy 
and  DUC  will  be  responsible  for  the  examination,  on-siie.  of 
the  lACs  non-DUC  holdings  and  the  disposition 
detemnnations  for  those  holdings. 

CHAPTERS 

SPONSORING  OR  COSPONSORING  AND 
CONDUCTING  CLASSIFIED  AND  UNCLASSIFIED 
MEETINGS 

8-1  POLICY 

Army  activities  sponsor  or  cosponsor  meetings  when 
etaicndal  infonnaliun  must  be  disseminalcd  piomplly  aud 


nidely  or  when  it  is  in  the  interest  of  the  Army  to  exploit 
critical  discoveties  and  innovations.  Sponsoring  or 
coimoDsariiig  mcciings  involving  eifoer  unclassified  or 
classified  DOD  infonnation  is  governed.  For  such  meetings, 
this  section  gives  policy  fisr  Army  parficapaiion  in  meetings, 
slates  who  may  authorize  attendance,  and  eoqdains  paMcy  on 
publishing  and  disliibnting  meeting  proceedings.  It  does  not 
ig^y  to  meetings  attended  only  by  Govcnmicnt  or  militaiy 
petsonneL  meetings  on  a  specific  contraa  or  project 
oondncted  by  a  DOD  activity,  or  meetings  condneted  by  a 
cleared  eontnetor  and  attended  only  by  dcaiod  oontractor 
personnel  directly  involved  in  the  perfmmance  of  a  contract 
or  prefect  Any  scientific  or  technical  nteeting  must  be  in 
oonfoimanoe  to  Executive  Order  12024,  and  implementing 
G5A  and  DoD  Regulations  for  Federal  Advisory 
Committees.  Proceedings  of  Aimy-spousoted  technical 
meetings  will  be  considered  teehnieal  leparte  for  foe  puipo.ses 
of  this  regulation,  and  must  be  submitted  to  DUC  within  10 
work  days  fiom  the  date  of  publication  (or  dare  received  from 
foe  printer). 

8-2.  CRITERIA  FOR  SPONSORSHIP 

a.  The  Army  sponsor  of  foe  meeting  must  ensure  that  foe 
objectives  must  meet  one  of  the  following  criteria: 

(1)  Be  clearly  and  exclusively  for  RDTA.E  ol^ectives. 

(2)  Support  Army  requirements. 

(3)  Be  required  to  disseminate  information  rapidly  about 
significant  discoveries  or  break-throughs  in  the  state  of  the  an 
when  ofoer  mefocxls  of  disswnination  are  too  slow. 

(4)  Support  the  dissemination  of  advanced  planning  and/or 
releasable  budget  infoimaiion  to  foe  industtial  community. 

(5)  Meeting  announcements  are  sufficiently  distribated  and 
timely  to  allow  the  desired  participation  and  to  satisfy  any 
Congressional  leqUEtments.  (The  Commacc  Business  Daily 
must  be  used  to  amtounce  all  procnrement-related 
conferences  such  as  Advanced  Planning  Briefings  for 
InduRtty.) 

(6)  Attendees  must  have  proper  security  clearances  (for 
classified  meetings)  and  ^propdate  need-to-know  (for 
meetings  involving  bmited-disiribulion  infoimatioa).  Necd- 
to-kDow-nuy  be  demonstrated  by  evidence  of  a  cutient  DOD 
contract,  registration  as  a  DOD  Potential  Contractor,  related 
IR&D,  CT  a  demonsttatod  R&D  capabilily. 

(7)  Proceedings  are  to  be  distributed  as  follows: 

(a)  When  possible,  publish  classified  infonnation  in  a 
separate  document  fiom  the  gcncnl  pcooeedings. 

(b)  Review  all  text  for  rcleasabili^  and  for  accuracy  of 
security  mnddng  before  release, 

b.  For  dassified  meetings— 

(1)  The  dassified  meeting  (or  dassified  portions  thereof)  is 
in  foe  best  interest  of  nstional  security . 

(2)  Adequate  security  measures  and  access  pniceduics 
must  be  iB^lemenud. 

(3)  The  localioD  or  (aciliiy  selected  for  classified  sessions 
must  allow  for  proper  lyrical  control,  storage,  protection, 
and  dissemination  of  classified  information. 
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(4)  Criteria  (1 )  through  C3)  above  ne  met  beToie  niMlrin);  a 
public  announceoieat  of  a  classified  meetmg. 

(5)  All  [icscntations  and/or  pi^eis  (classified  or  not)  are 
Kviewed  as  a  unit  to  detemine  the  ovenll  classificaiion  level 
of  the  meeting. 

c.  Sponsoring  or  cosponsoring  a  meeting  should  be  a 
fbnnal  function  of  the  Aony  activi^  with  primary 
lesponsibiliiy  for  die  subject  or  field  to  be  covered  by  the 
meeting.  Papers  or  picsentatians  from  other  orgamzatians 
who  are  participating  in  similar  or  related  RDT&E  efforts  ate 
to  be  considered  for  indosion. 

d.  FoieigD  lepicsentatives  fiom  countries  with  which 
DOD  has  memotanda  of  undecstanding  and  offset 
arrangements  must  be  afforded  an  oppartunity  to  compete  on 
a  foil  and  equal  basis  with  U.S.  industiial  sources  fyt  DOD 
acquisitiens,  subject  to  laws,  AR  25-30  and  any  otha 
applicable  regulation.  They  most  have  access  to  infoonatioa 
laquiied  for  such  participation.  Army  meeting  ^nsois  must 
allow  representatives  of  these  countries  to  paitidpatc,  to  the 
greatest  cKlcnl  possible  under  established  foreign-disclosnR 
and  technology-transfer  policies,  in  meetings  (firectly  or 
ioditecily  related  to  contract  opporttmilics. 

e.  Attendance  at  meetings  where  classified  information  is 
disclosed  must  be  limited  to  those  pentoas  who  possess  the 
necessary  personal  security  clearance  and  whose  nced-to- 
Icnuw  has  been  positively  coufiztned. 

/  Routine,  recurring,  and  in-hoiuc  meetings  conducted  by 
Anny  organizarions  or  DOD  contractors  related  to  internal 
operadonai  maUcts,  precontract  negotiations,  or  existing 
contracts  do  not  require  security  sponsotship  iiuless  they 
involve  fordgn  pailicipatiou. 

g.  A  classified  conference  with  foreign  onendonce  reqnires 
submission  of  a  message  through  channels  to  HQDA  DAMI- 
FOC.  This  message  identifies  the  particulars  of  the 
conference  and  constinnes  a  formal  request  for  approval  to 
hold  a  classified  coufeience  and  must  be  sent  ai  least  120 
days  prior  to  die  conference  date.  No  invitatioiis  may  be 
extended  to  the  foreign  community  until  DA  approval  is 
obtained.  Unclassified  conferences  do  not  require  DA 
approval;  DA  should  however  be  notified.  The  local 
commander  may  ^piovc  confoences  open  u  foe  public 
dealing  with  releasable  public  domain  material.  Foreign 
nationals  desiring  to  attend  an  Army  sponsored  ccnfeiencc 
should  submit  a  visit  icquesi  through  foeir  respective 
embassy  to  Da  for  approval  Contact  the  local  foieign 
fosclosme  office  for  guidance  and  assistance  wheocw 
planning  for  a  conference.  Additional  references:  AR  380-5 
aiKlAR380-10. 


Chapter  9 

INFORMATION  FOR  INDUSTRY 
9-1.  SCOPE 

This  legulatiDa  is  to  promote  access  to  releasable  defease 
teebmmi  planning,  requirements,  budget,  and  acquisitioc 


information  to  current  and  potential  defense  contractors.  It 
establishes  responsibitities  and  policy  gmdeHnes  for  the  RDA 
htfonnation  for  Indasliy  Program. 

9-2.  FUNCTIONS  AND  RESPONSEBILmES  OF  THE 
TECHNICAL  AND  INDUSTRIAL  LIAISON  OFFICE 
CTILO) 

a.  THjOs  may  be  esiabliriied  at  mqor  Anny  commands, 
nuyoi  subordmatB  commands,  centers,  field  units,  and 
research,  developmoit,  and  engineering  centos  (RDEC)  or 
by  program  managers.  They  serve  as  foe  primary  points  of 
contact  with  indiwbry  n^nesenlativeR  for  rdeose  of 
information  and  guidaocc  on  foe  organization's  RDA 
program.  The  TIIjOs  rapport  the  Army  Potential  Contractor 
Program  (APCP).  foe  Advanced  Planning  Briefing  for 
Industry  (APBI).  RAD  iinfhnded  stndies,  and  unsolicited 
proposels.  Each  TILO  is  managed  by  an  Industrial  Liaison 
Officer  (ILO)  designated  by  the  head  of  the  organization. 
The  TIjO  wiU  have  sufficient  technical  expertise  to  represent 
his  or  her  organization.  Qnalificalions  include  the  ability  to 
review  foe  capabilities  and  interests  of  visitors,  to  describe 
lelewmt  Army  interests  and  needs,  and  to  advise  visiton  on 
doing  business  with  the  Army.  The  organization  will  provide 
foe  HjO  with  adequate  resources  and  accessible  space  to  serve 
foe  requirements  of  industrial  visitors  in  a  professional 
manner-  The  head  or  the  organization  will  inform  the  Army 
information  for  Industry  Manager  (AlblM)  of  the  name  and 
location  of  foe  ILO.  The  AlPIM  will,  in  tnm,  provide  policy 
and  guidance  on  operating  the  TD^. 

b.  The  ILO  is  responsible  for- 

(1)  Providing  infonnation  and  guidance  on  industry 
particqiation  in  RDA  programs  sponsored  by  foe 
organizatioiL 

(2)  Discussing  RDa  prefects  and  concepts  and/oi 
arranging  appointments  wifo  oiber  knowledgeable 
individuals  and  organizations  as  appiupiiatc. 

(3)  Disseminating  releasable  tecfanicaL  planning, 
icquiicincniK,  budget,  acquisition,  organizational,  and 
operational  infomiation  in  accordance  with  guidclmcs  issued 
by  originating  agencies.  The  ILO  may  represent  foe 
organization  with  appropriate  [ccbmcal/profcssionBl  societies 
and  associations. 

r.  TTIjOs  may  provide  unc1a,ssified,  unrestricted  RDA 
planning  information  to  any  qualified  individual  or 
oiganizatioa.  Release  of  unclassified  planning  infonuation  to 
foieign-owned  hnsinesses  will  be  approved  through 
established  foreign-disclosure  channels.  The  ILO  will  be 
responsible  for  annotating  such  documents  to  indicate  that 
fliey  are  being  firmished  for  planning  purposes  only,  and  that 
providing  fom  does  not  inqdy  a  leqnest  by  the  govennnent 
for  industry-sponsored  research  and  development  oi  a  desire 
for  submission  of  specific  hardware  ox  study  proposals. 
Fuilha,  foe  ILO  will  ftmish  visitors  wifo  a  statement  thai  the 
redpienl  is  being  furnished  documents  for  internal  nse  only, 
sitiH  should  miilfn  qo  secondary  disliibuliaii  unlem  anfooiized 
to  do  so  by  foe  beadquartcis  of  foe  leasing  lacitity.  The  ILO 
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returns  le^xmsibility  for  approving  the  release  of 
itifomutiiOD. 

d.  A  qualified  individual  with  a  security  clearance  and 
need-to-lmow  am  review  classified  research  and 
development  planning  infoanation  at  (be  TILO.  Tfae  ILO 
will  release  classified  notes  or  documents  oidy  to  the  secuii^ 
office  of  a  cleared  facility  wifo  appropneie  storage  capability, 
transmitting  the  matariels  through  U.S.  Postal  Service  mail 
dimnels  in  accordance  with  AR  380-5.  Ch^itei  8.  In  rare 
cases  when  properly  justified,  an  officially  designated  courier 
may  be  used.  Visits  by  forcagu  visiton  or  by  U.S.  citizens 
representing  foreign  companies  will  be  governed  by  aR  380- 
10  and  will  be  cootdinaled  Ifarougb  DCSINT- 

e.  Ibe  command.  RDEC  or  laboratory  will  clearly  identify 
tfae  TCLO  on  organization  efanrts  and  Htetauire  provided  to  the 
public. 

9-3.  FUNCTIONS  AND  RESPONSIBILrnES  OF  THE 
ARMY  POTENTIAL  CONTRACTOR  PROGRAM 
(APCP) 

a.  Hie  APCP  is  to  certify  (he  nccd-lo-know  of  approved 
U.S.  non-Govemment  organizations  that  the  Army 
determines  to  have  potential  for  participation  in  Army  ROA 
prognmiK  as  cnntraclor  under  the  APCP,  such  potential 
contractors  have  access  to  scientific,  technical  and  planning 
infoanation  fiom  the  TtLOi  and  the  IVdenia:  Technical 
Infocnation  Center  (DUQ;  in  fact,  one  step  in  tfae  APCP 
registration  is  tfae  simultaneous  sponsonhip  of  organizations 
for  scientific  and  technical  services  with  DTIC.  Ibe  pmposc 
of  tfae  APCP  is  to  support  organizations  in  developing 
technical  compctcDcc  and  couo^its  for  meeting  Army 
materiel  requirements.  The  program  provides  valuable 
support  to  cunent  contraciois  who  may  be  betweeu  contracts 
and  to  newly  formed  oompanies. 

b.  The  APCP  is  managed  by  the  Army  Infoimadon  for 
fodustry  Manager  (AIFIM).  who  is  responsible  for  providing 
guidance  to  inqilementing  organizations  and  for  monitoring 
compliance  with  that  guidance. 

c.  The  APCP  may  be  implemented  by  tieads  of  major 
Army  commands,  major  subordinate  commands,  centers, 
field  anils,  and  RDECs  ibat  have  RDA  programs.  The  head 
of  each  participating  orgamzation  will  designate  an  APCP 
officer,  who  will  be  responsible  for  all  APCP  actions  by  the 
organization,  and  will  submit  die  name  of  the  APCP  officer 
tu  the  AIFIM. 

d.  All  individuals  responsible  for  the  admimstration  of 
APCP  will  exerase  vigilance  to  ensure  that  die  program  is 
not  Dsed  to  provide  onwazranted  access  to  ooutrollcd 
infoanation.  In  particular,  the  following  constraints  will  be 
observed: 

(1)  Pctaonncl  selected  to  certify  potontia)  U.S.  contractors 
will  have  tfae  technical  competence  and  familiarity  with 
contractor  or  grantee  programs  necessary  to  judge  the  subject 
fields  of  interest  to  die  ^plicanL  The  APCP  manager  is 
usually  die  ILO;  however,  dua  is  not  required. 


(2)  Certification  of  potential  U.S.  contractors  will  be  in 
accordance  with  Registration  Guide  to  the  Defense  Technical 
Infrirmatinii  Center  (DTIC)  -  199S,  which  describes  the 
execution  of  DD  Fonn  1540  (Regjatratiou  for  Scientific  and 
Technical  Infonnation  Services).  This  fonn  documents  the 
registrants  fields  of  interest  and  registers  the  potential 
contractor  wife  DTIC.  Finally,  and  in  accordance  wife  AR 
380-49,  fee  APCP  manager  will  be  responsible  for  the 
preparation  of  a  DD  Fonn  254  (Contract  Security 
Classification  Spedficanon)  as  part  of  the  APCP  registration 
when  the  contractor  is  ejected  to  receive  classified 
information.  The  AlHM  will  be  responsible  for  providing  a 
detailed  letter  of  instruction  on  this  ccitificatioD  process  in 
order  to  support  program  consistency. 

(3)  The  APCP  manager  will  not  allow  certification  of  a 
potential  contractor  for  subject  fields  of  interest  outside  fee 
mission  area  or  fee  certifying  organization  or  outside  the  area 
of  con^ietence  demonstrated  by  the  applicant  Certification 
will  be  based  upon  tfaird-pariy  oonlxanation  of  con^any 
fields  of  interest.  To  obtain  this  infoanation,  the  APCP 
manager  will  contact  U.S.  Government  pemonncl  who  know 
fee  company.  If  this  is  not  possible,  fee  APCP  manager  may 
base  a  subcontracting  history.  IR&D  terhniral  plans,  and  so 
forfe. 

(4)  Intelligence  wjH  not  be  released  to  firms  on 

the  basis  of  their  APCP  registration.  Such  material  may  be 
released  only  to  companies  having  an  Army  contract  in 
support  of  a  national  security  mission,  appropriate  clearance, 
and  established  need-to-know  in  accordance  wife  DCID  No. 
1/7,  12  Apr  95,  Security  Controls  on  fee  Dissemination  of 
Intelligence  Infonnation . 

(5)  A  potential  contractor  will  be  certified  for  a  limited 
tiwig  period  deemed  adequate  for  a  oontractor  competent  in 
fee  field  of  interest  to  acquire  a  contract  wife  a  DOD  agency. 
In  no  case  may  the  certification  period  exceed  three  years,  bat 
certification  may  be  renewed  tisougb  reapphcaiion. 

(6)  The  APCP  manager  will  notify  fee  AlHM  of  all 
certifications  of  potential  U.S.  contractors  and  any  changes  in 
certification  status.  This  will  be  done  by  providing  copies  of 
DD  Form  1540  and  related  conespiondence  sutimiQed  to 
DTIC. 

(7)  Foreign-owned  contractors  will  not  be  certified. 
Listead,  each  request  for  access  to  Army  facilities  will  be 
consideied  on  a  casc-by-case  basis  through  established 
foreign-disclosure  channels. 

9-4.  FUNCTIONS  AND  RESPONSIBIIJTIES  OF  THE 
RESEARCH  AND  DEVELOPMENT  UNFUNDED 
STUDIES  PROGRAM 

0.  Indnstrial  scientific,  educational  and  other 
organizations  may  conduct  studies  or  projects  peitaiiiing  to 
Army  materiel  requirements.  These  studies  could  be  of 
greater  mutual  v^uc  if  conducted  wife  access  to  DOD 
iripntifir  tecfauical  atid  planning  information  and 
consultation  wife  Army  persoimeL 
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b.  On  request  by  an  organization  dm  is  not  foreign 
owned,  controlled  or  inflnenced  (POd)  and  is  capable  of 
performing  R&D  in  ureas  of  intemsi  to  the  Army,  wishing  to 
oonductaR&D  unfunded  study  at  its  own  espenae,  amatedd 
developing  agency  may  assist  by  making  available  for  limited 
consnl^on  Aimy  personnd  agencies  the  organization 
needs  to  acconqilish  a  meaningfoi  stndy.  In  this  connection, 
the  developing  agency  will  sponsor  the  study  organization  for 
access  to  dassiliiid  tmd  undassified  scientific  and  technical 
infannation  through  the  APCP,  subject  to  the  ooustraints 
specified  in  Paragr^  9-3a. 

e.  The  Army  coordinator  (usually  the  ILO)  wiD  advise  the 
study  orgaziization  that  the  Anny  will  not  use  an  unfunded 
study  to  limit  competition  among  sources  in  any  subseqnent 
{xocotemcnl  in  the  same  sulgea  area  and  will  not  give  a 
study  arganization  pie&iied  status  in  any  such  pit>cuiement. 
The  Army  coordinaior  will  also  advise  foe  study  oigamzation 
that  it  cannot  recover  costs  of  unfunded  studies  ibiough 
overhead  or  geoeral  and  administrative  charges  on  Fedeid 
contracts. 

d.  Developing  agencies  wilL  in  their  assigned  areas, 
famish  written  instructions  and  guidance  to  potential  study 
otgaiuzaiioas  and  spprove  smdy  requests.  The  agencies  wm 
detcrmiiic  vaRdity  of  icqucsLs  for  studies  wifoin  Ihch 
cognizance  and,  in  coordination  with  other  interested 
agencies  and  commands,  wiO  evaluate  foe  anticipated  letunus 
to  DA.  bi  dctcmuiiing  whether  a  study  is  justified,  (he 
evaluator  should  consider  such  factors  as  coirqretency  of  the 
organization  in  the  proposed  study,  value  to  foe  Army,  and 
level  and  type  of  soppeut  requested. 

e  luformation  that  will  assist  in  conducting  the  study, 
such  a.s  DA  R&D  plans  and  requirements,  may  be  released  to 
qualified  organizations  through  interviews,  briefings,  and 
distribution  of  written  documents  or  correspondence.  This 
release  will  he  subject  to  security  restrictions  and  need-to- 
Imow,  and  relevant  restrictions  on  foe  release  of  scientific, 
technical,  and  compnier  related  data. 

f.  The  sponsoring  agency  win  be  responsible  for  certifying 
foe  study  organizations  necd-to-know  on  visit  requests  to 
other  agencies  and  commands  on  an  individual  basis. 
NonnaUy,  a  smdy  organization  win  address  a  visii  request  to 
foa  agency  head  or  oommander  ootwemed.  suting  foe 
purpose  the  visit,  subject  areas  to  be  discussed,  and 
spe^c  information  requested.  Study  organizations  should 
refer  to  DOD  S220.22-M,  Chapter  6.  for  additional 
infocmaitiotL 

S-  Hie  sponsoiing  agency  will  be  inspoaablc  fox  ensuring 
that  study  reports  are  properly  distdbuled  and  reviewed; 
giving  appropriate  lecogtution,  such  as  a  lettei  of 
appreciution,  to  foe  organizalion  ooiioetned;  and  taking 
follow-up  actions  from  (he  n^ort  a.s  appropriate.  The  stndy 
coordinator  will  infonn  the  AU-IM  of  all  unfunded  studies 
(by  copy  of  the  Memorandum  of  Understanding  and  scope  of 
work). 


k  The  stndy  organization  will  not  considei  as  proprietary 
the  itat*  that  foe  Government  supplies  eafocr  directly  or 
indneedy  under  thi.s  program. 

9-5.  FUNCTIONS  AND  RESPONSmiLniES  OF  THE 
COOTERAUVE  RESEARCH  AND  DEVELOPMENT 
agreements  (CRDAs)  PROGRAM 

a.  Anofoer  source  ofindustrysi^poit  and  aRsistanoe  is  die 
CRDA.  CRDAs  are  legal  documents  in  whicib  industry, 
academia  and  foe  Army  agree  to  work  on  a  project  of  mutual 
Interest  and  for  a  finitg  duration.  The  resulting  intellecnial 
property  is  shared  joindy.  Industry  and  academia  arc  fiec  to 
exploit  results  of  this  oollabontion  for  all  commercial  uses, 
and  the  Army  reserves  license  to  nse  foe  tedinology  for  its 
own  poposes.  Both  partneis  can  oontiibate  petsoimcL 
services,  facilities,  equipment,  and  other  property  to  the 
effort:  however,  only  the  nonfederal  partner  is  allowed  to 
contribute  fondiag.  The  advantage  of  this  arrangement  is  foe 
CRDAs  arc  much  easier  to  implement  than  fimded  contracts 
because  no  transfix  of  funds  to  foe  nonltedcial  paitacr  is 
involved,  even  though  the  Government  can  ernmnit  fonds  to 
foe  effort  through  acquisition  of  facilities  and  property.  This 
allows  easy  access  to  Army  resources  that  can  be  used  to 
enhance  a  iccfanology  and  faxing  it  to  market  while  avoiding 
the  long  lead  times  nominally  found  in  tiie  typical 
Govemmeat  contracting  process. 

h.  CRDAs  arc  a  part  of  the  Army  Domestic  Technology 
Transfer  Program  (DTT).  Each  Anny  Laboratory  and  RDEC 
has  an  Office  of  Research  and  Technology  Applications 
(ORTA),  which  actively  seeks  out  technology  transfer 
opportunities  within  its  organization.  As  the  focal  point  fox 
t^nology  transfer  activities.  ORTA  personnel  act  os 
brokers,  developing  and  pcomoting  partnerships  through 
outreach  programs  and  facilitating  effective  technology 
directly  with  the  ORTA  to  match  industry,  academic  and 
Army  partners  to  fiinfaci  DTT  efforts. 

9-6.  FUNCnONS  AND  RESPONSlBILmES  OF  THE 
advanced  planning  briefing  for  INDUSTRY 
(AFBD  program 

a.  APBIs  are  formal  classified  or  unclassified 
presentations  to  persons  outside  foe  U.S.  Government 
describing  mid-  and  long-range  RDA  plans  and  programs 
related  to  fomre  Army  materiel  requirements.  APBIs  are 
designed  to  provide  runent,  facUiaL  and  didinitive 
infbxmation  to  further  the  mutually  profitable  exchange  of 
infonnaiion  wifo  industii^  leseardi,  or  educational 
organizations. 

b.  APBIs  may  be  by  any  ^my  command;  RDEC; 

laboratory,  ox  agency.  Coordination  is  required  wifo  CG. 
AMC  (ATTN:  iWdCAQ-B-HlJO).  to  avoid  scheduling 
conflicts  and  to  assist  foe  AMC  publication  of  a  consolidated 
briefing  schedule. 

c.  An  APBI  may  be  conducted  jointly  by  the  Army 
developing  agency  mitiating  the  briefing  (foe  “sponsoring 
agency")  and  foe  Training  and  Doctrine  Command 
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(TRADOC).  Other  Bgenedes  within  the  DOD  may  also  take 
put.  Dcfenscoiiented  pxofessional  sodeties  and  trade 
associations  may  pnvide  administrative  support  to  APBIs 
ooder  die  control  of  the  i^nsoring  agency.  The  i^naoring 
Army  agency  will  give  all  Army  components  widi  related 
missions  the  oppartnnity  to  contribute  to  or  participate  in  any 
APBI. 

d.  Briefings  should  be  a  dear,  concise  presentation  of 
Army  needs  and  the  sdentific  and  tecbnolo^cal  advances 
reqniiedito  most  future  Anny  requirements  ai  the  least  cost 
and  in  die  most  eflident  manner.  To  this  end,  the  briefings 
should  be  directed  to  the  long>nmge  pLanneis  and  research 
and  devebpment  personnel  rather  than  to  administrative  or 
sales  peisonnal, 

e.  hi:  addition  to  the  presentations,  each  aPBI 

wiU  inclpde  briefings,  as  appropiiaie,  on  the  Mowing  topics: 
Manpower  and  Personnel  Integradon  (MANPRINT), 
Integrated  Logistics  support  CILS).  and  the  Army  hufonnation 
for  Indusiiy  Program, 

/  Attendance  by  fordgn  nationals  will  be  governed  by  AR 
380-10  and  coordinated  dttongh  EX^SINT.  The  APBI 
sponsor  wiU  notify  U.S.  attendees  iind  speakert  in  writing 
vbtn  foreign  nationals  will  attend.  The  nolificalion  will 
indnde  the  lequiiement  that  all  presentations,  whether  oral 
vunal,  or  docuoientaty,  be  cleared  and  audioiized  for 
disclosure  to  these  foreign  nationals  by  an  agency  head  to 
whom  this  authority  has  been  delegated. 

g.  Hi'  sponsoring  agency  is  responsible  for  following 
prescribed  policies  to  confirm  dearance  and  need-to-know  of 
participating  personnel  or  organization  representatives 
encoding  the  briefing,  issuing  invitations,  ensuring  accudly  of 
the  briefing  site,  and  following  other  administrative 
procedures  os  established  by  DODD  S200.1 2  and  AR  380-S . 

h.  The  sponsoring  agency  is  responsible  for  the  tccbmcal 
accutac>'.  policy,  and  sccority  classification  of  all  briefing 
materials.  Any  briefing  material  that  must  be  approved  by 
another  Army  agency  for  tfisseminaiion  outside  DOD  will  be 
KUbmiUed  (o  that  agency  for  review  alleast  60  days  befare  the 
briefing  date.  Sponsoring  agendes  are  zesponrible  for 
reviewing  cost  and  production  figures  to  be  ideosed  in 
APBIs.  Proprietary  infoxmatior  will  be  eadnded  from  all 
presentations. 

i.  To  provide  adequate  depth  of  industry  briefings,  there 
will  be  three  levels  of  APBIs  given  to  industry  at  various 
tunes  during  the  acquisition  cyde.  These  briefings  will 
provide  infonnation  langiitg  fiom  a  btovl  command  or 
laboratory  overview  of  long-term  programs  and  eftuts  to 
mote  focused  ptesentations  of  near-tenn  efforts  and 
requiienients.  Within  each  materiel  development  agency  or 
latootoiy  every  RDA  project  with  indnstty  infocest  will  be 
covered;  by  an  APBI  at  1^  every  three  years.  ‘Tndnstry 
interests”  includes  bofii  potential  for  industry  involvement  in 
foe  proj^  or  industry  utilization  of  foe  project  oulpuL 

(I)  l.eveIlAPBI.  The  level  1  APBI  is  a  commancL  RDEC 
or  laboratory-wide  briefing  which  provides  industry  with  an 
overview  of  prcjected  RdbD  and  acquisition  plsnning 


extending  from  foe  cntientyear  and  projected  for  3  to  5  years 
in  foe  fotme.  Level  I  APBIs  may  focus  industry  and 
academic  interest  in  foe  Domestic  Technology  Ikansfer 
(DTT)  Program  rnlher  than  contracting. 

(2)  LevelllAFBL  Level  n  APBIs  are  follow-on  briefings 
to  foe  level  1  and  are  devoted  to  specific  areas  of  technology 
and  leseatcb.  Level  H  APBIs  arc  hxfonical  in  nature  and  arc 
conducted,  as  appropriate,  to  focus  on  new  areas  of 
technology  and  procurement  Level  U  APBIs  can  also  be 
used  to  present  technologies  that  foe  command,  RDEC  or 
laboratoiy  has  an  interest  in  and  is  looking  for  cooperative 
R&D  partners. 

(3)  Level  m  aPBI.  Levd  IH  APBIs  are  presohdiation 
oonfetencas.  Mail  Acquisition  Regulation  (FAR)  15.404 
addresses  specific  infonnation  about  a  projected  Request  for 
Proposal  (RFP)  and  induscy  comments  to  foe  Draft  RFP.  A 
kvd  in  APBI  may  be  conducted  with  foe  release  of  foe  Draft 
RFP  as  detemiined  by  foe  cammand,  RDEC  or  laboratory 

j.  APBI  sponsors  shonid  make  provudon  for  industry 
response.  This  can  be  done  by  providing  time  fin  company 
presentations  to  a  Govetnmem-only  audience,  which  petmiis 
company  proprietary  information  to  be  discussed. 

k.  To  promote  die  transfer  of  infonnation,  APBI  sponsors 
will  be  responsible  for  providing  unclassified  pcoceedmgs 
directly  to  attendees  not  later  titan  4S  days  after  tiie  APBI. 
Sponsois  may  provide  copies  to  non-auendees  if  security  and 
need-to4mow  considerations  axe  meL  An  ap-to.date 
Technical  Objective  Document  (TOD)  may  be  provided  in 
Iku  of  or  in  addition  to  foe  proceedings.  Sponsors  of  Amiy 
APBIs  will  submit  proceefongs  to  DTIC. 

9-7.  FUNCTIONS  AND  RESFONSIBILTIIES  OF  THE 
technical  objective  document  (TOD) 
PROGRAM 

a.  Each  Army  iaboiBiory  and  RDEC  may  annuelly  prepare 
a  TOD  based  upon  Army  needs  hr  present  and  projected 
systems.  TODs  are  intended  to  present  a  positive  image  of  the 
preparing  organiaiion  and  its  planned  ptugtam  to  the 
external  community,  both  Government  and  non-Govemment 
TODs  are  used  to  stimulate  Govanmenl  and  non- 
Govemment  organizations,  academic,  scientific,  and 
industrial,  to  participatt  in  Army  leseanh  and  development 
To  this  end,  foe  prepatei  lists  scientific  and  technical 
objectives  tewatd  wbiifo  focac  external  otgaDizations  can 
direct  their  research.  TODs  also  provide  relevant  planning 
infonnation  for  RDA  programs.  Organizations  can  use  the 
TODs  lo  focus  and  hiqrovc  foe  icchmeal  quality  and 
relevance  of  unsolicited  proposals  and  independent  research 
and  develc^ment  and  increase  technology  integration  within 
foe  Army  R&O  community.  Rnally,  TODs  are  intended  to 
encourage  technical  discussion  between  non-Govemment 
sdentists  and  engmeeis  and  foeir  Army  counterparts. 

b.  TODs  will  be  distributed  to  a  wide  anditmee  through 
direct  mailings  (developed  in  part  by  Commcicc  Business 
Daily  announcements)  as  a  handout  in  support  of  APBIs,  by 
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flic  TELOs.  and  by  DTEC  and  the  National  Technical 
Infoimalion  Savioc  (NTIS). 

c.  TODs  will  otdinanly  be  limit»tA  to  a  nnmtnal  50  pages 
and  must  be  organized  into  the  following  ainictuie. 

(1)  Notice.  Ihooduction. 

(2)  Management  Overview. 

(a)  Miaaion.  Ihis  aceflon  ia  a  brief  alalcmcnl  of  ibe 
organizations  purpose  and  objectives.  The  missian 
constitutes  the  basis  for  the  existence  of  the  organizations. 

(b)  Investment  Strategy.  This  section  describes  the 
organization's  goals  and  the  plans  for  achieving  them.  It 
sbonld  discuss  the  major  thrusts  and  flie  impact^i^off  to  the 
Army,  and  .should  describe  the  migor  technologica] 
defidendes  and  how  overcoming  them  would  provide  new  or 
improved  Anny  capabilities. 

(c)  Dhcctois  Assessment  This  ‘^tatc  of  the 
Laboratory/Center”  flimmaiizes  progress  and 
accomplisdnnentii.  Tt  may  aim  address  manpower  and 
facilities.  A  discussion  of  missed  opportanities  would  be 
approprialB. 

fd)  Research  Programs.  This  stummiy  or  the 
Laboraioiy's/Centen  6.1  program  should  be  limited  to  a  brief 
discQssion  of  the  nu^or  thnisis  and  a  statement  of  how  the 
program  is  integrated  with  and  suppeuts  the  total  program. 

(e)  Technology  Programs.  Each  discrete  technology  area 
that  supports  the  subject  area  of  the  TOD  is  described 
separately,  including  the  following  elements;  state-of-the-art 
goals  and  oigectives.  limiting  technical  factors,  antic^iaied 
payoff  and  milestones. 
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Appendix  A 
References 

Scctioal 

Reqimed  Publicaiioiis 
AR5^ 

Army  Smdics  and  Analyses 
AR2S-40O-2 

The  Modem  Anny  Recordkeqnng  System  (MARKS) 
AR27-«I 

Ritcllcctual  Fiopafy 
AR  70-21 

C^tificedon  &  RcgjstittioD  for  Access  to  DOD  Sdentific  A 
Technical  InformaHnn 

AR360-S 

Department  of  the  Army  InfoTtnaiion  Security  Program 
AR  380^10 

Technology  Transfer,  Disdosure  of  fefoimation,  and 
Contacts  with  Foreign  R^ieseotaiives 

AR  381-1 

Security  Controls  on  die  Disseminanon  of  Intelligence 
Tnfrirmarinn 

AR  380-49 

Indastiial  Security  Program 
AR  <30-1 

Operations  Security 
DODD  2040^ 

International  'Dansfeis  of  Technology,  Goods.  Services,  and 
Munitioiis 

DODD  3200.12 

DOD  Sdearific  A  Teehmcol  Infiumntion  Program 
DOD3200.12-K-1 

Research  A  Technology  Work-Unit  Information  System 
Regulation 

DOD3200.1^R-2 

Centers  of  Analysis  of  Scienti&c  A  Technical  Information 
Regulation 

DOD3200.12-M-1 

Research  A  Technology  Work-Unit  Tnfomuhon  System 
Manual 


DODD  4205.2 

Acquiring  and  Managing  Contracted  Advisory  and 
Assistance  Services  (CAAS) 

DODD520ai2 

Conduct  of  Classified  Meetings 

DODD  52102 

Access  to  and  Dissemination  of  Restricted  Data 
DODS22022-R 

Indostiial  Security  RcgolatioD  for  Safeguarding  Classified 
Information 

DOD522a22-M 

National  Indnsmal  Security  Program  Operating  Manual 
(NISPOM) 

DODD5230^ 

Clearance  of  DOD  Infomution  for  Public  Release 
DODD5230.il 

Disclosure  of  Classified  Militaty  Mocmacion  to  Foreign 
Governments  and  fot'l  Organizations 

DODI  5230.18 

DOD  Foreign  Disclosutc  and  Technical  foformation  System 
(FORimS) 

DODI  523020 

Viadis  and  Assignments  of  Foreign  RqneseDiativiM 
DODI  523022 

Connol  of  Dissemination  of  Inteiligeixx  Infonnation 
DODD  523024 

Distribution  Statements  on  Tecdmical  Doemnents 
DODD  523025 

Wittaholiling  of  Unclassified  Tedinical  Dam  from  Public 
Disclosure 

DODDS23025-FH 

Control  of  Unclassified  Technical  Data  with  Military  or 
Space  Application, 

DODD  523027 

Prsentation  ofDOD-Rdaied  Scientific  and  Technical  Papers 
ar  Meetings 

DODD  S400.7 

Freedom  of  Infonnation  Act  Program 
DODI  5400.10 

OSD  In^lcmcntatioTi  of  DOD  Freedom  of  Infonnation  Act 
Program. 
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ANSI/NISO  Z39.18-1995 

SckntifiiS  and  Technical  Repents:  Elements,  Oiganusaiiun 
and  Design  (American  National  Standards  Euiitate] 

jmemR^/n 

htfonaaojOD  Analysis  Centers  of  the  DOD 
Scctianll 

RabtadlPubliciitioiis 

A  related  poblicatioD  is  maely  a  source  of  additional 
infoonation.  The  user  does  not  have  to  read  it  to  understand 
thurcgulalion. 

AR  1-210 

Participation  in  ActivitieK  of  Private  Associations 
AR  25-55 

Bteedom  of  Infinmation  Act 
AR70-1 

Systems  Acquisition  PoUcy  aitd  Procedures 
aR  70-57 

Military-Civilian  Technology  Transfer 
aR  70-74 

Independent  Research  and  Development 

AR3<0r5 
Public  InfnrmnTinn 

Da  PAM  5-5 

Guidance  for  Army  Smdy  Sponsors.  Sponsor's  Study 
Direetois,  Smdy  Advisory  Groups,  and  Contracting  Officer 
Representatives 

DA  PAM  310-20 

Action  0£fic«:'s  Guide  to  Administrative  Publications 
DCIDNo.1/7 

Security  Controls  on  the  I^ssemmation  of  IntelligeiKe 
Infomaation 

DOD3200.12-R-4 

Domestic  Technology  Transfer  Program  Regulation 
DODI  3204.1 

Independent  Research  aird  Development 

DODD  8320.1 

DOD  Data  Administration 

DODD8320.1-M 

DOD  Data  Administration  I^ceduies 


DODD8320.1-M-1 

DOD  Data  Elements  standardization  Procedures 

DOD5200.28-M 
ADP  Security  Manual 

Section  ni 
Prescribed  Forms 

DD  Form  254 

Contract  Security  dassificarion  Specification 
DD  Form  1423 

Contract  Data  Requirements  List 
DD  Form  1498 

Woric-Umt  Infonnation  Summary 
DD  Form  1540 

Registration  for  Scieotific  and  Technical  Information 
Services 

Standard  Form  298 

Report  Documentation  Page 
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Appendix  B 
fflossaiy 

Section! 

Abbreviations 

AFBI 

Advanced  Planning  Bnefing  for  Industty 
AIFI 

Anny  Infomnabon  fi>r  Industry 

AlPIM 

Amy  InfomstioD  for  Industry  Manager 
AMC 

Army  Materiel  Command 
APCP 

Amy  Potential  Contractor  Program 
ASA  (RDA) 

Assistant  Secretary  of  die  Army  (Research,  Development  and 
Acquisition) 

ASMA 

Amy  Simulation  Modeling  Office 

BAA 

Broad  Agency  AnmunccmcnL 
CG 

Conmuinding  General 
CG.AMC 

Commanding  Geneml,  U.S.  Army  Materiel  Command 
CG,TRADOC 

Commanding  GeneraL  U.  S.  Army  lyaiiimg  and  Doctnne 
Command 

CRDA 

Cooperative  Research  &  Development  Agteement 
DA 

Department  of  the  Army 
COMINT 

Communications  XnicUigcncc 
(X>MSEC 

Commonicabons  Security 
DC$AQ,AMC 

Dqiuiy  Chief  of  Staff  for  Aoqmsition,  U.S.  Amy  Materiel 
Command 


DCSINT 

Deputy  Chief  of  Staff  for  InteUigence 
DCSOPS 

Deputy  Chief  of  Staff  for  Operanons  and  Plans 
DCSIU>E,AMC 

Depnty  Chief  of  Staff  for  Research,  Development  and 
Engineering,  U.S.  Amy  Materiel  Command 

DLSIE 

Defense  Logistics  Studies  Infoonaiion  Exdiange 
UROLS 

Defense  RDT&E  On-line  System 
DTIC 

Defense  Technical  Infomation  Center 

DOD 

Department  of  Defense 
DTT 

Domestic  Technology  Transfer 
EUNT 

Electronic  Intelligeace 

FACA 

Public  Law  92-463,  (be  Federal  Advisory  Connnittee  Act 
FAR 

Federal  Acquisition  Regulation 
FOCI 

foreign  owned,  controlled  or  infltienced 
HQDA 

ELeadquarters,  Depamnent  of  the  Army 
lAC 

Information  Analysis  Center 
IFIP 

Inform  arinn  for  Indostry  Program 

IR&D 

Independent  Research  and  Devdopment 
ILO 

Industrial  liaison  officer 
1LS 

Integrated  Logistics  support 
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MANPSINT 

Manpower  and  Peifnnnol  Integration 
NTIS 

National  Technical  Infonnation  Service 
ORTA 

Office  Of  Rcgcaicb  and  Tcchnobgy  Applicaiioiia 
ODUSA(OR) 

Office  of  the  Depu^  Ibdci  Sccrctaiy  of  (be  Army 
(OparatioDS  Research) 

OGA 

Other  Govemincnt  Agency 
RFP 

Reqoestjfor  Proposal 
R&D 

ReacKcb  and  DcvdopzDcni 
RDA 

Research,  Development  and  Acquisition 
RDT&E 

Research,  Development,  Teat,  and  Evaluation 
STINFO 

Scientific  and  Technical  Information 
TJAG 

The  Judge  Advocate  General 
ULO 

Technical  and  Indostdal  Liaison  Office 
TOD 

Tedinical  Objective  Document 
UFS 

Unfunded  Study,  Research  &  Development 
WJB 

Wotk-Ifoil  Information  Summary 

Section  JI 
Terras 

Analysis 

The  term  “analysis''  means  the  qualified  and/or  quantified 
evaluation  of  information  lequhing  technical  loxtwledge  and 
judgment 


Center  for  Analysis  of  Sdenlific  and  Technical 
Infonnation 

A  center  ettclnsively  concerned  with  review  or  analysis  of 
scientific  or  engineedng  data  will  be  considered  an 
information  analysis  center.  Such  centeis  are  distinguished 
from  doenmentarion  centers  and  libraiies,  since  their 
functions  are  primarily  concerned  with  the  handling  of 
documents  rather  than  the  technical  information  contained  in 
the  documents. 

Cootneted  FiindamcDlalRceeardt 

fodudes  grants  and  contracts  that  are  (a)  funded  by  budget 

Category  6.1  (“Research’),  whether  performed  by  universities 

or  industty  or  (b)  funded  by  bndget  Category  6.2 

('Expluralory  Devefopmenl'')  and  petfonned  on-campus  at  a 

university. 

Data 

Any  rqsesentalion  snch  as  characters  or  analog  quantities  to 
which  meaning  may  be  assigned.  Data  is  a  form  of 
informalion  and  may  be  expressed  in  digital,  graphic,  or 
symbolic  form. 

Development  Test 

The  engmeering  test  that  provides  data  on  safety,  the 
achievability  of  critical  system  technical  cbaracCerisdcx, 
refinement  and  ruggediution  of  hardware  configurations,  and 
determination  of  risks. 

Doenment 

Any  recorded  information  or  data  regardless  of  its  physical 
form  or  characteristics  including,  but  noirestriclcd  to,  the 
following: 

0.  Written  or  printed  material  (whether  handwritten, 
printed,  or  typed). 

b.  Data-proccssing  cords,  tapes,  or  disks. 

c.  M^s.  charts,  photographs,  negatives,  moving  or  still 
films,  film  str^,  video  recordings,  or  compact  disks. 

d.  Piintmgs.  drawings,  engravings,  or  sketches. 

e.  Sound  or  voice  recordings 

f.  Reprodnetions  of  the  foregoing  by  any  means  oi 
process. 

g.  T)niining  manoals,  new  equipment  products,  and  other 
training  publications. 

A  Briefing  documents. 

Field  Test 

The  test  under  realistic  combat  conditions,  of  tire  system,  for 
use  in  combatbyi^iresenuiti.ve  military  users. 

Focal  point,  WUIS 

The  individnal  responsible  for  ensuring  compliance  with 
WUIS  lepoLting  requirements. 
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InfomudoD 

The  meaning  assigned  to  data,  oi  a  desciiptian  of,  extension 
of,  or  elaboration  on  data  Throughout  this  regulation  the 
torn  *infoimalion"  means  scientific  and  rw*t>ir..il 
information.  Le.  the  meaning  assigned  b>  knowledge 
expressed  in  verbal  or  nonverbal  symbols. 

Inpultcr. 

An  individual  who  eitters  DD  Form  1498  data  into  the  WUIS 
database  by  any  approved  method. 

Need-tOfkBow 

The  demonstration  by  an  industrial  scientific.  technicaL  or 
educatkiUB]  oiganiaolian  of  acceptable  evidence  of  an 
existing  research  and  development  capabili^,  or  of  e  firm  and 
fisasible  intent  to  etepand  the  capability.  The  organization 
must  also  possess,  or  be  eligible  for,  individual  and  faraUty 
senirity  ckarancc(s)  of  a  classification  level  consistent  with 
die  specific  intbimazion  lo  be  released. 

QGCcisil  jniatiAiiil 

Articles  in  whidi  the  Government  has  a  proprietary  interest 
and  that  were  prepared  al  the  direction  of  the  anthoi's 
stipervisor  or  as  part  of  the  author’s  offidai  duties. 

Open  literature 

Published  manuscripts  and  articles  cleared  or  released  for 
public  U!K. 

Operational  control 

The  exercise  of  executive  anthority  and  icsponsibifity  for  the 
performance  of  mission  tasks  assigned,  indoding  the 
TEsparuSiiliLy  for  cn.saring  appropriate  coortlinatiaa  and 
application  of  technical  guidance. 

Agedtaif^es 

Cost  of  reviewing,  editing,  publishing,  and  disseminstioD  of 
information  tinough  a  professional  jocmaL 

Primary  distcibuttoo 

The  initial  distribution  of  technical  docunwnts  to  a 
distribution  list  of  recipients  under  die  anspices  of  the 
sponsoring  DA  activity  (even  when  performed  by  a 
contractnr,  grantee,  publisher,  or  other  agent  designated  by 
the  sponsoring  DA  activity).  It  does  not  include  movement 
of  reports  ndthin  an  activity  or  movement  between  contractor 
and  sponsoring  DA  activity. 

Research  and  deyelopmeotunftmdedstn^  ^&DDFS) 
Study  of  a  research  and  development  problem  or  requirement 
initialed  and  conducted  by  a  qualified  organization  at  not 
(fired  cziKt  to  du  Govenunent.  but  vrith  the  approval  and 
supportiof  thcU.S.  Army. 


Routine  engineerii^ 

Engineering.  madiematicaL  or  design  calcnlations  or  analysis 
of  a  routine,  repetitive,  non-origlnal/non-innovative  namre, 
that  could  be  classified  as  supporting  in  nature. 

Information 

Communicable  knowledge  or  information  resulting  foom,  or 
pertaining  to,  the  conduct  and  management  of  research  and 
engmecring  clToris.  Scientific  and  technical  information  is 
used  by  administrators,  managezs,  scientists,  and  engmeers 
engaged  in  sdentific  and  technical  efforts  and  is  the  basic 
intellecmal  lesomce  for,  and  result  of,  such  efforts. 

Scientific  and  teehntmi  persoamd 
Anyone  vho  is  trained  or  woddng  in  the  area  of  physicaL 
life,  malhcmaticaL  compotor.  csvironmcntaL  behavioral,  or 
social  sciences  or  engineeimg. 

Seoondaxy  distribittiaB 

Any  distribution  inclnding  loan  or  disclosure  of  a  technical 
report  subsequent  to  die  primary  distribution.  This  is  usually 
as  the  result  of  a  request,  and  usually  the  leqpousibitity  of  a 
iqiositoiy  such  as  DTIC. 

Sponsoring  Depaitment  of  the  Amy  Activity 

Any  Da  activity  or  office  that  is  dheedy  responsible  for 

funding  or  supervising  an  Army  RDTftE  program  whether 

performed  in  house  or  by  a  oonliact.  grant,  or  study 

Bgrcancni. 

Study 

Any  organized,  in-depth,  analytical  assessment  to  understand 
complex  issnes.  improve  the  quality  aixl  timeliness  of  Army 
poficy  development  or  decirion  malting,  provide  new  insights 
into,  alternative  solutions  to,  or  recommendations  on.  Army 
issnes  throngh  the  application  of  scientific  mediods. 

Tedmlcal  document 

Any  document,  as  described  above,  that  contains  technical 

•infrirrmitinn  qj  ttChuiMl 

Technical  information 

Information,  inclnding  scientific  infatmation.  that  relates  to 
research,  devdopmcnl,  enginccting,  test,  evaluation, 
produdion,  operation,  use,  and  rruuntenance  of  munilions  and 
otb>7  militaty  supplies  and  equipmenL 

U&ofllclal  wMrtwrfahl 

Manuscripts  prepared  by  the  Department  of  the  Army  dvilian 
or  mifitaiy  perKonnel  as  private  individuals  on  off-duty  time 
and  in  wHcb  the  Government  has  no  pioprieury  interest. 
Such  articles  arc  tmoffidal  even  if  the  authors  were  permitted 
and  encouraged  by  offidai  supervisors  to  write  them,  and  the 
articles  concern  work  done  as  part  of  Army  R&D  activities. 
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DEPARTMENT  OF  THE  NAVY 

OFFICE  OF  THE  SECRETARY 
1000  NAVY  PENTAGON 
WASHINGTON.  DC  20350-1000 


ymcJMAViJMST  jyuu.4iB 
ONR  3  6 

26  February  2002 


SECNAV  INSTRUCTION  3900. 43B 


From:  Secretary  of  the  Navy 

Subj :  POLICY  AND  ASSIGNMENT  OF  RESPONSIBILITIES  FOR  THE 

SCIENTIFIC  AND  TECHNICAL  INFORMATION  PROGRAM  (STIP) 

Ref;  (a)  Department  of  Defense  Directive  3200.12  of  11  Feb  98 
(NOTAL) 

(b)  Department  of  Defense  Instruction  3200.14  of 

13  May  97  (NOTAL)  (Note:  Administrative  Reissuance 
incorporating  through  Change  3,  28  Jun  01) 

1.  Purpose .  To  implement,  establish  policy,  and  assign 
responsibility  for  the  Department  of  the  Navy  (DON)  Scientific 
and  Technical  Information  Program,  under  references  (a)  and  (b) . 
It  is  a  complete  revision  and  should  be  read  in  its  entirety. 

2.  Cancellation.  SECNAVINST  3900. 43A. 

3.  Scope .  This  instruction  is  applicable  to  all  commands  and 
activities  within  DON  responsible  for  the  management, 
administration,  and  execution  of  DON  activities  supporting  STIP. 

4.  Definition.  Scientific  and  Technical  Information  (STI)  is 
the  communicable  knowledge  or  information  resulting  from  or 
about  the  conduct  and  management  of  scientific  and  engineering 
efforts . 

5.  Policy.  It  is  DON  policy  that  a  variety  of  information- 
support  efforts  to  identify  and  promote  awareness  of  STI 
generated  by  DON  research,  development,  test  and  evaluation 
activities  promotes  an  environment  of  timely  and  cost-effective 
management,  facilitates  the  elimination  of  unnecessary 
duplication  of  effort,  and  advances  naval.  Department  of 
Defense,  and  national  efforts.  These  activities  shall  be 
carried  out  per  references  (a)  and  (b) . 


SECNAVINST  3 900. 43 B 
26  February  2002 

6 .  Responsibilities 


a.  The  Chief  of  Naval  Research  (CNR)  is  responsible  for 
representing  and  managing  the  DON  Scientific  and  Technical 
Information  Program.  The  CNR  shall  name  a  senior  science  and 
technology  information  program  manager  to  represent  the  DON. 

b.  The  Heads  of  the  DON  components  shall  implement  this 
instruction  and  the  policy  and  principles  in  references  (a)  and 
(b) .  That  includes  responsibility  to: 

(1)  Establish,  operate,  and  administer  STIP  functions 
and  activities  required  for  the  conduct  of  their  missions. 

(2)  Provide  programming,  budgeting,  funding,  and  other 
fiscal  support  for  their  STIP  activities. 

7.  Action.  Responsible  entities  shall  take  the  necessary  steps 
to  implement  DON  STIP  as  outlined  in  this  instruction. 


Distribution ; 
SNDL  A2A 

A3 

26F3 

41A 

C80H 

C84A 

E3A 
E3B 
FA27 
FB14 
FB44 
FDl 
FF5 
FF6 
FF38 
FF42 
SNDL  FF44 


Gordon  R.  England 
Secretary  of  the  Navy 


(Department  of  the  Navy  Staff  Offices)  (Chief  of 
Naval  Research,  only) 

(Chief  of  Naval  Operations)  (N811,  only) 
(Operational  Test  and  Evaluation  Force) 

(Commander  Military  Sealift  Command) 

(Air  Warfare  Center  Weapons  Division  Detachments) 
(Yorktown,  only) 

(Surface  Warfare  Center  Division  Detachments) 
(White  Sands  and  Yorktown,  only) 

(Laboratory,  Research) 

(Research  Office) 

(Weapons  Station,  LANT) 

(Weapons  Station,  PAC) 

(Missile  Range  Facility) 

(Meteorology  and  Oceanography  Command) 

(Safety  Center) 

(Observatory,  Naval) 

(Academy,  Naval) 

(Postgraduate  School) 

(War  College) 
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FH5 

FH6 

FH8 

FH18 

FH2  0 

FH22 

FKAIA 

FKAIB 

FKAIC 

FKAIF 

FKAIG 

FKA8F 

FKM21 

FKPIE 

FKP4 

FKP4A 

FKP4B 

FKP4E 

FKP4G 

FKP5 

FKP6 

FKR6A 

FKR6B 

FKR7A 

FNl 

FN2 

FSl 

FTl 

FT51 

FT78 

V12 
V2  8 


SECNAVINST  3900.43B 
26  February  2002 


(Laboratory,  Medical) 

(Medical  Research  Center) 

(Medical  Research  Unit) 

(Operational  Medicine  Institute) 

(Health  Research  Center) 

(Dental  Research  Institute) 

(Air  Systems  Command) 

(Space  and  Naval  Warfare  Systems  Command) 
(Facilities  Engineering  Command) 

(Supply  Systems  Command) 

(Sea  Systems  Command) 

(Strategic  Systems  Programs) 

(Clothing  and  Textile  Research  Facility) 

(Undersea  Warfare  Center  and  Divisions) 

(Surface  Warfare  Center) 

(Coastal  Systems  Station  Dahlgren  Division) 
(Combat  Direction  Systems  Activity) 

(Surface  Warfare  Center  Divisions) 

(Ship  Systems  Engineering  Station) 

(Seasparrow  Project  Support  Office) 

(Experimental  Diving  Unit) 

(Air  Warfare  Center  Aircraft  and  Training  Systems 
Division) 

(Air  Warfare  Center  Weapons  Division) 

(Air  Engineering  Station) 

(Space  Command) 

(Satellite  Operations  Center) 

(Intelligence) 

(Education  and  Training,  Chief  of) 

(Mine  Warfare  Training  Center) 

(Education  and  Training  Professional  Development 
and  Technology  Center) 

(Combat  Development  Command,  Marine  Corps) 
(Systems  Command,  Marine  Corps) 
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DEPARTMENT  OF  THE  NAVY 

OFFICE  OF  NAVAL  RESEARCH 
800  NORTH  QUINCY  STREET 
ARLINGTON.  VA  22217-8860 


IN  NtFUY  REFCR  TO 

ONRINST  3900.36 
36 

1  August  1994 


From:  Chief  of  Naval  Research 

Subj:  NAVY  SCIENTIFIC  AND  TECHNICAL  INFORMATION  PROGRAM  (STIP) 

Ref;  (a)  SECNAVINST  3900. 4 3A 

(b)  DoD  Directive  3200.12  of  15  Feb  83 

(c)  DoD  Regulation  3200.12-R-l  of  Aug  83,  Research  and 
Technology  Work  Unit  Information  System  Regulation 

(d)  DoD  Regulation  3200.12-M-l  of  Aug  84,  Research  and 
Technology  Work  Unit  Information  System  Manual 

(e)  SECNAVINST  3900. 29C 

Enel:  (1)  Guidelist  for  Management  Controls 

1.  Purpose .  To  implement  references  (a)  and  (b)  and  further 
define  management  responsibilities  within  the  Department  of  the 
Navy  (DON)  for  implementation  of  the  Department  of  Defense  (DoD) 
STIP. 

2.  Applicability  and  Scope.  This  instruction  applies  to  all  DON 
research,  development,  test,  and  evaluation  organizations  as 
identified  in  reference  (a)  for  the  purpose  of  STIP. 


a.  Document.  Any  recorded  information  regardless  of  its 
medium,  physical  form,  or  characteristics. 

b.  Technical  Document.  Any  document  that  presents 
Scientific  and  Technical  Information  (STl) . 

c.  Technical  Report.  Any  preliminary  or  final  technical 
document  prepared  to  record,  document,  or  share  results  obtained 
from,  or  recommendations  m. de  on,  or  relating  to,  DoD-sponsored 
or  co-sponsored  scientific  and  technical  work. 
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d.  Scientific  andJTechnical  Information  fSTiK  Communicable 
knowledge  or  information  resulting  from,  or  pertaining  to,  the 
conduct  and  management  of  DoD  research,  development,  test,  and 
evaluation  (RDT&E)  efforts.  STI  is  used  by  administrators, 
managers,  scientists,  and  engineers  engaged  in  scientific  and 
technological  efforts  and  is  the  basic  intellectual  resource  for 
and  result  of  such  effort. 

e.  Scientific  and  Technical  Information  Program  fSTIP) .  A 
coordinated  structure  of  DoD  STI  functions  operated  or 
administered  by  the  Military  Departments  and  Defense  Agencies 
under  the  overall  policy  direction  and  control  of  the  Under 
Secretary  of  Defense  for  Acquisition  (USDA)  (further  delegated  to 
the  Chief  of  Naval  Research  (CNR)  by  reference  (a) ) .  The 
objectives  of  the  STIP  are  to:  (1)  ensure  that  STI  generated  by 
RDT&E  programs  provides  maximum  contribution  to  the  advancement 
of  science  and  technology;  (2)  permit  timely,  effective,  and 
efficient  control  of  the  DoD  RDT&E  programs;  (3)  provide 
information  support  to  the  management  of  RDT&E-related  programs; 
and,  (4)  eliminate  vinnecessary  duplication  of  effort  and 
resources  by  encouraging  and  expediting  the  interchange  and  use 
of  STI . 

f.  RDT&E  Work  Unit.  The  smallest  segment  into  which 
research  or  technology  efforts  are  divided  for  local 
administration  or  control.  Each  work  unit  has  a  specific 
objective,  finite  duration,  and  results  in  an  end  product.  It  is 
technically  distinct  in  scope,  objective,  and  duration  from  other 
research  or  technology  efforts  with  which  it  may  be  aggregated 
for  either  financial,  administrative,  or  contracting  pxirposes. 

4 .  DoD  STT  Policy 

a.  As  outlined  in  more  detail  by  reference  (b) ,  "The  DoD 
STIP  program  includes  reproduction  and  dissemination  of,  and 
access  to,  scientific  and  technical  doc\iBents;  conduct  of 
technical  meetings  and  symposia;  management  of  scientific  and 
technical  libraries,  technical  information  centers,  information 
analysis  centers  (lACs) ,  and  technical  information  data  systems; 
application  of  information  and  decision-support  systems  to 
managing  RDT&E  and  study  programs;  and  conduct  of  programs  to 
explore  and  apply  advanced  techniques  and  technologies  to  STI 
processes .  •' 

b.  The  overriding  priority  of  the  DoD  STIP  is  to  ensure 
timely  and  effective  exchange  among  DoD  RDT&E  and  study 
performers  and  managers  of  all  STI  generated  by,  or  relevant  to, 
the  pursuit  of  DoD  RDT&E  programs.  The  DoD  STIP  provides  for 
interchange  of  STI  within  and  among  DoD  components,  their 
contractors,  and  the  national  and  international  scientific  and 
technical  community — taking  into  account  both  security 
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requirements  and  access  restrictions.  Maximum  use  will  be  made 
of  existing  organizations,  such  as  the  Defense  Technical 
Information  Center  (DTIC)  and  lACs,  to  produce  a  coherent  program 
providing  maximxm  sharing  of  data  and  resources  and  effective 
service  to  all  bona  fide  users  of  DoD  STI.  Additional  DoD  STI 
goals  include: 

(1)  Improving  existing  services  using  the  latest 
available  technology. 

(2)  Providing  maximum  participation  and  compatibility 
among  information  programs  of  disparate  DoD  components. 

(3)  Avoiding  unnecessary  duplication  of  research  effort. 

c.  The  DoD  STIP  operates  as  a  coordinated  structure  of 
generally  decentralized  activities  under  the  policy  direction  of 
the  USDA.  DTIC  provides  the  centralized  focus  for  most  DoD  STIP 
activity,  including  document  access  and  dissemination,  data  base 
and  reference  services,  and  as  both  a  direct  information  system 
and  data  base  support  for  USDA. 

5.  DON  STI  Policy 

a.  As  an  integral  part  of  the  DoD  STIP,  the  DON  STIP  ensures 
that  the  STI  generated  by  RDT&E  programs  is  used  to  advance 
naval,  DoD,  and  national  RDT&E  efforts.  This  continuing  exchange 
of  Navy  STI  helps  eliminate  needless  duplication  of  effort, 
improve  management  efficiency,  and  supx>ort  STI  needs  of 
scientists,  engineers,  and  managers  alike.  Reliable  research 
results  often  require  pre-planned,  repetitive  testing  to 
demonstrate  reliability. 

b.  The  principal  objective  of  the  DON  STIP  is  to  improve  the 
processing,  dissemination,  application,  and  retention  of  Navy 
STI.  This  process  requires  the  latest  available  technologies 
deemed  cost-effective,  as  well  as  maximum  participation  in,  and 
compatibility  with,  STI  programs  of  DoD  activities,  other  Federal 
agencies,  and  the  private  sector. 

c.  The  overriding  priority  for  the  DON  STIP  is  ensuring  that 
all  STI  generated  by,  or  relevant  to.  Navy  RDT&E  progrzuns  is 
exchanged  rapidly  and  effectively  among  Navy,  other  DoD  managers. 
Navy  contractors  and  potential  contractors  within  security 
constraints.  Per  official  clearance  procedures,  the  DON  releases 
STI  for  public  use  through  assigned  Federal  agencies.  DON  STI 
must  be  archived  properly  to  insure  both  retention  of,  and  access 
to,  vital  data  and  information. 

d.  Under  this  overall  policy,  three  specific  actions  form 
the  basis  for  the  DON  STIP: 
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(1)  All  applicable  OTIC  data  bases  shall  be  reviewed 
prior  to  the  initiation  or  funding  of  any  new  Navy  RDT&E  effort, 
whether  performed  in-house  or  through  a  Federal  Acquisition 
Regulation  contract,  cooperative  agreement,  grant,  study.  Small 
Business  Innovative  Research  project,  or  Domestic  Technology 
Transfer  Cooperative  Research  and  Development  Agreement  under  the 
provisions  of  the  Federal  Technology  Transfer  Act  of  1986. 

( 2 )  A  work  unit  reporting  the  initiation  or  funding  of 
any  of  the  Navy  RDT&E  efforts  listed  above  shall  be  recorded  and 
submitted  in  a  timely  manner  to  DTIC  per  references  (b) ,  (c) ,  and 
(d) .  In  addition,  all  work  unit  summaries  shall  be  updated 
whenever  there  is  a  major  change  in  work;  upon  completion, 
cancellation,  or  termination  of  work;  or,  in  any  event,  at  least 
annually  following  initial  submission. 

(3)  Upon  completion,  termination,  or  cancellation  of  any 
Navy  RDT&E  work  unit  or  group  of  closely-related  units,  a 
scientific/ technical  report,  or  termination  notice,  shall  be 
prepared  by  the  responsible  investigator.  This  report  will  be 
recorded  on  Standard  Form  298  (Report  Documentation  Page)  per 
reference  (e) ;  both  the  report  and  the  Standard  Form  298  should 
be  forwarded  to  DTIC  promptly.  Final  reports  may  be  in  the 
format  of  journal  articles,  proceedings,  slide  presentations, 
videos,  software,  optical  and  other  disk  devices,  or  other 
applicable  newly  emerging  media,  and  when  approved  as  such  by  the 
command  responsible  for  the  report.  If  a  final  report  is 
available  in  more  than  one  form  or  medixun,  one  copy  of  each 

d  ^rent  example  should  be  submitted  to  DTIC.  Journal  aorticles, 
p  aedings,  slide  presentations,  film,  videos,  optical  software, 
c.  other  new  media  may  be  submitted  as  a  final  report  where 
appropriate.  In  the  case  of  termination  of  a  work  unit,  a  letter 
report  may  substitute  for  the  final  report. 

6 .  Responsibilities 

a.  Per  reference  (a) ,  the  CNR  is  the  responsible  agent  for 
managing  the  DON  STIP. 

b.  Reference  (a)  directs  that  Heads  of  DON  components  comply 
with  the  DON  STIP.  Responsibilities  include  the  actions  cited  in 
paragraphs  5d(l) ,  5d(2) ,  and  5d(3),  with  particular  attention 
given  to  ensuring  that  all  RDT&E  funding  is  accounted  for 
appropriately. 

'7 .  Action 


a.  The  Office  of  Naval  Research  (ONR)  Industrial  Programs 
Department  (ONR  36),  as  the  CNR's  designee,  shall  oversee  the  DON 
STIP  per  paragraph  C2  of  enclosure  (2)  to  reference  (b) , 
including  monitoring  of  DON  component  compliance  identified  in 
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paragraph  6b  above.  Monitoring  shall  include  reconciliation 
between  individual  DON  component  receipt  of  RDT&E  funding  and 
related  reporting  and  periodic  summary  reports  from  DTIC  on  DON 
component  submissions.  Supplemental  guidance  and  reporting 
formats  shall  be  developed  and  provided  to  command  DON  STIP  focal 
points  as  required.  ONR  36  will  utilize  enclosure  (l)  to  aid  in 
assessment  of  management  controls  for  the  DON  STIP.  ONR  Special 
Assistant  for  Laboratory  Fiscal  Management  (ONR  08C) ,  shall 
provide  to  ONR  36  the  budgetary/financial  information  related  to 
individual  DON  component  receipt  of  RDT&E  funding,  as  indicated 
above . 

b.  Department  of  the  Navy  contracting  activities  shall 
ensure  that  DTIC  is  included  in  the  final  technical  report 
distribution  by  (1)  including  a  requirement  in  all  contracts  and 
grants  for  research  and  development  that  awardees  shall  certify 
to  the  cognizant  Administrative  Contracting  Officer  that  the 
final  technical  report  was  submitted  to  DTIC  and  (2)  monitor 
compliance  with  this  certification  requirement  for  awardees  as  a 
special  interest  item  during  periodic  Procurement  Management 
Reviews . 


c.  DON  Echelon  1  and  2  Commands  shall  review  and  report 
compliance  with  this  instruction  during  command  inspections  of 
subordinate  activities  that  conduct  or  manage  RDT&E  work 
performed  as  in  paragraphs  5d(l),  5d(2) ,  and  5d(3) . 

d.  Heads  of  DON  components  shall: 

(1)  Implement  the  DON  STIP. 

(2)  Establish  procedures  to  ensure  the  three  actions 
cited  in  paragraphs  5d(l) ,  5d(2),  and  5d(3) . 

(3)  Designate  at  least  one  STIP  Focal  Point  for  each 
command /activity.  Forward  the  name,  address,  telephone  and  fax 
numbers  of  each  STIP  Focal  Point  to  the  Chief  of  Naval  Research, 
ONR  36  within  30  days  of  receipt  of  this  instruction.  Notify  ONR 
36  within  30  days  of  subsequent  changes  in  STIP  Focal  Point (s). 

(4)  STIP  Focal  Points  shall; 

(a)  Serve  as  primary  point  of  contact  at  their 
command/activity  for  STIP  matters, 

(b)  Monitor  the  review  of  applicable  DTIC  data  bases 
by  scientific  officers  prior  to  initiating  new  efforts,  in  order 
to  prevent  duplication  or  undesirable  overlap  with  either  prior 
or  on-going  studies  or  RDT&E  work  elsewhere  within  DoD  as 
indicated  in  paragraph  5d, 
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(c)  Monitor  all  new  and  on-going  RDT&E  work  to  insure 
that  new  start  information,  updated  work  units,  progress  reports, 
termination  work  unit  reports,  and  technical  reports  on  completed 
work  units  or  programs  are  forwarded  promptly  to  DTIC  per 
references  (b) ,  (c) ,  and  (d)  and  paragraph  5d  of  this 
instruction. 


(d)  Report  semiannually  to  the  CNR  (Attn:  ONR  36)  on 
the  command's  compliance  with  (b)  and  (c)  above. 

8.  Report .  The  reporting  requirements  contained  in  paragraph 
7d(4) (d)  are  exempt  from  reports  control  by  SECNAVINST  5214.2B. 


Distribution: 
SNDL  A2A 
A3 

26F3 

41A 

C20C 

C25A 

C80H 

C84A 

E3 

F81 

FDl 

FF5 

FF6 

FF38 

FF42 

FF44 

FH5 

FH7 

FH8 

FH19 

FH20 

FH22 

FJA13 


(1  each) 

(Department  of  the  Navy  Staff  Offices)  (CNR,  only) 
(Chief  of  Naval  Operations)  (N811,  only) 

(Commander,  Operational  Test  and  Evaluation  Force) 
(Commander,  Military  Sealift  Command) 

(Naval  Research  Laboratory  Underwater  Sound 
Reference  Detachment) 

(OPNAV  Support  Activity  Detachment)  (Ft.  Ritchie, 
only) 

(NAWC  Weapons  Division  Detachment)  (White  Sands  and 
Albuquerque) 

(Naval  Surface  Warfare  Center)  (Annapolis  and  Silver 
Spring) 

(Activities  under  the  Command  of  the  Chief  of  Naval 
Research) 

(Naval  Intelligence  Command) 

(Naval  Oceanography  Command) 

(Naval  Safety  Center) 

(Observatory,  U.S.  Naval) 

(U.  ,S.  Naval  Academy) 

(Postgraduate  School) 

(Naval  War  College) 

(Laboratory,  COMNAVMEDCOM)  (Groton,  Pensacola,  and 
New  Orleans) ) 

(Medical  Research  Institute) 

(Medical  Research  Unit)  (San  Francisco  and  New  York) 
(Medical  Research  &  Development  Command) 

(Health  Research  Center) 

(Dental  Research  Institute) 

(Naval  Personnel  Research  &  Development  Center) 


(Distribution  continued) 
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Distribution 
SNDL  FJAIA 
FKAl 
FKAIB 
FKAIC 
FKAIG 
FKA8F 
FKJAIK 
FKM21 
FKNll 
FKPIB 

FKPIE 

FKPIF 

FKPIG 

FKPIM 

FKPIN 

FKPIS 

FKP4A 

FKP4B 

FKP4E 

FKP6C 

FKP6D 

FKP19 

FKQl 

FKQ3A 

FKQ5 

FKQ6C 

FKQ6E 

FKQ6F 

FKQ6G 

FKR3A 

FKR3H 

FKR3I 

FKR4A 

FKR5 

FKR6 

FKR6A 

FKR6B 

FKR38 

FNl 

FN2 

FTl 


(continued) : 

(Air  Systems  Command) 

(SYSCOMS) 

(Air  Systems  Command) 

(Facilities  Engineering  Command) 

(Sea  Systems  Command) 

(Strategic  Systems  Programs) 

(Naval  Supply  Systems  Command) 

(Clothing  &  Textile  Research  Facility) 

(Civil  Engineering  Laboratory) 

(Weapons  Station)  (Goose  Creek,  Concord,  Colts  Neck, 
Seal  Beach,  and  Yorktown) 

(Undersea  Warfare  Engineering  Station)  (Newport  and 
Keyport) 

(Mine  Warfare  Engineering  Activity) 

(Ship  Weapon  Systems  Engineering  Station) 

(Weapons  Support  Center) 

(Naval  Warfare  Assessment  Center) 

(Integrated  Combat  Systems  Test  Facility)  (San  Diego 
and  Louisville) 

(Coastal  Systems  Center) 

(Explosive  Ordnance  Disposal  Technology  Center) 
(Naval  Surface  Warfare  Center)  (Washington  and 
Indian  Head) 

(Seasparrow  Project  Support  Office) 

(Experimental  Diving  Unit) 

(Sea  Combat  Systems  Engineering  Station) 

(Naval  Command,  Control  &  Ocean  Surveillance  Center) 
(Electronic  Systems  Engineering  Center  and  Activity) 
(North  Charleston,  Portsmouth,  and  St  Inigoes) 
(Space  Systems  Activity) 

(Command,  Control  &  Ocean  Surveillance  Center  (RDT&E 
Division) ) 

(Research  Center) 

(Surface  Warfare  Center) 

(Underwater  Systems  Center) 

(Air  Engineering  Center) 

(Air  Propulsion  Center) 

(Training  Systems  Center) 

(Missile  Test  Center) 

(Avionics  Center) 

(Naval  Air  Warfare  Center) 

(Naval  Air  Warfare  Center  Aircraft  Division) 

(Naval  Air  Warfare  Center  Weapons  Division)  (China 
Lake  and  Point  Mugu) 

(Naval  Air  Development  Center) 

(Naval  Space  Command) 

(Astronautics  Group) 

(Training) 


(Distribution  continued) 
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Distribution  (continued) : 

SNDL  FT78  (Education  &  Training  Program  Management  Support 
Activity) 

V12  (Marine  Corps  Combat  Development  Command) 

V28  (Marine  Corps  Research,  Development,  and  Acquisition 
Command) 

Copy  to:  (1  copy  each) 

Naval  Research  Laboratory  Detachment 
Monterey,  CA  93943-5006 

Commanding  Officer 
NSWC  Indian  Head  Division 
Yorktown,  VA  23691-5110 

Director,  Naval  Fleet  Analysis  Center 
Naval  Weapons  Station 
Seal  Beach  Detachment 
Corona,  CA  91720-5000 

Officer  in  Charge 
Naval  Warfare  Assessment  Center 
Metrology  R&D  Program 
Corona,  CA  91720-5000 

Commanding  Officer 
Naval  Weapons  Station 
Corona,  CA  94520-5000 

Director,  Cruise  Missiles  Project  and  Unmaimed  Aerial  Vehicles 

Joint  Program 

Washington,  DC  20361-1014 

SECNAV/OPNAV  Directives  Control  Office 
Washington  Navy  Yard,  Bldg  200 
901  M.  Street,  S.E. 

Washington,  DC  20374-5074  (20  copies) 

Stocked ; 

Naval  Aviation  Supply  Office 
ASO  Code  103 
5801  Tabor  Avenue 

Philadelphia,  PA  19120-5099  (50  copies) 
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gyiDELIgT  -  QNRINSI 

1.  Function,  Program,  or  Assessable  Unit:  _ _ 

2.  List  all  higher  level  and  local  applicable  instructions, 
guidance  and/or  standard  operation  procedures  by  number,  title, 
and  date. 


a.  Is  all  implementing  guidance  current? 

(1)  _  (2)  _ 

3.  List  the  steps,  processes,  and  controls  necessary  to  accom” 
plish  the  functional  responsibilities  of  the  assessable  unit. 

a.  Do  the  position  descriptions  of  employees  coincide  with 
the  work  actually  being  done  by  them? 

(1)  _  (2)  _ 

b.  Have  all  employees  been  exposed  to  TQL  training? 

(1)  _  (2)  _ 

c.  Arc  the  incximbent  employees  competent  to  hold  their 
positions  by  virtue  of  education  and/or  training? 

(1)  _  (2)  _ 

d.  Do  all  employees  have  qualified  and  continuous  supervi¬ 
sion? 

(1)  _  (2)  _ 

e.  Do  managers  and  employees  maintain  and  demonstrate  a 
positive  and  supportive  attitude  toward  management  controls  at 
all  times? 


(1)  _  (2)  _ 

f.  Are  key  duties  and  responsibilities  in  authorizing,  pro¬ 
cessing,  recording  and  reviewing  transactions  separated  among 
individual  employees  and  managers? 

(1)  _  (2)  _ 
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g.  Are  managers  and/or  employees  acting  within  the  scope  of 
their  authority  when  they  authorize  transactions  and  execute 
their  duties? 


(1)  _  (2)  _ 

h.  Is  access  to  government  resources  and  records  limited  to 
authorized  individuals  and/or  is  there  a  system  of  accountability 
(inventory)  for  the  custody  and  use  of  resources? 

(1)  _  (2) _ 

i.  Are  regular  inventories  required  by  management  and/or 
regulation? 

(1)  _  (2)  _ 

j .  Are  inventories  accomplished  at  the  required  frequency? 

(1)  _  (2)  _ 

k.  Has  an  appropriate  system  of  recording  transactions  and 
other  significant  events  been  established  ? 

(1)  _  (2)  _ 

l.  Are  all  transactions  and  significant  events  recorded 
promptly  and  classified  properly,  i.e.,  is  the  system  adequate? 

(1)  _  (2)  _ 

m.  Is  all  current  documentation  readily  available  for 
examination  by  persons  outside  the  organization? 

(1)  _  (2)  _ _ 
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•  T  I  L  □  • 

Intraductian 


The  Army  depends  on  the  industrial  sector, 
including  both  large  and  small  businesses,  for 
most  research  and  development  (R&D)  services  and 
nearly  all  materiel  acquisition.  Consequently,  it  is 
advantageous  to  the  Army  to  provide  information  that 
will  help  businesses  maintain  awareness  of 
prospective  Army  procurements  and  develop 
competitive  postures  in  anticipation  of  those 
procurements.  By  providing  information  to  industry 
on  Army  needs,  the  Army  gains  access  to  existing  and 
emerging  technologies  and  benefits  from  increased 
competition  during  development  and  acquisition. 

It  is  therefore  incumbent  upon  the  Army  to  make  avail¬ 
able  the  latest  advanced  planning  and  requirements 
information  so  that  industry  can  effectively  apply  its 
resources  in  developing  the  materiel  and  weapons 
necessary  to  support  the  national  defense  effort.  It  is 
the  purpose  of  this  pamphlet  to  summarize  briefly  the 
information  for  industry  programs  that  are  provided 
or  supported  by  the  Army’s  family  of  Technical  and 
Industrial  Liaison  Offices  (TILO). 

The  U.S.  Army  Materiel  Command  (AMC)  maintains 
the  Headquarters  (HQ)  AMC  TILO  and  eight  field 
TILOs.  This  pamphlet  lists  the  locations  of the  TILOs, 
explains  the  procedures for  arranging  a  visit,  and  de¬ 
scribes  the  types  of  information  and  support  that  they 
offer  and  the  programs  and  services  that  they  pro¬ 
vide.  AMC  invites  you  to  visit  your  nearest  TILO  at 
your  earliest  convenience. 
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TILO  Locations 

Headquarters,  U.S.  Army  Materiel  Command 

Technical  &  Industrial  Liaison  Office 

ATTN:  AMCRDA-AI-TILO 

5001  Eisenhower  Avenue 

Alexandria,  VA  22333-0001 

Phone:  (703)  617-8948  -  Fax:  (703)  617-2235 

U.S.  Army  Tank-Automotive  RD&E  Center 

ATTN:  AMSTA-TR-R;  MS  205 

Warren,  MI  48397-5000 

Phone:  (810)  574-5758  -  Fax:  (810)  574-7636 

U.S.  Army  Armament  RD&E  Center 
ATTN:  AMSTA-AR-ASC 
Picatinny  Arsenal,  NJ  07806-5000 
Phone:  (201)  724-7349  -  Fax:  (201)  724-2934 

U.S.  Army  Communications-Electronics  Command 

ATTN:  AMSEL-AC-SP-BL 

Fort  Monmouth,  NJ  07703-5008 

Phone:  (732)  532-2671  -  Fax:  (732)  532-9095 

U.S.  Army  Research  Laboratory 
ATTN:  AMSLC-PP-LM 
2800  Powder  Mill  Road 
Adelphi,MD  20783-1145 

Phone:  (301)  394-3880  -  Fax:  (301)  394-1162/2416 

U.S.  Army  Edgewood  Chemical  Biological  Center 
ATTN:  SCBRD-ASC 
5232  Fleming  Road 

Aberdeen  Proving  Ground,  MD  21010-5423 
Phone:  (410)  436-2031  -  Fax:  (410)  436-6529 

U.S.  Army  Natick  Soldier  Center 
ATTN:  AMSSB-RSC-BB(N) 

15  Kansas  Street 

Natick,  MA  01760-5019 

Phone:  (508)  233-5431  -  Fax:  (508)  233-5086 

U.S.  Army  Simulation,  Training  and 

Instrumentation  Command 

ATTN:  AMSTI-CSP 

12350  Research  Parkway 

Orlando,  FL  32826-3276 

Phone:  (407)  384-5107  -  Fax:  (407)  384-5130 

U.S.  Army  Aviation  and  Missile  Command 
ATTN:  AMSMI-RD-TI 
Redstone  Arsenal,  AL  35898-5243 
Phone:  (205)  876-4270  -  Fax:  (205)  876-8866 
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Eligibility  Requirements 

Visitors  to  TILOs  must  meet  certain  requirements.  First, 
they  must  be  U.S.  citizens  and  a  member  of  a  U.S. -controlled 
organization  that  has: 

•  Expressed  a  desire  to  participate  in  the  R&D  effort 
of  the  U.S.  Army. 

•  Obtained  the  necessary  facility  and  personnel  clearances. 

•  Provided  acceptable  evidence  of  an  existing 
or  planned  R&D  capability. 

Qualified  foreign  representatives  with  appropriate  data  ex¬ 
change  agreements  or  memoranda  of  agreement  (MO  A)  may 
request  a  TILO  visit  through  their  embassies.  TILOs  obtain 
approval  for  the  release  of  information  through  Army  foreign- 
disclosure  channels. 

When  an  organization’s  area  of  interest  exceeds  current  con¬ 
tracts,  it  may  establish  need-to-know  through  registration  in  the 
Army  Potential  Contractor  Program  (described  on  page  6). 

Visit  Poiicy  &  Procedures 

Normally,  industrial  visitors  must  make  appointments  at  least 
one  week  in  advance  in  order  to  process  security  clearances. 
Appointments  to  review  documents  in  the  HQ  AMC  TILO  are 
scheduled  from  0800  to  1200  hours  and  from  1300  to  1530 
hours  Monday  through  Friday. 

Visitors  should  forward  their  personal  security  clearances  to  the 
local  security  office  with  the  annotation  “To  visit  the  Technical 
and  Industrial  Liaison  Office  for  the  purpose  of  reviewing 
Army  R&D  documents.” 

Prior  to  scheduling  an  appointment,  personal  security  clear¬ 
ances  (visit  requests)  should  be  mailed  or  faxed  to: 

U.S.  Army  Materiel  Command 
ATTN:  AMCRDA-AI-TILO 
5001  Eisenhower  Avenue 
Alexandria,  VA  22333-0001 
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Phone:  (703)  617-8948  -  Fax:  (703)  617-2235 

Web  Site:  http://www.amc.army.mil/amc/rda/tilomenu.html 

Include  the  organization’s  facility  clearance,  cognizant  security 
office,  and  Defense  Technical  Information  Center  (DTIC)  user 
code  on  the  visit  clearance  request.  Visit  clearance  requests 
may  be  made  for  a  one-year  period. 

Informatian  Services 

Army  personnel  are  available  at  each  TILO  to  provide  techni¬ 
cal  consultation  and  guidance  on  current  and  long-range  R&D 
projects.  These  offices  have  the  full-time  responsibility  of 
providing  information  requested  by  current  or  potential  defense 
contractors. 

This  technical  information  service  is  complemented  by  selected 
R&D  planning,  requirements,  and  information  documents. 
These  include  the  following: 

Research  &  Development  Descriptive  Summaries  (RDDS)  - 

sometimes  referred  to  as  Program  Element  Descriptive  Sum¬ 
maries  (PEDS).  These  documents,  submitted  to  the  Office  of 
the  Secretary  of  Defense  and  to  Congress,  contain  narrative 
information  on  all  research,  development,  test,  and  evaluation 
(RDT&E)  program  elements  and  projects. 

Mission  Need  Statement  (MNS)  -  The  MNS  has  replaced  the 
Operational  and  Organizational  (O&O)  Plan  and  is  the  program 
initiation  document  in  the  materiel  acquisition  process.  It 
provides  decision  makers  with  the  minimum  essential  informa¬ 
tion  necessary  to  initiate  the  concept  exploration  phase. 

Operational  Requirements  Document  (ORD)  -  The  ORD 
has  replaced  the  Required  Operational  Capability  (ROC) 
document,  and  it  states  concisely  the  minimum  essential  opera¬ 
tional,  technical,  personnel,  manpower,  safety,  health,  human 
factors  engineering,  training,  logistics,  and  cost  information 
necessary  to  initiate  the  full-scale  development  phase  or  pro¬ 
curement  of  a  materiel  system. 
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Catalog  of  Approved  Requirements  Documents  (CARDS)  - 

The  CARDS  lists  approved  materiel  requirements  documents. 
Its  purpose  is  to  provide  up-to-date  reference  information  to  the 
combat  and  materiel  development  communities. 

Other  Types  of  Documents  Available: 

Advance  Planning  Briefings  for  Industry  Proceedings, 
Advance  Planning  Briefings  for  Industry  Schedules, 

Army  Weapon  Systems, 

Army  Science  &  Technical  Master  Plan, 

Army  Modernization  Plans, 

Research  &  Development  Plans, 

Research,  Development,  and  Acquisition  Bulletin, 

Technical  Objective  Documents, 

Training  Systems  Forecast, 

Selected  briefing  documents,  pamphlets, 
and  other  Defense  publications. 

Infarmatian 
Programs  for  Industry 

Army  Paten-rial  Contractor 
Program  lAPCP] 

The  APCP  has  been  established  to  certify  and  register  non- 
Govemment  organizations  for  access  to  controlled  scientific 
and  technical  information.  This  includes  information  on  Army 
needs,  requirements,  programs,  funding,  and  advance  planning 
associated  with  research,  development,  and  acquisition.  The 
program  can  support  you  in  expanding  technical  competence  in 
order  to  support  Army  goals.  Under  this  program,  the  Army 
sponsors  your  access  to  planning  and  technical  information 
from  the  TILOs  and  the  Defense  Technical  Information  Center 
(DTIC). 

You  are  eligible  for  the  APCP  if  you  are  a  non-Govemment 
organization  that  is  not  foreign-owned,  controlled,  or  influ¬ 
enced  and  if  you  have  a  demonstrated  capability  to  perform 
R&D  and  have  an  intent  and  a  reasonable  potential  for  eventu¬ 
ally  receiving  a  contract  from  the  Army. 
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Further  information  or  a  registration  package  can  be  obtained 
from  any  of  the  TILOs. 

Advance  Planning  Briefings  for 
industrg  fAPBi] 

APBIs  are  intended  to  encourage  and  promote  early  and  effec¬ 
tive  dialogue  with  industry  during  all  phases  of  the  acquisition 
planning  cycle.  Current  AMC  policy  requires  that  every  major 
subordinate  command  (MSC)  conduct  periodic  formal  brief¬ 
ings  for  industry  on  a  wide  range  of  projected  contracting 
opportunities.  APBIs  provide  industry  a  broad  overview  of 
long-term  efforts  3  to  5  years  prior  to  solicitation  as  well  as 
specific  information  on  near-term  efforts  and  requirements. 
APBIs  are  announced  in  the  Commerce  Business  Daily  (CBD). 
A  master  schedule  providing  dates,  locations,  and  points  of 
contact  for  upcoming  APBIs  is  published  biannually  to  assist 
industry  in  planning  for  future  briefings  and  can  be  obtained  by 
visiting  the  TILO  Web  Site  at 
http://www.amc.army.mil/amc/rda/apbi98.html. 

Research  and  Developmenl:  [R&D] 
Unfunded  Sfudies 

R&D  unfunded  studies  may  be  performed  for  the  Army  under 
what  is  essentially  a  no-cost  contract.  The  Army  recognizes 
that  such  studies  can  be  of  greater  mutual  benefit  if  they  are 
conducted  with  access  to  Army  scientific,  technical,  and  plan¬ 
ning  information  and  with  consultation  with  Army  personnel. 
Study  organizations  often  use  such  studies  to  justify  an  ex¬ 
panded  need-to-know  and,  therefore,  greater  access  to  informa¬ 
tion. 

The  first  step  in  initiating  an  unfunded  study  is  for  the  potential 
study  organization  to  meet  with  Army  scientists  and  engineers 
who  might  act  as  the  study  sponsor  (TILOs  can  help  you  make 
the  proper  contacts  and  act  as  the  study  coordinator).  If  the 
study  organization  and  the  Army  can  identify  a  topic  of  mutual 
interest,  the  study  organization  submits  a  proposed  scope  of 
work  and  a  description  of  the  required  level  and  extent  of 
nonmonetary  Army  support  (information  and  consultation). 
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When  the  sponsor  approves  the  scope  of  work,  the  study 
organization  enters  into  a  Study  Agreement  with  the  sponsoring 
Army  activity.  The  study  coordinator  then  completes  a  DoD 
Contract  Security  Classification  Specification.  Normally,  the 
period  of  performance  is  for  one  year  but  may  be  renewed. 

Unsalici-ted  Proposals 

The  Army  has  a  continuing  interest  in  receiving  proposals  that 
contain  new  ideas,  suggestions,  and  innovative  concepts  for 
weapons,  supplies,  facilities,  devices,  and  equipment.  “Unso¬ 
licited  Proposal”  (UP)  is  the  term  used  to  describe  a  unique  and 
innovative  proposal  submitted  on  the  initiative  of  a  private 
firm,  nonprofit  organization,  or  educational  institution  which  is 
not  in  response  to  a  formal  or  informal  request  (other  than  a 
publicized  general  statement  of  need).  The  Government  has 
eliminated  from  this  category  advance  proposals  for  specific 
agency  requirements  that  would  normally  be  procured  through 
competitive  methods.  Also  eliminated  are  offers  of  commercial 
products  that  are  usually  sold  to  the  general  public.  In  addition, 
the  Government  may  not  accept  an  UP  that  closely  resembles  a 
pending  competitive  acquisition  requirement. 

Organizations  and  individuals  are  encouraged  to  make  prelimi¬ 
nary  contacts  with  appropriate  agency  personnel  before  ex¬ 
pending  extensive  effort  on  a  detailed  UP.  Such  contacts  are,  of 
course,  conducted  in  a  manner  that  will  preclude  agency 
commitments,  explicit  or  otherwise,  regarding  the  acceptance 
of  an  UP. 

More  detailed  and  complete  information  is  contained  in  AMC 
Pamphlet  70-8,  “Guide  for  Unsolicited  Proposals,” 
which  can  be  obtained  by  visiting  the  TILO  Web  Site  at 
http://www.amc.army.mil/amc/rda/70-8.html. 

One  final  comment:  When  you  talk  to  Army  scientists  and 
engineers  about  UPs,  be  sure  and  ask  if  there  is  an  active  Broad 
Agency  Announcement  (BAA)  covering  the  subject  under 
discussion.  If  there  is,  submit  your  proposal  in  response  to  the 
BAA  and  not  as  an  UP. 
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Broad  Agency  Announcemen-ts 

The  Broad  Agency  Announcement  (BAA)  is  a  mechanism  used 
by  the  Federal  Government  to  competitively  solicit  R&D 
proposals  from  the  private  sector.  A  BAA  identifies,  in  general 
terms,  an  activity’s  area  of  basic  and  applied  research  interest 
and  that  part  of  development  not  related  to  the  development  of 
a  specific  system  or  hardware  procurement.  This  technique  is 
used  only  when  there  is  reasonable  expectation  that  meaningful 
proposals  with  varying  technical/scientific  approaches  will  be 
received.  Announcements  of  availability  of  BAAs  are  pub¬ 
lished  in  the  Commerce  Business  Daily  (CBD).  Each  BAA 
typically  includes  the  following  information: 

•  The  activity’s  research  interest,  either  for  an  individual 
program  requirement  or  for  broadly  defined  areas  of  interest 
covering  the  full  range  of  the  activity’s  requirement. 

•  The  criteria  for  selecting  the  proposals,  their  relative  impor¬ 
tance,  and  the  method  of  evaluation. 

•  The  period  of  time  during  which  proposals  submitted  in 
response  to  the  BAA  will  be  accepted. 

•  Instructions  for  preparation  and  submission  of  proposals. 

The  activity  evaluates  proposals  per  the  published  evaluation 
criteria  through  a  peer  or  scientific  review  process.  Note, 
however,  that  the  activity  need  not  evaluate  proposals  against 
each  other  because  they  are  not  submitted  against  a  common 
work  statement.  Selection  of  soxirces  resulting  from  evaluation 
of  proposals  submitted  under  a  BAA  is  considered  to  be  a 
competitive  procedure. 

To  obtain  copies  of  BAAs,  contact  the  point  of  contact  listed  in 
the  CBD  notice  or  any  TILO. 

Small  Business  Innovation 
Research  Program 

Congress  mandated  establishment  of  the  Small  Business 
Innovation  Research  (SBIR)  Program  in  1982  (with  subsequent 
reauthorizations  in  1986,  1992,  and  1999)  to  increase  the 
participation  of  small  businesses  in  federal  research  and  devel- 
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opment  (R&D)  and  access  the  highly  innovative  resources  of 
this  country’s  small  business  sector.  The  program  stimulates 
technological  innovation  in  the  private  sector,  strengthens  the 
role  of  small  business  in  meeting  DoD  R&D  requirements, 
fosters  and  encourages  participation  by  small  and  disadvan¬ 
taged  firms  in  technological  innovation,  and  increases  the 
commercial  application  of  DoD-sponsored  research. 

Each  year,  participating  Army  Labs  and  Research  Centers 
develop  a  set  of  research  topics  that  represent  the  Army’s 
current  and  anticipated  warfighting  technology  needs.  These 
topics  are  included  in  the  Army  portion  of  the  DoD  SBIR 
Solicitation.  While  DoD  publishes  two  solicitations  annually, 
the  Army  participates  only  in  the  second  solicitation  each  fiscal 
year.  Typically,  this  solicitation  is  pre-released  in  May,  for¬ 
mally  opens  in  July,  and  closes  in  August.  This  solicitation  is 
also  posted  on  the  DoD  SBIR/STTR  Web  Site  at  http:// 
www.acq.osd.mil/sadbu/sbir. 

Successful  SBIR  projects  accomplish  their  objectives  in  three 
phases.  Proposals  submitted  in  response  to  the  solicitation 
topics  are  competitively  selected  for  Phase  I  awards.  Note  that 
Phase  I  is  the  entry  point  to  the  program;  it  cannot  be  bypassed. 
In  Phase  I,  the  company  must  prove  the  feasibility  of  its  con¬ 
cept  within  a  six-month,  up  to  $70K  effort.  The  Phase  I  con¬ 
tract  also  includes  an  option,  for  up  to  $50K,  which  the  Army 
may  exercise  to  fund  interim  Phase  I  -  Phase  II  activities  if  the 
project  is  selected  to  receive  a  Phase  II  award.  Successful 
Phase  I  companies  may  compete  for  Phase  II  funding  by  being 
invited  by  the  Army  to  submit  Phase  II  proposals  near  the  end 
of  Phase  I  efforts.  Phase  II  is  a  substantial  R&D  effort,  up  to 
$730K  over  two  years,  and  is  intended  to  result  in  a  dual-use 
prototype  product  or  service  meeting  the  requirements  of  the 
original  solicitation  topic  and  which  can  be  made  commercially 
viable.  The  Army  SBIR  Program  is  very  competitive,  with 
about  one  in  ten  Phase  I  proposals  and  one  in  three  Phase  II 
proposals  being  selected  for  funding. 

Phase  III  is  the  goal  of  every  SBIR  effort,  and  represents  the 
commercialization  phase  of  the  program.  In  Phase  III,  the 
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successful  company  markets  the  products  or  services  devel¬ 
oped  in  Phase  II,  either  to  the  Government  or  in  the  commer¬ 
cial  sector.  No  SBIR  funds  can  be  used  in  Phase  III. 

Each  year,  the  Army  SBIR  Quality  Awards  Program  recognizes 
SBIR  contractors  and  Army  Technical  Monitors  for  exceptional 
performance  that  exemplifies  the  SBIR  Program  goal  of  bring¬ 
ing  innovative  technologies  and  products  to  the  marketplace. 
This  award  is  open  to  Phase  II  projects  that  have  been  or  will 
be  finished  during  the  fiscal  year  of  the  award.  Up  to  five  Army 
Phase  II  SBIR  Quality  Awards  are  selected  by  a  panel  of 
private  and  Government  scientists. 

To  learn  more  about  participating  in  the  Army  SBIR  Program 
and  other  business  opportunities  within  the  Army,  visit  the 
Army  Research  Office- Washington  Web  Site  at  http:// 
www.aro.army.mil/arowash/rt  or  contact: 

Director,  U.S.  Army  Research  Office- Washington, 

Army  Materiel  Command  5001  Eisenhower  Ave.,  Alexandria, 
VA  22333-0001  (703)  617-7425;  FAX  (703)  617-8274 
e-mail:  aro-sbir@hqamc.army.mil 

The  Armi|  Small  Business 
Technalogii  Transfer  [5TTR] 
Program 

The  STTR  Program  like  SBIR,  is  a  Government-wide  program, 
mandated  by  the  Small  Business  Research  and  Development 
Enhancement  Act  of  1992,  PL 102-564  and  has  been  reautho¬ 
rized  to  the  year  2001.  STTR  was  established  as  a  companion 
program  to  the  SBIR  Program.  While  STTR  has  the  same 
objectives  as  SBIR  regarding  the  involvement  of  small  busi¬ 
nesses  in  federal  R&D  and  the  commercialization  of  their 
innovative  technologies,  the  STTR  Program  also  provides  a 
mechanism  for  participation  by  universities,  federally-funded 
research  and  development  centers  (FFRDCs),  and  certain  other 
non-profit  research  institutions.  STTR  is  designed  to  provide 
an  incentive  for  small  companies  and  researchers  at  academic 
institutions  and  non-profit  research  institutions  to  work  to¬ 
gether  to  move  emerging  technical  ideas  from  the  laboratory  to 
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the  marketplace.  Each  STTR  proposal  must  be  submitted  by  a 
team  which  includes  a  small  business  (as  the  prime  contractor 
for  contracting  purposes)  and  at  least  one  research  institution, 
which  have  entered  into  a  Cooperative  Agreement  for  the 
proposed  STTR  effort.  Furthermore,  the  project  must  be  di¬ 
vided  such  that  the  small  business  performs  at  least  40%  of  the 
work  and  the  research  institution(s)  performs  at  least  30%  of 
the  work.  The  remainder  of  the  work  may  be  performed  by 
either  party  or  a  third  party. 

While  STTR  moves  through  the  same  three-phase  process  as 
SBIR,  there  are  a  few  notable  differences.  For  example,  a 
STTR  Phase  I  effort  can  be  up  to  one-year  (vs.  six-month  in 
SBIR)  for  up  to  $100K.  Phase  II  STTR  projects  are  two-year 
efforts  for  up  to  $500K.  Furthermore,  the  Department  of 
Defense  issues  only  one  STTR  Solicitation  each  year,  which 
contains  a  section  for  the  Army  STTR  topics.  The  STTR 
solicitations  and  related  information  are  available  on  the  DoD 
SBIR/STTR  Web  Site  at  http://www.acq.osd.mil/sadbu/sbir. 

To  learn  more  about  participating  in  the  Army  STTR  Program 
and  other  business  opportunities  within  the  Army,  visit  the 
Army  Research  Office- Washington  Web  Site  at  http:// 
www.aro.army.mil/arowash/rt  or  contact: 

Director,  U.S.  Army  Research  Office- Washington, 

Army  Materiel  Command,  5001  Eisenhower  Ave.,  Alexandria, 
VA  22333-0001  (703)  617-7425;  FAX  (703)  617-8274 
e-mail:  aro-sbir@hqamc.army.mil 

Army  Advanced  Concepts  & 
Technology  II  Program 

The  Advanced  Concepts  and  Technology  (ACT)  II  Program, 
open  to  all  sized  businesses,  represents  a  unique  partnership 
between  Army  organizations  whose  purpose  is  to  push  mature 
technologies  out  of  the  laboratory  and  onto  the  battlefield.  ACT 
II  relies  heavily  on  leveraging  industry  technology  develop¬ 
ment  efforts,  demonstrating  their  relevance  to  warfighting 
needs,  and  transitioning  successful  projects  to  the  acquisition 
stage.  The  ACT  II  team  is  comprised  of  the  U.S.  Army  Training 
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and  Doctrine  Command  Battle  Labs,  the  Army’s  research, 
development,  and  acquisition  community,  industry,  and 
academia.  Together,  they’re  helping  define  the  technologies 
that  will  shape  and  support  Force  XXI  -  the  smaller.  Force 
Projection  Army  of  the  21st  century. 

ACT  II  depends  on  direct  private  sector  involvement  in  the 
technology  push  process.  Each  year,  a  highly-competitive 
Broad  Agency  Announcement  (BAA)  is  released  containing 
topics  of  interest  to  the  Army.  The  BAA  minimizes  industry’s 
bid  and  proposal  investment  through  a  unique  two-stage  pro¬ 
cess.  Offerors  submit  two-page  concept  papers  against  BAA 
topics,  which  are  evaluated  for  technical  merit  and  warfighting 
contribution.  The  most  promising  concepts  result  in  invitations 
to  submit  fill!  brief  proposals.  A  final  evaluation  results  in  the 
selection  of  proposals  to  fund.  The  entire  process,  from  concept 
to  award,  takes  six  months. 

In  keeping  with  the  program’s  focus  on  relatively  mature 
technologies,  ACT  II  projects  are  funded  at  a  maximum  of 
$1 .5M  with  a  planned  period  of  performance  not  to  exceed  one 
year.  Funded  projects  are  targeted  to  specific  Battle  Lab  dem¬ 
onstrations  to  determine  their  warfighting  contributions,  and 
successful  efforts  are  then  transitioned  to  the  soldier  in  a 
number  of  ways. 

The  ACT  II  program  was  established  in  fiscal  year  1994  and  is 
funded  annually  through  the  Army  and  DoD  budget  process.  To 
date,  the  program  has  funded  a  total  of  144  projects,  many  of 
which  have  already  transitioned  to  the  warfighter  or  have 
excellent  prospects  for  transition. 

To  learn  more  about  participating  in  the  Army  ACT  II  Program 
and  other  business  opportunities  within  the  Army,  visit  the 
Army  Research  Office- Washington  Web  Site  at 
http://www.aro.army.mil/arowash/rt  or  contact: 

Director,  U.S.  Army  Research  Office-Washington, 

Army  Materiel  Command,  5001  Eisenhower  Ave.,  Alexandria, 
VA  22333-0001  (703)  617-7425;  FAX  (703)  617-8274 
e-mail:  aro-actii@hqamc.army.mil 
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Defense  Technical  Infnrmation 
Center  IDTIC] 

DTIC  is  a  major  component  of  the  DoD  Scientific  and  Techni¬ 
cal  Information  Program  (STIP).  DTIC  contributes  to  the 
management  and  conduct  of  Defense  research  and  develop¬ 
ment  efforts  by  providing  access  to  and  transfer  of  scientific 
and  technical  information  to  DoD  personnel,  DoD  contractors, 
potential  contractors,  grantees,  and  other  U.S.  Government 
agency  personnel  and  their  contractors. 

DTIC  holdings  include  technical  reports  and  other  print  and 
nonprint  products  of  Defense  research;  management  informa¬ 
tion  summaries  of  ongoing,  completed,  or  terminated  work 
efforts;  and  independent  research  and  development  (IR&D) 
project  descriptions  (distribution  of  which  is  limited  to  DoD 
personnel  and  other  approved  federal  agencies).  DTIC  also 
offers  access  to  many  other  research  and  acquisition  manage¬ 
ment-oriented  products  such  as  special  collections,  referral  data 
bases,  and  profile-based  current  awareness  services. 

In  addition  to  its  own  registered  user  community,  DTIC  also 
releases  unclassified/unlimited  technical  reports  and  biblio¬ 
graphic  information  to  the  National  Technical  Information 
Service  (NTIS),  a  Department  of  Commerce  Agency  which 
serves  the  public. 

DTIC  is  headquartered  at  Fort  Belvoir,  Virginia,  with  field 
offices  in  the  Los  Angeles,  Boston,  Dayton,  and  Albuquerque 
areas.  You  may  learn  more  about  DTIC  products  and  services 
by  calling  (703)767-8267  or  1-800-225-3842  or  visiting  the 
DTIC  Homepage  at  http://www.dtic.mil. 
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Directions  to  HQ  AMC  TiLO 

Using  Interstate  395:  Take  Interstate  395  to  Duke  Street  east 
exit.  Go  through  one  traffic  light.  Immediately  after  the  traffic 
light,  turn  right  onto  the  Van  Dom  Street  ramp.  Follow  Van 
Dorn  Street  to  the  sixth  traffic  light,  which  is  Eisenhower  Ave. 
Turn  left  on  Eisenhower  Ave.,  and  proceed  approximately  five 
blocks  to  the  AMC  Building  on  the  left. 

Using  Interstate  95/495:  Take  Interstate  95  and  495  (Capital 
Beltway)  to  Van  Dom  Street  (Exit  3).  Turn  left  on  Van  Dom 
Street  and  proceed  under  the  Beltway  to  the  traffic  light  at 
Eisenhower  Avenue.  Turn  right  on  Eisenhower  Ave.  &  proceed 
approximately  five  blocks  to  the  AMC  Building  on  the  left. 

Using  Metro:  Take  the  Blue  Line  of  the  Metro  subway  and  go 
to  the  Van  Dom  Metro  Station.  Exit  the  station  on  your  right  at 
the  kiosk  and  proceed  past  the  bus  stops.  Turn  right  onto 
Eisenhower  Avenue  and  walk  approximately  3  blocks  to  the 
AMC  Building  on  the  left. 

Parking:  In  addition  to  official  DoD  visitor  spaces,  pay  park¬ 
ing  is  permitted  in  the  adjoining  commercial  lot. 
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The  Naval  Potential  Contractor  Program  (NPCP)  provides  an  approved  means  for  the 
interchange  of  controlled  information  between  Department  of  Defense  (DoD)  activities  and 
researchers  from  qualified  firms,  universities,  and  other  non-government  organizations. 
Applying  for  the  agreement  leads  to  a  security  clearance  needed  for  relevant  visits  to  Naval 
facilities.  Also,  the  agreement  serves  as  a  need-to-know  certification  required  for  attendance 
at  relevant  classified  conferences.  Agreements  are  established  for  a  maximum  of  three  years. 

Through  the  NPCP,  access  is  allowed  to  documents  at  the  Navy  Acquisition,  Research  and 
Development  Information  Center  (NARDIC),  within  the  Office  of  Naval  Research  in 
Arlington,  Virginia,  which  is  the  central  point  where  Naval  research  and  development 
planning  and  requirements  information  is  available.  Information  is  also  available  from  other 
Naval  and  defense  activities,  including  the  Defense  Technical  Information  Center  (DTIC). 

This  program  is  designed  for  both  potential  contractors  and  current  DoD  contractors  seeking 
information  in  areas  not  covered  by  contracts.  The  information  enables  these  contractors  to: 

1 .  discover  and  assess  Naval  applications  for  their  current  and  planned  products  and 
services,  and 

2.  plan  future  Independent  Research  and  Development  (IR&D)  efforts  to  synchronize 
with  stated  Naval  requirements. 

Specifically,  the  NPCP  provides  access  to  classified  and  unclassified  scientific  and  technical 
information  concerning  Naval  needs,  requirements,  programs,  accomplishments,  advance 
planning,  and  funding  associated  with  research,  development,  and  test  and  evaluation. 

Access  is  based  on  the  need-to-know  required  to  conduct  a  project  or  study  at  no  cost  to  the 
Government.  The  potential  contractor  is  required  to  invest  company  discretionary  resources 
to  support  the  collection,  review  and  application  of  the  received  information  to  an  identified 
study/project/course  of  action  associated  with  the  maintenance  or  establishment  of  capability 
as  a  developer  and  producer  of  military  technology. 

In  turn,  the  process  provides  Naval  activities  with  1)  a  knowledgeable  industrial  base  for 
effectively  responding  to  Naval  needs  and  2)  the  opportunity  to  integrate  contractors’ 
technical  information  with  their  own  research  to  establish  technical  specifications  and 
enhanced  capability  for  future  systems. 

Thank  you  for  your  interest  in  the  NPCP.  To  ensure  prompt  processing,  please  be  sure  to 
review  and  follow  the  instructions  in  this  guidebook. 
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ONR  36  -  Industrial  and  Corporate  Programs 
Ballston  Centre  Tower  2,  Room  106 
800  N.  Quincy  St. 

Arlington,  VA  22217-5660 
(703)  696-4448 
Fax;  (703)696-4884 
rossid@onr.navy.mil 


Note;  The  contents  of  this  document  do  not  supersede  any  regulation  set  forth  by  the  DoD. 
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Firms,  individuals,  and  universities  (referred  to  here  as  the  NPCP  applicant) 
with  a  demonstrated  capability  of  performing  research  and  development  with  a 
reasonable  potential  for  eventually  receiving  a  contract  with  a  Naval  activity 
are  eligible  to  participate  in  the  NPCP.  This  includes  U.S.  companies  under 
foreign  ownership,  control,  or  influence  when  the  foreign  involvement  has 
been  negated  and  the  company  maintains  a  valid  facility  clearance  in 
accordance  with  the  provisions  of  the  National  Industrial  Security  Program 
Operating  Manual  (DoD  5220.22-M  of  Jan  95).  Qualified  non-government 
activities  choosing  to  participate  in  the  NPCP  will  enter  into  a  policy 
agreement  with  an  appropriate  Naval  activity. 


Although  participation  in  this  program  is  available  to  all  potential  contractors, 
it  is  specifically  aimed  to  assist  those  who  do  not  have  an  active  DoD  contract 
but  have  a  current  or  potential  capability  to  perform  work  of  interest  to  a 
Naval  activity.  Participation  will  be  granted  after  an  evaluation  of  capabilities 
(experience,  personnel,  facilities)  is  made,  and  a  policy  agreement  is  executed. 


How  to  Acquire  An  NPCP  Agreement 

1 .  All  necessary  forms  and  this  Application  Guidebook  are  available  at  the 
NARDIC  web  site  at  http://nardic.onr.navy.mil.  Click  on  Naval  Potential 
Contractor  Program  (NPCP). 

If  you  are  reading  a  paper  copy  of  this  guidebook,  forms  are  in  Section  7. 
Follow  instructions  in  this  guidebook  for  selection  and  completion  of  the 
appropriate  forms  for  your  organization’s  information  access  needs. 

Please  note  that  the  same  person  must  be  listed  as  the  Principal  Investigator  on 
DD  FORM  1498,  block  20a;  as  the  Data  Custodian  on  DD  FORM  2345,  block 
3a,  and  as  the  Attention  Name  on  DD  FORM  1540,  block  4a.  The  forms  are 
shown  on  the  next  page. 
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How  to  Acquire  An  NPCP  Agreement  IContJ 


Technical  Effort  and  Management  System 


NPCP  Policy  Agreement  for  Participation 


(DP  FORM  1498) 
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in  the  Naval  Potential  Contractor  Program 


POLICY  AGREEMENT 
FOR  PARTICIPATION  IN  THE 
NAVAL  POTENTIAL  CONTRACTOR  PROGRAM 


NPCP  A^onintHo. _ 

Piioc to obiuniDg iofciBiitiim  cr  Duttrulin  cornu cticmvriililbt  HtvUPottDial  Ccnlrutcir  Piogrun  (KFCP),tht 
fallowiagpoliiyiisutb*  (k  uV  understood  by  tkt  mdiviluUigniigthis  igntt»ntforhisoig»Tii'atirtn. 

FCCCY 

1.  Du  Htvilspco$cnieicti>iiy  wiU^un^  the  KPC7  egeenieBlpffticyttaig  orgeniMim  (HPCP-APO)with 
(cprovidt  eccesstoceiuic  sdomutian  aTmileiUl,hffetita  ctlkddooantxos, under  the  following  conditions; 

4.  Docimetdshimishedire  toresuinthe  ptopei^cf  the  Uiittd  States  Govessneii. 

h.  Doctnietds  ire  subjecttonciObythi  ttavaltpatfoii&^utiityit  n^txa. 

c.  I>oc\Bi>as;covidedbyihe  Havel  sponsoneeutirityi  the  Havy  Ac  quiriiun.  Research  and  DeveloptneaL 
Uooautuea Cotter  (HAEDICXb^ the  I>tfeiisc  Technical  bteonaticu  Center  pTIC)tla«u^  this pngram  ere  u 
be  disposed  ctf  ia  ac  cerdmea  WBh  the  pnvisices  cf  DoD  S220.33-U,  the  Katianal  hdistrial  Securibc  Program 
PperaiAg  Bdttua  I 

d.  Du  doctnaens  «e  not  to  be  re^soduced  or  dissoahured  otXsUc  of  the  rec^iod  NPC7-AP0  vndaoutthe 
viT ima  perns ( ICO  cf  the  HavalspceascsBC  acting. 

e.  Du  HPCP'APO  must  sideguaid  aU  classified  docisnets.jsovidhig  oad  maiedaining  a  system  of  security 
comok  within  its  organitatiem  in  icccvdence  with:  (1)  the  nciuirtBunis  of  the  DD  FORU  254,  DoD  Ccmiract 
Securiv  Chssf  iceion  Specifxdicsi.  C2)  ttbl)  5220.22-M.  the  Hational  haihistrial  Secvzib'  Pio^am  OperatBig 
blernal,  oad  cy  nvuiCBS  d  the  msualitquitadby  Uu  demands  of  neinnal  stcvciiy  as  detaiminadty  the 
UaBtd  States  Gmttmed.  Insofeas  the  {sovislcaascft^meEuelae  cimcemed.the  terms  ‘tCcsdiactBig  Officer  <w 
his  (idhaBednpRstasdive''willnuant]u  Havalttfresetdiiivt  ledhoriiedtoRleese  cr  to  sponscr  the  release  of 
doosnenas. 

i.  Su  docvsnenis  eefumishtdfoi  atfcBnatiaa  end  gmeralguidmce  ceib';^My  ee  not  to  be  construed  es  a 
ra9uttf<rpnpos4l,ar  as  a  ccenmiszDtbythe  govenaiunttcp  usua  a  cecdiact,  or  as  eaithorty  for  the  HPCP-APO 
tpinrweife&ses  inmtic^itian  cf  a  goveanadc  cadi  act,  ncr  ee  theytobe  used  as  the  basis  cf  acUin  igaBStthe 
gfiuwMn.jw  fmichbsg  cf  these  documems  by  the  goveiaiiem  is  not  to  be  ccaasDuedto  obligate  the  1IPC7- 
APO  toAssjthtotbe  tkiiud  States  Ckivetaineid  ey  etfurtsatal,  developineTital.tasatrdi,  cd  {soducticn  actxles, 
services, (dpaoposak 

g.  hfctBSUticmisovidedtoDeD  wt&dlies  bythe  HPCP'APOimdethis|ffopaBiwi]}notbe  jmtected  unless 
it  V  suhuxtted  imder  the  nttdam  cf  fafomaaica  Act  (5  U.S.C.,  $553^)  [3}  and  [4]  sid  in  ucoddenci  wifb. 
ypdcuriee  Defense  Fideil  Acgukiica  Rcgulaiicois,  exd  Dipetmaul  Ccdtaand  Regultticaas.  Befcri 
afontuticB  is  stitaniud,  advice  should  be  ebtahud  as  tobowtojnuctthi  iafnnnatwi 

h.  All  ccnegumdence  relating  u  ibis  Tsogres  shall  nfer  to  the  Htval  PottEthl  CcaiS’acw  Program 
a^ean>Bl»n>be. 

3.  hisfistur  a^eidthateilhothe  HPCP-APO  ccthe  HavalspcmscdingutMiymay  tenanatt  this  a^ieaiaby 
givug  the  other  pety  writm  notice  of  icdeid^o^ermiute  30  d^i^s  jiicr  to  the  effentve  dede  cf  tamtoatco; 
otherwise  .thu  a^eiineiat  will  remain  &  effect  fed  a  mamasn  cf  3  years  taa  the  date  sipud  by  the  Hevel 
sponsor  actidty.  h  the  ivtm  d  temaneticin  cs  ei^rtticn,  the  HPCP-APO  shall  ccatatue  to  be  boimd  by  the 
nquiremias  bsehiwid)  respect  to  BtfoButicmcdmttculDtreiEhedpuiTuemioihispoliO'  egreena 
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Militarily  Critical  Technical  Data  Agreement 
(DD  FORM  2345) 
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How  to  Acquire  An  NPCP  Agroomont  tConU 

2.  A  company,  university,  individual,  or  other  non-government  organization  (referred  to  here 
as  the  applicant)  interested  in  an  NPCP  agreement  should  first  match  its  capabilities  to  a 
specific  Naval  research  and  development  activity,  laboratory,  or  systems  command 
(referred  to  here  as  the  sponsoring  activity),  which  establishes  the  agreement.  To  facilitate 
the  correct  match.  Independent  Research  and  Development  (IR&D)  and  NPCP  points  of 
contact  (POCs)  are  listed  at  the  web  site  of  the  Navy  Acquisition,  Research  and 
Development  Information  Center  (NARDIC)  at  http://nardic.onr.navv.mil.  Most  often,  the 
NPCP  POC  also  performs  the  role  of  NPCP  Manager  who  has  NPCP  final  signature  and 
approval  authority.  These  POCs  will  help  match  the  applicant  with  a  relevant,  technical 
POC  (referred  to  here  as  the  responsible  individual  (RI))  at  the  sponsoring  activity.  Also, 
an  RI  may  initiate  a  request  of  his/her  Naval  activity  to  establish  an  NPCP  agreement  with 
the  applicant. 

3.  Complete  DD  FORM  1498,  the  NPCP  Policy  Agreement,  DD  FORM  2345  and  DD  FORM 
1540  exactly  as  instructed  in  this  guidebook.  Completed  forms  must  not  contain 
classified  information. 

4.  Send  all  completed  forms  to  the  Naval  activity  sponsoring  the  agreement. 

5.  The  application  will  be  processed  according  to  the  following  procedure: 

a.  The  NPCP  Manager  will  track  and  maintain  control  of  the  registration  process. 

b.  The  RI  specified  on  DD  FORM  1498  (block  19c)  will  accept  responsibility  for  the 
actions  covered  by  this  agreement  and  confirm  the  need-to-know  for  classified  information 
and  for  participation  in  classified  meetings  and  events. 

c.  The  security  office  at  the  sponsoring  activity  will  interface  with  the  Defense  Security 
Service  to  ensure  appropriate  clearance  requirements  are  met  and  identified  in  a  DD  FORM 
254  generated  by  the  security  office  and  attached  to  the  approved  NPCP  agreement. 

d.  The  NPCP  Manager  will  approve  and  sign  the  agreement. 

e.  A  dated  copy  of  the  completed  agreement  will  be  returned  to  the  principal  investigator 
of  the  applicant  organization  as  notification  that  the  agreement  has  been  approved  and 
established.  The  entire  process  averages  three  to  six  months  if  there  are  no  problems  with 
the  registration  process. 

6.  All  questions  concerning  the  registration  process  are  to  be  directed  to  the  sponsoring 
activity. 


3 


Naval  Potential  Contractor  Program:  Section  2 
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AHer  the  Agreement  is  Established 


An  NPCP  agreement  will  be  in  effeet  for  a  maximum  of  three  years. 

An  NPCP  agreement  cannot  be  renewed.  A  new  NPCP  registration  package  must  be 
submitted  upon  completion  or  termination  of  the  old  agreement.  Access  to  NARDIC  and 
DTIC  that  is  based  on  this  agreement  will  also  expire  at  the  end  of  this  agreement. 

The  NPCP  agreement  participating  organization  (NPCP-APO)  must  provide  an  annual 
progress  report.  This  information  is  to  be  entered  on  DD  FORM  1498.  Three  copies  of  this 
form  are  sent  to  the  NPCP-APO  with  the  official  NPCP  agreement  papers.  The  agreement 
may  be  canceled  if  reports  are  not  submitted 

Written  notification  of  any  changes  to  the  NPCP-APO  name,  address,  principal  investigator, 
responsible  individual  (RI),  security  status,  project,  etc.,  must  be  sent  to  the  NPCP  Manager. 

All  documents  are  to  be  requested  via  proper  channels  from  the  RI,  NARDIC,  DTIC,  or  the 
library  of  the  sponsoring  activity. 
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DD  FORM  1498  -  Technical  Effort  and 
Management  System 


DD  FORM  1498  is  used  to  define  objective(s)  and  approach,  and  to  report  progress. 

The  form,  descrihed  in  detail  on  the  following  five  pages,  consists  of  25  sections. 

DD  FORM  1498  is  required  at  the  start  of  each  NPCP  effort  and  annually  thereafter,  until 
the  project  is  completed  or  terminated. 

Do  not  use  continuation  pages.  DD  FORM  1498  must  stand  on  its  own. 

DD  FORM  1498  must  not  contain  classified  information. 


All  patents  and  inventions  shall  he  reported. 


Naval  Potential  Contractor  Program 


DD  FORM  1498 


1.  AGENCY  ACCESSION 
Leave  Blank 


2.  DATE  OF  SUMMARY - 

Enter  the  year,  month,  and  day  submitted: 
(e.g.,  001015  for  15  October  2000). 

REPORT  CONTROL  SYMBOL - 

Pre-entered  “DD-A&T(AR)636” 

3.  DATE  OF  PREVIOUS  SUMMARY 

For  a  new  summary,  enter  “None”.  For  an 
updated  summary,  use  the  date  (Block  2) 
from  the  last  DD  FORM  1498  submitted, 
(e.g.,  001 120  for  20  November  2000.) 


4.  KIND  OF  SUMMARY 

Enter  the  appropriate  letter  as  described  below. 

A.  New:  Initial  report. 

D.  Change:  To  report  substantive  revisions  to  a 
previously  submitted  summary  or  to  reinstate  an 
effort  previously  reported  as  terminated. 

H.  Term:  To  report  on  an  incomplete  work  unit  effort 
that  has  been  canceled,  suspended,  or  discontinued. 

K.  Compl:  Final  report  on  a  completed  work  unit 
effort. 

R.  Corr:  Submitted  to  indicate  an  editorial  change  or 
to  correct  a  minor  error  on  a  previously  submitted 
summary.  (Use  the  date  of  the  original  summary  to  be 
corrected  in  item  2.) _ 


5.  SUMMARY  SECURITY - '  ' - 6.  WORK  SECURITY 

Pre-entered  “U”  for  UNCLASSIFIED.  This  represents  Enter  the  letter  code  U,  C,  S  (UNCLASSIFIED, 
the  classification  of  this  DD  FORM  1498.  Classified  CONFIDENTIAL  OR  SECRET)  that  describes  the 

information  must  not  be  entered  on  this  form.  classification  level  of  the  work  resulting  from  this  NPCP 

agreement. 


7.  REGRADING 

Leave  blank 


8.  DISBURSING  INSTRUCTIONS - 

Pre-entered  “GP”  to  designate  U.S.  Government- 
only  property  information. 


Naval  Potendal  Contractor  Program 

DD  FORM  1498 


9.  LEVEL  OF  SUMMARY  -- 
Pre-entered  “A.  WORK  UNIT” 


10.  NO./CODES 

a.  PRIMARY  PROGRAM  ELEMENT 
Pre-entered  “NPCP” 

PROJECT  NUMBER 

Pre-entered  “0” 

TASK  AREA  NUMBER 

Pre-entered  “0” 

WORK  UNIT  NUMBER 
Leave  blank. 

b.  CONTRIBUTING 

Leave  blank. 


c.  CONTRIBUTING 
Leave  blank. 


TECHNICAL  EFFORT  AND  MANAGEMENT  SYSTEM 

1.  AGENCY  ACCESSION 

2.  DATE  OF  SUMMARY 

REPORT  CONTROL  SYMBOL 
DD-A<&T(AR)636 

3.  DP 
SL 

TE  PREVIOUS 
MMARY 

4,  KIND  OF 
SUMMARY 

5.  SUMMARY 
SECURITY 

u 

6.  WORK 
SECURITY 

7.  REGRADING 

8.  DISBURSING 
INSTRUCTIONS 

GP 

9.  LEVEL  OF  SUMMARY 

A,  WORK  UNIT 

10,  NO./CODES: 

PROGRAM  ELEMENT 

PROJECT  NUMBER 

TASK  AREA  NUMBER 

WORK  UNIT  NUMBER 

a,  PRIMARY 

NPCP 

0 

0 

b.  CONTRIBUTING 

c.  CONTRIBUTING 

1 1 ,  TITLE  (Precede  with  Security  Classification  Code) 

12,  SUBJECT  AREAS 

_ _ — 

11.  TITLE  ' - 

The  title  should  describe  the  objective  of  the 
work  being  performed  and  its  military 
relevance.  The  title  must  be  unclassified. 
Enter  a  “U”  in  front  of  the  title. 


12.  SUBJECT  AREAS 

These  are  the  technological  topics  that  expand  on  the 
title.  Choose  from  the  list  titled  “Subject  Fields  and 
Groups”  on  the  reverse  side  of  DD  FORM  1540. 
Enter  both  the  topic(s)  and  the  code(s)  from  the  list. 
Separate  each  subject  area  entry  with  a  semicolon. 
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DD  FORM  1498 


13.  START  DATE 

Enter  year  and  month  the  work  will  begin 
(e.g.,  0104  for  April  2001). 


p  15.  FUNDING  ORGANIZATION 

Pre-entered  “DN”  for  Department  of  the  Navy. 


14.  ESTIMATED  COMPLETION  DATE  -i 

Enter  the  year  and  month  the  work  will  be 
completed  (e.g.,  0409  for  September  2004). 

V 


16.  PERFORMANCE  METHOD - 

Leave  blank. 

V  ^r 


13.  START  DATE 

14.  ESTIMATED  COMPLETION  DATE 

15.  FUNDING  ORGANIZATION 

DN  1  1 

16.  PERFORMANCE  METHOD 

f-17.  CONTRACT/GRANT 

1 8.  RESOURCES  ESTIMATE  i 

1  a.  DATE  EFFECTIVE 

EXPIRATION 

FISCAL  YEARS 

a.  PROFESSIONAL  WORK  YEARS 

b.  FUNDS  (in  thousands) 

1  b,  CONTRACT/GRANT  NUMBER 

c,  TYPE  J.FFP 

d.  AMOUNT  $0 

$0 

e.  KIND  OF  AWARD 

f.  CUM/TOTAL 

17.  CONTRACT/GRANT  ^  18.  RESOURCES  ESTIMATE 


Leave  blank. 

a.  DATE  EFFECTIVE 
For  a  NEW  agreement,  leave  blank.  For  a 
CHANGE,  CORRECTION,  or 
COMPLETION  summary,  enter  the  dates  of 
the  NPCP  Agreement. 


FISCAL  YEARS 

Enter  the  preceding  and  current  fiscal  years. 

a.  PROFESSIONAL  WORK  YEARS 

Enter  estimates  of  professional  level  of  effort  (to  the 
nearest  tenth  of  a  work  year)  for  each  year  specified  in  18. 


b.  CONTRACT/GRANT  NUMBER  b.  FUNDS 

For  a  NEW  agreement,  leave  blank.  For  a  Pre-entered  “$0” 

CHANGE,  TERMINATION,  CORRECTION, 
or  COMPLETION  summary,  fill  in  the  NPCP 
agreement  number. 


c.  TYPE 

Pre-entered  “J.FFP” 


d.  AMOUNT 
Pre-entered  “$0” 

e.  KIND  OF  AWARD 

Enter  either  “New”  or  “Con”  to  indicate 
whether  this  is  a  new  or  continuing  project. 

f .  CUM/TOTAL  (Cumulative  Total) 

For  a  NEW  summary,  leave  blank.  For  a 
CHANGE,  TERMINATION,  CORRECTION, 
or  COMPLETION  summary,  enter  the  total 
dollar  amount  for  the  entire  project. 
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DDroRM1498 


19.  RESPONSIBLE  DOD  ORGANIZATION 

a.  NAME 

If  not  pre-entered,  enter  the  name  of  the  sponsoring  activity. 

b.  ADDRESS 

If  not  pre-entered,  enter  the  address  of  the  sponsoring  activity. 

c.  NAME  OF  RESPONSIBLE  INDIVIDUAL 

If  not  already  entered,  enter  surname  first,  then  first  name,  include  Naval  activity  code  (in 
parentheses)  on  the  same  line.  NOTE:  The  Responsible  Individual  (RI)  from  the  DoD  activity  will 
confer  directly  with  the  Principal  Investigator  (PI)  from  the  NPCP-APO.  The  RI  will 
approve/disapprove  all  requests/work  under  this  NPCP  agreement. 

d.  TELEPHONE  NUMBER 

Enter  the  area  code  and  number  of  the  RI  identified  in  19c. 


19.  RESPONSIBLE  DOD  ORGANIZATION 


20.  PERFORMING  ORGANIZATION 


3,  NAME 


a  NAME 


b.  ADDRESS  (Include  ZIP  code) 

- ► 


b.  ADDRESS  (Include  ZIP  code) 


C.  NAME  OF  RESPONSIBLE  INDIVIDUAL 


C.  NAME  OF  PRINCIPAL  INVESTIGATOR 


d  TELEPHONE  NUMBER  (Include  Area  code) 


d.  TELEPHONE  NUMBER  (Include  Area  code) 


21.  GENERAL  USE 

- ► 


e.  NAME  OF  ASSOCIATE  INVESTIGATOR  (If  available) 


f.  NAME  OF  ASSOCIATE  INVESTIGATOR  (It  available) 


MILITARY/CIVILIAN  APPLICATION: 


20.  PERFORMING  ORGANIZATION  (items  a  through  f) 

Enter  the  complete  address  of  the  applicant.  Enter  the  surname  of  the  PI  and  associate 
investigators  first,  followed  by  the  first  name. 

21.  GENERAL  USE 

Enter  "M"  if  the  application  of  the  technology  development  is  for  military  use  only. 
Enter  "C"  if  the  application  is  both  civilian  and  military. 
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DD  FORM  1498 


22.  KEYWORDS 

Enter  the  NPCP  as  the  first  word.  Use  at  least  three  additional  words  (less  that  50  characters  each)  that  express  the 
major  concepts  of  the  technical  effort  being  described.  Examples  of  keywords  are  countermeasure  acoustics,  sonar 
research,  and  unmaimed  undersea  vehicles.  Precede  each  keyword  or  set  of  keywords  with  classification  codes  (U) 
for  UNCLASSIFIED,  (C)  for  CONFIDENTIAL,  or  (S)  for  SECRET  to  identify  overall  classification  of  the  subject 
matter.  If  “C”  is  entered  in  block  2 1 ,  use  “PAT”  or  “INV”  if  a  patent  or  invention  has  resulted  or  is  expected  from 
this  work. 


L-N- 

27  Kl.YWORL'S  jVY  LACu*  w.VJi 

23.  1  L'GilN!';'!:**!..  iJiLiUClIVs...  >1^.  API'^^OAUM  2b.  tsxt  <•-</ eacif  t  h-in'r?) 

DD  Form  1438.  AUG  1993  f  -iEVIOuS  ED.riON  IS  OBsoLtfb. 


23.  TECHNICAL  OBJECTIVE 

Provide  a  concise  statement  describing  the  principal  technical  objective  and  identify  the  work’s 
relevancy  to  the  defense  mission. 

24.  APPROACH 

Describe  the  plaimed  steps  or  phrases  to  be  conducted  to  reach  the  stated  objective. 

25.  PROGRESS 

Enter  the  dates  covered  by  this  summary  (e.g.,  0107-01 12  for  July  2001  through  December  2001).  Provide 
progress  information  in  accordance  with  the  type  of  summary  identified  in  block  4.  List  and  attach  copies  of 
relevant  reports  and  presentations,  if  not  already  provided  to  the  RI. 
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Naval  Patendal  Contractar  Pragram:  Secdan  4 

NPCP  Policy  Agreement 


A  Policy  Agreement  is  required  at  the  start  of  each  NPCP  project. 

This  form  officially  records  your  participation  in  the  NPCP  program.  The 
agreement  establishes  the  following: 

1 .  the  conditions  under  which  the  Naval  sponsoring  activity  will 
provide  the  NPCP-APO  access  to  Government  documents 
needed  for  the  NPCP  project; 

2.  that  the  materials  furnished  are  not  to  be  eonstrued  as  a  request  for 
proposal,  as  a  commitment  from  the  Government  to  issue  a  contract, 
or  as  authority  for  the  NPCP-APO  to  incur  expenses  in  anticipation  of 
a  Government  contraet,  or  as  a  basis  of  claim  against  the 
Government; 

3.  that  the  NPCP-APO  will  perform  the  efforts/study  documented  on 
DD  FORM  1498;  and 

4.  that  the  NPCP-APO  will  furnish  annual  progress  and  completion 
information  on  the  objective(s)  undertaken. 

The  following  steps  describe  how  to  fill  out  the  form. 


Naval  Petential  Gantractor  Program 


rolicy  Agreement 


Check  one  of  the  three  boxes  at  the  top  of  the  form. 

NAME  OF  ORGANIZATION  &  MAILING  ADDRESS 

Enter  the  applicant’s  name  and  address. 

SIGNATURE  OF  SENIOR  OFFICIAL  &  DATE 

Sign  and  date  the  agreement. 

.  TYPED  NAME  AND  TITLE 
Enter  the  name  and  title  of  the  individual  who  signed 
the  agreement  above. 


NPCP  SPONSORING  ACTIVITY 
AND  ADDRESS 

If  not  pre-entered,  leave  blank. 

SIGNATURE  OF  NPCP - 

MANAGER  &  DATE 
Leave  blank. 

TYPED  NAME  AND  TITLE  — 
Leave  blank. 


-► 


NAME  OF  ORGANIZATION  AND  MAILING  ADDRESS 

NPCP  SPONSORING  ACTIVITY  AND  ADDRESS 

SIGNATURE  OF  SENIOR  OFFICIAL  DATE 

SIGNATURE  OF  NPCP  MANAGER  DATE 

TYPED  NAME  AND  TITLE 

TYPED  NAME  AND  TITLE 

=ICATE 

te  must  be  executed  by  a  corporate  officer  other  than  the 
orporation. 

hat  1  am  of 

,  who  signed  this  agreement  on  behalf  of  the  Corporation, 

^  CEKTII 

NOTE:  When  a  coiTJOiation  is  a  party  hereto,  this  certifica 
official  who  signed  the  above  agreement  on  behalf  of  the 

1.  certifv 

the  cornoration  that 

was  then  of  said  cornoration:  that  said  aereement  was  duly  signed  for 

and  in  behalf  of  said  corporation  by  authority  of  its  governing  body,  and  is  within  the  scope  of  its  corporate  powers. 

tCorporate  Seal) 

Signature 

◄- 

M- 


CERTIFICATE 

First  space:  Name  of  a  corporate  officer  other  than  the  official  who  signed  the  above  agreement. 


Second  space:  Title  of  the  corporate  officer  named  in  the  first  space. 

Third  space:  Name  of  the  corporate  officer  who  signed  the  above  agreement. 

Fourth  space:  Title  of  the  corporate  officer  who  signed  the  above  agreement. 

Signature  line:  The  corporate  officer  named  in  the  first  space  should  sign  the  certificate. 


1 —  CORPORATE  SEAL 

If  the  applicant  is  a  corporation,  a  corporate  seal  must  be  stamped  at  the  lower-left  comer  of  the  form. 
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DD  FORM  2345  -  Militarily  Critical  Technical 
Data  Agreement 


r?73R«.irf 


DD  FORM  2345  is  required  for  aeeess  to  export-controlled  information  (i.e.,  information 
containing  militarily  critical  technical  data). 

IMPORTANT  NOTES: 

1.  Even  if  the  applicant  is  approved  to  view  SECRET  information,  it  cannot  view 
export-controlled  information  without  a  certification  number  from  the  Defense 
Logistics  Information  Service  (DLIS). 

2.  The  Data  Custodian  name  entered  in  block  3a  must  be  the  same  as  the  PI  on  DD 
FORM  1498,  block  20a,  and  as  the  Attention  Name  on  DD  FORM  1540,  block  4a. 

3.  If  the  applicant  is  a  company,  attach  to  the  form  a  copy  of  the  incorporation 
certificate,  business  license,  sales  tax  payment,  or  federal  identification  number. 

4.  Although  the  form  provides  the  DLIS  address,  send  it  with  the  other  NPCP 
application  forms  to  the  NPCP  sponsoring  activity. 


The  information  on  the  following  three  pages  complements  the  instructions  furnished  on  the 
reverse  of  DD  FORM  2345. 

The  DLIS  will  review  the  DD  FORM  2345  within  five  working  days  and  either  approve  the 
application,  return  it  because  of  insufficient  information,  or  initiate  rejection  action  if  the 
submittal  does  not  meet  the  eligibility  requirements. 

When  the  DLIS  approves  access  to  export-controlled  information  for  an  applicant,  it  enters  a 
certification  number  on  the  form,  returns  the  original  form  to  the  applicant,  and  sends  a  copy 
to  the  NPCP  sponsoring  activity.  The  certification  is  effective  for  5  years,  even  though  the 
NPCP  itself  is  valid  for  a  maximum  of  3  years. 
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DD  FORM  2345 


1.  TYPE  OF  SUBMISSION 

Mark  the  appropriate  box  next  to  the  category  which  describes  if  this  submission  is  initial,  a  resubmission, 
a  revision  to  a  previous  submission,  or  a  5-year  renewal. 

2.  INDIVIDUAL  OR  ENTERPRISE  DATA 

a.  NAME 

For  an  enterprise,  enter  the  full  name  of  corporate  entity  or  institution.  If  applicable,  the  full  name  of  the 
corporate  parent  must  be  entered  in  Block  2a  and  the  name  of  the  subsidiary  applying  for  certified  contractor 
status  entered  in  Block  2c.  Please  note  that  each  corporate  subsidiary,  including  field  sales  offices,  division,  or 
department  that  is  to  receive  militarily  critical  technical  data,  must  be  certified  separately. 

b.  ADDRESS 

The  street  address  of  the  applicant, 
d.  FSCM/FSCNM/CAGE/DSS  VENDOR  CODE 

If  your  facility  has  been  issued  a  CAGE  or  DSS  Vendor  Code,  enter  it  here.  If  no  such  code  has  been  assigned, 
enter  N/A. 


MIUTARILY  CRiTICAL  TECHNICAL  DATA  AGREEMENT 

f&stf  Privacy  Siss&fn&fii  atid  ffist’uciibrts  or?  b^ck  iHis  hrrti) 

rt>rrfi 

Gtm;?  nc.  om  o?D7 

Aif!  .'ifv  awi 

T  he  nipit  lhiy  l.MrdtKi  Y!)  ul  iftott'fciln.'fi  Is  Ju  atWTaytt  a"'  iTtO.ik'a  pc'!!  R'fijjtjftdt*,  Hu>  aith;-  kif  itts.a'iiCfjj 

aihJ  irkilifkaiiiiny  tluti  datd  aiKl  oairttteSny  afid  ie'#iev»lng  Sh>  ■'witefilkiu  ot  infoiiu^wn.  cahPKdiis  recjafdiiig 

hr  iifbtiTialofi.  licludi'E}  isuycitt&iions  ft-:!  ie<jkcip^  tife  •bDopamieiitor  C’sretisfr,  Suf/cfi's,  Dih>ciGK'a'‘r&1dr  ii 

12l!i  Je-lkjiKto  btdvte  SuUt*  12C4, /’vlDyltti.  VA  RestiSfKkiOla  bt* 

to  wfit'i  ti  s»l  iRfoitraliyii  it  it  nut  a  tMrr'ioU-k*  ysrul  cohbcJ  rmrfiLvr. 

PLEASE  00  NOT  RETURN  YOUR  COMPLETED  FORF^  TO  TJ^  ABOVE  ADDRESS.  RETURN  COMPLETED  FORM  TO: 

UNITED  STATeSfCAHAOA  JOINT  CERTIFICATION  OFFICE.  DEFENSE  LOGISTICS  IWfORIitATION  SERVICE.  FEDERAL  CENTER.  7 
BATTLE  CREEK,  Ml  USA  49017.^084 

jtis.  u.j«5a<^y  <tosa 

•  a  ahv  otlfC!'' a-jpad'  dl  STife  cdtocton 
touiiadcti  opfc<attor!Si  fh-Ki  f^poiis 
pf^vfeion  of  Ifihv,  fio  pef^.y'1  bfr 

4  WASHENGTON  AVE.,  HORTK, 

1.  TYPEOFSUBMtSSJ(»l  f”  a.  INITIAL  SUBMISSION  T  b.  RESUBMISSION  P  c,  REVISION 

f”  d.  5-YEAR  RENEWAL 

I  2,  INCMV1DUAL  OR  EMTERPRBE  DATA  (R&krr&d  lo  &&  n  uport  Of  ty  thfif  U.S.lC&ri&d^  -  JCO)  \ 

a.  NAME 

b.  ADDRESS  (iodiiiSr  IfP  Ci'klo} 

c.  NAMEOF  SUBSIOIARY/DIVtSiON 

d.  FSCMi'FSCNMICAGBDSS  VENDOR  CODE 

e.  TELEPHONE  NUMBER  OsifeJ 

1  3.  DATA  CUSTODIAN  | 

a.  NM8E  OR  POSITION  DESIGNATION 

b.  BUSINESS  MAILING  ADDRESS  Pfo^Vncti  Z\P  Cc^iie) 

C.  1  LLtHHUNt  NUMtStH  onije,' 

d.  TITLE 

L_3.  data  custodian 

a.  NAME  OR  POSITION  DESIGNATION 

Enter  the  name  and  position  of  the  person  who  will  be  responsible  for  receiving  and  disseminating  militarily 
critical  technical  data;  only  one  person  can  be  named  as  Data  Custodian.  In  the  case  of  an  enterprise,  the 
person  named  or  filling  the  position  listed  must  be  a  salaried  employee  of  the  enterprise. 

IMPORTANT  NOTE:  The  Data  Custodian  must  be  the  PI  named  on  DD  FORM  1498,  block  20a,  and 
the  Attention  Name  entered  on  DD  FORM  1540,  block  4a. 

b.  BUSINESS  MAILING  ADDRESS 

Enter  the  classified  mailing  address  of  the  person  named  in  Block  3a.  This  address  may  include  a  post  office 
box  number. 

c.  TELEPHONE  NUMBER 
Enter  the  appropriate  information. 


d.  TITLE 

Enter  the  name  of  your  job  position. 
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4.  DESCRIPTION  OF  RELEVANT  BUSINESS  ACTIVITY 

The  information  provided  here  is  a  key  element  of  the  certification  process,  because  it  will  be  used  for  two  purposes. 
First,  it  will  be  one  basis  for  approving  or  disapproving  applications.  Second,  it  will  be  used  by  controlling 
authorities  as  a  basis  for  approving  or  disapproving  specific  requests  for  technical  data.  Consequently,  make  sure  the 
description  of  your  business  activity  is  sufficiently  detailed  to  justify  requests  for  any  data  you  expect  to  need.  If 
research,  development,  testing,  or  evaluation  activities  are  stated,  include  a  brief  description  of  the  specific  areas 
being  investigated.  If  manufacturing  activities  are  stated,  include  a  brief  description  of  the  specific  products 
manufactured  and  their  applications.  If  service  activities  are  stated,  include  a  brief  description  of  the  type  of  service 
provided.  You  should  not  include  proprietary  or  sensitive  information,  because  everything  you  put  down  on  form  DD 
FORM  2345  will  be  publicly  available. 


Jl.  DESCRIPTION  OF  RELEVANT  BUSINESS  ACTIVITY  (R*,:  i.f  TyiK-! 

5.  AS  A  CONDITION  OF  RECEIVING  MIUTAHILY  CRmCAL  TECHNICAL  DATA.  THE  INDIVIOUAL  OR  ENTERPRISE  CERTIFIES  THAT: 

a.  (1>  CITKENSHlPmESlDENCY  STATUS 

Iht-  by  rouib  p^s&iUDh  ilt»S^?iaHCiD  in  3. 

rt'ho  wif  wti’  fis  cuilO-litir!  of  li'ii;'  uiilityilV  crdic-^i  r-fcohi)iti4l  on  fcohiW  of  iho 

is,  f.X,  (ft'i ,  ^l>),  i'i;,  or  (dj) 

c.  {7)  iicwr*  ?tot  tu  (niiitafiiy  daift  ki  sa  ihR? 

y/oiih;l  viuiiile  ftpphc-.sble  u  S  f-xpofl  Iritivs  and  letiuhiik'/is 

'l.  1  My  nol  pnav-.Oe  h,.  imiiFuitv  crdif^il  hyF<’rL-^^!  zs..a?,-.j  to 

•itihi-f  tl'iar!  ot  peraot’s  dfi'Slghiul'ef.i  by  the  legis&'anl  l<»  acl 

c>n  ihOif  bejialf  uLiiis  ^sLcfi  occxittifi  Is  pfinTtisiod  by  U.S,  &230,2?j. 

CatiadaV;  TDCR  ac  by  Itif  U.S.  cr  Cfcjiadifth  GftvemFieii  agei'Kiy  llisl  fxw/ded 

Hie  ltv£ht3}c;'il  dita 

p  '|W)  A  U.S,  CITIZEN  A  CANADIAN  CITIZEN 

ft  fiNifiiitifjii  iafcvrui!;/  for  r>ofiviask>}it 

THE  UlfiTED  STATES  CANADA 

|!)  SUSINESS  LOCATION.  o!  ItT  ilem  3  i<-  (OtraM  ifl. 

X  :V  I'Ll 

*.K  rvt.'  pt-isori  employee  by  euretiXiSSF  di  tfliciik-t*  ly.qsciiifi  i>:‘st;ynsu-.*t!  by  iho 

itgi^nant  loucton  llitr  t'lihall  ’Ahu'MlIhavfe  accNia'*  mlfitarliy  cfitlcal 

d»ta.  te  ‘k.i»iU‘r>dFHl,  oi  olttwj'wtse  ri>  pertpryi!  Oh  U  S , 

<■/  GODsdian  GoroffiDiem  conirattrs  cr  has  violfticid  u.s  conlnwon^^d 
•“Xhort  eQ«lr<;i  in'ffi  oi  has  riad  &  cetlific^Cfon  revoked  nfcdwr  (he  prwfekiris  of 
u  s.  tkiDD  5730.?5a  c:anud«=-s  TDCR 

PjW  THE  UWTEB  STATES  F  I  CAUABA 

b.  1  ’■le  ar-s  needwo  to  Dsj  cr  piarrorm  oft  a  «;or,irac:  wfi'-.  ar>y  agency  or  “he 

U..S.  Gci/eirimen-  a-  :he  Canadian  Govefni^eni  of  fcf  other  iegitimx^te  business 
adiviliss  in  v/hiirh  thecon?racicr  is  encaged,  ty  plans 

r,.  i  ney  n;i  acknowledge  ail  responsiDilitfes  under  apoijcabie  U.i>.  expert  conirc. 
laws  and  regalalions  (including  the  obligatkm,  urder  certain  crean-siancss.  to 
obtain  an  e.*:pcd  license  from  the  U.S.  Government  pher  to  the  release  of 
miistarliv  critical  technical  d.sta  v/!ihin  Unsted  States?  o*  applicable  Cana-dian 
Expod  conlfol  Isfsvs  and  regy^ahcns,  and 

1.  thov  are  t^oc  tMuiself  tiebiiutKl,  suspe*Nlod.  or  iik'liijiUe  to  tier 

fofiri  m  U.S.  or  Govetiirfiefii  couftSKtl^-.  and  iiot  vlclaled  U.S.  oi 

confiavene-d  Canactan  expoit  ttonttol  and  have  not  had  a 

fevcfvRd  Uf'idt-I  the  Crovislons  CA  U  S.  DoDD  523-iJ.?fi  £)*■  Cai’.tKlffa  TDCR 

6.  CONTRACTOR  CERTIFICATION 

1  ctirtify  ttel  itie  ir.fa^rYMiicm  and  csjrlilicalioris  made  by  mo  are  I;ii8.  ccfliptete,  asul  accurate  to  Itie  best  ol  rrty  krtowltstlga  acil  bfliiel  and 
are  made  irs  gaori  faith.  1  understarsd  lliat  a  krsswing  an»J  yYllltiiS  lalsc  statumeiv:  on  this  form  cars  bis  puriisbud  by  isna  or  irtsprisorsrnersi  or  both. 
fifV  IIS'  Citr’haCPyi  iiixJ  U.S  CoOi:  Tjlhi'  fii,  BixCUiVi  fOOt  fyjOU'BLt<iiS  Sif& SK<^tiOt)  Pr:nii)OliOf\  AC,' } 

a.  TYPED  NAME  H.A.ST  niH.  MaSSe  iVurW.i  b.  TITLE  t.  SIGNATURE  d.  DATE  SIG»KD 

.  CITIZENSHIP/RESIDENCY  STATUS 


The  person  designated  in  Block  3a  must  be  a  citizen  or  a  person  admitted  lawfully  for  permanent  residence  in  to 
the  United  States.  Enter  “X”  in  the  appropriate  box. 


L-  6.  CONTRACTOR  CERTIFICATION 

If  an  enterprise  is  identified  in  Block  2,  a  person  who  can  legally  obligate  the  enterprise  to  a  contract  must 
sign  in  Block  6. 
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Naval  Potential  Contractor  Program 

DD  FORM  2345 


7a.  CERTIFICATION  NUMBER 

When  either  the  “REVISION”  or  “5-YEAR  RENEWAL”  box  in  Block  1  is  marked,  the  certification 
number  previously  assigned  to  the  certified  contractor  must  be  entered  in  Block  7a. 


8.  DOD  OFFICIAL 

Leave  blank. 


9.  CANADIAN  OFFICIAL . - - - - - 

Leave  blank. 

T.  CERTIFICATION  ACTION  fX  OfW,l 

1  ~  CERTIFICATION  .ACCEPTED.  This  ocrflilisalion  OMfUbi'!’.  willi  3  of  <li 

kKluckid  wVj  mcIs  fttqoftSit  lor  inililaiilv  c-)1lkal  !ech;r!cal  -Jau-* 

la  use.  must  tat-  HUMBER 

|"^jb.  RETURNED.  Iftsufficient  infotmatiC'n. 

REJECTED.  f'lOl  of  OoDO  &230.j‘5  0(  *1  CaruKia’s  T&wn, 

8,  DOD  OFFICIAL 

9.  CANADIAN  OFFICIAL 

a.  TYPED  NAME  flASr.  ^t&^.  mm 

a.  TYreO  NAME  ffAST- 

b.  TITLE 

b.  TYPED  NAME  /  Vfsr  fA‘<m  .'nm'j 

c..  SIGNATURE 

d.  DATE  SIGISO 

<.  SIGNATURE 

d.  DATE  SIGNED 

DD  FORM  2345,  JUL  1998  (EG) 
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Naval  Potential  Contractor  Program:  Section  6 

i.  t  r  ^  ■»  /’  K'/t  *  f'  *1“  i.*-  <■  **  7  i  ^  -si. 


DD  FORM  1540  -  Registration  for  Scientific  and 
Teciinicai  information  Seruices 


Complete  the  DD  FORM  1540,  which  is  required  for  access  to  information  at  NARDIC  and 
from  the  Defense  Technical  Information  Center  (DTIC).  For  more  information  on  the  products 
and  services  available  from  DTIC,  see  http://www.dtic.mil. 

Although  DD  FORM  1540  is  a  DTIC  form,  you  must  return  it  to  the  Naval  sponsoring  activity, 
which  enters  the  NPCP  agreement  number  and  the  U.S.  Government  approval.  The  back  of  the 
form  defines  access  privileges  to  DoD-held  information.  The  Naval  sponsoring  activity  will 
forward  the  DD  FORM  1540  to  DTIC,  which  will  send  a  user  code  to  the  NPCP-APO. 

The  following  two  pages  describe  how  to  fill  in  Sections  I  and  V,  which  are  the  only  sections  to 
be  filled  in  by  an  NPCP  applicant.  Subcontracting  under  the  NPCP  program  is  not  allowed. 
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Naval  Potential  Contractor  Program 

DD  FORM  1540 


1.  ORGANIZATION  NAME 

Enter  the  name  of  the  applicant  organization. 

2.  SUBORGANIZATION  NAME - T - - - - - 

If  applicable,  enter  the  name  of  the  division  or  department  of  the  applicant  organization. 

3.  ADDRESS  (Items  a  through  d) 

For  receipt  of  classified  documents,  this  address  must  be  the  one  for  which  the  facility  clearance 
and  storage  capability  are  registered. 


4.  ATTENTION  (Items  a  through  c) 

Enter  information  for  the  person  who  will  be  receiving  the  documents.  This  must  be  the  same  name  as 
the  PI  on  DD  FORM  1498,  block  20a,  and  as  the  Data  Custodian  on  DD  FORM  2345,  block  3a. 


REGISTRATION  FOR  SCIENTIFIC  AND  TECHNICAL  INFORMATION  SERVICES 


Form  Aaoroved 
0MB  No.  0704-0264 
Expires  Jun  30,  2001 


The  public  reporting  burden  for  this  collection  of  information  is  estimated  to  average  25  minutes  per  response,  including  the  time  for  reviewing  instructions,  searching  existing  data  sour 
gathering  and  maintaining  the  data  needed,  and  completing  and  reviewing  the  collection  of  information.  Send  comments  regarding  this  burden  estimate  or  any  other  aspect  of  this  collej:! 
of  information,  including  suggestions  for  reducing  the  burden,  to  Department  of  Defense.  Washington  Headquarters  Services.  Directorate  for  information  Operations  and  Rep( 
(0704-0264).  1215  Jefferson  Davis  Highway,  Suite  1204.  Arlington.  VA  22202-4302.  Respondents  should  be  aware  that  notwithstanding  any  other  provision  of  law,  no  personshaj 
subject  to  any  penally  for  failing  to  comply  with  a  collection  of  information  if  it  does  not  display  a  currently  valid  0MB  control  number 
PLEASE  DO  NOT  RETURN  YOUR  FORM  TO  THE  ABOVE  ADDRESS.  SEND  YOUR  COMPLETED  FORM  TO:  DEFENSE  TECHNICAL 
INFORMATION  CENTER.  ATTN:  DTIC-BCS,  8725  JOHN  J.  KINGMAN  ROAD,  SUITE  0944,  FORT  BELVOIR,  VA,  22060*6218. 


SECTION  I  -  GENERAL  INFORMATION  (All  applicants  must  complete  Section  I.) 


FOR  DTIC  USE  ONLY 


1.  ORGANIZATION  NAME 


2.  SUBORGANIZATION  NAME 


DTIC  USER  CODE 


► 


3.a.  STREET  ADDRESS 


C.  STATE  d.  ZIP  CODE 


RENEWAL  DATE  (YYYYMMDD) 


4.  ATTENTION 


a.  NAME  (Last.  First,  Middle  Initial) 


b.  POSITION/TITLE 


5.  TELEPHONE  NUMBER  (Include  area  code) 


c.  OFFICE  SYMBOL 


CHARGE  CODE 


6.  FAX  NUMBER  (Include  area  code) 


ENTITY  CODE 


a.  COMMERCIAL 


b.DSN 


a.  COMMERCIAL 


b.  DSN 


SERVICE  LEVEL 
SPONSOR 


7.  INTERNET  E-MAIL  ADDRESS 


8.a.  PRIME  CONTRACT  NUMBER  (Or  other 
appropriate  number)  (Contractors  only) 


b.  EXPlRATlOff  DATE 
(YYYYMMDD) 


FACILITY  SECURITY  CLEARANCE 


SECURITY  CLEARANCE 


—  5.  TELEPHONE  NUMBER  (Items  a  and  b) 

Enter  the  number  of  the  applicant  organization. 

6.  FAX  NUMBER  (Items  a  and  b)  - 

Enter  the  number  of  the  applicant  organization. 

—  7.  INTERNET  E-MAIL  ADDRESS 

Enter  the  e-mail  address  of  the  person  listed  in  Block  4a. 
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DD  FORM  1540 


8a.  PRIME  CONTACT  NUMBER 

Leave  blank. 

8b.  EXPIRATION  DATE 

Leave  blank. 


-  9.  CURRENT  OR  FORMER  USER 

Put  an  "X"  in  one  of  the  boxes.  If  YES,  enter  the  DTIC  code. 

10.  MILITARILY  CRITICAL  TECHNICAL  DATA  AGREEMENT  CERTIFICATION  NUMBER 

Enter  the  number  on  DD  FORM  2345,  section  7,  as  assigned  by  the  DLIS. 


11.  TYPE  OF  ACCESS  DESIRED 

Put  an "  X"  in  the  boxes  designating  levels  of  access  requested. 


7.  INTERNET  E-MAIL  ADDRESS 

8.a.  PRIME  CONTRACT  NUMBER  (Or  other 
appropriate  number)  (Contractors  only) 

b.  EXPIRATION  DATE 

(YYYYMMDD) 

FACILITY  SECURITY  CLEARANCE 

SECURITY  CLEARANCE 

9.  CURRENT  OR  FORMER  USER  {X  or 

|~~|  YES  (Enter  DTIC  user  code) 

□  NO 

s} 

10.  MILITARILY  CRITICAL  TECHNICAL  DATA  AGREEMENT 

CERTIFICATION  NUMBER  (Contractors  onM 

> 

TYPE 

RD 

CNWDI 

SIGMA 

NATO 

11.  TYPE  OF  ACCESS  DESIRED  fXas  applicable) 

Q  UNCLASSIFIED/UNLIMITED  []  UNCLASSIFIED/LIMITED  Q  CONFIDENTIAL  Q  S 


Q  RESTRICTED  DATA  □  C 


□  ' 


SECTION  II  -  SECURITY  OFFICER  (All  U.S.  Government  organizations  must  complete  Section  fl  if  requesting  access  to  classified  data.) 


12.  SECURITY  OFFICER  CERTIFICATION 

I  certify  that  the  organization  listed  in  Section  I  may  receive  and  store  classified  data  at  the  access  level  indicated  in  Section  I. 


a.  NAME  (Last.  First.  Middle  Initial) 


b.  ORGANIZATION  NAME 


C.(1)  STREET  ADDRESS 


(2)  CITY 


d.  TELEPHONE  NUMBER  (Include  area  code) 


(1)  COMMERCIAL 


(2)  DSN 


e.  SIGNATURE 


f.  DATE  SIGNED  (YYYYMMDD) 


SECTIONS  II,  III  and  IV 
Leave  blank. 


SECTION  V  -  SUBJECT  FIELDS  AND  GROUPS 
BACK  OF  FORM 

Enter  an  “X”  in  front  of  the  topics  that  apply  to  documents  needed  by  the  applicant  AND  are  applicable  to  this 
NPCP  agreement. 
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Naval  Patendal  Contractar  Pragram:  Seetian  7 

BlanK  Forms 


If  you  are  viewing  this  guidebook  electronically: 

Blank  forms  are  attached  as  pdf  and/or  Word  files. 

If  you  are  reading  a  paper  copy  of  this  guidebook: 

Blank  copyable  application  forms  follow. 


This  Page  Intentionally  Left  Blank 


MATERIAL  INSPECTION  AND  RECEIVING  REPORT 


Form  Approved 
OMB  No.  0704-0248 


The  public  reporting  burden  for  this  coilection  of  information  is  estimated  to  average  30  minutes  per  response,  inciuding  the  time  for  reviewing  instructions,  searching  existing  data  sources, 
gathering  and  maintaining  the  data  needed,  and  compieting  and  reviewing  the  coilecbon  of  information.  Send  comments  regarding  this  burden  estimate  or  any  other  aspect  of  this  coilection 
of  information,  including  suggestions  for  reducing  the  burden,  to  Department  of  Defense.  Washington  Headquarters  Services,  Directorate  for  Information  Operations  and  Reports 
(0704-0248),  1215  Jefferson  Davis  Highway,  Suite  1204,  Arlington,  VA  22202-4302.  Respondents  should  be  aware  that  notwithstanding  any  other  provision  of  law,  no  person  shall  be 
subject  to  any  penalty  for  failing  to  comply  with  a  collection  of  information  if  it  does  not  display  a  currently  valid  OMB  control  number. 

PLEASE  DO  NOT  RETURN  YOUR  COMPLETED  FORM  TO  THE  ABOVE  ADDRESS. 

SEND  THIS  FORM  IN  ACCORDANCE  WITH  THE  INSTRUCTIONS  CONTAINED  IN  THE  DEARS,  APPENDIX  F-401 . 


1.  PROCUREMENT  INSTRUMENT  IDENTIFICATION 
(CONTRACT)  NO. 


2.  SHIPMENT  NO.  3.  DATE  SHIPPED  I  4.  B/L 


ORDER  NO. 


6.  INVOICE  NO./DATE 


7.  PAGE  OF 


8.  ACCEPTANCE  POINT 


5.  DISCOUNT  TERMS 


9.  PRIME  CONTRACTOR 


1 1 .  SHIPPED  FROM  (If  other  than  9)  CODE 


15. 

ITEM  NO. 


16.  STOCK/PART  NO.  DESCRIPTION 

(Indicate  number  of  shipping  containers  ■  type  of 
container  -  container  number.) 


17.  QUANTITY 
SHIP/REC'D* 


20. 

AMOUNT 


21 .  CONTRACT  QUALITY  ASSURANCE 

a.  ORIGIN 

CQA  []]  ACCEPTANCE  of  listed  items 
has  been  made  by  me  or  under  my  supervision  and 
they  conform  to  contract,  except  as  noted  herein  or 
on  supporting  documents. 


b.  DESTINATION 

^  CQA  Q  ACCEPTANCE  of  listed  items  has 
been  made  by  me  or  under  my  supervision  and  they 
conform  to  contract,  except  as  noted  herein  or  on 
supporting  documents. 


22.  RECEIVER’S  USE 

Quantities  shown  in  column  17  were  received  in 
apparent  good  condition  except  as  noted. 


■K2H  rti  i' r>ii  1 1 1  1 1 1 :  f  *1  f  j 


GOVERNMENT  REPRESENTATIVE 


GOVERNMENT  REPRESENTATIVE 


TYPED  NAME: 


MAILING  ADDRESS: 


COMMERCIAL  TELEPHONE 
NUMBER: 


TYPED  NAME: 


MAILING  ADDRESS: 


COMMERCIAL  TELEPHONE 
NUMBER: 


DATE  RECEIVED 


MAILING  ADDRESS: 


COMMERCIAL  TELEPHONE 
NUMBER: 


GOVERNMENT  REPRESENTATIVE 


*  If  quantity  received  by  the  Government  is  the  same 
as  quantity  shipped,  indicate  by  (X)  mark;  if  different, 
enter  actual  quantity  received  below  quantity  shipped 
and  encircle. 


DD  FORM  250,  AUG  2000 


PREVIOUS  EDITION  IS  OBSOLETE. 


This  Page  Intentionally  Left  Blank 


Page  Intentionally  Left  Blank 


DEPARTMENT  OF  DEFENSE 

CONTRACT  SECURITY  CLASSIFICATION  SPECIFICATION 

(The  requirements  of  the  DoD  Industrial  Security  Manual  apply 
to  all  security  aspects  of  this  effort.) 


^ .  CLEARANCE  AND  SAFEGUARDING 


.  FACILITY  CLEARANCE  REQUIRED 


.  LEVEL  OF  SAFEGUARDING  REQUIRED 


2.  THIS  SPECIFICATION  IS  FOR:  (X  and  complete  as  applicable) 


a.  PRIME  CONTRACT  NUMBER 


b.  SUBCONTRACT  NUMBER 

c.  SOLICITATION  OR  OTHER  NUMBER  I  DUE  DATE  (YYYYMMDD) 


3.  THIS  SPECIFICATION  IS:  (X  and  complete  as  applicable) 


DATE  (YYYYMMDD) 

a.  ORIGINAL  (Complete  date  in  all  cases) 


b.  REVISED 

(Supersedes  all 
previous  specs) 


REVISION  NO. 


c.  FINAL  (Complete  Item  5  in  ail  cases) 


DATE  (YYYYMMDD) 


DATE  (YYYYMMDD) 


4.  IS  THIS  A  FOLLOW-ON  CONTRACT?  | _ |  YES  | _ |  NO.  If  Yes,  complete  the  following: 

Classified  materiai  received  or  generated  under  (Preceding  Contract  Number)  is  transferred  to  this  foilow-on  contract. 


5.  IS  THIS  A  FINAL  DD  FORM  254?  | _ ^  YES  | _ |  NO.  If  Yes,  compiete  the  foiiowing: 

In  response  to  the  contractor's  request  dated  ,  retention  of  the  classified  materiai  is  authorized  for  the  period  of 


6.  CONTRACTOR  (Include  Commercial  and  Government  Entity  (CAGE)  Code) 


a.  NAME,  ADDRESS,  AND  ZIP  CODE 

b.  CAGE  CODE 

c.  COGNIZANT  SECURITY  OFFICE  (Name,  Address,  and  Zip  Code) 

|7.  SUBCONTRACTOR 

a.  NAME,  ADDRESS,  AND  ZIP  CODE 

b.  CAGE  CODE 

c.  COGNIZANT  SECURITY  OFFICE  C/Vame,  Address,  and  Z/p  Code; 

Is.  ACTUAL  PERFORMANCE 

a.  LOCATION 

b,  CAGE  CODE 

c.  COGNIZANT  SECURITY  OFFICE  (Name,  Address,  and  Zip  Code) 

9,  GENERAL  IDENTIFICATION  OF  THIS  PROCUREMENT 


10.  CONTRACTOR  WILL  REQUIRE  ACCESS  TO: 


a.  COMMUNiCATIONS  SECURITY  (COMSEC)  INFORMATION 


D.  RESTRICTED  DATA 

c.  CRITICAL  NUCLEAR  WEAPON  DESIGN  INFORMATION 


d.  FORMERLY  RESTRICTED  DATA 


e.  INTELLIGENCE  INFORMATION 

SC 


g.  NATO  INFORMATION 


h.  FOREIGN  GOVERNMENT  INFORMATION 


LIMITED  DISSEMINATION  INFORMATION 


J.  FOR  OFFICIAL  USE  ONLY  INFORMATION 


k.  OTHER  (Specify) 


DD  FORM  254,  DEC  1999 


11.  IN  PERFORMING  THIS  CONTRACT,  THE  CONTRACTOR  WILL: 


a.  HAVE  ACCESS  TO  CLASSIFIED  INFORMATION  ONLY  AT  ANOTHER 

CONTRACTOR'S  FACILITY  OR  A  GOVERNMENT  ACTIVITY _ 


b.  RECEIVE  CLASSIFIED  DOCUMENTS  ONLY 


c.  RECEIVE  AND  GENERATE  CLASSIFIED  MATERIAL 


d.  FABRICATE,  MODIFY,  OR  STORE  CLASSIFIED  HARDWARE 


e.  PERFORM  SERVICES  ONLY 


f.  HAVE  ACCESS  TO  U.S.  CLASSIFIED  INFORMATION  OUTSIDE  THE  U.S., 

PUERTO  RICO.  U.S.  POSSESSIONS  AND  TRUST  TERRITORIES  _  _ 


q.  BE  AUTHORIZED  TO  USE  THE  SERVICES  OF  DEFENSE  TECHNICAL  INFORMATION 
CENTER  (OTIC)  OR  OTHER  SECONDARY  DISTRIBUTION  CENTER _ 


h.  REQUIRE  A  COMSEC  ACCOUNT 


i.  HAVE  TEMPEST  REQUIREMENTS 


J.  HAVE  OPERATIONS  SECURITY  (OPSEC)  REQUIREMENTS 


k.  BE  AUTHORIZED  TO  USE  THE  DEFENSE  COURIER  SERVICE 


1.  OTHER  (Specify) 


PREVIOUS  EDITION  IS  OBSOLETE. 


Reset 


1 2.  PUBLIC  RELEASE.  Any  information  (classified  or  unclassified)  pertaining  to  this  contract  shaii  not  be  released  for  public  dissemination  except  as  provided 
by  the  Industrial  Security  Manual  or  unless  it  has  been  approved  for  public  release  by  appropriate  U.S.  Government  authority.  Proposed  public  releases  shall 
be  submitted  for  approval  prior  to  release  Direct  Through  (Specify) 


to  the  Directorate  for  Freedom  of  Information  and  Security  Review,  Office  of  the  Assistant  Secretary  of  Defense  (Public  Affairs)*  for  review. 
*ln  the  case  of  non-DoD  User  Agencies,  requests  for  disclosure  shall  be  submitted  to  that  agency. 


13.  SECURITY  GUIDANCE.  The  security  classifiection  guidance  needed  for  this  classified  effort  is  identified  below.  If  any  difficulty  is  encountered  in  applying 
this  guidance  or  if  any  other  contributing  factor  indicates  a  need  for  changes  in  this  guidance,  the  contractor  is  authorized  and  encouraged  to  provide 
recommended  changes:  to  challenge  the  guidance  or  the  classification  assigned  to  any  information  or  material  furnished  or  generated  under  this  contract: 
and  to  submit  any  questions  for  interpretation  of  this  guidance  to  the  official  identified  below.  Pending  final  decision,  the  information  involved  shall  be 
handled  and  protected  at  the  highest  level  of  classification  assigned  or  recommended.  (Fill  in  as  appropriate  for  the  classified  effort.  Attach,  or  forward  under 
separate  correspondence,  any  documents/guldes/extracts  referenced  herein.  Add  additional  pages  as  needed  to  provide  complete  guidance.) 


14.  ADDITIONAL  SECURITY  REQUIREMENTS.  Requirements,  in  addition  to  ISM  requirements,  are  established  for  this  contract.  | _ | 

(if  Yes,  identify  the  pertinent  contractual  clauses  in  the  contract  document  itself,  or  provide  an  appropriate  statement  which  identifies  the  additional 
requirements.  Provide  a  copy  of  the  requirements  to  the  cognizant  security  office.  Use  Item  13  if  additional  space  is  needed.) 


15.  INSPECTIONS.  Elements  of  this  contract  are  outside  the  inspection  responsibility  of  the  cognizant  security  office.  | _ |  | _ |  * 

(If  Yes,  explain  and  identify  specific  areas  or  elements  carved  out  and  the  activity  responsible  for  inspections.  Use  Item  13  if  additional  space  is  needed.) 


16.  CERTIFICATION  AND  SIGNATURE.  Security  requirements  stated  herein  are  complete  and  adequate  for  safeguarding  the  classified 
information  to  be  released  or  generated  under  this  classified  effort.  All  questions  shall  be  referred  to  the  official  named  below. 

a.  TYPED  NAME  OF  CERTIFYING  OFFICIAL 

b.  TITLE 

c.  TELEPHONE  (Include  Area  Code) 

d.  ADDRESS  (Include  Zip  Code) 


17.  REQUIRED  DISTRIBUTION 

a.  CONTRACTOR 

b.  SUBCONTRACTOR 

c.  COGNIZANT  SECURITY  OFFICE  FOR  PRIME  AND  SUBCONTRACTOR 

d.  U.S.  ACTIVITY  RESPONSIBLE  FOR  OVERSEAS  SECURITY  ADMINISTRATION 

e.  ADMINISTRATIVE  CONTRACTING  OFFICER 

f.  OTHERS  AS  NECESSARY 
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A.  CONTRACT  LINE  ITEM  NO. 


D.  SYSTEM/ITEM 


Other  aspect  oT  this  collection  of  inforfhatlon,  including  suggestions  for  reducing  the  burden,  to  Department  of  Defense,  Washington  Hea’dquarters  Services,  Directorate  for 
Information  Operations  and  Reports  (0701-0188),  T215  Jefferson  Davrs  Highway,  Suite  1204,  Arlington,  VA  22202-4302.  Respondents  should  be  aware  that 
notwithstanding  any  other  provision  of  law,  no  person  shall  be  subject  to  any  penalty  for  falling  to  comply  with  a  collection  of  information  if  it  does  not  display  a  currently 
valid  OMB  control  number.  Please  DO  NOT  RETURN  your  form  to  the  above  address.  Send  completed  form  to  the  Government  Issuing  Contracting  Officer  for  the 
Contract/PR  No.  listed  in  Block  E. 
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TOTAL  PRICE 
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INSTRUCTIONS  FOR  COMPLETING  DD  FORM  1423 

(See  DoD  5010. 12-M  for  detailed  instructions.) 


FOR  GOVERNMENT  PERSONNEL 
Item  A.  Self-explanatory. 

Item  B.  Self-explanatory. 

Item  C.  Mark  (X)  appropriate  category:  TOP  -  Technical  Data  Package; 
TM  -  Technical  Manual;  Other  -  other  category  of  data,  such  as 
"Provisioning, ""Configuration  Management,"  etc. 

Item  D.  Enter  name  of  system/item  being  acquired  that  data  will  support. 
Item  E.  Self-explanatory  (to  be  filled  in  after  contract  award). 

Item  F.  Self-explanatory  (to  be  filled  in  after  contract  award). 

Item  G.  Signature  of  preparer  of  CORE. 

Item  H.  Date  CDRL  was  prepared. 

Item  I.  Signature  of  CDRL  approval  authority. 

Item  J.  Date  CDRL  was  approved. 


Item  1 .  See  DoD  FAR  Supplement  Subpart  4.71  for  proper  numbering. 

Item  2.  Enter  title  as  it  appears  on  data  acquisition  document  cited  in 
Item  4. 

Item  3.  Enter  subtitle  of  data  item  for  further  definition  of  data  item 
(optional  entry). 

Item  4.  Enter  Data  Item  Description  (DID)  number,  military  specification 
number,  or  military  standard  number  listed  in  DoD  5010. 12-L  (AMSDL), 
or  one-time  DID  number,  that  defines  data  content  and  format 
requirements. 

Item  5.  Enter  reference  to  tasking  in  contract  that  generates  requirement 
for  the  data  item  (e.g..  Statement  of  Work  paragraph  number). 

Item  6.  Enter  technical  office  responsible  for  ensuring  adequacy  of  the 
data  item. 

Item  7.  Specify  requirement  for  inspection/acceptance  of  the  data  item 
by  the  Government. 

Item  8.  Specify  requirement  for  approval  of  a  draft  before  preparation  of 
the  final  data  item. 

Item  9.  For  technical  data,  specify  requirement  for  contractor  to  mark 
the  appropriate  distribution  statement  on  the  data  (ref.  DoDD  5230.24). 

Item  10.  Specify  number  of  times  data  items  are  to  be  delivered. 

Item  1 1 .  Specify  as-of  date  of  data  item,  when  applicable. 

Item  12.  Specify  when  first  submittal  is  required. 

Item  13.  Specify  when  subsequent  submittals  are  required,  when 
applicable. 

Item  14.  Enter  addressees  and  number  of  draft/final  copies  to  be 
delivered  to  each  addressee.  Explain  reproducible  copies  in  Item  16. 

Item  1 5.  Enter  total  number  of  draft/final  copies  to  be  delivered. 

Item  16.  Use  for  additional/clarifying  information  for  Items  1  through  15. 
Examples  are:  Tailoring  of  documents  cited  in  Item  4;  Clarification  of 
submittal  dates  in  Items  1 2  and  1 3;  Explanation  of  reproducible  copies  in 
Item  14.;  Desired  medium  for  delivery  of  the  data  item. 


FOR  THE  CONTRACTOR 

Item  17.  Specify  appropriate  price  group  from  one  of  the  following 
groups  of  effort  in  developing  estimated  prices  for  each  data  item 
listed  on  the  DD  Form  1423. 


a.  Group  I .  Definition  -  Data  which  is  not  otherwise  essential 
to  the  contractor's  performance  of  the  primary  contracted  effort 
(production,  development,  testing,  and  administration)  but  which  is 
required  by  DD  Form  1423. 

Estimated  Price  -  Costs  to  be  included  under  Group  I  are 
those  applicable  to  preparing  and  assembling  the  data  item  in 
conformance  with  Government  requirements,  and  the 
administration  and  other  expenses  related  to  reproducing  and 
delivering  such  data  items  to  the  Government. 


b.  Group  11.  Definition  -  Data  which  is  essential  to  the 
performance  of  the  primary  contracted  effort  but  the  contractor  is 
required  to  perform  additional  work  to  conform  to  Government 
requirements  with  regard  to  depth  of  content,  format,  frequency  of 
submittal,  preparation,  control,  or  quality  of  the  data  item. 

Estimated  Price  -  Costs  to  be  included  under  Group  II  are 
those  incurred  over  and  above  the  cost  of  the  essential  data  item 
without  conforming  to  Government  requirements,  and  the 
administrative  and  other  expenses  related  to  reproducing  and 
delivering  such  data  item  to  the  Government. 


c.  Group  III.  Definition  -  Data  which  the  contractor  must 
develop  for  his  internal  use  in  performance  of  the  primary 
contracted  effort  and  does  not  require  any  substantial  change  to 
conform  to  Government  requirements  with  regard  to  depth  of 
content,  format,  frequency  of  submittal,  preparation,  control,  and 
quality  of  the  data  item. 

Estimated  Price  -  Costs  to  be  included  under  Group  III  are 
the  administrative  and  other  expenses  related  to  reproducing  and 
delivering  such  data  item  to  the  Government. 

d.  Group  IV.  Definition  -  Data  which  is  developed  by  the 
contractor  as  part  of  his  normal  operating  procedures  and  his  effort 
in  supplying  these  data  to  the  Government  is  minimal. 

Estimated  Price  -  Group  IV  items  should  normally  be  shown 
on  the  DD  Form  1423  at  no  cost. 


Item  18.  For  each  data  item,  enter  an  amount  equal  to  that  portion 
of  the  total  price  which  is  estimated  to  be  attributable  to  the 
production  or  development  for  the  Government  of  that  Item  of 
data.  These  estimated  data  prices  shall  be  developed  only  from 
those  costs  which  will  be  incurred  as  a  direct  result  of  the 
requirement  to  supply  the  data,  over  and  above  those  costs  which 
would  otherwise  be  incurred  in  performance  of  the  contract  if  no 
data  were  required.  The  estimated  data  prices  shall  not  include 
any  amount  for  rights  in  data.  The  Government's  right  to  use  the 
data  shall  be  governed  by  the  pertinent  provisions  of  the  contract. 
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A.  CONTRACT  LINE  ITEM  NO.  B.  EXHIBIT 

0002  A 


C.  CATEGORY: 


O.  SYSTEM  MTEM 

F-15  NAVIGATION  ATS 


1.  DATA  IHM,  Na  *.  TITLE  OF  DATA  ITEM 


E.  CONTRAa/PR  NO. 

F41608-95-C-0044 


F.  CONTRACTOR  l£^y£  gLANK  UNLESS 
CONTRACTO’  -  ' 


1.  SUtTITVe 


A002  SCIENTIFIC  AND  TECHNICAL  REPORTS 


d.  authority  (Oil*  AcgirfsIrlDn  Bocuirtnr  NoJ 

DI-MISC-807n 


S.  CONTlUa  RCFIIIENCE 


1.  DD  ISO  BID 
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0.  BIST  STATEMINT 
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1.  AFP  coot 
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SOW  PARA  OR 


AS  REQ 


13.  date  Of  FAST  SUBMISSION 

SEE  BIK  16 


TS.  REMARKS 


BLK.4:  CONTRACTOR  FORMAT  ACCEPTABLE.  CONTRACTOR 
SHALL  PREPARE  SF  FORM  298  AS  THE  FIRST  PAGE  OF  THE 
FRONT  MATTER.  IT  WILL  NOT  CARRY  A  PAGE  NUMBER, 
ALTHOUGH  IT  OCCUPIES  PAGES  1  AND  ii. 

BLKS  B, 10. 12, 13:  DRAFT  SHALL  BE  DELIVERED  WITHIN 
210  DAYS  AFTER  CONTRACT  AWARD.  THE  GOVERNMENT  WILL 
PROVIDE  COMMENTS  WITHIN  30  DAYS  AFTER  RECEIPT. 

THE  CONTRACTOR  SHALL  INCORPORATE  GOVERNMENT 
COMMENTS  AND  SUBMIT  FINAL  WITHIN  30  DAYS  AFTER 
RECIPT  OF  GOVERNMENT  COMMENT. 

BLK  9:  DISTRIBUTION  AUTHORIZED  TO  DEPARTMENT  OF 
DEFENSE  (DOD)  AND  DOD  CONTRACTORS  ONLY;  (FILL  IN 
REASON  From  list  in  AFI61-204);  (date  STATEMENT 
APPLIED).  OTHER  REQUESTS  SHALL  BE  REFERRED  TO 
(INSERT  CONTROLLING  DOD  OFFICE). 

DLK  14:  REPRODUCIBLE  SHALL  BE  A  CAMERA-READY  COPY, 


data  MANAGER/SYMBOL/PHONE/DATE 


G.  PREFAREO  BY 

NAME/SYMBOL/PHOME/ 
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AFI  61-204  Disseminating  Scientific  and  Technical  Information 


NOTICE 


NOTTCE 


NCmCE 


DoD  Directive  5230.24,  "Distribution  Statements  on  Technical  Documents,'’  18  Mar  87.  contains  seven 
distribution  statements,  as  described  briefly  below.  Technical  Documents  must  be  assigned  distribution  statements. 

DISTRIBUTION  STATEMENT  A: 

APPROVED  FOR  PUBLIC  RELEASE;  DISTRIBUTION  IS  UNLIMITED. 

DISTRIBUTION  STATEMENT  B: 

DISTRIBUTION  AUTHORIZED  TO  U.S.  GOVERNMENT  AGENCIES  ONLY;  (FOD  IN  REASON);  (DATE 
STATEMENT  APPLIED).  OTHER  REQUESTS  FOR  THIS  DOCUMENT  SHALL  BE  REFERRED  TO  (INSERT 
CONTROLLING  DoD  OFFICE). 

DISTRIBUTION  STATEhdENT  C: 

DISTRIBUTION  AUTHORIZED  TO  U.S.  GOVERNMENT  AGENCIES  AND  THEIR  CONTRACTORS; 
(FILL  IN  REASON);  (DATE  STATEMENT  APPLIED).  OTHER  REQUESTS  FOR  THIS  DOCUMENT  SHALL 
BE  REFERRED  TO  (INSERT  CONTROLLING  DoD  OFFICE). 

DISTRIBUTION  STATEMENT  D: 

DISTRIBUTION  AUTHORIZED  TO  DoD  AND  DoD  CONTRACTORS  ONLY;  (FILL  m  REASON);  PATE 
STATEMENT  APPLIED).  OTHER  REQUESTS  SHALL  BE  REFERRED  TO  (INSERT  CONTROLLING  DoD 
OFFICE). 

DISTRIBUTION  STATEMENT  E: 

DISTRIBUTION  AUTHORIZED  TO  DoD  COMPONENTS  ONLY;  (FILL  IN  REASON);  PATE 
STATEMENT  APPLIED).  OTHER  REQUESTS  SHALL  BE  REFERRED  TO  (INSERT  CONTROLLING  DoD 
OFFICE). 

DTSTRTBUTION  STATEMENT  F: 

FURTHER  DISTRIBUTION  ONLY  AS  DIRECTED  BY  (INSERT  CONTROLLING  DoD  OFFICE  AND 
DATE).  OR  HIGHER  DoD  AUTHORITY. 

DISTRIBUTION  STATEMENT  Y: 

DISTRIBUTION  AUTHORIZED  TO  U.S.  GOVERNMENT  AGENCIES  AND  PRIVATE  INDIVPUALS  OR 
ENTERPRISES  ELIGIBLE  TO  OBTAIN  EXPORT-CONTROLLED  TECHNICAL  DATA  IN  ACCORDANCE 
WITH  DoD  DIRECTIVE  5230.25  PATE  STATEMENT  APPLIED).  CONTROLLING  DoD  OFFICE  IS 
(INSERT). 


For  further  information  on  withholding  of  e.vport-controlled,  unclassified  technical  data 

see  DoD  DirecUve  5230.25,  "Withholding  of  Unclassified  Technical  Data  from  Public 
Disclosure,"  issued  6  November  1984. 


NS 


ir you  have  any  questions  concerning  these  distribution  statements,  please  call  iDTIC '  s  Selection  Dept 
on  (703)767-8040  or  DSN  427-8040. 
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F.  CONTRACTOR 


1.  DATA  ITEM  NO.  1  TITLE  OF  DATA  ITEM 

SCIENTIFIC  AND  TECHNICAL  REPORTS 


a.  SUBTITLE 

FINAL  REPORT 


A  AUTHORITY  (IMa  AesoMllon  OocwiwM  Mo.; 

DI-MISC-80711/T 


S.  CONTRACT  REFERENCE 

SEC  C,  PARA  C 


A  REQUmiNO  OFFICE 


7.  DO  2S0  REQ 

XX 
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11.  AS  OF  DATE 
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Tailored  to  require  the  official  WL  emblem  to  be 
placed  in  the  upper  right  hand  corner  of  the  front 
cover  with  affected  entries  adjusted  as  required 
(WL  will  supply  a  copy  of  the  emblem);  Block  10, 
para  10.3  is  clarified  so  that  distribution  to  DTIC 
will  be  through  Air  Force  distribution  channels. 


Approval /disapproval  by  letter  from  the  Air  Force 
within  60  days  after  receipt.  Disapproval  requires 
correction/resutanission  within  30  days  after  receipt 
of  Air  Force  comments. 


Draft  report  shall  be  unbound,  in  standard  size  type 
double-spaced  and  single-sided. 


Reproducible  shall  be  a  CAMERA  READY,  unbound, 
suitable  for  offset  reproduction,  and  shall 
incorporate  all  changes  made  in  the  corrected 
draft.  All  photos  shall  be  glossy  finished. 
Submit  the  reproducible  with  the  final  corrected 
version  only. 


The  contractor  is  reminded  that  the  DOD  Industrial 
Security  Manual,  DOD  5220. 22M,  App  II,  Para  B.2(a) 
requires  that  records  be  maintained  when  documents 
derive  classified  from  multiple  sources. 
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4.  AUTWMITV  (Data  Acquisition  Document  No.) 
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F.  CONTRAaOR 


Final  Report  of 


G.  REQUIRING  OFFICE 


17.  PRICE  GROUP 
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TOTAL  PRICE 
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9l  DIST  STATEMENT  ia  FREQUENCY 
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11.  AS  OF  DATE 


12.  DATE  OF  FIRST  SUBMISSION 

See  Blk  16 


13.  DATE  OF  SUBSEQUENT 
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Blk  4:  Only  para  10.3  of  DID,  blk  10  applies. 

Prepare  lAW  AFDTCP  83-2,  Handbook  for  Technical  Report 
Preparation.  Submit  drafts  typed  double  spaced  by  LT 
within  30  days  after  completion  of  SOW  tasks.  Deliver 
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INSTRUCTIONS  FOR  COMPLETING  DD  FORM  1540, 
REGISTRATION  FOR  SCIENTIFIC  AND  TECHNICAL  INFORMATION  SERVICES 


PRIVACY  ACT  STATEMENT 

AUTHORITY:  5  U.S.C.  301;  E.O.  9397. 

PRINCIPAL  PURPOSE(S);  To  register  for  scientific  and  technical  information  services  provided  by  OTIC.  DOD  individuais  must  be  verified 
through  DMDC.  This  verification  process  is  used  to  validate  an  individual's  affiliation  with  a  DOD  organization,  a  condition  that  must  be  met 
before  giving  access  to  information  which  is  limited  to  DOD  organizations  and  their  employees, 

ROUTINE  USE(S):  None, 

DISCLOSURE;  Voluntary:  however,  failure  to  provide  the  requested  personal  information  will  result  in  the  individual  not  being  registered  for 
scientific  and  technical  information  services. 


A.  WHO  IS  ELIGIBLE 

The  Defense  Technical  Information  Center’s  (DTIC's)  products 
and  services  are  available  to  U.S.  Government  organizations,  their 
contractors,  subcontractors  and  potential  contractors.  In  order  to 
register  for  these  services,  all  applicants  are  required  to  complete 
the  DD  Form  1 540. 

B.  WHERE  TO  FILE 

Completed  DD  Forms  1 540,  and  other  related  correspondence, 
should  be  mailed  to: 

Defense  Technical  Information  Center 
DTIC-BC,  (Registration) 

8725  John  J,  Kingman  Road 
Suite  0944 

Fort  Belvoir,  VA  22060-6218 

Telephone:  (703)  767-8273 
Fax:  (703)  767-9459 

C.  RESTRICTED  DATA,  CNWDI  AND/OR  NATO 

1 .  U.S.  Government  (Non-DOD)  organizations  requesting  access  to 
Restricted  Data  and/or  CNWDI  must  have  the  Department  of  Energy 
notify  DTIC  in  writing  that  the  individual  listed  as  the 
point-of-contact  (Item  4,  "Attention")  on  the  DD  Form  1540  is 
authorized  to  receive  such  data, 

2.  Access  to  NATO  requires  a  letter  providing  the  requester's  NATO 
clearance  information.  (All  U.S.  Government  refer  to  Part  1, 
Paragraph  1,  Section  II  and  contractors  refer  to  Part  2,  Paragraph  1, 
Section  V  of  DTIC's  registration  guide  for  details  of  the  letter.) 

D.  GENERAL  INSTRUCTIONS 

I .  U.S.  Government  Organizations 

(1)  Section  I  -  General  Information.  All  applicants  must  complete 
Section  I  in  full. 

-  DOD  organizations  complete  only  Section  I  if  requesting 
access  to  unclassified/unlimited  or  unclassified/  limited  data. 

DOD  organizations  should  include  DSN  numbers  where  noted. 

-  Non-DOD  Government  organizations  complete  only  Section 
I  if  requesting  access  to  only  unclassified/unlimited  data. 

(2)  Section  II  -  Security  Officer.  All  U.S.  Government 
organizations  requesting  access  to  classified  data  must  obtain  the 
signature  of  their  organization's  security  officer.  The  security  officer 
certifies  that  the  organization  listed  in  Section  I  may  receive  and 
store  classified  data  at  the  access  level  indicated  in  Section  I  (Item 

I I ,  "Type  of  Access  Desired"). 

(3)  Section  III  -  Prime  Contractor  Approval.  Leave  blank. 

(4)  Section  IV  -  U.S.  Government  Approving  Official.  DOD 
organizations  must  complete  Section  IV  if  requesting  access  to 
classified  data,  Non-DOD  Government  organizations  must  complete 
Section  IV  if  requesting  access  to  unclassified/limited  or  classified 
data.  Signature  of  Government  Approving  Official  is  required. 


-  Approving  Official  for  DOD  organizations  is  any 
designated  official,  such  as  the  Commanding  Officer,  Technical 
Director,  etc. 

-  Non-DOD  Government  organizations  refer  to  DTIC's 
registration  guide  for  the  address  of  their  approving  official. 

(5)  Section  V  -  Subject  Fields  and  Groups.  All  U.S. 
Government  organizations  requesting  access  to  classified  data 
must  select  the  pertinent  subject  fields  of  interest  based  on 
user  need-to-know  requirements. 

2.  Contractors,  Subcontractors,  Potential  Contractors,  CRDA 
Partners,  and  Grantees 

Access  to  export-controlled  data  requires  DTIC's  receipt  of 
a  certified  copy  of  the  DD  Form  2345,  "Militarily  Critical 
Technical  Data  Agreement."  Access  to  classified  data  requires 
approved  facility  clearance  from  the  Defense  Security  Service 
(DSS). 

For  more  information,  refer  to  DTIC's  registration  guide. 

(1)  Section  I  -  General  Information.  All  contractors, 
subcontractors,  and  potential  contractors  must  complete 
Section  I  in  full.  Cite  your  prime  contract  number  and 
expiration  date  in  this  section, 

(2)  Section  II  -  Security  Officer.  Leave  blank. 

(3)  Section  III  -  Prime  Contractor  Approval.  All 
subcontractors  must  complete  Section  III.  Cite  your 
subcontract  number  and  expiration  date  in  this  section. 

(4)  Section  IV  -  U.S.  Government  Approving  Official.  All 
contractors,  subcontractors,  and  potential  contractors  must 
complete  Section  IV,  Signature  of  Government  approving 
official  is  required.  (Refer  to  DTIC’s  registration  guide  for 
information  on  who  may  qualify  as  the  approving  official.) 

(5)  Section  V  -  Subject  Fields  and  Groups.  All  contractors, 
subcontractors,  and  potential  contractors  requesting  access  to 
classified  data  must  select  the  pertinent  subject  fields  of 
interest  based  on  user  need-to-know  requirements. 

E.  AFTER  REGISTRATION 

(1)  DTIC  will  mail  a  numeric  user  code  and  additional 
information  to  the  user  upon  completion  of  registration. 

(2)  Registered  DTIC  users  must  notify  DTIC  in  writing  of  any 
changes  to  their  current  DD  Forms  1 540. 

(3)  Registered  DTIC  users  receive  a  notice  from  DTIC  60 
days  prior  to  the  scheduled  expiration  date  of  their  service. 

F.  ADDITIONAL  INFORMATION 

For  a  more  complete  instructional  guide,  refer  to  the 
"Registration  Guide  to  the  Defense  Technical  Information 
Center  (DTIC)."  Copies  may  be  obtained  from  the  address  in 
Paragraph  B. 
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REGISTRATION  FOR  SCIENTIFIC  AND  TECHNICAL  INFORMATION  SERVICES 


The  public  reporting  burden  for  this  collection  of  information  is  estimated  to  average  25  minutes  per  response,  including  the  time  for  revie\A/ing  Instructions,  searching  existing  data  sources, 
gathering  and  maintaining  the  data  needed,  and  completing  and  reviewing  the  collection  of  information.  Send  comments  regarding  this  burden  estimate  or  any  other  aspect  of  this  collection 
of  information,  including  suggestions  for  reducing  the  burden,  to  Department  of  Defense,  Washington  Headquarters  Services,  Directorate  for  Information  Operations  and  Reports 
(0704-0264),  1215  Jefferson  Davis  Highway,  Suite  1204,  Arlington,  VA  22202-4302.  Respondents  ^ould  be  aware  that  notwithstanding  any  other  provision  of  law,  no  person  shall  be 
subiect  to  anv  oenaltv  for  failino  to  comolv  with  a  collection  of  information  if  it  does  not  disolav  a  currentiv  valid  0MB  control  number. 

PLEASE  DO  NOT  RETURN  YOUR  FORM  TO  THE  ABOVE  ADDRESS.  SEND  YOUR  COMPLETED  FORM  TO:  DEFENSE  TECHNICAL 
INFORMATION  CENTER,  ATTN:  DTIC-BC,  8725  JOHN  J.  KINGMAN  ROAD,  SUITE  0944,  FORT  BELVOIR,  VA  22060-6218. _ 


SECTION  I  -  GENERAL  INFORMATION  (AH  applicants  must  complete  Section  I.)  _ |  FOR  DTIC  USE  ONLY 


1.  ORGANIZATION  NAME  2.  SUBORGANIZATION  NAME  I  DTIC  USER  CODE 


3.a.  CLASSIFIED/BUSINESS  MAILING  ADDRESS 


c.  STATE  d.  ZIP  CODE 


ENTITY  CODE 


4.  ATTENTION 


a.  NAME  (Last,  First,  Middle  Initial) 


5.  TELEPHONE  NUMBER  (Include  area  code) 


a.  COMMERCIAL  b.  DSN 


b.  SSN  (DOD  only)  c.  POSITIONH'ITLE 


d.  OFFICE  SYMBOL 


6.  FAX  NUMBER  (Include  area  code) 


a.  COMMERCIAL 


CHARGE  CODE 


SERVICE  LEVEL  SPONSOR 


7.  INTERNET  E-MAIL  ADDRESS 


8.a.  PRIME  CONTRACT  NUMBER  (Or  other 
appropriate  number)  (Contractors  only) 


b.  EXPIRATION  DATE 

(YYYYMMDD) 


FACILITY  CLEARANCE 


9.  CURRENT  OR  FORMER  USER  (X  one)  10.  MILITARILY  CRITICAL  TECHNICAL  DATA  AGREEMENT 

- 1.,,-..,,-  CERTIFICATION  NUMBER  fConfractors  on/y; 

YES  (Enter  OTIC  user  code) 

NO 


11.  TYPE  OF  ACCESS  DESIRED  (X  as  applicable)  _ 

I  UNCLASSIFIED/UNLIMITED  I  I  UNCLASSIFIED/LIMITED  I  I  CONFIDENTIAL  I  I  SECRET  I  |  RESTRICTED  DATA  |  |  CNWDI  |  |  NATO 


SECTION  11  -  SECURITY  OFFICER  (Government  and  DOD  organizations  oniy  must  compiete  Section  li  if  requesting  access  to  classified  data.) 


12.  SECURITY  OFFICER  CERTIFICATION 

I  certify  that  the  organization  iisted  in  Section  I  may  receive  and  store  classified  data  at  the  access  level  indicated  in  Section  1. 


a.  NAME  (Last,  First,  Middle  Initial)  b.  ORGANIZATION  NAME 


c.  (1)  STREET  ADDRESS 


(3)  STATE  (4)  ZIP  CODE 


d.  TELEPHONE  NUMBER  (Include  area  code) 


(1)  COMMERCIAL  (2)  DSN 


f.  DATE  SIGNED  (YYYYMMDD) 


SECTION  III  -  PRIME  CONTRACTOR  APPROVAL  (All  subcontractors  must  complete  Section  III.  Prime  Contractor's  signature  is  required.) 

13.  PRIME  CONTRACTOR  ORGANIZATION  NAME  1  14.a.  SUBCONTRACT  NUMBER  I  b.  EXPIRATION  DATE  (YYYYMMDD) 


15.a.  STREET  ADDRESS 


c.  STATE  I  d.  ZIP  CODE 


16.a.  PRIME  CONTRACTING  OFFICER  NAME  (Last,  First,  Middle  Initial) 


b.  POSITIONATITLE 


c.  TELEPHONE  NUMBER  d.  SIGNATURE 

(Include  area  code) 


e.  DATE  SIGNED  (YYYYMMDD) 


SECTION  IV  -  U.S.  GOVERNMENT  APPROVING  OFFICIAL  (DOD  organizations  requesting  access  to  ciassified  data,  Non-DOD  Government 
organizations  requesting  access  to  unclassified/limited  or  classified  data,  and  ail  contractors  requesting  either  unclassified  or  classified  data 
must  compiete  Section  iV.  Government  Approving  Official's  signature  is  required.) 


17.  APPROVING  ORGANIZATION  NAME 


18.a.  STREET  ADDRESS 


d.  ZIP  CODE 


19.a.  APPROVING  OFFICIAL  NAME  (Last,  First,  Middle  Initial) 


b.  POSITION/TITLE 


c.  TELEPHONE  NUMBER  (Include  area  code) 

d.  SIGNATURE 

(1)  COMMERCIAL 

(2)  DSN 

e.  DATE  SIGNED  (YYYYMMDD) 
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SECTION  V  -  SUBJECT  FIELDS  AND  GROUPS 

data.  The  first  number  is  the  subject  fieid,  the 


Agriculture  (ALL) 
Agricultural  Chemistry 
Agricultural  Economics 
Agricultural  Engineering 
Agronomy.  Horticulture, 


!  Aquiculture 


Animal  Husbandry  &  Veterinary  Medicine 


Atmospheric  Sciences  (ALL) 
Atmospheric  Physics 
MeteorolO' 


Behavioral  &  Social  Sciences  (ALL) 
Administration  &  Management 
Information  Science 
Economics  &  Cost  Analysis 
Government  &  Political  Science 
Sociology  &  Law 
Humanities  &  History 
Linguistics 
Psychology 

Personnel  Management  &  Labor  Relations 


hemistry  (AL 
Industrial  Chemistry/Chemical  Processing 
Inorganic  Chemistry 
Organic  Chemistry 
Physical  Chemistry 
Radiation  &  Nuclear  Chemistry 
Polymer  Chemistr 


Earth  Sciences  &  Oceanography  ^ALLJ 
Biological  Oceanography 
Cartography  &  Aerial  Photography 
Physical  &  Dynamic  Oceanography 
Geomagnetism 
Geodesy 
Geography 

Geology,  Geochemistry  &  Mineralogy 
Hydrology,  Limnology  &  Potamology 
Mining  Engineering 
Soil  Mechanics 
Seismology 

Snow,  Ice,  &  Permafrost 


lectrotechnology  &  Fluidics  (ALL 
Electrical  &  Electronic  Equipment 
Fluidics  &  Fiuerics 
Lasers  &  Masers 

Line,  Surface  &  Bulk  Acoustic  Wave  Devices 
Electrooptical  &  Optoelectronic  Devices 
Acoustooptic  &  Optoacoustic  Devices 
Electromagnetic  Shielding 


Power  Propulsion  &  Energy  Conversion 
(Nonpropulsive)  (ALL) 

Non-Electrical  Energy  Conversion 
Electric  Power  Production  &  Distribution 
Electrochemical  Energy  Storage 
Energy  Storage 


■ 


(X  as  appiicabie.  Aii  applicants  must  complete 
second  is  the  more  specific  group.)  I  | 


Materials  (Continued) 

03  Coatings.  Colorants  &  Finishes 

04  Laminates  &  Composite  Materials 
05  Textiles 

06  Metallurgy  &  Metallography 

06.01  Properties  of  Metals  &  Alloys 
06.02  Fabrication  Metallurgy 
07  Miscellaneous  Materials 

08  Lubricants  &  Hydraulic  Fluids 

09  Plastics 

10  Elastomers  &  Rubber 

1 1  Solvents,  Ciean^s  &  Abrasives 

1 2  Wood,  Paper  &  Related  Forestry  Products 


1 2  Mathematical  &  Computer  Sciences  (ALL) 

01  Numerical  Mathematics 
02  Theoretical  Mathematics 

03  Statistics  &  Probability 

04  Operations  Research 
05  Computer  Programming  &  Software 

06  Computer  Hardware 

07  Computer  Systems 

08  Computer  Systems  Management  &  Standards 

09  Cybernetics 


1 3  Mechanical,  industrial.  Civil  &  Marine 
_  Engineering  (ALL) 

_ 01  Air  Conditioning,  Heating,  Lighting  &  Ventilating 

_ 02  Civil  Engineering 

_ 03  Construction  Equipment,  Materials  &  Supplies 

_ 04  Containers  &  Packaging 

_ 05  Couplers.  Fasteners  &  Joints 

_ 06  Surface  Transportation  &  Equipment 

_ 06.01  Surface  Effect  Vehicles/Amphibious  Vehicles 

_ 07  Hydraulic  &  Pneumatic  Equipment 

08  Manufacturing  &  Industrial  Engineering  & 

_  Control  of  Production  Systems 

_ 09  Machinery  &  Tools 

_ 10  Marine  Engineering 

_ 10.01  Submarine  Engineering 

_ 11  Pumps,  Filters.  Pipes,  Tubing,  Fittings  &  Valves 

_ 12  Safety  Engineering 

13  Structural  Enqineerinq  &  Buildina  Technolo 


est  Equipment,  Research  Facilities 
&  Reprograi^y  (ALL) 

01  Holography 

02  Test  Facilities,  Equipment  &  Methods 
03  Recording  &  Playback  Devices 

04  Photography 

05  Printing  &  Graphic  Arts 


Hilary  Sciences  (ALL) 

01  Military  Forces  &  Organizations 

02  Civil  Defense 

03  Defense  Systems 

03.01  Antimissile  Defense  Systems 

03.02  Antiaircraft  Defense  Systems 

03.03  Antisatellite  Defense  Systems 

04  Military  Intelligence 

05  Logistics,  Military  Facilities  &  Supplies 

06  Military  Operations,  Strategy  &  Tactics 

06.01  Naval  Surface  Warfare 

06.02  Undersea  &  Antisubmarine  Warfare 

06.03  Chemical,  Bidogical  &  Radiological  Warfare 

06.04  Nuclear  Warfare 

06.05  Space  Warfare 

06.06  Land  Mine  Warfare 

06.07  Unconventional  Warfare 


1 6  Guided  Missile  Technology  (ALL) 

01  Guided  Missile  Launching  &  Basing  Support 
02  Guided  Missile  Trajectories.  Accuracy  &  Ballistics 
02.01  Guided  Missile  Dynamics,  Config.  &  Control 
03  Guided  Missile  Warheads  &  Fuzes 
04  Guided  Missies 

04.01  Air-  &  Space-Launched  Guided  Missiles 
04.02  Surface-Launched  Guided  Missiles 
04.03  Underwater-Launched  Guided  Missiles 
05  Guided  Missile  Reentry  Vehicles 


17  Navigation,  Detection  &  Countermeasures  (AL 
01  Acoustic  Detection  &  Detectors 
02  Non-Acoustic/Non-Magnetic  Submarine  Detection 
03  Direction  Finding 
04  Countermeasures 
04.01  Radio  Countermeasures 
04.02  Acoustic  Count^measures 
04.03  Radar  Countermeasures 
04.04  Optical  Countermeasures 
05  Optical  Detection  &  Detectors 
05.01  Infrared  Detection  &  Detectors 
05.02  Ultraviolet  Detection  &  Detectors 
06  Magnetic  &  Electric  Field  Detection  &  Detectors 
07  Navigation  &  Guidance 
07.01  Land  &  Riverine  Navigation  &  Guidance 
07.02  Underwater  &  Marine  Navigation  &  Guidance 
07.03  Air  Navigation  &  Guidance 
07.04  Space  Navigation  &  Guidance 
08  Miscellaneous  Detection  &  Detectors 
09  Active  &  Passive  Radar 

10  Seismic  Detection  &  Detectors 

11  Target  Direction,  Range  &  Position  Finding 


Section  V  if  requesting  access  to  classified 


Nuclear  Science  &  Technology  (ALL) 

Fusion  Devices  (Thermonuclear) 

Isotopes 

Nuclear  Explosions  &  Devices  (Non-Military) 
Nuclear  Instrumentation 
Nuclear  Power  Plants  &  Fission  Reactor 
Engineering 

05.01  Nuclear  Fission  Reactors  (Power) 

05.02  Nuclear  Fission  Reactors  (Non-Power) 

Nuclear  Radiation  Shielding  Protection  &  Safety 
Radioactivity,  Radioactive  Wastes  & 

Fission  Products 

SNAP  (Systems  for  Nuclear  Auxiliary 
Power)  Technology 
09  Fission  Reactor  Physics 
Fission  Reactor  Materials 


19  Ordnance  (ALL) 

01  Ammunition  &  Explosives 
01.01  Pyrotechnics 
02  Aerial  Bombs 
03  Combat  Vehicles 

04  Armor 

05  Fire  Control  &  Bombing  Systems 

06  Guns 

07  Rockets 

08  Underwater  Ordnance 

08.01  Torpedoes 

09  Explosions 

10  Ballistics 

1 1  Nuclear  Weapons 

1 2  Directed  Energy  Weapons 

1 3  Guided  Munitions 


20  Physics  (ALL) 

01  Acoustics 

02  Crystallography 

03  Electricity  &  Magnetism 

04  Fluid  Mechanics 

05  Atomic  &  Molecular  Physics  &  Spectroscopy 
06  Optics 

06.01  Fiber  Optics  &  Integrated  Optics 

07  Particle  Accelerators 

08  Nuclear  Physics  &  Elementary  Particle  Physics 

09  Plasma  Physics  &  Magnetohydrodynamics 

10  Quantum  Theory  &  Relativity 

11  Mechanics 

12  Solid  State  Physics 

13  Thermodynamics 

14  Radiofrequency  Wave  Propagation 

1 5  Electromagnetic  Pulses 


space  Technology  (ALL) 

Astronauts 

Unmanned  Spacecraft 
Spacecraft  Trajectories  and  Reentry 
Ground  Support  Systems  &  Facilities 
for  Space  Vehicles 
Manned  Spacecraft 


Biotechnology  (ALL) 

Biomedical  Instrumentation  &  Bioengineering 
Human  Factors  Engineering 
&  Man  Machine  Systems 
Bionics 

Protective  Equipment 
Life  Support  Systems 
Escape,  Rescue  &  Survival 


Environmental  Pollution  &  Control  (ALL 
Air  Pollution  &  Conti’ol 
Noise  Pollution  &  Control 
Solid  Wastes  Pollution  &  Control 
Water  Pollution  &  Control 
Pesticides  Pollution  &  Control 
Radiation  Pollution  &  Control 
Environmental  Health  &  Safetv 


Communications  (ALL) 

Telemetry 

Radio  Communications 
Non-Radio  Communications 
Voice  Communications 

Command,  Control  &  Communications  Systems 


ALL  SUBJECT  FIELDS  AND  GROUPS 


I 


DD  FORM  1540  (BACK),  JUN  2001 


HELPFUL  HINTS  FOR  U.S.  GOVERNMENT  APPROVING  OFFICIALS 


1.  Who  should  sign  as  the  Approving  Oificial  in  Section  IV  of  the  DD  Form  1540? 

The  person  who  signs  the  DD  Form  1540  shall  have  the  technical  competence  and 
familiarity  with  government,  contractor  or  grantee  programs  necessary  to  judge  the 
subject  fields  of  interest  to  the  applicant  as  stated  in  DoDI  3200. 14,  Principles  and 
Operational  Parameters  of  the  DoD  Scientific  and  Technical  Information  Program, 
Enclosure  6,  Access  to  and  Dissemination  of  DoD  Technical  Information,  dated 
May  13,  1998.  When  you  sign  as  approving  official,  you  are  responsible  for  the  accuracy 
of  the  information  on  the  form,  and  you  are  certifying  the  need-to-know  of  the  requester. 
You  can  change  the  classification  requested,  expiration  date,  and/or  the  subject  fields  of 
interest  as  you  see  fit. 

2.  If  an  applicant  requests  “ALL”  fields  of  interest,  should  you  approve  all? 

Section  V  is  completed  by  all  U.S.  Government  organizations,  contractors, 
subcontractors,  and  potential  contractors  requesting  access  to  classified  data.  Non-DoD 
Government  organizations  also  complete  Section  V  for  access  to  unclassified/limited 
data.  Approving  “ALL”  would  certify  access  to  an  unusually  high  range  of  subject  areas. 
We  request  that  you  reevaluate  each  subject  area  carefully  to  verify  that  there  is  a 
legitimate  need-to-know  requirement  for  such  a  broad  range  of  subject  areas,  e.g.  under  a 
contract  being  registered.  If  you  approve  “ALL”,  please  initial  bv  the  word  “ALL  on  the 
DD  Form  1540. 


Approving  OfGciaPs  Checklist 

-Did  you  enter  your  phone  number  in  Section  IV,  Block  19.c.? 

-Did  you  sign  and  date  in  Section  IV,  Blocks  19,d.  and  19.e.? 

-If  the  requester  is  a  contractor,  are  the  contract  number  and  expiration  date  correct? 

(Section  I,  Blocks  8.a.  and  8.b.  or  Section  III,  Blocks  14.a.  or  14.b.) 

-If  the  requester  circled  “ALL”  subject  fields  of  interest,  did  you  initial  by  the  word 
“ALL”? 

PLEASE  NOTE;  Upon  receipt  of  the  DD  Form  1540,  DTIC  will  contact  you  for  verbal 
verification. 
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MILITARILY  CRITICAL  TECHNICAL  DATA  AGREEMENT 

(Please  read  Privacy  Act  Statement  and  Instructions  on  back  before  completing  this  form.) 


Form  Approved 
0MB  No.  0704-0207 
Expires  October  31,  2004 


The  public  reporting  burden  for  this  collection  of  information  is  estimated  to  average  20  minutes  per  response,  including  the  time  for  reviewing  instructions,  searching  existing  data  sources, 
gathering  and  maintaining  the  data  needed,  and  completing  and  reviewing  the  collection  of  information.  Send  comments  regarding  this  burden  estimate  or  any  other  aspect  of  this  collection 
of  information,  including  suggestions  for  reducing  the  burden,  to  Department  of  Defense.  Washington  Headquarters  Services,  Directorate  for  Information  Operations  and  Reports  (0704-0207), 
1215  Jefferson  Davis  Highway,  Suite  1204,  Arlington,  VA  22202-4302.  Respondents  should  be  aware  that  notwithstanding  any  other  provision  of  law,  no  person  shall  be  subject  to  any 
penalty  for  failing  to  comply  with  a  collection  of  information  if  it  does  not  display  a  currently  valid  0MB  control  number. 

PLEASE  DO  NOT  RETURN  YOUR  COMPLETED  FORM  TO  THE  ABOVE  ADDRESS.  RETURN  COMPLETED  FORM  TO: 

UNITED  STATES/CANADA  JOINT  CERTIFICATION  OFFICE,  DEFENSE  LOGISTICS  INFORMATION  SERVICE,  FEDERAL  CENTER,  74  WASHINGTON  AVE.,  NORTH, 
BATTLE  CREEK,  Ml  USA  49017-3084 


1.  TYPE  OF  SUBMISSION  fX  one) 


a.  INITIAL  SUBMISSION 

b.  RESUBMISSION 

1  I  c.  REVISION  1  1 

d.  5-YEAR  RENEWAL 


2.  INDIVIDUAL  OR  ENTERPRISE  DATA  (Referred  to  as  a  "certified  contractor"  upon  acceptance  of  certification  by  the  U.S./Canada  -  JCOI 

a.  NAME 

b.  ADDRESS  (Include  Province  and/or  9-digit  ZIP  Code) 

c.  NAME  OF  SUBSIDIARY/DIVISION 

d.  FSCM/FSCNM/CAGE/DSS  VENDOR  CODE 

e.  TELEPHONE  NUMBER  (Include  Area  Code) 

3.  DATA  CUSTODIAN 


a.  NAME  OR  POSITION  DESIGNATION  (See  instructions) 


b.  BUSINESS  MAILING  ADDRESS  linclude  Province  and/or  9-digit  ZIP  Code) 


c.  TELEPHONE  NUMBER  (Include  Area  Code) 


d.  TITLE 


4.  DESCRIPTION  OF  RELEVANT  BUSINESS  ACTIVITY  (Print  or  type) 


5.  AS  A  CONDITION  OF  RECEIVING  MILITARILY  CRITICAL  TECHNICAL  DATA,  THE  INDIVIDUAL  OR  ENTERPRISE  CERTIFIES  THAT: 


a.ni  CITIZENSHIP/RESIDENCY  STATUS. 

The  individual  designated  either  by  name  or  position  designation  in  Item  3, 
who  will  act  as  custodian  of  the  militarily  critical  technical  data  on  behalf  of  the 
contractor,  is;  (X  (a),  (b),  (cl,  or  (dl) 


(al  A  U.S.  CITIZEN  (bl  A  CANADIAN  CITIZEN 


or  a  person  admitted  lawfully  for  permanent  residence  into: 


(0)  THE  UNITED  STATES  (d)  CANADA 


121  BUSINESS  LOCATION.  Business  of  individual  listed  in  Item  3  is  located  in: 

X  (a)  or  (bl 


(a)  THE  UNITED  STATES 


(bl  CANADA 


b.  The  data  are  needed  to  bid  or  perform  on  a  contract  with  any  agency  of  the 
U.S.  Government  or  the  Canadian  Government  or  for  other  legitimate  business 
activities  in  which  the  contractor  is  engaged,  or  plans  to  engage. 


c.  They  (1)  acknowledge  all  responsibilities  under  applicable  U.S.  export  control 
laws  and  regulations  (including  the  obligation,  under  certain  circumstances,  to 
obtain  an  export  license  from  the  U.S.  Government  prior  to  the  release  of 
militarily  critical  technical  data  within  the  United  StatesI  or  applicable  Canadian 
export  control  laws  and  regulations,  and 


c. (2l  agree  not  to  disseminate  militarily  critical  technical  data  in  a  manner  that 
would  violate  applicable  U.S.  or  Canadian  export  control  laws  and  regulations. 

d.  They  will  not  provide  access  to  militarily  critical  technical  data  to  persons 

other  than  their  employees  or  eligible  persons  designated  by  the  registrant  to 
act  on  their  behalf  unless  such  access  is  permitted  by  U.S.  DoDD  5230.25, 
Canada’s  TDCR,  or  by  the  U.S.  or  Canadian  Government  agency  that  provided 
the  technical  data.  _ 


e.  No  person  employed  by  the  enterprise  or  eligible  persons  designated  by  the 
registrant  to  act  on  their  behalf,  who  will  have  access  to  militarily  critical 
technical  data,  is  disbarred,  suspended,  or  otherwise  ineligible  to  perform  on 
U.S.  or  Canadian  Government  contracts  or  has  violated  U.S.  or  contravened 
Canadian  export  control  laws  or  has  had  a  certification  revoked  under  the 
provisions  of  U.S.  DoDD  5230.25  or  Canada's  TDCR. 


f.  They  are  not  themself  debarred,  suspended,  or  otherwise  ineligible  to  per¬ 
form  on  U.S.  or  Canadian  Government  contracts,  and  have  not  violated  U.S.  or 
contravened  Canadian  export  control  laws,  and  have  not  had  a  certification 
revoked  under  the  provisions  of  U.S,  DoDD  5230.25  or  Canada's  TDCR. 


6.  CONTRACTOR  CERTIFICATION 

I  certify  that  the  information  and  certifications  made  by  me  are  true,  complete,  and  accurate  to  the  best  of  my  knowledge  and  belief  and 
are  made  in  good  faith.  I  understand  that  a  knowing  and  willful  false  statement  on  this  form  can  be  punished  by  fine  or  imprisonment  or  both. 
(For  U.S.  contractors  see  U.S.  Code,  Title  18,  Section  1001  and  for  Canadian  contractors  see  Section  26  of  the  Defense  Production  Act.) 

a.  TYPED  NAME  (LAST,  First,  Middle  Initial)  b.  TITLE  c.  SIGNATURE  d.  DATE  SIGNED 


7.  CERTIFICATION  ACTION  (X  one)  _ _ _ 


a.  CERTIFICATION  ACCEPTED.  This  certification  number,  along  with  a  statement  of  intended  data  use,  must  be  NUMBER 
included  with  each  request  for  militarily  critical  technical  data. 


b.  RETURNED.  Insufficient  information;  _ _ _ 


c.  REJECTED.  Does  not  meet  eligibility  requirements  of  DoDD  5230.25  or  of  Canada’s  TDCR. _ _ _ 


8.  DOD  OFFICIAL  9.  CANADIAN  OFFICIAL _ _ 

a.  TYPED  NAME  (LAST,  First,  Middle  Initial)  a.  TYPED  NAME  (LAST,  First,  Middle  Initial) 


c.  SIGNATURE 


d.  DATE  SIGNED 


0.  SIGNATURE 


d.  DATE  SIGNED 


DD  FORM  2345,  OCT  2001 


PREVIOUS  EDITION  IS  OBSOLETE. 


INSTRUCTIONS  FOR  COMPLETING  DO  FORM  2345 


PRIVACY  ACT  STATEMENT 

AUTHORITY:  U.S.  INDIVIDUALS  AND  ENTERPRISES:  10  USC,  Section  140c,  as  added  by  PL  98-94,  Section  1217,  September  24,  1983; 
and  implemented  by  DoDD  5230.25,  "Withholding  of  Unclassified  Technical  Data  From  Public  Disclosure,"  November  6,  1984  (32  CFR  Part 
250). 

FOR  CANADIAN  INDIVIDUALS  AND  ENTERPRISES:  Defense  Production  Act. 

PRINCIPAL  PURPOSE(S):  To  identify  individuals  and  enterprises  eligible  to  receive  militarily  critical  technical  data. 

ROUTINE  USE(S):  To  support  decisions  regarding  dissemination  or  withholding  of  militarily  critical  technical  data.  Information  provided  on 
this  form  describing  your  business  may  be  published  from  time  to  time  for  the  benefit  of  the  "certified  contractors." 

DISCLOSURE:  Voluntary;  however,  failure  to  provide  the  information  may  result  in  a  denial  of  access  to  militarily  critical  technical  data. 

MAIL  THE  ORIGINAL,  COMPLETED  COPY  OF  THIS  FORM  AND  ANY  ATTACHMENTS  TO: 

United  States/Canada  Joint  Certification  Office 
Defense  Logistics  Information  Service 
Federal  Center,  74  Washington  Ave.,  North 
Battle  Creek,  Ml,  USA  49017-3084 

SPECIFIC  INSTRUCTIONS 

1 .  Mark  only  one  box.  Mark  "RESUBMISSION"  only  if  your  technical  data  that  you  may  request  from  time  to  time  are 

previous  submission  was  returned  or  rejected.  Mark  "REVISION"  (of  reasonably  related  to  your  stated  business  activity.  For  example, 

a  previously  accepted  submission)  to  show  revised  information,  such  state  that  you  design  and  construct  high-pressure,  high  volume 

as  addresses  or  business  description.  Mark  "5-YEAR  RENEWAL"  in  hydraulic  pumps  for  use  in  connection  with  aircraft  control  surfaces; 
response  to  a  renewal  notice  from  U.S. /Canada  -  JCO.  When  either  do  not  state  simply  "hydraulic  pumps."  Provide  concise  statements 
the  "REVISION"  OR  "5-YEAR  RENEWAL"  box  is  marked,  enter  your  within  the  space  provided, 
current  Certification  Number  in  Item  7. a. 

5.  If  certifications  5.e.  and  5.f.  cannot  be  made,  provide  (on  a 

2.  a.  For  an  individual,  show  full  name  (LAST,  First,  Middle  initial).  separate  sheet)  a  description  of  any  extenuating  circumstances  that 

For  an  enterprise,  show  full  name  of  corporate  parent;  or  institution.  may  give  sufficient  reason  to  accept  your  certification. 

b.  Enter  the  mailing  address  of  the  individual  or  enterprise  making  6.  If  Item  2  identifies  an  individual,  that  individual  must  sign.  If 

the  certification.  If  a  P.O.  Box  is  used  for  mailing  purposes,  include  Item  2  identifies  an  institution  or  a  corporate  entity,  a  person  who 

street  address  as  well.  can  legally  obligate  the  enterprise  to  a  contract  must  sign. 

c.  Each  corporate  subsidiary  or  division  that  is  to  receive  militarily  7.  Explanation  of  Certification  Action, 
critical  technical  data  must  be  certified  separately.  If  not  applicable, 

so  state.  a.  ACCEPTED.  The  U.S. /Canada  -  JCO  has  assigned  the 

individual  or  enterprise  identified  in  Item  2. a.,  a  Certification  Number 

d.  For  U.S.  individual  or  enterprise,  enter  the  Federal  Supply  Code  which  will  identify  the  individual  or  enterprise  as  a  "certified 

for  Manufacturers  (FSCM)  or  Non-Manufacturers  (FSNCM)  or  contractor"  as  defined  in  U.S.  DoDD  5230.25  or  Canada's  TDCR. 

Commercial  and  Government  Entity  (CAGE)  code  assigned  to  the  The  acceptance  is  valid  for  a  period  of  five  years  from  the 

individual  or  enterprise  making  the  certification.  For  a  Canadian  acceptance  date  unless  sooner  revoked  under  the  provisions  of  U.S. 

individual  or  enterprise,  enter  the  Department  of  Supply  and  DoDD  5230.25  or  Canada's  TDCR.  If  at  any  time  a  certified 

Services  (DSS)  Vendor  Code  assigned  to  the  individual  or  enterprise  contractor  is  unable  to  adhere  to  the  conditions  under  which  a 

making  the  certification.  If  none,  so  state.  If  a  subsidiary  or  division  certification  was  accepted,  the  contractor's  certification  is 

is  certified,  enter  the  organization's  code.  considered  void,  and  the  contractor  will  either  submit  a  revised 

certification  or  surrender  all  militarily  critical  technical  data  obtained 

e.  Show  telephone  number  of  the  certifying  official  identified  in  under  this  agreement  to  the  data  controlling  offices  specified  on  the 

Item  6.  Include  the  area  code.  documents. 

3.  Show  the  name,  address,  telephone  number  (including  area  code)  b.  RETURNED.  Your  submission  did  not  contain  all  the 

and  title  of  the  individual  who  will  receive  militarily  critical  technical  information  required  to  process  your  certification.  Please  review  any 

data  and  be  responsible  for  its  further  dissemination.  A  position  comments  provided  with  the  returned  submission  and  resubmit  in 

designation  may  be  used  only  when  conditions  described  in  Item  accordance  with  the  applicable  instructions. 

5.a.(1)  and  (2)  are  prerequisites  for  holding  that  position. 

c.  REJECTED.  Reasons  for  rejection  include,  for  example, 

4.  Describe  the  business  activity  of  the  entity  identified  in  Item  2  in  debarment,  a  business  activity  that  does  not  fall  within  the  scope  of 

sufficient  detail  for  the  U.S.  or  Canadian  Government  agency  U.S.  DoDD  5230.25  or  Canada's  TDCR,  or  failure  to  make  all  of  the 

controlling  the  data  to  determine  whether  the  militarily  critical  required  certifications. 


LEGEND: 

DoD  =  Department  of  Defense 

DoDD  =  Department  of  Defense  Directive 

U.S./Canada  -  JCO  =  United  States/Canada  Joint  Certification  Office 
DSS  =  Department  of  Supply  and  Services 
TDCR  =  Technical  Data  Control  Regulations 

Militarily  Critical  Technical  Data  =  Unclassified  technical  data  as  governed  by  U.S.  DoDD  5230.25  or  Canada's  TDCR. 


DD  FORM  2345  (BACK),  OCT  2001 


Certification  to  Receive  Unclassified.  Military  Critical 

Technical  Data 

Instructions  for  DTIC  Registered  Users 

1.  Qualified  contractors  are  eligible  for  access  to  militarily  critical  technical 
data  after  certification  with  the  Defense  Logistics  Information  Service  (DLIS) 
on  the  enclosed  DD  Form  2345,  Militarily  Critical  Technical  Data  Agreement. 
Block  5  of  the  form  explains  the  conditions  that  apply. 

2.  The  DLIS  certification  is  supplementary  to  your  registration  with  the 
Defense  Technical  Information  Center  (DTIC)  to  receive  export  controlled 
information  in  our  collection.  If  you  do  not  certify  with  DLIS,  you  will  still  be 
able  to  receive  information,  that  does  not  include  export  control. 

3.  Complete  blocks  1  through  6  of  the  DD  Form  2345  according  to  the 
instructions  on  the  reverse  side  of  the  form  and  submit  it  to:  United 
States/Canada  Joint  Certification  Office.  Defense  Logistics  Information 
Service.  Federal  Center.  74  Washington  Ave..  North.  Battle  Creek.  MI.  USA 
49017-3084.  DLIS  will  return  your  form,  indicating  what  action  was  taken. 
When  you  receive  the  certification  from  DLIS,  mail  or  fax  a  copy  of  the 
approved  DD  Form  2345  to  DTIC-BCS.  It  is  important  that  the  entries  on 
your  DD  Form  1540,  Registration  for  Scientific  and  Technical  Information 
Services  and  your  DLIS  certification  form  be  consistent.  The  following  items 
on  your  DD  Form  1540  and  DD  Form  2345  must  be  identical: 


Block  No.  Block  No. 

Title  on  DD  1540  on  1540  on  2345 

Organization  Name  1  &2  2a&  2c 

Address  3a  thru  3d  3b 

Attention  Line  4a  3a 


5.  If  you  have  any  questions,  contact  the  Registration  Branch,  DTIC-BCS, 
(703)  767-8273,  fax  (703)  767-8228  or  email:  reghelp@dtic.mil. 


DD  Form  2345  (INST),  FEB  99 
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When  DTIC  document  number  is  unknown,  print  or  type  all  known  identifying  information  on  one  of  the  forms  below.  Avoid  using  classified  titles.  If 
classified  information  must  be  included,  classify  this  form  and  mail  as  classified  correspondence.  DO  NOT  FAX  or  EMAIL  CLASSIFIED  INFORMATION. 
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Document  Order  Form 


http://www.dtic.mil/dtic/docorderform.html 


Document  Order  Form 

Use  this  form  to  request  DTIC  documents. 

If  you  wish  to  "pickup"  your  document,  please  do  not  use  this  form.  For  pickup  requests,  send  an  email 
message  to:  msorders@dtic.mil  OR  contact  DTIC's  Reference  and  Retrieval  Services  Branch  at  (703) 
767-8274  or  DSN  427-8274. 


The  information  eontained  on  this  form  is  being  sent  directly  through  DTIC's  Request  Processing 
System,  requiring  no  human  intervention.  In  order  to  fulfill  your  document  requests,  the  following  are 
some  specifics  to  note  when  completing  this  form: 

You  may  request  up  to  10  documents  through  this  form.  Each  document  requested  will  be 
charged  against  the  same  pay  method  and  aecount  number  selected.  (Note:  To  request  more  than 
10  documents,  complete  and  submit  additional  forms.) 

®  Field  input  must  be  "packed."  Example:  ADN  (document  order  number)  field  input  must  be 
reflected  as:  A123456 

•  Some  fields  of  input  are  required  while  others  are  optional.  Required  fields  are:  DTIC  User 
Code,  Pay  Method,  Account  Number,  Credit  Card  Expiration  Date  (if  paying  by  credit  card),  AD 
Number,  Contract  Number  (complete  ONLY  if  you  are  a  contractor  requesting  a  classified 
doeument— also,  you  need  only  include  the  last  6  digits).  Optional  fields  are:  Email  address  and 
Telephone  Number.  Note:  Optional  fields  are  helpful  if  we  need  to  contact  you  regarding  your 
order. 

®  Items  selected  in  some  of  the  fields  below  indicate  the  "default"  input  for  that  field,  which  you 
may,  of  course,  change. 

Please  complete  ALL  applicable  information: 

Your  Email  Address:  ?  _  ! 

Your  DTIC  User  Code:  i  ^ . I 

Your  Contraet  #  (if  applicable): ;  j 

Your  Phone  #:  I 

Customer  assumes  risk  when  submitting  Deposit  Account  and  Credit  Card  information  via  e-mail. 
As  an  alternative,  this  form  can  be  returned  to  DTIC  by  fax  ((703)  767-9070  or  DSN  427-9070)  or 
regular  mail.  If  information  is  not  given,  DTIC  will  call  the  customer. 

Payment  Method  (if  applicable): 

0  Deposit  Aecount  O  VISA  O  American  Express  O  MasterCard 
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Document  Order  Form 


http;//www.dtic.mil/dtic/docorderform.html 


Deposit  Account  or  Credit  Card  Number:  _ _ 

Credit  Card  Exp  Date  (DD/MMAAW  or  MMA^YYY):  ^ 

DTIC  Accession  Number:  1 

Number  of  Copies: .  i  I 

Delivery  Method:  IS)  Hardcopy  O  Microfiche  O  Other 
Special  Handling:  $)  None  O  Priority  O  Express 
Routing  Information:  i  j 

DTIC  Accession  Number:  1 

Number  of  Copies: :  i  1 

Delivery  Method:  ®  Hardcopy  O  Microfiche  O  Other 
Special  Handling:  ®  None  O  Priority  O  Express 
Routing  Information:  =  j 

DTIC  Accession  Number:  1 

Number  of  Copies:  ‘  i  1 

Delivery  Method:  ®  Hardcopy  O  Microfiche  O  Other 
Special  Handling:  ®  None  O  Priority  O  Express 
Routing  Information:  i 

DTIC  Accession  Number:  | 

Number  of  Copies: )  i  j 

Delivery  Method:  <S)  Hardcopy  O  Microfiche  O  Other 
Special  Handling:  if)  None  O  Priority  O  Express 
Routing  Information:  | 

DTIC  Accession  Number:  j 

Number  of  Copies:  JL _ 

Delivery  Method:  ®  Hardcopy  O  Microfiche  O  Other 
Special  Handling:  ®  None  O  Priority  O  Express 
Routing  Information:  I 

DTIC  Accession  Number:  f 

Number  of  Copies: ;  i  1 

Delivery  Method:  ®  Hardcopy  O  Microfiche  O  Other 
Special  Handling:  ®  None  O  Priority  O  Express 
Routing  Information: :  } 

DTIC  Accession  Number:  ^  j 

Number  of  Copies: '  i  I 

Delivery  Method:  ®  Hardcopy  O  Microfiche  O  Other 
Special  Handling:  ®  None  O  Priority  O  Express 
Routing  Information: "  I 
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Document  Order  Form 


http://www.dtic.mil/dtic/docorderform.html 


DTIC  Accession  Number:  j 

Number  of  Copies:  i  [ 

Delivery  Method:  ®  Hardeopy  O  Mierofiehe  O  Other 
Special  Handling:  #  None  O  Priority  O  Express 
Routing  Information:  j 

DTIC  Accession  Number:  1 

Number  of  Copies:  i  | 

Delivery  Method:  ®  Hardcopy  O  Microfiche  O  Other 
Special  Handling:  <•)  None  O  Priority  O  Express 
Routing  Information: ;  | 

DTIC  Accession  Number:  j 

Number  of  Copies: ;  i  | 

Delivery  Method:  Hardcopy  O  Microfiche  O  Other 

Special  Handling:  (§)  None  O  Priority  O  Express 
Routing  Information:  ( 

Send  Reset  i 


bibs@dtic.mil 
July  1999 
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NTIS  DEPOSIT  ACCOUNT  APPLICATION 


1.  Please  establish  my  NTIS  Deposit  Account  as  follows: 

Last  Name _ First _ 


Company/Orgamzation 
Address  _ 


State. 


Phone  Number 


2.  My  method  of  payment  is:  ($100.00  minimum  initial  deposit) 

_ Check/M(Miey  Order:  Enclosed  is  a  check  or  money  order  payable  to 


NnSforS _ 

on  a  U.S.  bank. 

^  Credit  Card:  Charge  my  initial  deposit  of  $_ 

American  Express  (Acct  Number)  _ 

Master  Card  (Acct  Number)  _ 

Visa  (Acct  Number)  _ 


in  U.S.  dollars  drawn 


Exp  Date. 
Exp  Date. 
Exp  Date. 


Federal  Government  Purchase  Order  Enclosed  is  a  Purchase  Order 


Please  send  me  an  SF 1081  fen-  $. 
Please  send  me  an  SF  1080  for  $_ 


3.  Signature  required  to  validate  order: 

Signanire _ 


4.  Return  this  completed  form  and  payment  oiclosures  to: 

U.S.  Department  of  Commerce 
National  Technical  hifonnadon  Service 
S28S  Port  Royal  Road 
Springfield,  VA  22161 


An  NTIS  Deposit  Account  is  the  Fast,  Efficient, 
Economical  Way  to  Order  Reports! 

Deposit  Account  Advantages  Include: 

•  Easy  ordering  -  by  telephone,  online,  telegram. 

•  McMithly  billing  -  no  need  to  handle  each  transaction  separately.  Statements  are 
rendered  monthly  when  your  account  has  activity,  charges,  cff  deposits. 

Documents  and  other  services  are  automatically  debited  against  your  account. 

Your  monthly  statement  will  show  transactions  and  account  baliuices. 

•  Special  order  forms  -  account  holders  receive  special  deposit  account  csxier  forms 
which  speed  mail  orders,  minimize  accounting,  and  rect^  tax  deductible  expenses. 
They  also  reduce  chance  of  errors.  And  you  can  easily  add  internal  routing  to 
ensure  delivery  to  the  right  location. 

•  Savings  *  save  on  shipping  and  handling  fees  by  batching  orders  on  your  special 
(^der  forms. 

It's  Easy  To  Open  Your  Deposit  Account: 

•  Con^lete  the  application  on  the  reverse  and  send  it  with  a  minimum  deposit  of 

$100.00 

•  Then,  simply  keep  a  positive  balance  on  hand  (based  on  your  established  buying 
pattern  to  take  full  advantage  of  the  many  special  benefits  enjoyed  by  deposit 
account  customers)! 

How  To  Use  Your  NTIS  Deposit  Account: 

•  To  deposit  money  to  your  account:  Send  check  or  money  order  with  the  top 
portion  of  your  monthly  statement  or  your  payment  voucher.  Always  indicate 
your  deposit  account  number  to  assure  proper  credit  of  your  account 

•  Proper  account  balances:  A  balance  sufficient  to  cover  all  radetssulnnitted  must 
be  maintained.  It  is  suggested  that  you  keep  a  balance  to  cover  2  mcmdis’  orders. 

Inquiries  Regarding  Your  NTIS  Account  Service  Should  be  Sent  to: 

•  National  Tedmical  Inframation  Service 
Accounting  Department 

5285  Pori  Roy^  Road 
SfmngfieldfVA  22161 

•  To  call  regarding  your  dqxjsit  account  dial  (703)  487-4064. 

Batch  Your  Orders  and  Save! 

•  A  $3.00  shipping  and  handling  charge  apidies  to  each  toodonier.  Itistoyour 
advantage  to  otdff  as  many  documents  as  possible  cm  a  single  Older.  Your  Deposit 
Accmint  Order  Forms  malm  it  easy  to  batch  your  order. 


Sample  Only 


DEPOSIT  ACCOUNT  NOTIFICATION  FORM 
IMPORTANT  INFORMATION  ABOUT  YOUR 
NTIS  DEPOSIT  ACCOUNT(S) 

BY  REGISTERING  YOUR  DEPOSIT  ACCOUNT  NUMBER(S)  WITH  THE  DEFENSE 
TECHNICAL  INFORMATION  CENTER  (DTIC),  YOU  CAN  PREVENT  DELAYS 
WHEN  ORDERING  REPORTS.  ALL  ESTABLISHED  DEPOSIT  ACCOUNTS  MUST 
BE  ON  FILE  WITH  DTIC  BEFORE  ORDERS  CAN  BE  PROCESSED. 


. "-FOUH.»Ne- . 

INSTRUCTIONS 

Complete  all  items  below.  Print  or  type  your  address  exactly  as  it  appears  on  your 
DD  Form  1540,  Registration  for  Scientific  and  Technical  Information  Services. 
Fold  this  card  so  DTIC's  address  appears  on  the  outside,  affix  your  return  address 
and  postage,  staple  once  along  bottom  edge,  and  return  to  DTIC. 
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Sample  Only 


AD  NUMBER 


REPORT  IDENTIFYING  INFORMATION 


A.  ORIGINATING  AGENCY 


B.  REPORT  TITLE  AND/OR  NUMBER 


C.  MONITOR  REPORT  NUMBER 


D.  PREPARED  UNDER  CONTRACT  NUMBER 


DTIC  ACCESSION 
NOTICE 


DTIC  50 

DEC  91 


1.  Put  your  mailing  address 
r>n  reverse  ol  form. 

2.  Complete  Herns  1  and  2 


3.  Attach  form  to  reports 

mailed  to  DTIC. 

4.  Use  unclassified 

information  only. 

5.  Do  not  order  document 

tor  6  to  8  weeks. 


1.  Assign  AD  Number. 

2.  Return  to  requester. 


PREVIOUS  EDITIONS  ARE  OBSOLETE 
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DT!C  Contributors  Feedback  Form 
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Contributors  Feedback  Form 

About  this  form. 


Please  fill  in  the  form.  When  complete,  press  the  SEND  button  to  submit  to  DTIC  . 

Name: 


Organization  and  Address: 

. . . . . . . .  ■  . . B 


Telephone  Number:(Include  Area  Code) 
^ . . .  . . 1 


E-Mail  Address: 


J 


Organization  Name:  (Include  your  DTIC  Source  Code  if  known.) 

. . . . . . . . . .  B 


B'" 


For  assistance  call  703-767-9023 
User  Code: 


Comments: 
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DTIC  Contributors  Feedback  Form 


http://www.dtic.mil/dtic/dtic-o/oc/ocq/feedback.html 


Display  formats: 

Would  you  like  to  receive  the  Complete  Citation  (Listed  by  AD  Number): 
®  Yes  O  No 

Select  the  Indexes  (if  any)  you  would  like  to  receive: 


AD  Number:  lJ 

Corporate  Author:  O  1 

1 

(Lists  only  AD  #'s) 

(Corporate  Author  +  Title  +  AD#)  j 

Subject:  □ 

Report  Number:  O 

(Weighted  Descriptor  +  AD#) 

(Report  #  +  AD)  i 

Personal  Author:  p 

i 

(Author  +  Title  +  AD#) 

Title:  O 

(AD#  +  Title  +  Report  Date)  .  . . . 

Contract  Number:  Q 

All  Indexes  Listed:  O  I 

(Contract#  +  Title  +  AD#) 

. . . . . . . . . j 

Send  To  DTIC  <  Blank  Form  To  Start  Over 


rthoroug@,dtic.mil 

September  2000 

Please  Read  This  Privacy  and  Security  Notice 
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DEFENSE  TECHNICAL  INFORMATION  CENTER 
REQUEST  FOR  RELEASE  OF  LIMITED  DOCUMENT 

DTIC  CONTROL  NO. 

USER  ROUTING 

SECTION  I -requesting  ORGANIZATION 

1.  REQUESTING  ORGANIZATION  AND 

ADDRESS 

2.  DTIC  USER  CODE  NO. 

3.  DATE  OF  REQUEST 

4.  TYPE  COPY  AND  QUANTITY 

1  1  Paper  CoDV  CodvIs) 

[ZH  Microfiche  Copv(s) 

5.  CONTRACT  NUMBER 

6.  CONTRACT  SECURITY 

LEVEL 

7.  GOVERNMENT  SPONSOR  AND  ADDRESS 

(Contractors  Only) 

8.  METHOD  OF  PAYMENT  (X  ONE) 

□  VISA  □  MC  □  AMX 
[H  Charge  to  mv  NTIS  Deposit  Account  No: 

1  1  Bill  My  Organization  to  the  Attention  of: 

9.  CONTRACT  MONITOR  AND  TELEPHONE 

NUMBER  (Contractors  Only) 

10.  NAME,  TITLE,  PHONE  NUMBER  OF  REQUESTING 

OFFICIAL 

12.  TITLE,  REPORT  NUMBER,  AUTHOR(S) 


_ SECTION  III- REQUESTER  JUSTIFICATION 

1 2.  REQUESTER  JUSTIFICATION  (Explain  need  in  detail) 


_ SECTION  IV-  RELEASING  A  GENCY _ 

1 .  RELEASING  AGENCY  ADDRESS  (If  known)  2.  RELEASING  AGENCY  DECISION  (If  the  report  was 

developed  under  the  SBIR  Program,  refer  to  instruction  B.7) 

□  APPROVED  FOR  RELEASE  TO  THE  ABOVE  REQUESTER 
Q  DISAPPROVED.  REASON  FOR  DISAPPROVAL 

□  APPROVED  FOR  PUBLIC  RELEASE 

I  I  DISTRIBUTION  AUTHORIZED  TO  U.S.  GOV’T 
AGENCIES  &  THEIR  CONTRACTORS 

□  DISTRIBUTION  AUTHORIZED  TO  U.S.  GOV’T 
AGENCIES  ONLY 

□  DISTRIBUTION  AUTHORIZED  TO  DOD  ONLY 
[~1  DISTRIBUTION  AUTHORIZED  TO  DOD  &  THEIR 
CONTRACTORS 


3.  NAME  AND  TITLE  OF  RELEASING 

4.  TELEPHONE  NO. 

5.  SIGNATURE 

6.  DATE 

OFFICIAL 

DTIC  FORM  JUL  2000  55 


DTIC-Form55 


DTIC  -  Form  55  Instructions 

A.  DTIC  REQUESTER  (Complete  Sections  I,  II,  and  III) 

1 .  Enter  your  routing  information  in  the  User  Routing  biock,  if  desired,  for  your  internal  control 
purposes. 

2.  Contractors  and  Grantees  must  identify  in  Section  I  their  government  sponsor’s  name  and  telephone 
number,  for  need-to-know  purposes. 

3.  Separate  Forms  55  must  be  completed  for  each  request.  However,  if  the  Releasing  Agency  is  the 
same  for  all  AD  numbers  requested,  they  may  be  listed  on  the  same  Form  55. 

4.  Explain  in  detail  your  requirement  for  the  document.  Include  appropriate  contract  information  and 
explain  need-to-know  in  Section  III. 

5.  Method  of  payment  is  required.  Retain  a  copy  for  your  records,  mail  or  fax  to; 

DEFENSE  TECHNICAL  INFORMATION  CENTER 
ATTN:  DTIC-BC  (Registration) 

8725  JOHN  J.  KINGMAN  ROAD,  SUITE  0944 
FORT  BELVOIR,  VA  22060-6218 

Commercial:  703-767-8271,  DSN  427-8271 

FAX:  703-767-9459,  DSN  427-9459 

DTIC  will  not  accept  any  form  of  prepayment  with  this  request.  (Service  charge  will  be  made  only  for 
documents  approved  for  release.) 

6.  If  classified  information  must  be  included,  CLASSIFY  THIS  FORM  ACCORDINGLY. 

B.  RELEASING  AGENCY  (Complete  Section  IV) 

1.  Contractor’s  Government  Sponsor’s  address,  name  and  telephone  number  is  included  in  Section  I 
(Blocks  7  &  9)  for  your  use. 

2.  Indicate  in  Se^ion  IV,  (Block  2)  approval  or  disapproval.  Also  check  the  appropriate  block,  if  the 
distribution  statement  should  be  changed. 

3.  It  is  important  to  complete  blocks  3-6.  DTIC  cannot  process  Form  55  without  a  signature. 

4.  Retain  a  copy  for  your  records.  Mail  or  fax  a  copy  to  DTIC. 

DEFENSE  TECHNICAL  INFORMATION  CENTER 
ATTN:  DTIC-BC  (Registration) 

8725  JOHN  J.  KINGMAN  ROAD,  SUITE  0944 
FORT  BELVOIR  VA  22060-6218 

Commercial:  703-767-8271,  DSN  427-8271 

FAX:  703-767-9459,  DSN  427-9459 

5.  Any  documents  needed  for  review  can  be  provided  free  of  charge.  DTIC  policy  requires  a  memo  for 
Code  5  documents  (Further  Dissemination  Only)  stating  that  the  document  is  needed  for  review. 
Classified  documents  require  a  DTIC  User  Code  before  they  can  be  ordered. 

6.  As  directed  by  ODDR&E(AT),  Releasing  Agencies  should  complete  the  form  and  return  it  to  DTIC 
within  15  days. 

7.  WARNING:  If  the  requested  information  is  proprietary  data  developed  under  a  SBIR  contract,  it 
cannot  be  released  outside  the  U.S.  Government  for  a  period  of  FIVE  years,  after  acceptance  of  the 
last  contract  deliverable  item,  without  the  written  permission  of  the  contractor  (DFARS  252.227- 
7018). 


DTIC  FORM  JUL2000  55 


EMBASSY  REQUEST 


DEFENSE  TECHNICAL  INFORMATION  CENTER 
REQUEST  FOR  RELEASE  OF  LIMITED  DOCUMENT 

NOTE;  This  form  may  be  classiried  if  necessary.  See  instructions  on  reverse. 


OTIC  CONTROL  NO. 


F 


USER  ROUTING 


N 

Z 

_o 

a® 

CO 

Ul 

o 


REQUESTING  ORGANIZAHON  AND  ADDRESS 


OTIC  USER  CODE  NO. 


DATE  OF  REQUEST 


TYPE  COPY  AND  QUANTITY 

D  Paper  Copy _ Copy(s)  CD  Microform . 


_Copy(s) 


METHOD  OP  PAYMENT  (X  ONE) 

r~l  Charge  to  NTIS  Deposit  Account  No.  — 
CD  Bin  My  Organization  to  the  Attention  of:. 


SIGNATURE,  TITLE,  PHONE  NUMBER  OF  REQUESTING  OFRCIAL 


AD  NUMBER 

BIBUOGRAPHY  (TMe,  Report  Number,  Authorfs)) 

z 

0 

E 

SECTION  II. 
lOQRAPHIC  INFORM/ 

CD 

CO 

REQUIRED  FOR  (Explain  need  in  detail) 


zco 

05 

oc 

lU 

o 

UJ 

ec 


_ 

1  SECTION  IV. 

1  RELEASING  AGENCY  DECISION 

RELEASING  AGENCY  (Use  Post  Off  ice  Address  Format) 

RELEASING  AGENCY  DECISION 

□  APPROVED  FOR  RELEASE  TO  THE  ABOVE  REQUESTER. 

DOCUMENT  TO  BE  PROVIDED  BY  RELEASING  AUTHORITY. 

□  SANITIZED  -  PART  OF  TEXT  REMOVED.  DOCUMENT  TO  BE 

PROVIDED  BY  RELEASING  AUTHORITY. 

Q  SANITIZED  -  DISTRIBUTION  LIST  AND  BIBUOGRAPHY  REMOVED. 
DOCUMENT  TO  BE  PROVIDED  BY  RELEASING  AUTHORITY. 

□  DISAPPROVED.  REASON  FOR  DISAPPROVAL 

□ 

RELEASED  UNDER  EXCHANGE  AGREEMENT. 

TYPED  NAME  AND  TITLE  OF  RELEASING  OFFICIAL 

TELEPHONE  NO. 

SIGNATURE 

DATE 

DTIC/S?^55B 


PREVIOUS  EDITIONS  MAY  BE  USED  UNTIL  STOCK  IS  EXHAUSTED. 


INSTRUCTIONS 

DTIC  REQUESTER  (Complete  Sections  I  and  II) 

1 .  Complete  User  Routing  block,  If  desired,  for  your  internal  control  purposes. 

2.  Indicate  type  of  copy  and  quantity  requested  in  Section  I.  Microfiche  for  limited 
documents  cannot  be  sanitized  &  therefore  requests  cannot  be  filled. 

3.  Indicate  your  NTIS  deposit  account  number.  DTIC  will  not  accept  any  form  of 
prepayment  with  this  request. 

4.  Requesting  official  must  sign. 

5.  Enter  AD  Number  you  are  requesting  in  Section  II.  Enter  bibliographic  information 
about  the  document  in  Section  III. 

6.  Explain  in  detail  your  requirement  for  the  document  in  Section  III. 

7.  If  classified  information  must  be  Included,  CLASSIFY  THIS  FORM 
ACCORDINGLY. 

8.  Complete  the  Releasing  Agency/Foreign  Disclosure  Authority  (FDA)  block. 

9.  Do  not  include  payment  or  order  cards  with  this  request.  Retain  a  copy  for 
your  record  and  forward  the  original  to: 

DEFENSE  TECHNICAL  INFORMATION  CENTER 
ATTN:  DTIC-BCS 

8725  JOHN  J.  KINGMAN  ROAD,  SUITE  0944 
FT.  BELVOIR,  VA  22060-6218 

RELEASING  AGENCY/FDA  (Complete  Section  IV) 

1 .  Review  the  request. 

2.  Check  the  appropriate  block,  type  name,  title,  sign  and  enter  date  in  Section  IV. 
Retain  a  copy  and  return  the  original  copy  to  DTIC. 

3.  If  also  released  under  a  specific  information  or  data  exchange  agreement 
between  the  United  States  and  the  Embassy  (such  as  the  Technical  Cooperation 
Program  (TTCP)),  check  the  block  and  identify  the  implementing  agreement. 

4.  As  directed  by  USD(A&T)ODDR&E(AT),  DoD  Releasing  Agency/FDA  should: 

a.  Complete  this  form  and  return  it  to  DTIC  within  30  days. 

b.  Reexamine  the  need  for  a  limited  distribution  statement  on  this  document 
and,  if  possible,  authorize  its  removal.  To  document  this  review,  a 
memorandum  indicating  that  the  limitation  statement  can  be  removed. 
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Request  for  DTIC  Database  Products 


2.  From: 

Organization: . 

ATTN; _ 

Address: _ 


1.  User  Code: 


3a.  NHS  Deposit  Account/Credit 
Card  Type 

3b.  Credit  Card  Number: 

4.  Requester’s  Name: 


5.  Phone  No.:  (Include  DSN) 


Report 
Control  #: 


FOR  DTIC  USE  ONLY 


Date  Received: 


3c.  Expiration  Date: 


6.  FAX  #  and  Email  Address: 


City; 

.  State:  ..  _  Zip  Code: 

7.  Date  Information  Needed: 

8.  Date  Range  to  Cover: 

2 yearn  5 year  □  lOyearQ 
ALL  □  Other 

10.  Contract/Grant/Program  No 

11.  Request  Title: 

9.  Database  Information: 

IR&D  □  Work  Unit  □  Unclassified  □ 

CAB/ADD  □  TR  Bibliographic  □  Confidential  □ 

Secret  □ 

Other  Databases _ ^ _ 

(i.e.,  Commercial,  CD-ROM,  Pater)ts,  Internet,  etc.) 

WARNING:  Request  of  commercial  database  searching  may  result 
In  extra  charges.  Please  consult  the  DTIC  staff. 


Notice:  DTIC  is  now  operating  under  a  cost  recovery  system.  Please  contact  DTIC  for  applicable  charges. 


12.  Brief  Narrative  (one  sentence  or  two): 


13.  Keywords: 


A  ■  /T  Clerk/Date 
Assigned  By/To:  i^giled: 


Any  Questions  -  Contact: 


DTIC  Form  64  Revised  Apr  96 


Product 

Classification: 

Product 

Formats: 

Sent  By: 

Unclassified  □ 

Bibliography  O 

Mail  Q 
Fax  O 

Confidential  □ 

Full  Text  □ 

FTPD 
Email  □ 

Secret  □ 

Index  □ 

Pick  Up  □ 
Phone  □ 

Comments/Format: 


AHN:  DTIC-BRR 

Defense  Technical  Information  Center 
8725  John  J.  Kingman  Road,  Suite  0944 
Ft.  Belvoir.VA  22060-6218 


(703)767-8274 
DSN  427-8274 
Non-secure  FAX  (703)  767-9070 
DSN  427-9070 


INSTRUCTIONS  FOR  COMPLETING  REQUEST  FOR  OTIC  DATABASE  SEARCH 

Submit  original  to  ATTN:  DTIC-BRR,  Defense  Technical  Information  Center, 
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cost-reimbursement  subcontract  that  has  experimental,  developmental,  or  research  work  as  one  of  its  purposes. 


35.010  Scientific  and  technical  reports. 

(a)  R&D  contracts  shall  require  contractors  to  furnish  scientific  and  technical  reports,  consistent  with  the  objectives 
of  the  effort  involved,  as  a  permanent  record  of  the  work  accomplished  under  the  contract. 

(b)  Agencies  should  make  R&D  contract  results  avail^le  to  other  Government  activities  and  the  private  sector. 
Contracting  officers  shall  follow  agency  regulations  regarding  such  matters  as  national  security,  protection  of  data, 
and  new-technology  dissemination  policy.  Reports  should  be  sent  to  the  National  Technical  Information  Service 
(NTIS),  5285  Port  Royal  Road,  Springfield,  VA  22161.  When  agencies  require  that  completed  reports  be  covered  b 
a  report  documentation  page.  Standard  Form  (SF)  298,  Report  Documentation  Page,  the  contractor  should  submit  a 
copy  with  the  report. 

35.011  Data. 

(a)  R&D  contracts  ^all  specify  the  technical  data  to  be  delivered  under  the  contract,  since  the  data  clauses  require( 
by  Part  27  do  not  require  the  delivery  of  any  such  data. 

(b)  In  planning  a  developmental  program  when  subsequent  production  contracts  are  contemplated,  consideration 
should  be  given  to  the  need  and  time  required  to  obtain  a  technical  package  (plans,  dravmgs,  specifications,  and 
other  descriptive  information)  that  can  be  used  to  achieve  competition  in  production  contracts.  In  some  situations, 
the  developmental  contractor  may  be  in  the  best  position  to  produce  such  a  technical  package. 

35.012  Patent  rights. 
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OFFICE  OF  THE  DIRECTOR  OF 
DEFENSE  RESEARCH  AND  ENGINEERING 

WASHINGTON,  DC  20301 

3  0  CCT  fffS 


MEMORANDUM  FOR  DOD  POINTS  OF  CONTACT  FOR  SCIENTIFIC  AND  TECHNICAL 
INFORMATION 

SUBJECT:  Contract  Provisions  for  Providing  Technical  Reports  to 

the  Defense  Technical  Information  Center 


In  the  last  several  years  the  Federal  procurement  community 
has  adopted  an  acquisition  regulation  framework  that  incorporates 
Federal  wide  procurement  language  into  the  Federal  Acquisition 
Regulation  (FAR)  and  (in  the  case  of  DoD)  incorporates  Defense 
unique  or  Defense  different  procurement  language  in  the  Defense 
Supplement  to  the  Federal  Acquisition  Regulation  (DFAR) .  This  is 
the  case  with  FAR  and  DFAR  language  concerning  the  requirements 
for  contractors  to  provide  copies  of  scientific  and  technical 
reports  to  the  National  Technical  Information  Service  (NTIS)  and 
the  Defense  Technical  Information  Center  (DTIC) .  The  language  in 
the  FAR  instructs  Government  contractors  to  provide  copies  of 
reports  to  NTIS  that  are  intended  for  general  public  access.  The 
DFAR  instructs  Defense  contractors  to  provide  copies  of  all 
reports  to  DTIC.  Please  note  that  in  accordance  with  DoD 
Directive  3200.12  this  includes  all  documents  approved  for  public 
release,  all  documents  marked  with  other,  "Distribution 
Statements"  in  accordance  with  DoD  Directive  5230.24,  (commonly 
identified  as  unclassified  but  limited) ,  and  classified  documents 
up  to  the  classification  level  of  "Secret" . 

The  FAR  and  DFAR  language  does  not  provide  conflicting 
guidance  or  instructions.  First,  DoD  acquisition  activities 
should  be  using  the  DFAR  language  not  the  FAR.  Second,  if  a  DoD 
activity  utilizes  another  Federal  agency  for  acquisition  support, 
then  the  DoD  activity  should  advise  the  acquisition  activity  to 
use  the  DFAR  language.  Third,  DTIC  is  established  by  DoD  to 
serve  the  Defense  community.  NTIS  is  not  intended  to  furnish  DoD 
documents  to  the  Defense  community,  DTIC  does.  In  that  regard, 
DTIC  is  structured  to  provide  copies  of  documents  to  the  Defense 
community  at  significantly  less  cost  than  NTIS.  After 


a  final  screening,  DTIC  furnishes  all  publicly  releasable  reports 
to  the  NTIS.  We  don't  want  DoD  contractors  to  duplicate  this 
effort.  We  don't  want  DTIC  to  be  bypassed  by  direct  delivery  to 
NTIS  because  it  diminishes  DTIC's  support  to  the  Defense 
community,  and  it  subverts  DoD's  last  technology  screening  effort 
performed  by  DTIC  that  DoD  has  imposed  to  preclude  an  inadvertent 
release  of  restricted  technology  to  the  general  public. 

Please  ensure  widest  possible  dissemination  of  this 
memorandum  to  scientific  and  technical  information  personnel  and 
procurement  personnel  in  your  organizations. 


DAVID  A.  APPLER 
Staff  Specialist 
Scientific  and  Technical 
Information  Policy 
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(ii)  The  contracting  officer  must  obtain  USD(A&T)  approval  of  the 

Government's  prenegotiation  position  before  negotiations  begin 
and  must  obtain  USD(A&T)  approval  of  the  negotiated  agreement 
with  the  contractor  before  the  agreement  is  executed  for  any 
action  that  is--  i 

(A)  An  increase  of  more  than  $250  million  in  the  price  of 
ceiling  price  of  a  fixed-price  type  development  contract,  or 
a  fixed-price  type  contract  for  the  lead  ship  of  a  class; 

(B)  A  reduction  in  the  amount  of  work  under  a  fixed-price 
type  development  contract  or  a  fixed-price  type  contract  for 
the  lead  ship  of  a  class,  when  the  value  of  the  work  deleted 
is  $100  million  or  more;  or 

(C)  A  repricing  of  fixed-price  type  production  options  to  a 
development  contract,  or  a  contract  for  the  lead  ship  of  a 
class,  which  increases  the  price  or  ceiling  price  by  more 
than  $250  million  for  equivalent  quantities. 

(iii)  Notify  the  USD(A&T)  of  an  intent  not  to  exercise  a 
fixed-price  production  option  on  a  development  contract  for  a 
major  weapon  system  reasonably  in  advance  of  the  expiration  of 
the  option  exercise  period. 

(iv)  A  cost -sharing  arrangement  (See  FAR  16.303)  must  be  used  for 
contracts  awarded  in  support  of  the  Manufacturing  Technology 
Program,  unless  an  alternative  is  approved  by  the  Secretary  of 
Defense  (10  U.S.C.  2525; .  Approval  by  the  Secretary  of  Defense  to 
use  other  than  a  cost -sharing  arrangement  for  the  Manufacturing 
Technology  Program  must  be  based  on  a  determination  that  the 
contract  is  for  a  program  that-- 

(A)  Is  not  likely  to  have  any  immediate  and  direct  commercial 
application;  or 

(B)  Is  of  sufficiently  high  risk  to  discourage  cost-sharing 
by  non-Federal  Government  sources;  or, 

(C)  Will  be  carried  out  by  an  institution  of  higher 
education . 

235.007  Solicitations. 

(g)  To  ensure  that  prospective  offerors  fully  understand  the 
details  of  the  work,  the  contracting  officer  may  include  the 
Government's  estimate  of  the  man-year  effort  under  a  research 
contract . 

235.010  Scientific  and  technical  reports. 

(b)  The  Defense  Technical  Information  Center  (DTIC)  is 
responsible  for  collecting  all  scientific  or  technological 
observations,  findings,  recommendations,  and  results  derived  from 
DoD  endeavors,  including  both  in-house  and  contracted  efforts. 

The  DTIC  has  eligibility  and  registration  requirements  for  use  of 
its  services.  Requests  for  eligibility  and  registration 
information  should  be  addressed  to  DTIC-BCS,  8725  John  J  Kingman 
Road,  Suite  0944,  Fort  Belvior,  VA  22060-0944. 

235.015  Contracts  for  research  with  educational  institutions  and 
nonprofit  organizations. 
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252.235-7010  Acknowledgment  of  Support  and  Disclaimer. 

As  prescribed  in  235.071(c),  use  the  following  clause: 

ACKNOWLEDGMENT  OF  SUPPORT  AND  DISCLAIMER  (MAY  1995) 

(a)  The  Contractor  shall  include  an  acknowledgment  of  the 
Government's  support  in  the  publication  of  any  material  based  on 
or  developed  under  this  contract,  stated  in  the  following  terms: 
This  material  is  based  upon  work  supported  by  the  (name  of 
contracting  agency(ies))  under  Contract  No.  (Contracting 
agency (ies)  contract  number(s)). 

(b)  All  material,  except  scientific  articles  or  papers 
published  in  scientific  journals,  must,  in  addition  to  any 
notices  or  disclaimers  by  the  Contractor,  also  contain  the 
following  disclaimer:  Any  opinions,  findings  and  conclusions  or 
recommendations  expressed  in  this  material  are  those  of  the 
author (s)  and  do  not  necessarily  reflect  the  views  of  the  (name 
of  contracting  agency (ies) ) . 

(End  of  clause) 


252.235-7011  Final  Scientific  or  Technical  Report. 

As  prescribed  in  235.071(d),  use  the  following  clause: 

FINAL  SCIENTIFIC  OR  TECHNICAL  REPORT  (SEP  1999) 

The  Contractor  shall  submit  two  copies  of  the  approved  scientific 
or  technical  report  delivered  under  this  contract  to  the  Defense 
Technical  Information  Center  (DTIC),  Attn:  DTIC-OC,  8725  John  J. 
Kingman  Road,  Suite  0944,  Fort  Belvoir,  VA  22060-6218.  The 
Contractor  shall  include  a  completed  Standard  Form  298,  Report 
Documentation  Page,  with  each  copy  of  the  report.  For  submission 
of  reports  in  other  than  paper  copy,  contact  the  Defense 
Technical  Information  Center,  Attn:  DTIC-OC,  8725  John  J.  Kingman 
Road,  Suite  0944,  Fort  Belvoir,  VA  22060-6218. 


(End  of  clause) 
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Defense  Acquisition  Circular  91-10 

This  Page  last  updated  in  or  before  DAC  09 

SUBPART  227.71--RIGHTS  IN  TECHNICAL  DATA 

227.7100  Scope  of  subpart. 

This  subpart- - 

(a)  Prescribes  policies  and  procedures  for  the  acquisition 
of  technical  data  and  the  rights  to  use,  modify,  reproduce, 
release,  perform,  display,  or  disclose  technical  data.  It 
implements  requirements  in  the  following  laws  and  Executive 
Order : 

(1)  10  U.S.C.  2302  (4)  . 

(2)  10  U.S.C.  2305  (subsection  (d)(4)). 

(3)  10  U.S.C.  2320. 

(4)  10  U.S.C.  2321. 

(5)  10  U.S.C.  2325. 

(6)  Pub.  L.  103-355. 

(7)  Executive  Order  12591  (Siibsection  1(b)  (6))  . 

(b)  Does  not  apply  to  computer  software  or  technical  data 
that  is  computer  software  documentation  (see  Subpart  227.72) . 

227.7101  Definitions. 


(a)  As  used  in  this  subpart,  unless  otherwise  specifically 
indicated,  the  terms  "offeror"  and  "contractor"  include  an 
offeror's  or  contractor's  subcontractors,  suppliers,  or 
potential  subcontractors  or  suppliers  at  any  tier. 

(b)  Other  terms  used  in  this  subpart  are  defined  in  the 
clause  at  252.227-7013,  Rights  in 

Technical  Data- -Noncommercial  Items. 

227.7102  Commercial  items,  components,  or  processes. 

Section  2320(b) (1)  of  Title  10  U.S.C.  establishes  a  presumption 
that  commercial  items  are  developed  at  private  expense 
whether  or  not  a  contractor  submits  a  justification  in 
response  to  a  challenge  notice.  Therefore,  do  not  challenge 
a  contractor's  assertion  that  a  commercial  item,  component, 
or  process  was  developed  at  private  expense  unless  the 
Government  can  demonstrate  that  it  contributed  to 
development  of  the  item,  component  or  process.  Follow  the 
procedures  in  227 . 7103-13  and  the  clause  at  252.227-7037. 
Validation  of  Restrictive  Maricings  on  Technical  Data,  when 
information  provided  by  the  Department  of  Defense 
demonstrates  that  an  item,  component,  or  process  was  not 
developed  exclusively  at  private  expense.  However,  when  a 
challenge  is  warranted,  a  contractor's  or  subcontractor's 
failure  to  respond  to  the  challenge  notice  cannot  be  the 
sole  basis  for  issuing  a  final  decision  denying  the  validity 
of  an  asserted  restriction. 

227.7102-1  Policy. 

(a)  DoD  shall  acquire  only  the  technical  data  customarily 
provided  to  the  public  with  a  commercial  item  or  process, 
except  technical  data  that-- 

(1)  Are  form,  fit,  or  function  data; 

(2)  Are  required  for  repair  or  maintenance  of  commercial 
items  or  processes,  or  for  the  proper  installation. 
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Contracting  officers  shall  not  issue  a  solicitation  for  audit  services  unless  the  requiring 
activity  provides  evidence  that  the  cognizant  DoD  audit  organization  has  approved  the 
statement  of  work.  The  requiring  agency  shall  obtain  the  same  evidence  of  approval  for 
subsequent  material  changes  to  the  statement  of  work. 

(d)  Solicitation  provisions  and  contract  clauses. 

(1)  Use  the  provision  of  252.237-7000,  Notice  of  Special  Standards  of  Responsibility,  in 
solicitations  for  audit  services. 

(2)  Use  the  clause  at  252.237-7001,  Compliance  with  Audit  Standards,  in  solicitations  and 
contracts  for  audit  services. 

237.271  Management  controls. 

DoD  procedures  are  in  DoDD  4205.2,  DoD  Contracted  Advisory  and  Assistance  Services. 

237.272  Requesting  activity  responsibilities. 

(b)  On  acquisitions  for  studies,  the  purchase  request  package  must  contain  a  signed  statement  from 
the  technical  officer  responsible  for  the  study  stating  that  the  Defense  Technical  Information 
Center  (DTIC)  and  other  information  sources  have  been  queried,  that  evidence  of  those  queries  are 
on  file,  and  no  existing  scientific  or  technical  report  could  fulfill  the  requirement. 

(c)  The  authority,  without  redelegation  authority  (see  DoDD  4205.2),  to  approve  the  use  of 
advisory  and  assistance  services  in  contracts  over  $50,000  is-- 

(i)  An  SES  manager; 

(ii)  A  general  or  flag  officer; 

(iii)  An  officer  in  0-6  grade  filling  a  general  or  flag  officer  level  position;  or 

(iv)  An  officer  in  0-6  grade  who  has  subordinate  SES  personnel. 

SUBPART  237.70-MORTUARY  SERVICES 

237.7000  Scope. 

This  subpart  contains  acquisition  procedures  for  contracts  for  mortuary  services  (the  care  of  remains)  for 
military  personnel  within  the  United  States  Departments/agencies  may  use  these  procedures  as  guidance 
in  areas  outside  the  United  States  for  both  deceased  military  and  civilian  personnel. 

237.7001  Method  of  acquisition. 

(a)  Requirements  type  contract. 

By  agreement  among  the  military  activities,  one  activity  in  each  geographical  area  will 
contract  for  the  estimated  requirements  for  the  care  of  remains  for  all  military  activities  in 
the  area.  Use  a  requirements  type  contract  (see  FAR  16.503)  when  the  estimated  annual 
requirements  for  the  activities  in  the  area  are  ten  or  more. 

(b)  Purchase  order. 

Where  no  contract  exists,  use  DD  Form  1155,  Order  for  Supplies  and  Services/Request  for 
Quotations,  to  obtain  mortuary  services. 

237.7002  Area  of  performance. 

Determine  and  define  the  geographical  area  to  be  covered  by  the  contract  using  the  following  general 
guidelines— 

(a)  Use  political  boundaries,  streets,  or  other  features  as  demarcation  lines. 

(b)  The  size  should  be  roughly  equivalent  to  the  contiguous  metropolitan  or  municipal  area 
enlarged  toinclude  the  activities  served. 

(c)  If  the  area  of  performance  best  suited  to  the  needs  of  a  particular  contract  is  not  large  enough  to 
include  a  carrier  terminal  commonly  used  by  people  within  such  area,  the  contract  area  of 
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Part  235 — Research  and  Development  Contracting 


SUBPART  235.70— RESEARCH  AND  DEVELOPMENT  STREAMLINED 

CONTRACTING  PROCEDURES 


235.7000  Scope. 

This  subpart  prescribes  streamlined  procedures  for  acquiring  research  and 
development,  using  a  standard  sohcitation  and  contract  format  and  the  capabdities  of 
the  World  Wide  Web. 

235.7001  Definitions. 

As  used  in  this  subpart — 

(a)  “Research  and  development  streamlined  contract  (RDSC)”  means — 

(1)  A  contract  that  results  from  use  of  the  research  and  development 
streamlined  sohcitation;  or 

(2)  Any  other  contract  prepared  in  the  standard  format  pubhshed  at  the 
RDSS/C  website. 

(b)  “Research  and  development  streamlined  sohcitation  (RDSS)”  means  a 
sohcitation  issued  in  accordance  with  235.7003. 

(c)  “RDSS/C  website”  means  the  site  on  the  World  Wide  Web  at  “http://www.rdss. 
osd.mil/’  where  research  and  development  streamlined  sohcitation  and  contracting 
information  is  published. 

235.7002  Applicability. 

(a)  Except  as  provided  in  paragraph  (b)  of  this  section,  consider  using  the 
procedures  in  this  subpart  for  acquisitions  that — 

(1)  Will  result  in  the  award  of  a  cost-reimbursement  contract;  and 

(2)  Meet  the  criteria  for  research  and  development  as  defined  in  235.001  and 
FAR  35.001. 

(b)  Do  not  use  the  procedures  in  this  subpart  for  — 

(1)  Contracts  to  be  performed  outside  the  United  States  and  Puerto  Rico; 

(2)  Contracts  denominated  in  other  than  U.S.  dollars; 

(3)  Acquisitions  using  simplified  acquisition  procedures; 

(4)  Acquisition  of  engineering  and  manufacturing  development,  management 
support,  or  operational  system  development,  as  defined  in  235.001;  or 

(5)  Acquisition  of  laboratory  supphes  and  equipment,  base  support  services,  or 
other  services  identified  in  paragraphs  (a)  through  Qi)  of  the  definition  of  “service 
contract”  at  FAR  37.101. 
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Please  read  this  Privacy  and  Security  Notice. 

Welcome  to  the  RDSS/C  homepage!  The  purpose  of  this  site  is  to  provide  a  standard, 
streamlined  format  for  research  and  development  solicitations  in  order  to  simplify  the 
solicitation,  negotiation  and  award  process  for  industry,  academia,  and  DoD.  A 
traditional  paper  solicitation  will  not  be  issued;  instead,  the  solicitation  will  appear 
solely  on  the  site. 

Solicitations  will  be  prepared  in  accordance  with  paragraph  (A.  1 )  of  the  format  which 
incorporates  the  terms  and  conditions  and  proposal  preparation  information  by  reference. 
In  an  effort  to  provide  "one  face  to  industry,"  the  standard  format  may  be  used  for  all 
R&D  contract  awards  that  meet  the  scope  and  applicability  of  the  RDSS/C  at  DFARS 
235.70. 
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standard  RDSS/C  Format 
Version  1998-04 

(Current  through  FAC  97-08  (excluding  97-07),  DFARS  1998  Edition,  DFARS 
Change  Notice  19981014,  and  DDP  Class  Deviation  98-00011  (excluding 

00006  and  00009)) 


Research  and  Development  Streamlined  Solicitation/Contract  (RDSS/C) 
Format. 

Part  I  -The  Schedule. 

Section  A,  Solicitation/Contract  Form. 

(A.1)  Research  and  development  streamlined  solicitation  (RDSS).  The 
solicitation  consists  of  the  information  listed  in  this  paragraph  and 
incorporates  by  reference  the  appropriate  terms  and  conditions  from  the  full 
format.  Include  the  following  in  the  RDSS: 

(i)  Solicitation  number; 

(ii)  Name,  address,  and  telephone  number  of  contracting  officer  and,  if 
applicable,  the  primary  point  of  contact  for  the  solicitation; 

(iii)  A  statement  that  award  will  be  made  in  accordance  with  DFARS 
Subpart  235.70,  Research  and  Development  Streamlined 
Contracting  Procedures; 

(iv)  A  statement  that  all  of  the  mandatory  terms,  clauses,  and  provisions, 
and  certain  asterisked  terms,  clauses,  and  provisions  are 
incorporated  by  reference.  This  statement  must  list  the  asterisked 
terms,  clauses  and  provisions  that  apply  at  the  RDSS/C  website  and 
must  include  the  version  number  of  the  RDSS/C  format.  (For 
example:  “All  of  the  mandatory  terms,  clauses  and  provisions  at  the 
Research  and  Development  Streamlined  Solicitation/Contract  format. 
Version  1 998-04  and  the  following  items  listed  therein  for  use  as 
applicable  are  incorporated  by  reference:  B.4,  C.2,  E.3, 1.C.8, 

I.C.10.”)  Additions  to  and  deletions  from  the  clauses  and  provisions 
listed  in  the  RDSS/C  format,  and  data  required  to  be  inserted  in 
blanks  in  clauses  or  solicitation  provisions,  when  known  at  the  time 
the  solicitation  is  published,  must  be  clearly  annotated  in  the  RDSS; 


1 


Section  H,  Special  Contract  Requirements. 

(H.1)  Incorporation  of  Section  K  (OCT  1998).  Section  K  of  the  solicitation  is 
hereby  incorporated  by  reference. 


(H.2)  Scientific/Technical  Information  (OCT  1998).  If  not  already  registered,  the 
Contractor  is  encouraged  to  register  for  Defense  Technical  Information 
Center  (DTIC)  service  by  contacting  the  following: 

Defense  Technical  Information  Center 
Attn:  Registration  Section  (DTIC-BCS) 

8725  John  J.  Kingman  Road,  Suite  0944 
Fort  Belvoir,  VA  22060-6218 

(703)  767-8273  or  1-800-CAL-DTIC  (225-3842),  menu  selection  2 

To  avoid  duplication  of  effort  and  conserve  scientific  and  technical 
resources,  the  Contractor  is  encouraged  to  search  existing  sources  in  DTIC 
to  determine  the  current  state  of  the  art  concepts,  studies,  etc. 

*(H.3)  Rent-Free  Use  of  Government  Property  (OCT  1998).  The  Contractor  may 
use  on  a  rent-free,  noninterference  basis,  as  necessary  for  the  performance 
of  this  contract,  the  Government  property  accountable  under  contract(s) 

_ .  The  Contractor  is  responsible  for  scheduling  the  use  of  all 

property  covered  by  the  above  referenced  contract(s)  and  the  Government 
shall  not  be  responsible  for  conflicts,  delays,  or  disruptions  to  any  work 
performed  by  the  Contractor  due  to  use  of  any  or  all  such  property  under 
this  contract  or  any  other  contracts  under  which  use  of  such  property  is 
authorized. 

*(H.4)  Government-Furnished  Property  (OCT  1998).  The  Government  will  furnish 
to  the  Contractor  for  use  in  the  performance  of  the  contract  on  a  rent-free 
basis  the  Government-owned  property  listed  in  an  attachment  to  this 
contract,  subject  to  the  provisions  of  the  Government  Property  Clause  of  the 
Contract  Clauses. 

*(H.5)  Nonstandard  Clause(s)  (OCT  1998).  (Insert  nonstandard  clause(s) 
approved  in  accordance  with  agency  procedures,  if  applicable.) 
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52.232- 25 

52.233- 3 

52.242- 1 

52.242- 4 

52.242- 13 

52.244- 2 

52.244- 5 

52.244- 6 

52.247-1 

52.249-14 

52.252- 2 

52.253- 1 
252.201-7000 

252.203- 7001 

252.204- 7003 

252.204- 7004 
252.209-7000 


252.209-7004 

252.225- 7012 

252.225- 7031 

252.227- 7016 

252.227- 7030 

252.227- 7036 

252.227- 7037 

252.231- 7000 

252.232- 7009 

252.235- 7010 

252.235- 701 1 

252.242- 7000 

252.243- 7002 
252.247-7023 


Prompt  Payment  (JUN  1997) 

Protest  After  Award  (AUG  1 996)  -  Alternate  I  (JUN  1985) 
Notice  of  Intent  to  Disallow  Costs  (APR  1984) 

Certification  of  Final  Indirect  Costs  (JAN  1 997) 

Bankruptcy  (JUL  1995) 

Subcontracts  (AUG  1 998)  -  Alternate  I  (AUG  1998) 
Competition  in  Subcontracting  (DEC  1996) 

Subcontracts  for  Commercial  Items  and  Commercial 
Components  (APR  1998) 

Commercial  Bill  of  Lading  Notations  (APR  1 984) 

Excusable  Delays  (APR  1 984) 

Clauses  Incorporated  by  Reference  (FEB  1998) 

(fill  in:  http;//www.rdss.osd.mil) 

Computer  Generated  Forms  (JAN  1991) 

Contracting  Officer’s  Representative  (DEC  1991) 

Special  Prohibition  on  Employment  (JUN  1997) 

Control  of  Government  Personnel  Work  Product  (APR  1992) 
Required  Central  Contractor  Registration  (MAR  1998) 
Acquisition  from  Subcontractors  Subject  to  On-Site  Inspection 
under  the  Intermediate-Range  Nuclear  Forces  (INF)  Treaty 
(NOV  1995) 

Subcontracting  with  Firms  that  are  Owned  or  Controlled  by 
the  Government  of  a  Terrorist  Country  (MAR  1998) 
Preference  for  Certain  Domestic  Commodities  (SEP  1997) 
Secondary  Arab  Boycott  of  Israel  (JUN  1992) 

Rights  in  Bid  or  Proposal  Information  (JUN  1995) 

Technical  Data  -  Withholding  of  Payment  (OCT  1988) 
Declaration  of  Technical  Data  Conformity  (JAN  1997) 
Validation  of  Restrictive  Markings  on  Technical  Data  (NOV 
1995) 

Supplemental  Cost  Principles  (DEC  1991) 

(Except  educational  institutions) 

Payment  by  Electronic  Funds  Transfer  (CCR)  (JUN  1998) 
Acknowledgement  of  Support  and  Disclaimer  (MAY  1 995) 
Final  Scientific  or  Technical  Report  (MAY  1995) 

Postaward  Conference  (DEC  1991) 

Requests  for  Equitable  Adjustment  (MAR  1998) 
Transportation  of  Supplies  by  Sea  (NOV  1995) 


*(I.C.1)  52.204-2  Security  Requirements  (AUG  1996) 

*(I.C.2)  52.204-2  Security  Requirements  (AUG  1996)  -  Alternate  I 

(APR  1984)  (For  educationai  institutions) 
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The  following  notice  applies  to  any  unclassified  (including  originally  classified 
and  now  declassified)  technical  reports  released  to  "qualified  U.S.  contractors" 
under  the  provisions  of  DoD  Directive  5230.25,  Withholding  of  Unclassified 
Technical  Data  From  Public  Disclosure. 

NOTICE  TO  ACCOMPANY  THE  DISSEMINATIOH  OF  EXPORT-CONTROLLED  TECHNICAL  DATA 


1.  Export  of  information  contained  herein,  which  includes,  in  some 
circumstances,  release  to  foreign  nationals  within  the  United  States,  without 
first  obtaining  approval  or  license  from  the  Department  of  State  for  items 
controlled  by  the  International  Traffic  in  Arms  Regulations  (ITAR),  or  the 
Department  of  Commerce  for  items  controlled  by  the  Export  Administration 
Regulations  (EAR),  may  constitute  a  violation  of  law. 

2.  Under  22  U.S.C.  2778  the  penalty  for  unlawful  export  of  items  or  information 
controlled  under  the  ITAR  is  up  to  two  years  imprisonment,  or  a  fine  of  $100,000, 
or  both.  Under  50  U.S.C. ,  Appendix  2410,  the  penalty  for  unlawful  export  of 
items  or  information  controlled  under  the  EAR  is  a  fine  of  up  to  $1,000,000,  or 
five  times  the  value  of  the  exports,  whichever  is  greater;  or  for  an  individual, 
imprisonment  of  up  to  10  years,  or  a  fine  tf  up  to  $250,000,  or  both. 

3.  In  accordance  with  your  certification  that  establishes  you  as  a  "qualified 
U.S.  Contractor",  unauthorized  dissemination  of  this  information  is  prohibited 
and  may  result  in  disqualification  as  a  qualified  U.S.  contractor,  and  may  be 
considered  in  determining  your  eligibility  for  future  contracts  with  the 
Department  of  Defense. 

4.  The  U.S.  Government  assumes  no  liability  for  direct  patent  infringement,  or 
contributory  patent  infringement  or  misuse  of  technical  data. 

5.  The  U.S.  Government  does  not  warrant  the  adequacy,  accuracy,  currency,  or 
completeness  of  the  technical  data. 

6.  The  U.S.  Government  assumes  no  liability  for  loss,  damage,  or  injury 
resulting  from  manufacture  or  use  for  any  purpose  of  any  product,  article, 
system,  or  material  involving  reliance  upon  any  or  all  technical  data  furnished 
in  response  to  the  request  for  technical  data. 

7.  If  the  technical  data  furnished  by  the  Government  will  be  used  for  commercial 
manufacturing  or  other  profit  potential,  a  license  for  such  use  may  be  necessary. 
Any  payments  made  in  support  of  the  request  for  data  do  not  include  or  involve 
any  license  rights. 

8.  A  copy  of  this  notice  shall  be  provided  with  any  partial  or  complete 
reproduction  of  these  data  that  are  provided  to  qualified  U.S.  contractors. 


DESTRUCTION  NOTICE 


For  classified  documents,  follow  the  procedures  in  DoD  5200. 22-M,  Industrial 
Security  Manual,  Section  11-19  or  DoD  5200. 1-R,  Information  Security  Program 
Regulation,  Chapter  IX.  For  unclassified,  limited  documents,  destroy  by  any 
method  that  will  prevent  disclosure  of  contents  or  reconstruction  of  the 
document . 
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NOTICE  OF  AVAILABILITY 


ANSI/NISO  Z39. 18-1995,  Scientific  and  Technical  Reports 
-  Elements,  Organization,  and  Design  is  the  recommended 
guideline  for  publishing  technical  reports.  A  copy  of 
the  document 

1 .  can  be  downloaded  from  the  Internet : 

http: // WWW. niso.org/ 

2.  purchased  directly  from: 

NISO  Press,  Techstreet 
310  Miller  Avenue 
Ann  Arbor,  MI  48103 

1-800-699-9277 

3.  obtained  through  DTIC's  DOD  STINFO  Manager 
Training  Course. 


NOTICE  OF  AVAILABILITY 
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NOTICE  OF  AVAILABILITY 


ANSI/NISO  Z39. 23-1997,  Standard  Technical  Report  Number 
Format  and  Creation  is  the  recommended  guideline  for 
publishing  technical  reports.  A  copy  of  the  document 

1 .  can  be  downloaded  from  the  Internet : 

http : / /www . niso . org/ 

2.  purchased  directly  from: 

NISO  Press,  Techstreet 
310  Miller  Avenue 
Ann  Arbor,  MI  48103 

1-800-699-9277 

3  ,  obtained  through  DTIC ' s  DOD  STINFO  Manager 
Training  Course. 


NOTICE  OF  AVAILABILITY 


This  Page  Intentionally  Left  Blank 


Tab  22 


This  Page  Intentionally  Left  Blank 


Army  Technical  and  Industrial  Liaison  Offices 


Commander 

ATTN:  AMCRDA-AI-TILO  (Anne  Kinkella) 

5001  Eisenhower  Ave. 

Alexandria,  VA  22333-0001 
(703)  617-8948  Fax:  (703)  617-2235 

http://www.amc.army.mil/amc/rda/tilomenu.html  (changed  6/98) 

U.S.  Army  Armament  RD&E  Center 
ATTN:  AMSTA-AR-ASC 
Picatinny  Arsenal,  NJ  07806-5000 
Phone:  (973)  724-7349  Fax:  (973)  724-2934 

U.S.  Army  Tank-Automotive  RD&E  Center 
ATTN:  AMSTA-TR-R;  MS  205 
Warren,  MI  48397-5000 
Phone:  (810)  574-5758  Fax:  (810)  574-7636 


U.S.  Army  Soldier  Biological  and  Chemical  Command 
Edgewood  Chemical  Biological  Center 
ATTN:  SCBRD-ASC 
5232  Fleming  Rd 

Aberdeen  Proving  Ground,  MD  21010-5423 
Phone:  (410)  436-2031  Fax:  (410)  436-6529 


U.S.  Army  Soldier  Biological  and  Chemical  Command 
Natick  Soldier  Center 
ATTN:  AMSSB-REO-S  (N) 

Natick,  MA  01760-5015 

Phone:  (508)  233-5431  Fax:  (508)  233-5086 


U.S.  Army  Communications-Electronics  Command 

ATTN:  AMSEL-AC-SP-BL 

Ft.  Monmouth,  NJ  07703-5008 

Phone:  (732)  532-2671  Fax:  (732)  532-9095 


U.S.  Army  Aviation  and  Missile  Command 
ATTN:  AMSMI-RD-TI 
Redstone  Arsenal,  AL  35898-5243 
Phone:  (205)  876-4270  Fax:  (205)  876-8866 

U.S.  Army  Research  Laboratory 

ATTN:  AMSLC-PP-LM 

2800  Powder  Mill  Rd 

Adelphi,MD  20783-1145 

Phone:  (301)  394-3880  Fax:  (301)  394-1 162/2416 

U.S.  Army  Simulation,  Training  and  Instrumentation  Command 

ATTN:  AMSTI-CSP 

12350  Research  Parkway 

Orlando,  FL  32826-3276 

Phone:  (407)  384-5107  Fax:  (407)  384-5130 
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DEFENSE  ADVANCED  RESEARCH  PROJECTS  AGENCY  (DARPA) 
POTENTIAL  CONTRACTOR  PROGRAM 


Defense  Advanced  Research  Projects  Agency 
ATTN;  ASBD/TIO 
3701  N  Fairfax  Drive 
Arlington,  VA  22203-1714 
(703)  526-4163 

technical  information  office@darpa.mil 


ARMY  MATERIEL  COMMAND 
TECHNICAL  &  INDUSTRIAL  LIASION  OFFICE 

ATTN:  AMCRDA-AI-TILO 
5001  Eisenhower  Ave. 

Alexandria,  VA  22333-0001 
(703)  617-8948 
Fax:  (703)617-2235 

http  ://www.  amc.  army.mil/ amc/rda/tilomenu.html 


NAVY  ACQUISTION  RESEARCH  AND  DEVELOPMENT  INFORMATION 
CENTER(NARDIC)  -  POTENTIAL  CONTRACTOR  PROGRAM  (NPCP) 


Navy  Acquisition  Research  &  Development  Information  Center 


Mailing  :  Office  of  Naval  Research 
Attn:  NARDIC  (Code  362) 
800  N.  Quincy  St.  BT-1 
Arlington,  VA  22217-5660 


Physical:  801  N.  Randolph  St. 
BT-2,  Room  112 
Arlington,  VA  22203 


(703)  588-2826 
Fax:  (703)  588-2833 
http://nardic.onr.navy.mil/ 
Manager:  Ms.  Louise  Rice 
RICEL@onr.navy.mil 
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Air  Force  Office  of  Research  and  Technology  Applications  (ORTA)  POCs 


Air  Force  ORTA 

Air  Force  Program  Manager 

AFRL/XPTT 
Doug  Blair 
1864  4th  St.  Ste  1 
Wright-Patterson  AFB,  OH 
45433-7131 

Air  Force  Research  Laboratory 

AFRL/XPTT 

Doug  Blair 

1864  4th  St,  Ste  1 

Wright-Patterson  AFB,  OH 

45433-7131 

Arnold  Engineering  Test  Center 

AEDC/DOT 
Robert  Crook 
1099  Avenue  C 
Arnold  AFB,  TN 
37389-9011 

Flight  Test  Center 

AFFTC/XPST 
Kurt  Buehler 
195  E.  Popson  Ave 
Edwards  AFB,  CA 
93524-6842 

Office  of  Scientific  Research 

AFOSR/XPP 

Dr.  Chuck  Chatlynne 

801  N.  Randolph  St. 

Arlington,  VA 


Air  Force  ORTA  Contact 

PHONE:937-656-9176 

FAX:  937-255-2329 

EMAIL:  doualas.blair@wpafb.af.mil 


PHONE:  937-656-9176 

FAX:  937-255-2329 

EMAIL:  doualas.blair@wpafb.af.mil 


PHONE:  615-454-6510 

FAX:  615-454-3539 

EMAIL:  bob.crook@arnold.af.mil 


PHONE:  661-275-9271 

FAX:  661-275-7135 

EMAIL:  kurt.buehler@edwards.af.mil 


PHONE:  703-696-9558 

FAX:  703-696-7364 

EMAIL:  chuck.chatlvnne@afosr.af.mil 


http://www.dtic.niil/techtransit/business/afortas.html 
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22203-1977 


Directed  Energy  Directorate 

AFRL/DEOB 
Dr.  William  Latham 
Bldg.  499,  Rm  115a 
3550  Aberdeen  Av  SE 
Kirtland  AFB,  NM 
87117-5776 


PHONE:  505-856-1776 
FAX:  505-853-4003 
EMAIL:  latham@plk.af.mil 


Human  Effectiveness 
Directorate 

AFRL/HEOX 

Scott  Hall 

2610  Seventh  St. 

Wright-Patterson  AFB,  OH 

45433-7008 

Information  Directorate 

AFRL/IFB 
LtCol  Franklin  Hoke 
26  Electronic  Parkway 
Rome, NY 
13441-4514 

Materials  &  Manufacturing 
Directorate 

AFRL/MLOP 
Greg  McGath 
2977  P  St.,  RM  406 
Wright  Patterson  AFB,  OH 
45433-7746 

Munitions  Directorate 

AFRL/MNOB 

Paulette  Risher 

101  West  Eglin  Blvd  Ste  140 

Eglin  AFB,  FL 

32542-6810 

Propulsion  Directorate 

AFRL/PROP 
Kristen  Schario 
1950  5th  St 

Wright  Patterson  AFB,  OH 
45433-7251 


PHONE:  937-255-4649  x231 
FAX:  937-255-7125 
EMAIL:  scott.hall@wpafb.af.mil 


PHONE:  315-330-3470 
FAX:  315-330-3022 
EMAIL:  franklin.hoke@rl.af.mil 


PHONE:  937-255-5669 

FAX:  937-256-1422 

EMAIL:  Greqorv.McGath@wpafb.af.mil 


PHONE:  850-882-8591  x1252 
FAX:  850-882-8594 
EMAIL:  risherp@eqlin.af.mil 


PHONE:  937-255-3428 

FAX:  937-255-1759 

EMAIL:  kristen.schario@wpafb.af.mil 


http://www.dtic.mil/techtransit/business/afortas.html 
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Sensors  Directorate 

AFRL/SNOX 

Leila  Oliver 

2241  Avionics  Circle 

Wright  Patterson  AFB,  OH 

45433-7331 

Air  Vehicles  Directorate 

AFRLA/AOP 
Vince  Miller 
2130  8th  St.  Ste  1 
Wright  Patterson  AFB,  OH 
45433-7542 

Space  Vehicles  Directorate 

AFRLA/SOT 
Ponzano  Ferraraccio 
3650  Aberdeen  Av  SE 
Kirtland  AFB,  NM 
87117-5776 

Air  Intelligence  Agency 

AIA/XRRT 
Mike  Tinney 
2  Hall  Blvd  Ste  210 
San  Antonio,  TX 
78243-7010 

Electronics  System  Center 

ESC/CXT 
David  Connor 
5  Eglin  St 
Hanscom  AFB,  MA 
01731-2116 

Oklahoma  Air  Logistics  Center 

OC-ALC/TIE 
Bill  Tilley 

3001  Staff  Dr,  Ste  T67 
Tinker  AFB,  OK 
73145-3038 

Ogden  Air  Logistics  Center 

00-ALC/TIEF 
Thomas  Galley 


PHONE:  937-255-6453  x4122 

FAX:  937-656-4676 

EMAIL:  leila.oliver@.wpafb.af.mil 


PHONE:  937-904-8169 

FAX:  937-255-6788 

EMAIL:  vincent.miller@wpafb.af.mil 


PHONE:  505-846-2707 
FAX:  505-846-5034 
EMAIL:  ferrarap@plk.af.mil 


PHONE:  210-977-4588 

FAX:  210-977-4775 

EMAIL:  mptinne@mail.aia.af.mil 


PHONE:  781-377-6723 

FAX:  781-377-7018 

EMAIL:  david.connor@hanscom.af.mil 


PHONE:  405-736-3990 

FAX:  405-736-3043 

EMAIL:  william.tillev@tinker.af.mil 


PHONE:  801-586-3009 
FAX:  801-777-5633 


http://www.dtic.mil/techtransit/business/afortas.html 
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5851  F  St 
Hill  AFB,  UT 
84056-5713 

San  Antonio  Air  Logistics 
Center 

SA-ALC/TIEN 
Yolanda  Perez 
450  Quentin  Roosevelt  Rd 
Kelly  AFB,  TX 
78241-6416 

Sacramento  Air  Logistics 
Center 

SM-ALC/LHE 

Maj.  James  Johnson 

5225  Bailey  Loop  Rd,  Bldg  243C 

McClellan  AFB,  CA 
95652-0477 

Space  Systems  Product  Center 

SMC/XRR 
Frank  Ahmad 

180  Skynet  Way  Blvd.,  Ste  2234 
Los  Angeles  AFB,  El  Segundo, 
CA 

90245-4687 

Warner-Robins  Air  Logistics 
Center 

WR-ALC/TIET 
Andrew  Adsit 
255  2nd  St  Ste  122 
Robins  AFB,  GA 
30198-1640 

Aeronautical  Systems  Center 

ASC/XPI 

Capt  Gary  Lyles 

1970  Monahan  Way 

Wright-Patterson  AFB,  OH 

45433-7227 

Aeronautical  Systems  Center 

311  HSW/XPH 


EMAIL:  tom.gailev@hill.af.mil 


PHONE:  210-945-4225 

FAX:  210-945-2112 

EMAIL:  volanda.perez@kellv.af.mil 


PHONE:  916-643-6500 
FAX:  916-643-2012 
EMAIL: 

iohnson.iames@email.mcclellan.af.mil 


PHONE:  310-363-6224 
FAX:  310-363-5871 

EMAIL:  frank.ahmad@losanaeles.af.mil 


PHONE:  912-926-6617 

FAX:  912-926-7638 

EMAIL:  andrew.adsit@robins.af.mil 


PHONE:  937-904-4416 

FAX:  937-696-7889 

EMAIL:  aarv.lvles@wDafb.af.mil 


PHONE:  210-536-3621 


http  ://www.dtic.mil/techtransit/business/ afortas.html 
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Patricia  Baldwin 
2510  Kennedy  Circle,  Ste  116 
Brooks  AFB,  TX 
78235-5120 

Aeronautical  Systems  Center 

31 1  HSW/XPF 
Maj.  Steven  Whitney 
2510  Kennedy  Circle,  Ste  116 
Brooks  AFB,  TX 
78235-5120 

Phillips  Site 

Phillips  Research  Site 

Tech  Transfer  Support  Group 

Patrick  Rodriguez 

3550  Aberdeen  Avenue  SE  Bldg. 

497 

Kirtland  AFB,  NM 
87117-5776 

Wright  Site  Directorate 

AFRL/WSPT 

John  Sparks 

2130  8th  St,  Rm  152 

Wright-Patterson  AFB,  OH 

45433-7542 

Air  Force  Institute  of 
Technology 

AFIT/ENR 
Gary  Koenig 
2950  P  Street 
Wright-Patterson  AFB,  OH 
45433-7765 

Air  Combat  Command 

ACC/XRR 

Maj.  Scott  Walchli 

204  Dowd  Boulevard  Ste  226 

Langley  AFB,  VA 

23665-2777 

Air  Force  Center  for 
Environmental  Excellence 

AFCEE/ERT 


FAX:  210-536-4475 

EMAIL:  patricia.baldwin@brooks.af.mil 

DSN  240-3621 


PHONE:  210-536-4469 
FAX:  210-536-4475 
EMAIL:  steven.whitnev@brooks.af.mil 
DSN  240-4469 


PHONE:  505-846-0857 
FAX:  505-846-5034 
EMAIL:  rodriquD@plk.af.mil 


PHONE:  937-255-4782 

FAX:  937-904-8062 

EMAIL:  john.sparks@wpafb.af.mil 


PHONE:  937-255-3636  x4546 

FAX:  937-656-7302 

EMAIL:  qarv.koenia@wpafb.af.mil 


PHONE:  757-764-7255 

FAX:  757-764-1306 

EMAIL:  scott.walchli@lanqlev.af.mil 


PHONE:  210-536-4331 
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Maj.  Jeff  Cornell 
3207  N.  Road  Bldg.  532 
Brooks  AFB,  TX 
78235-5363 

Air  Force  Civil  Engineer 
Support  Agency 

HQ  AFCESA/CEXR 
Maj.  Ron  Marlin 
139  Barnes  Drive 
Tyndall  AFB,  FL 
32403-5319 

Air  Force  Academy 

HQ  USAFA/DFER 

LtCol  Alice  Chen 

2354  Fairchild  Dr,  Suite  4K25 

USAF  Academy,  CQ 

80840-6200 

Air  Armament  Center 

AAC/XPP 
Jerry  Jones 

101  W.  D  Avenue  Ste  129 
Eglin  AFB,  FL 
32572-595 


FAX:  210-536-4330 

EMAIL:  ieff.cornell@haafcee.af.mil 


PHQNE:  850-283-6133 

FAX:  850-283-6383 

EMAIL:  ron.marlin@afcesa.af.mil 


PHQNE:  719-333-4195 

FAX:  719-333-4255 

EMAIL:  alice.chen@usafa.af.mil 


PHQNE:  850-882-8096 

FAX:  850-882-9361 

EMAIL:  ierrv.iones@ealin.af.mil 


Last  Updated  on  12/4/00 
By  OSD 
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NAVY  ORTA  POINTS  OF  CONTACT 


Ms.  Nancy  Groves 
Office  of  Naval  Research 
Code  36 

800  North  Quincy  St 
Arlington,  VA  22217-5660 
(703)  696-5991  FAX:  -4884 
grovesn@onr.navy.niil 


CALIFORNIA 


Naval  Medical  Center 
Attn:  Lynda  Reed 
34800  Bob  Wilson  Drive 
San  Diego,  CA  92134-5000 
(619)532-9416  FAX: -8157 
ljreed@nmcsd.med.navy.mil 

Naval  Postgraduate  School 

Attn:  Danielle  Kuska  (Dean  of  Research) 

589  Dyer  Rd,  Bldg  235 

Monterey,  CA  93943-5138 

(408)  656-2099  FAX:  -2038 

research@nps.navy.mil 


Naval  Medical  Center,  Portsmouth 
Attn:  Margaret  Moynihan 
34425  Farenholt  Ave,  Ste  40 
San  Diego,  CA  92134-7040 
(619)  532-7141  FAX:  -7337 


SPAWAR  Systems  Center,  San  Diego 

Code  Dll 

Attn:  Dale  Gurley 

53560  Hull  St 

San  Diego,  CA  92152-5001 

(619)  553-5630  FAX:  -6924 

gurley@spawar.navy.mil 


Naval  Air  Warfare  Center.  Weapons  Division 


Code  4BT1100D 
Attn:  Bill  Webster 
1  Administration  Circle 
China  Lake,  CA  93555-6001 
(760)939-1074  FAX: -1210 
websterwp@navair.navy.mil 


Code  52DA003 

Attn:  Mike  Sullivan 

521  9*  St,  Bldg  514,  Rm  141 

Point  Mugu,  CA  93042-5001 

(805)  989-9208  FAX:  -7855 

sullivanm@navair.navy.mil 


Naval  Surface  Warfare  Center 


Port  Hueneme  Div 

Naval  Surface  Warfare  Center 

Code  02T 

Attn:  Michael  Sauthoff 

4363  Missile  Way 

Port  Hueneme,  CA  93043-4307 

(805)  982-8364  FAX:  -6147 

sauthoff_mike@phdnswc.nswses.navy.mil 
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Naval  Surface  Warfare  CTR,  Indian  Head 
Attn:  Kent  McLaughlin  (EMI  1) 

800  Seal  Beach  Blvd,  B126 
Seal  Beach,  CA  90740-5050 
(562)  626-7844  FAX:  -7850 
kmm0266@sbeach.navy.mil 


CONNECTICUT 


Naval  Submarine  Medical  Research  Lab 

Attn:  Caron  Shake 

PO  Box  900 

Groton,  CT  06349-5900 

(860)  694-3266  FAX:  -4809 

shake@nsmrl  .navy.mil 


DISTRICT  OF  COLUMBIA 

Naval  Research  Laboratory 
Attn:  Catherine  Cotell 
Code  1004 

4555  Overlook  Ave.,  SW 
Washington,  DC  20375-5320 
(202)  404-841 1  FAX:  -7920 
cotell@nrl.navy.mil 

(also  Naval  Research  Lab,  Stennis  Space 
Ctr) 

Naval  Facilities  Engineering  Command 
Attn:  Milton  E.  Essoglou  (Code  03T) 
Washington  Naval  Yard 
1322  Patterson  Ave,  SE  Ste  1000 
Washington,  D.C.  20374-5065 
(202)685-9172  FAX: -1577 
essogloum@navyfac.navy.mil 


FLORIDA 

Naval  Aerospace  Medical  Research  Lab 
Attn:  Kathy  Mayer  (ORTA  Representative) 
5 1  Hovey  Rd. 

Pensacola,  FL  32508-1046 
(904)  452-3287  FAX:  -4479 
kmayer@namrl.navy.mil 


U.S.  Naval  Observatory 
Code  SD 

Attn:  Kenneth  Johnston 
3450  and  Massachusetts  Ave,  SW 
Washington,  D.C.  20392-5420 
(202)762-1513  FAX:  653-1497 
ken@spica.usno.navy.mil 


Coastal  Systems  Station,  Dahlgren  Div 
Naval  Surface  Warfare  Center 
6703  W.  Hwy  98 

Attn:  Edward  C.  Linsenmeyer(Code  RDUO) 
Panama  City,  FL  32407-7001 
(850)  234-4161  FAX:  235-5374 
linsenmeyerEC@ncsc.navy.mil 
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Naval  Air  Warfare  Center  Training 
Systems  Div 
Code  Air  4.9T 
Attn:  Patrieia  R.  Nimmo 
12350  Research  Parkway 
Orlando,  FL  32826-3275 
(407)  380-8225  FAX:  -4829 
nimmopr@navair.navy.mil 


INDIANA 

Naval  Surface  Warfare  Center  Crane  Div 
Code  SPO-T 

Attn:  Michael  L.  Gentile,  P.E. 

Bldg  1,  300  Highway  361 
Crane,  IN  47522-5001 
(812)  854-2379  FAX:  -4041 
gentile_m@crane.navy.mil 


MARYLAND 

Naval  Medical  Research  Institute 
Attn:  Dr  Charles  Schlagel 
503  Robert  Grant  Ave. 

Silver  Spring,  MD  20910-7500 
(301)319-7428  FAX: -7432 
schlagelc@nmrc.navy.mil 

Naval  Air  Warfare  Center  Aircraft  Div 
Attn:  Nancy  Neal 
22541  Millstone  Rd,  Bldg  304 
Unit  10 

Patuxent  River,  MD  20670-1606 
(301)342-3353  FAX: -1134 
nealnj  @navair  .navy  .mil 

U.S  Naval  Academy 
Director  of  Research 
Attn:  Reza  Malek-Madani 
589  McNair  Rd 
Annapolis,  MD  21402-5042 
(410)  293-2504  FAX:  -2507 
research@nadn.navy.mil 


Naval  Explosive  Ordnance  Disposal 
Technology  Center 

Attn:  Christopher  O'Donnell  (Code  50) 

2008  Stump  Neck  Rd 

Indian  Head,  MD  20640-5070 

(301)  743-6850  x262  FAX:  744-6947 

odonnell.eodtc@odmgate.navsea.navy.mil 
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Naval  Surface  Warfare  Center 


Carderock  Div 
Code  01 17 

Attn:  Dick  Bloomquist 
9500  MacArthur  Blvd 
West  Bethesda,  MD  20817-5700 
(301)227-4299  FAX: -2138 
bloomquistdl@nswccd.navy.mil 


Indian  Head  Div 

Code  05T 

Attn:  Scott  Dieter 

101  Strauss  Ave,  Bldg  D326 

Indian  Head,  MD  20640-5035 

(301)743-6111  FAX: -6425 

deiterjs@ih.navy.mil 


MASSACHUSETTS 

Navy  Clothing  &  Textile  Research  Facility 
Attn:  Rosemary  Salem 
P.O.  Box  59 

Natick,  MA  01760-0001 

(508)  233-4172,  x513  FAX:  -4783 

rosalem@nctrf.natick.army.mil 

MISSISSIPPI 

Naval  Meteorology  &  Oceanography 
Command  (CNMOC) 

Attn:  Brenda  S.  Smith  1020  Balch  Blvd 
Stennis  Space  Center,  MS  39529-5005 
(228)  688-5339  FAX:  -5743 
bsmith@cnmoc.navy.mil 


NEW  JERSEY 

Naval  Weapons  Station,  Earle, 
Naval  PHST  Center 
Attn:  Roy  Smith  (Code  EM44) 
201  Highway  34  South 
Colts  Neck,  NJ  07722-5001 
(732)  866-2944  FAX:  -2803 
smithra@phst.navy.mil 


Naval  Research  Lab,  Stennis  Space  Center 
(see  Washington,  D.C.) 


Naval  Air  Warfare  Center  Aircraft  Div 

Building  150/2 

Attn:  Hans  Kohler 

Highway  547 

Lakehurst,  NJ  08733-5055 

(732)  323-2948  FAX:  -7585 

kohlerhk@,navair.navv.mil 
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Naval  Surface  Warfare  Center,  Indian  Head 
Detaehment  EARLE 
Attn:  Roy  Smith  (Code  714  RS) 

201  Highway  34  South 
Colts  Neck,  NJ  07722-5023 
(732)  866-2944  FAX:  -2805 
smithra@phst.navy.mil 


NEW  MEXICO 

Naval  Air  Warfare  Center  Weapons  Div,  White  Sands 
Code  52W500F 
Attn:  David  Morris 

White  Sands  Missile  Range,  NM  88002-5510 
(505)678-1295  FAX: -5724 
david-morris@nawcws2 .  wsmr .  army.mil 


PENNSYLVANIA 

ONR  Manufacturing  Technology  Det 
Attn:  Philip  M.  Broudy  (Code  20) 
Bldg  10,  2"^  Floor 
700  Robbins  Ave 
Philadelphia,  PA  19111-5078 
(215)697-9530  FAX: -9534 
broudyp@onr.navy.mil 

Naval  Supply  Systems  Command 
Code  SUP4122F 
Attn:  Dennis  Gaddis 
5450  Carlisle  Pike 
PO  Box  2050 

Mechanicsburg,  PA  17055-1791 
(717)790-7435  FAX: -6389 
dennis_gaddis@navsup.navy.mil 


Carderock  Div  NAVSURFWARCEN 
John  Bozewicz  (Code  911,  Naval  Base) 
Naval  Business  Center 
Philadelphia,  PA  19112-5083 
(215)  897-7603  FAX: -1674 
bozewiczJT  @nswccd.navy.mil 
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RHODE  ISLAND 


SOUTH  CAROLINA 


Naval  Undersea  Warfare  Center  Div 
Code  105 

Attn:  Dr.  Theresa  A.  Bans 
Bldg  990/3 

Newport,  R1 02841-5047 
(401)  832-8728  FAX: -1725 
bausta@npt.nuwc.navy.mil 


VIRGINIA 

Marine  Corps  Systems  Command 
Code  AW  (Industrial  Programs) 

Attn:  Joseph  A.  Johnson 
2033  Barnett  Avenue,  Ste  315 
Quantico,  VA  22134-5010 
(703)  784-4801  FAX:  -2764 
johnsonj2@mqg-smtp3  .usmc.mil 

Naval  Sea  Systems  Command 

NAVSEA  03R5 

Attn:  Anthony  Nickens 

2531  Jefferson  Davis  Highway 

Arlington,  VA  22242-5160 

(703)  602-2970  x441  FAX:  -0488 

nickensad@navsea.navy.mil 

Naval  Space  Command 

Attn:  Thomas  B.  Sanford  (Code  VN524) 

5280  Fourth  St 

Dahlgren,  VA  22448-5180 

(540)  653-7591  FAX:  -8464 


Navy  SPAWAR  Systems  Center,  Charleston 
Attn:  Bob  Von  Allmen  (Code  33) 

4600  Marriott  Dr 
PO  Box  190022 

North  Charleston  SC  29406-6504 
(843)  974-5300  FAX:  -5462 
vonallr@nosc.mil 


Naval  Safety  Center 
Code  143,  Naval  Air  Station 
Attn:  R.  Paul  Kinzey 
375  A  St 

Norfolk,  VA  23511-5796 

(755)  444-3520,  x7232  FAX:  -7049 

rkinzey@safecen.navy.mil 

Navy  Environmental  Health  Center 
NEHC-03 

Attn:  Glenn  H.  Randall 
2510  Walmer  Ave. 

Norfolk,  VA  23513-2617 
(804)  444-7575  FAX:  -3672 


Naval  Surface  Warfare  Center 
Dahlgren  Div 

Attn:  Ramsey  D.  Johnson  (Code  B04TT) 
17320  Dahlgren  Road 
Dahlgren,  VA  22448-5100 
(540)  653-2680  FAX:  -2687 
rdjohns@nswc.navy.mil 


WASHINGTON 

Naval  Undersea  Warfare  Center  Div 
Attn:  Therea  Sikes  (CA(U)  (Code  50A) 
610  Dowell  St. 

Keyport,  WA  98345-7610 
(360)  396-1943  FAX:  -2329 
tsikes@kpt.nuwc.navy.mil 


current  as  of  23  Feb  01 
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[Updated  6/00] 


.  „  A^LMyORTAADDIffiSJSt  r  .. 

Army  Engineer  Waterways  Experiment  Station 

ATTN:  CEWES-FV-T 

Mr.  Phillip  Stewart 

3909  Halls  Ferry  Road 

Vicksburg,  MS  39180-6199 

f  K  «  I 

Army  Hydrologic  Engineering  Center 
ATTN:  CEWRC-HEC-R 
Mr.  Arlen  Feldman 
609  Second  Street 


ARl^X  ORTA  CONTACT  .  .  .  J 


Davis,  CA  95616-4687 


Email:  stewarp@exl.wes.armv.mil 
Phone:  601-634-4113 
DSN: 

FAX:  601-634-4180 

Email:  feldman@.wrc-hec.usace.armv.mil 

Phone:  530-756-1104 

DSN: 

FAX:  530-756-8250 


Army  Institute  for  Water  Resources 
ATTN:  CEWRC-IWR-R 
Mr.  Darrell  Nolton 
7701  Telegraph  Road,  Casey  Bldg. 

Alexandria,  VA  22315-3868 

Army  Topographical  Engineering  Center 

ATTN:  CETEC-TP 

Mr.  John  Griffin 

7701  Telegraph  Road 

Alexandria,  VA  22315-3864 

^  ft  >  r-i  ^ 

Army  Research  Inst  for  Behavioral  &  Social  Sciences 

ATTN:  PERI-PO 

Mr.  Mark  Evans 

5001  Eisenhower  Ave 

Alexandria,  VA  22333-5600 

Army  Institute  of  Surgical  Research 

ATTN:  MCMR-USX-TT 
Mr.  Rick  Jocz 

Fort  Sam  Houston,  TX  78234-5012 


Email:  darrell.nolton@inet.ha.usace.armv.mil 

Phone:  703-428-9084 

DSN: 

FAX:  703-428-8171 


Email:  griffin@,tec.armv.mil 
Phone:  703-428-6265 
DSN:  328-6265 
FAX:  703-428-6656 


t 


M.  »  J, 


Email:  evansp@.alexandria-emh2.armv.mil 
Phone:  703-617-8791 
DSN:  284-8791 
FAX:  703-617-1097 

i.  V  ‘c  ’ 

Email:  rick.iocz@cen.amedd.armv.mil 
Phone:  210-916-2448 
DSN:  429-2448 
FAX:  210-227-8502 


.ii  J 
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Army  Medical  Research  &  Material  Command 

Email:  iav.winchester(S),amedd.armv.mil 

ATTN:  MCMR-JA 

Phone:  301-619-7798 

Mr.  Jay  Winchester 

DSN:  343-7798 

Fort  Detrick 

FAX:  301-619-5034 

Frederick,  MD  21702-5012 

Army  Space  &  Missile  Defense  Command 

Email:  alexanderr(S),smdc.armv.niil 

ATTN:  SMDC-TC-P 

Phone:  256-955-4763 

Mr.  Russell  J.  Alexander 

DSN:  645-4763 

P.O.  Box  1500 

FAX:  256-955-3958 

Huntsville,  AL  35807-3801 

‘  -  1  J  ^ 

m 

Army  Aeromedical  Research  Laboratory 

Email:  hemDhill(3),rucker-emh2.armv.mil 

ATTN:  MCMR-UAX-SS 

Phone:  334-255-6907 

Ms.  Diana  Hemphill 

DSN:  558-6907 

P.O.Box  620577 

FAX:  334-255-6937 

Fort  Rucker,  AL  36362-0577 

l  T  »• 

Army  Mfdical  Research  Inst  of  Chemical  Defense 

Email:  iohn.blische(3!amedd.armv.mil 

ATTN:  MCMR-UV-RC 

Phone:  410-436-3948 

Mr.  John  Blische 

DSN:  548-3948 

Aberdeen  Proving  Groimd,  MD  21010-5425 

FAX:  410-436-3004 

^  . . 

Army  Medical  Research  Inst  of  Infectious  Diseases 

Email:  lindenc(S),detrick. armv.mil 

ATTN:  MCMR-UIZ-MD 

Phone:  301-619-2767 

Carol  Linden 

DSN:  343-2767 

Fort  Detrick,  MD  21702-5011 

FAX:  301-619-4625 

'-Vi- 

m 

Army  Research  Inst  of  Environmental  Medicine 

Email:  mstenhensOnatick-ccmail.annv.mil 

ATTN:  MCMR-UE-RSO 

Phone:  508-233-4817 

Ms.  Marie  Stephens 

DSN:  256-4817 

Natick,  MA  01760-5007 

FAX:  508-233-5298 

Army  Research  Laboratory 

Email:  e.l.farlevfillarc.nasa.gov 

ATTN:  AMSRL-VS-ST 

Phone:  757-864-3091 

Dr.  Gary  Farley 

DSN: 

Langley  Research  Center 

Hampton,  VA  23681-0001 

FAX:  757-864-3970 

j 

Army  Research  Laboratory 

Emaihdimmick®, arl.mil 
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ATTN;AMSRL-CS-TT 

Mr.  Richard  Dimmick 

Aberdeen  Proving  Ground,  MD  21005-5001 


Phone:  410-278-6955 
DSN:  298-6955 
FAX:  410-278-5820 


Army  MICOM  Research,  Development  &  Engineering  Ctr  Email:orta@redstone.armv.mil 


ATTN:  AMSAM-RD-TI 

Mr.  Kelly  McGuire 

Redstone  Arsenal,  AL  35898-5243 


Phone:  256-876-5066 
DSN:  746-5066 


r  k;-: 


Army  TACOM  Research,  Development  &  Engineering  Ctr 
ATTN:  AMSTA-TR-N/272 


FAX:  256-876-8866 


iV’.ai  I'.i _ _ 


Email:niillerd@,cc.tacom.annv.mil 
Phone:  810-574-5793 


Mr.  Doug  Miller 
Warren,  MI  48397-5000 

Army  Aberdeen  Test  Center 
ATTN:  STEAC-AC 
Dr.  Sam  Harley 

Aberdeen  Proving  Ground,  MD  21005-5059 

Army  Dngway  Proving  Ground 
ATTN:  STEDP-TD-SP 
Dr.  Lyman  Condie 
Dugway,  UT  84022-5000 

Army  Electronic  Proving  Ground 

ATTN:STEWS-EPG-T 

Mr.  Robert  Reiner 


DSN:  786-5793 
FAX:  810-574-6167 

Email:  sharlev@atc.armv.mil 
Phone:  410-278-9463 
DSN:  298-9463 
FAX:  410-278-41 16 


Phone:  435-831-5658 
DSN:  789-5658 
FAX:  435-831-5711 


FortHuachuca,  AZ  85613-7110 


-4£j-4iis!^^d£sa;iiii5s2i:  i3 


Army  Redstone  Technical  Test  Center 
ATTN:  STERT-TE-P 
Mr.  James  Knaur 

Redstone  Arsenal,  AL  35898-8052 

Army  White  Sands  Missile  Range 

ATTN:  STEWS-RM-P 
Mr.  Steve  Mears 

White  Sands  Missile  Range,  NM  88002-5031 


Email:reinerr@epg.ani 
Phone:  602-533-8002 
DSN:  821-8002 
FAX:  602-533-8020 


Email:  iknaur@rttc.redstone.armv.mil 
Phone:  205-876-3556 
DSN:  746-3556 
FAX:  205-876-0226 

Email :  mearss@wsmr.armv.mil 
Phone:  505-678-2821 
DSN:  258-2821 
FAX:  505-678-1819 


Army  Yuma  Proving  Ground 
ATTN:  STEYP-ES-T 
Mrs.  Sue  Ibrahim 

Yuma  Proving  Ground,  AZ  85365-9107 


Email :  sibrahim@vum£ 
Phone:  520-328-3021 
DSN:  899-3021 
FAX:  520-328-3180 
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Army  Natick  Soldier  Ctr 
ATTN:  AMSSB-RSC-BB(N) 
Mr.  Robert  Rosenkrans 
Natick,  MA  01760-5015 


Email:  rrosenkr@.natick-amed02  .armv.mil 
Phone:  508-233-4928 
DSN:  256-4928 
FAX:  508-233-5223 


Army  Construction  Engineering  Research  Laboratories  Emaikb-shahinfS), cecer.armv.mil 


ATTN:CECER-PP-P 
Ms.  Bea  Shahin 
P.O.Box  9005 
Champaign,  IL  61826-9002 

Army  Cold  Regions  Research  &  Engineering  Laboratory 

ATTN:  CECRL-PP 

Ms.  Sharon  Borland 

72  Lyme  Road 

Hanover,  NH  03755-1290 

I-,,.....  .Li.  L  .  .  '■ 

Army  CECOM  Research,  Development  &  Engineering  Ctr 

ATTN:  AMSEL-RD-AS-TD 

Mr.  Louis  Jakub 

Fort  Mdtttnouth,  NJ  07703-5001 

a—;,  -r.r-  "f.-; — -  ’J  f  '  '  - • 

_ ■*XI  !'».  .ii  —.1  ..3.  .'L** 

Army  Research  Laboratory 
ATTN:AMSRL-VP-C 
Dr.  David  Brewer 
21000  Brookpark  Drive 
Cleveland,  OH  44153-3127 


Phone:  217-373-7234 


FAX:  217-373-7222 


Email :  sborland@.crrel.usace.armv.mil 
Phone:  603-646-4735 


FAX:  603-646-4448 


Email:  iakub@,maill.monmouth.armv.mil 
Phone:  732-427-2690 
DSN:987-2690 
FAX:  732-427-2392 

T.M  -r.rfw 

,  Nf,  ^  ^  T  1  -  J?  •-  -<25  jv-  J 

Email:  david.n.brewer@lerc.nasa.gov 


Phone:  216-433-3304 


FAX:  216-433-8011 


Army  Research  Office 
ATTN:  AMXRO-RT 
Mr.  Dave  Seitz 
P.O.  Box  12211 

Research  Triangle  Park,  NC  27709-221 1 


Army  Armament  Research,  Dev  &  Engineering  Ctr 
ATTN:  SMCAR-ASC 
Tim  Ryan 

Picatinny  Arsenal,  NJ  07806-5000 


Email:  seit2@aro-emhl  .armv.mil 


Phone:  919-549-4207 
DSN:  832-4207 
FAX:  919-549-4248 


Phone:  973-724-7953 
DSN:  880-7953 
FAX:  973-724-2934 


Army  Benet  Laboratories 
ATTN:  SMCAR-CCB-T 
Dr.  Lee  Greenberg 


Email:  Igree 


Phone:  518-266-4325 
DSN:  974-4325 
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Amy  ORTAs 


http://www.dtic.mil/techtransit/business/amyortas.htinl 


Watervliet,  NY  12189-4050 


Army  Aviation  Applied  Technology  Directorate 

ATTN:  AMSAM-AR-T-C 

Ms.  Lauren  Sebring 

Fort  Eustis,  VA  23604-5577 


Army  Aerofllghtdynamics  Directorate 

ATTN:  AMAT-R-AS 

Mr.  Art  Ragosta 

NASA  Ames  Research  Center 

Mail  Stop  262-3 

MoiSett  Field,  CA  94035-1000 


FAX:  518-266-5603 


Email:  lsebring@aatd.eustis.armv.mil 
Phone:  757-878-4828 
DSN:  927-4828 
FAX:  757-878-0008 

Email:  ragosta@merlin.arc.nasa.gov 
Phone:  415-604-5558 
DSN:  359-5558 
FAX:  415-604-5564 


Army  Edgewood  Chemical-Biological  Ctr 
ATTN:  AMSSB-RAS-C 
Robert  Gross 

Aberdeen  Proving  Ground,  MD  21010-5423 

Army  CECOM  Research,  Dev  &  Engineering  Ctr 
ATTN:  AMSEL-RD-NV 
Ms.  Karen  Gorden 


Email:  robert.gross@sl 
Phone:  410-436-5387 
DSN:  584-5387 
FAX:  410-436-6529 


Email: : 


10221  BurbeckRoad,  Suite  430 
Fort  Belvoir,  VA  22060-5806 


Phone:  703-704-2279 
DSN:  654-2279 
FAX:  703-704-1215 
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Simulation,  Training  &  Instrumentation  Command 

ATTN:  AMSTI 

Mr.  Gene  Wiehagen 

12350  Research  Parkway 

Orlando,  FL  32826-3276 

Walter  Reed  Army  Institute  of  Research 
ATTN:  MCMR-UWZ-I 
Dr.  Paul  Mele 

Walter  Reed  Army  Medical  Center 
Washington,  DC  20307-5100 

Army  Research  Laboratory 
ATTN:  AMSRL-CS-TT 
Ms.  Norma  Cammarata 
2800  Powder  Mill  Road 
Adelphi,MD  20783-1 145 


Email:  wiehageg@stricom.armv.mil 
Phone:  407-384-3930 
DSN:  970-3930 
FAX:  407-384-3830 


Email:  dr.  paul  mele@.wrsmte-ccmail.armv.mil 
Phone:  301-319-9736 


DSN:  662-9736 
FAX:  301-319-9227 


Email:  normac@,arl.mil 
Phone:  301-394-2952 
DSN:  290-2952 
FAX:  301-394-5818 
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Defense  Language  Institute  Foreign  Language  Ctr 
ATTN:  ATFL-ESR 
Dr.  John  Lett 

Presidio  of  Monterey,  CA  93944-5006 


Army  TRADOC  Analysis  Center 
ATTN:  ATRC-TD 
Ms.  Cathy  Corley 
Fort  Leavenworth,  KS  66027-5200 


Army  Center  for  Healthcare  Education  &  Studies 

ATTN:  MCCS-HRN 

LTC  Martha  Spinks 

Bldg.  2268  Stanley  Road 

Fort  Sam  Houston,  TX  78234-6125 


Army  Test  and  Evaluation  Command 
ATTN:  AMSTE-TM-T 
Mr.  Stephen  Clark 

Aberdeen  Proving  Ground,  MD  21005-5055 

Army-CIiiiical  Investigation  Regulatory  Office 

ATTN:  MCCS-GCI 

LTC  Donald  L.  Harrison 

1608  Stanley  Road 

Fort  Sam  Houston,  TX  78234-6125 

Army  Research  Laboratory 
ATTN:  AMSRL-CS-TT 

Mr.  Michael  Rausa 

Aberdeen  Proving  Ground,  MD  21005-5001 


Email:  letti@pom-enihl.annv.mil 
Phone:  408-242-5214 
DSN:  878-5214 
FAX:  408-242-5767 


Email:  corlevc@trac.armv.mi' 
Phone:  913-684-7579 
DSN:  552-7579 
FAX:  913-684-8091 

’  I  k'l.  *«•'  'C'J  I 

Email: 

Phone:  210-221-9333x9635 
DSN:  471-9333  x9635 
FAX:  210-295-0229 
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Email:  clarks@,tecom.armv.mil 
Phone:  410-278-1267 
DSN:  298-1267 
FAX:  410-278-1475 


Email:  donald.harrison(5),cen.amedd.armv.mil 

Phone:210-221-2511 

DSN:  471-2511 

FAX:  210-295-0244 


Email:  mrausa@arl.mil 
Phone:  410-278-5028 

DSN:  298-5028 
FAX:  410-278-5820 
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FINDING  STINFO  DOCUMENTATION  ELECTRONICALLY  - 

A  SAMPLING 


1.  DoD  Publications  (directives,  instructions,  publications): 

http://www.dtic.niil/whs/directives 
(publications  in  ASCII,  SGML  and  PDF  formats) 


2.  DoD  and  SF  Forms:  http://webl.whs.osd.mil/icdhome/formtab.htm/ 


3.  Military  Service  Publications: 

Air  Force:  http://afpubs.hq.af  mil/ 

Navy:  http://neds.nebt.daps.mil/ 

Army:  http://www.usapa.army.mil/ 

Comprehensive  List:  http://www.fas.org/man/doctrine.htm/ 


4.  Specifications  and  Standards  (including  Military,  ANSI,  DIDS): 

DoDSSP  Main  Page:  http://www.dodssp.daps.mil/ 

ASSIST  Online:  http://astimage.daps.dla.mil/online/  (you  need  to  obtain  a 
password) 

Registration:  astimage.daps.dla.mil/online/registration/registration.cfin 
ASSIST-Quick  Search:  http://astimage.daps.dla.mil/quicksearch/  (no  password) 


5.  ANSI/NISO  Standards:  http://www.niso.org/ 


6.  FARandDFARS: 

http  ://farsite.hill .  af  mil/ 

http://www.acq.osd.mil/dp/dars/dfars/dfars.html/ 
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BIBLIOGRAPHY:  USAF  STINFO  MANAGEMENT  REPORTS 


Abridged  USAF  STINFO  Program  Manager*s  Overview  Manual. 

Walter  R.  Blades,  Charlie  Maiorana 
August,  1990 

Deputy  for  Scientific  and  Technical  Information,  Secretary  of  the 
Air  Force  (SAF/AQT),  Washington,  DC 

USAF  SJINFO  Management  90/9,  SAF/ AQT-SR-90-016 ,  AD-A232  483. 

USAF  STINFO  Management  90/9-Floppy,  SAF/ AQT-Floppy-90-007 , 

AD-MOOO  080. 

Controlling  Unclassified  Scientific  and  Technical  Information. 

Walter  R.  Blados 

1987 

Deputy  for  Scientific  and  Technical  Information,  Secretary  of  the 
Air  Force  (SAF/AQT),  Washington,  DC 

USAF  STINFO  Management  90/5,  SAF/ AQT-SR-90-010 ,  AD-A224  540. 
Document  Marking 

Walter  R.  Blados,  Charlie  Maiorana,  and  Allan  D.  Kuhn 
April  1990 

Deputy  for  Scientific  and  T.echnical  Information,  Secretary  of  the 
Air  Force  (SAF/AQT),  Washington,  DC 

USAF  STINFO  Management  90/4-Video,  SAF/ AQT-Video-90-003 , 

AD-MOOO  017. 

USAF  STINFO  Management  90/4-Floppy,  SAF/ AQT-Floppy-90-004 , 

AD-MOOO  088. 

USAF  STINFO  Management  90/4,  SAF/ AQT-SR-90-004 ,  AD-A231  150. 

Interacting  with  DTIC 

Walter  R.  Blados,  Charlie  Maiorana 

July,  1990 

Deputy  for  Scientific  and  Technical  Information,  Secretary  of  the 
Air  force  (SAF/AQT),  Washington,  DC 

USAF  STINFO  Management  90/6-Video,  SAF/ AQT-vldeo-90-004 , 

AD-MOOO  019. 

USAF  STINFO  Management  90/6-Floppy,  SAF/ AQT-Floppy-90-005 , 

AD-MOOO  087. 

USAF  STINFO  Management  90/6,  SAF/ AQT-SR-90-0013 ,  AD-A232  485. 

The  USAF  STINFO  Program  Manager  Training  Course 
Walter  R.  Blados,  Charlie  Maiorana 
June  1989 


Deputy  for  Scientific  and  Technical  Information,  Secretary  of  the 
Air  Force  (SAF/AQT),  Washington,  DC 

USAF  STINFO  Management  90/8,  SAF/AQT-SR-90-015  ,  AD-A252  111. 

The  USAF  STINFO  Program  Overview 
Walter  R.  Blados,  Charlie  Maiorana 
June  1989 

Deputy  for  Scientific  and  Technical  Information,  Secretary  of  the 
Air  Force  (SAF/AQT),  Washington,  DC 

USAF  STINFO  Management  90/1,  SAF/AQT-SR-90-001 ,  AD-A226  969. 

USAF  STINFO  Management  90/1-Floppy,  SAF/ AQT-Floppy-90-001 , 

AD-MOOO  089. 

The  Value  of  STINFO 

Walter  R.  Blados,  Charlie  Maiorana 

July  1990 

Deputy  for  Scientific  and  Technical  Information,  Secretary  of  the 
Air  Force  (SAF/AQT),  Washington,  DC 

USAF  STINFO  Management  90/7-Video,  SAF/AQT-Video-90-005  , 

AD-MOOO  123. 

USAF  STINFO  Management  90/7-Floppy,  SAF/ AQT-Floppy-90-006 , 

AD-MOOO  081. 

USAF  STINFO  Management  90/7,  SAF/ AQT-SR-90-014 ,  AD-A232  484. 

Welcome  to  the  World  of  STINFO 
Walter  R.  Blados,  Charlie  Maiorana 
1990 

Deputy  for  Scientific  and  Technical  Information,  Secretary  of  the 
Air  Force  (SAF/AQT),  Washington,  DC 

USAF  STINFO  Management  90/2-Vldeo,  SAF/ AQT-Video-90-001 , 

AD-MOOO  022. 

USAF  STINFO  Management  90/2-Floppy,  SAF/ AQT-Floppy-90-002 . 

USAF  STINFO  Management  90/2,  SAF/ AQT-SR-90-002 . 

The  Work  Unit  Information  System 

Walter  R.  Blados,  Charlie  Maiorana,  and  Allan  D.  Kuhn 
March  1990 

Deputy  for  Scientific  and  Technical  Information,  Secretary  of  the 
Air  Force  (SAF/AQT),  Washington,  DC 

USAF  STINFO  Management  90/3-Video,  SAF/AQT-Video-90-002 , 

AD-MOOO  016. 

USAF  STINFO  Management  90/3-Floppy,  SAF/ AQT-Floppy-90-003  , 

AD-MOOO  086. 

USAF  STINFO  Management  90/3,  SAF/ AQT-SR-90-003 ,  AD-A231  149. 
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NASA/DoD  AEROSPACE  KNOWLEDGE 
DIFFUSION  RESEARCH  PROJECT 


Fact  Sheet 

The  production,  transfer,  and  use  of  scientific  and  technical  Information  (STl)  is  an  essentia! 
part  of  aerospace  R&D.  We  define  STI  production,  transfer,  and  use  as  Aerospace  Knowledge 
Diffusion.  Studies  tell  us  that  timely  access  to  STl  can  increase  productivity  and  innovation  and 
help  aerospace  engineers  and  scientists  maintain  and  improve  their  professional  skills.  These 
same  studies  remind  us  that  we  know  little  about  aerospace  knowledge  diffusion  or  about  how 
aerospace  engineers  and  scientists  find  and  use  STI.  To  learn  more  about  this  process,  we  have 
organized  a  research  project  to  study  knowledge  diffusion.  Sponsored  by  NASA  and  the 
Department  of  Defense  (DoD),  the  NASA/DoD  Aerospace  Knowledge  Diffusion  Research  Project 
is  being  conducted  by  researchers  at  the  N^A  Langley  Research  Center,  the  Indiana  University 
Center  for  Survey  Research,  and  Rensselaer  Polytechnic  Institute.  This  research  is  endorsed  by 
several  aerospace  professional  societies  including  the  AIAA,  RAeS,  and  DGLR  and  has  been 
sanctioned  by  the  AGARD  and  AIAA  Technical  Information  Panels. 

This  4-phase  project  is  providing  descriptive  and  analytical  data  regarding  the  flow  of  STI 
at  the  individual,  organizational,  national,  and  international  levels.  It  is  examining  both  the 
channels  used  to  communicate  STI  and  the  social  system  of  the  aerospace  knowledge  diffusion 
process.  Phases  1  investigates  the  information-seeking  habits  and  practices  of  U.S.  aerospace 
engineers  and  scientists  and  places  particular  emphasis  on  their  use  of  government  fimded 
aerospace  STI.  Phase  2  examines  the  industry-government  interface  and  places  special  emphasis 
on  the  role  of  the  information  intermediary  in  the  knowledge  diHusion  process.  Phase  3  concerns 
the  academic-government  interface  and  places  specific  emphasis  on  the  information  intermediary- 
faculty-student  interface.  Phase  4  explores  the  information-seeking  behavior  of  non-U.S. 
aerospace  engineers  and  scientists  from  Brazil,  Western  Europe,  India,  Israel,  Japan,  and  the 
Soviet  Union. 

The  results  will  help  us  to  understand  the  flow  of  STI  at  the  individuairor^izational, 
national,  and  international  levels.  The  results  of  our  research  will  contribute  to  increasing 
productivity  and  to  improving  and  maintaining  the  professional  competence  of  aerospace 
engineers  and  scientists.  They  can  be  used  to  identify  and  correct  deficiencies,  to  improve  access 
and  use,  to  plan  new  aerospace  STI  systems,  and  should  provide  useful  information  to  R&D 
managers,  information  managers,  and  others  concerned  with  improving  access  to  and  utilization 
of  Sn.  The  results  of  our  research  are  being  shared  freely  with  those  who  participate  in  the 
study.  You  can  get  copies  of  the  project  publications  by  contacting  Dr.  Pinclli. 

Dr,  Tbonuts  £■  Pioeili  Dr.  Joha  M.  Kennedy  Rebeoa  O.  Barclay 

Mail  Stop  180A  Center  for  Survey  Research  Dept,  of  Language,  Literature  k  Communication 

NASA  Langley  Research  Center  Indiana  University  Rensselaer  Polytechnic  Inadtute 

Hampton,  VA  23665  Bloomington.  IN  47405  Troy,  NY  12180 

(804)  864-2491  (812)  855-2573  (804)  399-5666 

'  Fax  (804)  864-8311  Fax  (812)  855-2818  (518)2764983 

tompin@teb.larc.nasa.gov  keiuiedy@isTm8ilaoc.indiani.edu  Fax  (518)  2764783 
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Publications  List 

REPORTS 


Plnelll,  Thomas  E.;  Myron  Glassman;  Walter  E.  OIlu;  and  Rebecca  0.  Barclay. 

Technical  Communications  In  Aerospace:  Results  of  Phase  1  Pilot  Study. 

Washington,  DC:  National  Aeronautics  and  Space  Administration.  NASA  TM- 
101534.  February  1989.  106  p.  (Available  NTIS;  89N26772.)  ad-a252  062 

Pinelll,  Thomas  E.;  Myron  Glassman;  Walter  E.  Oliu;  and  Rebecca  0.  Barclay. 

Technical  Communications  in  Aerospace:  Results  of  a  Phase  1  Pilot  Study. 

Washington,  DC:  National  Aeronautics  and  Space  Administration.  NASA  TM- 
101534.  February  1989.  83  p.  (Available  NTIS;  89N26773.)  AD-A252  063 

Pinelli,  Thomas  E.;  Myron  Glassman;  Walter  E.  Oliu;  and  Rebecca  0.  Barclay, 

Technical  Communications  in  Aerospace:  Results  of  Phase  1  Pilot  Study— An 
Analysis  of  Managers’  and  Nonmanagers’  Responses.  Washington,  DC:  Nation¬ 
al  Aeronautics  and  Space  Administration.  NASA  TM-101625.  August  1989.  58 
p.  (Available  NTIS;  90N 11647.)  ad-a252  064 

Pinelli,  Thomas  E.;  Myron  Glassman;  Walter  E.  Oliu;  and  Rebecca  0.  Barclay. 

Technical  Communications  in  Aerospace:  Results  of  Phase  1  Pilot  Study— An 
Analysis  of  Profit  Managers’  and  Nonprofit  Managers’  Responses.  Washington, 

DC:  National  Aeronautics  and  Space  Adminlstration.NASA  TM101626. 

October  1989.  71  p.  (Available  NTIS;  90N15848.)  AD-A252  065 

Pinelli,  Thomas  E.;  John  M.  Kennedy;  and  Terry  F.  White,  Summary  Report  to 
Phase  1  Respondents.  Washington,  DC:  National  Aeronautics  and  Space 
Administration.  NASA  TM-102772.  January  1991.  8  p.  (NTIS  91N17835.)  AD-A237  384 

Pinelli,  Thomas  E.;  John  M.  Kennedy;  and  Terry  F.  White.  Summary  Report  to 
Phase  1  Respondents  Including  Frequency  Distributbns.  Washington,  DC: 

National  Aeronautics  and  Space  Administration.  NASA  TM-102773.  January 
1991.  53  p.  (Available  NTIS;  91N20988.)  AD-A252  054 

Pinelli,  Thomas  E.  The  Relationship  Between  the  Use  of  U.S.  Government 
Technical  Reports  by  17.5.  Aerospace  Engineers  and  Scientists  and  Selected 
Institutional  and  Sociometric  Variables.  Washington,  DC:  National  Aeronautics 
and  Space  Administration,  NASA  TM-102774.  January  1991.  350  p.  (Available 
NTIS;  91N18898.)  AD-A252  066 
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7  Pinelli,  Thomas  E.;  John  M.  Kennedy;  and  Terry  F.  White,  Summary  Report  to 
Phase  2  Respondents  Including  Frequency  Distributions.  Washington,  DC: 
National  Aeronautics  and  Space  Administration.  NASA  TM-104063.  March  1991. 
42  p,  (Available  NTIS;  91N22931.)  ad-a252  055 
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Phase  3  Faculty  and  Student  Respondents.  Washington,  DC:  National  Aeronautics 
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Phase  3  Faculty  and  Student  Respondents  Including  Frequency  Distributions. 
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Phase  3  Academic  Library  Respondents  Including  Frequency  Distributions. 
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104095.  August  1991.  42  p.  (Available  NTIS;  91N33013.)  ad-A252  069 
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Chronology  of  Selected  Literature,  Reports,  Policy  Instruments,  and  Significant 
Events  Affecting  Federal  Scientific  and  Technical  Information  (STI)  in  the  United 
States:  2945-1990.  Washington,  DC:  National  Aeronautics  and  Space 
Administration,  NASA  TM-101662.  January  1992.  130  p.  (Available  NTIS; 
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National  Aeronautics  and  Space  Administration.  NASA  TM-107673,  October 
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